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Abstract

This paper investigates the enforcement of opacity by insertion functions subject to multiple quantitative constraints capturing
resource or energy limitations. There is a malicious intruder attempting to infer secrets of the system from its observations. To
prevent the disclosure of secrets, the insertion function inserts fictitious events to the output of the system to obfuscate the intruder.
The system is initialized with several types of resources, referred to as energy. The energy is consumed or replenished with event
occurrences while always consumed with event insertions. The insertion function must enforce opacity while ensuring that each
type of resource is never depleted. This problem is then reduced to a two-player game between the insertion function and the
system (environment), with properly defined objectives. A game structure called the Energy Insertion Structure, denoted by EIS
is proposed, which provably contains solutions to the energy constrained opacity enforcement problem. Then we further study the
bounded cost rate insertion problem on the insertion function’s winning region of EIS, which requires that the long run average
rate of insertion cost be bounded. This problem is formulated as a multidimensional mean payoff game and a special method called
hyperplane separation technique is applied to efficiently solve it.
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1. Introduction

Opacity is an information-flow based property that character-
izes whether the secrets of a system can be inferred by an out-
side intruder with malicious purposes. The outside intruder is
typically modeled as an observer with knowledge of the struc-
ture of the system; its intention is to infer system secrets by
observing system outputs. The system is opaque if the intruder
is never able to unambiguously determine any of the system se-
crets from its observations.

Opacity has received significant attention in the context of
Discrete Event Systems (DES). Different notions of opacity
have been proposed and studied for finite-state automata, e.g.,
language-based opacity [22], current-state opacity [30], initial-
state opacity [31], K-step opacity [36] and infinite-step opac-
ity [40]. Opacity has also been discussed in other models,
like infinite state systems [10], Petri nets [33], modular sys-
tems [23] and timed systems [7]. Opacity under the so-called
Orwellian observation is studied in [25]. Additionally, many
works investigate opacity quantitatively in stochastic settings,
e.g., [3, 11, 20, 38]. The review paper [16] provides a compre-
hensive summary of research topics on opacity in DES.
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Violations of opacity give rise to the problem of opacity en-
forcement, see, e.g., [2, 15], which has been investigated under
various mechanisms. Supervisory control can be used to dis-
able non-opaque behaviors, thereby preventing disclosure of se-
crets [13, 32, 34, 35, 39]. Another popular framework is sensor
activation [8, 37], which dynamically changes the observability
of certain events but does not intervene with the operation of the
system. Differently from these approaches, [17] studies opacity
enforcement using insertion functions, which may insert ficti-
tious events into the system’s output to modify the intruder’s
observation for obfuscation purposes. This method is further
generalized to edit functions [19, 24] which may erase events
from the output of the system, along with event insertions.

All the above works concentrate on logical properties of
opacity enforcement. However, in many applications, the ex-
ecution of system events may gain or consume certain types of
resources of the system, which we refer to as “energy”. Be-
sides, secrecy obfuscation may also consume some types of re-
sources so that some strategies may be preferred due to lower
costs. Those resources may be interpreted as budget for inser-
tion of fictitious events, processing time, storage space, power
supply, and so forth. Motivated by this practical situation, it is
meaningful to investigate opacity enforcement under quantita-
tive constraints. We assume that the system has several types
of resources whose amounts are all fixed. The system’s energy
levels may change due to event occurrences and defense of se-
crets. Under this framework, our objective is to guarantee that
secrets are not disclosed to the intruder while each type of re-
source is never depleted in the process of enforcing opacity.

In this work, we consider opacity enforcement by leveraging
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the technique of insertion functions [17] and further investigate
it under a quantitative setting. This problem is inspired by the
rapidly growing application of location-based services (LBS).
Suppose there is a device providing LBS, which sends person-
alized information to the user by exploiting the user’s real time
location. There may be a malicious eavesdropper which intends
to infer some critical information of the user from the queries
sent by the device, through the open communication network.
To prevent the disclosure of secrets, some fictitious queries may
be inserted to the ongoing queries if they are going to reveal the
user’s critical information. Then the resulting query sequences
must be made consistent with some existing queries not reveal-
ing any secret information. This mechanism is shown in Fig-
ure 1. Since inserting queries may cost certain resources like
electricity, bandwidth and money, the insertion functions may
not insert arbitrary long or arbitrary many queries for obfusca-
tion in practice. They should be properly designed so that the
resource budget requirements are not violated. In addition, the
resources should not be consumed too sharply so that the inser-
tion functions work economically, i.e., the rate of insertion cost

should be bounded from above.
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Figure 1: Location-based service and insertion mechanism
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These requirements lead us to study opacity enforcement by
insertion functions with multiple quantitative objectives. This
problem is discussed under imperfect information due to the in-
sertion function’s partial observation of the system, i.e., it is
only aware of the occurrence of observable events. The inser-
tion function aims to enforce opacity under the constraint that
each type of resource of the system never drops below zero, for
all possible system behaviors (worst-case analysis). We trans-
fer this problem to a two-player game between the insertion
function and the environment, then solve it by constructing a
discrete game structure called Energy Insertion Structure, de-
noted by EIS. The insertion function plays by inserting events,
which consumes resources, while the system plays by execut-
ing events, which consumes or gains resources. So the system’s
resource levels dynamically change, which are reflected in E1S .

Based on EIS, we first find the strategies of the insertion
function, which enforce opacity while not violate the energy
level constraints. Among them, we are particularly interested in
the strategies working in an “economical” way. In other words,
there should exist an upper bound for the rate of insertion cost
so that only a reasonable amount of resource is consumed per
step of insertion. Motivated by this requirement, we further
formulate the bounded insertion cost rate problem as a multi-
dimensional mean payoff game and solve it by leveraging the
hyperplane separation technique originally proposed in [9].

Our work is inspired by some results on quantitative two-
player games in theoretical computer science, specifically, en-

ergy games and mean payoff games [1, 14]. In some cases, one
player only has imperfect information about the game and thus
is not informed of some moves of its opponent. Under imper-
fect information, energy games are decidable and known to be
ACK-complete [27] with fixed amount of initial energy, while
mean payoff games are in general undecidable [12]. Another
generalization is multidimensional game [9], where both play-
ers have several quantitative objectives. The above works also
inspired the work [28], which studies supervisory control for
DES using energy games with partial observation. We adapt
some methodology from [28] to the different problem of opac-
ity enforcement by obfuscation. To the best of our knowledge,
this paper is the first to investigate opacity enforcement under
multiple quantitative objectives.

The rest of this paper is organized as follows. Section 2
describes our system model. Section 3 formulates the energy
constrained opacity enforcement problem. Section 4 introduces
EIS and presents its construction algorithm. Section 5 solves
the energy constrained opacity enforcement problem based on
EIS . Section 6 formulates the bounded cost rate insertion strat-
egy synthesis problem and solves it by the hyperplane separa-
tion technique. Finally, Section 7 concludes the paper.

A preliminary version of this paper appears in [18] and the
improvement is three-fold. First, [18] only shows the sound-
ness of obtaining insertion functions from EIS, while this work
also shows the completeness. Second, we extend the one-
dimensional quantitative objective in [18] to the multidimen-
sional case. Finally, we solve the bounded cost rate insertion
strategy synthesis problem, which was not treated in [18].

2. System Model

We consider opacity and its enforcement in a quantitative
DES modeled as a weighted finite-state automaton:

G=(XE,f x,w)

where X is the finite set of states, E is the finite set of events,
f 1 XXE — X s the partial state transition function, and xo € X
is the unique initial state. We denote by Xs C X the set of
secret states that should remain opaque. The transition function
is extended to domain X X E* in the standard manner [6] and
we still denote it by f. The language generated by G is defined
as L(G) ={s € E* : f(xo,s)!} where ! means “is defined”. We
write s < u if string s is a prefix of string u; also s < uif s < u
and s # u. We also denote by ¢ € s if string ¢ is a substring
of s. The multidimensional function w : E — Z* assigns a
k-dimensional weight vector to each event in E where k is a
(fixed) positive integer and each entry reflects the gain or cost
of a certain type of resource associated with the occurrence of
an event. We denote by w®(e) the i-th component of w(e) for
e € E. In this work, we let_O> be the k-dimensional vector of all
0Os. The function w is additive, whose domain is extended to E*
by letting w(e) = T)> w(se) = w(s) + w(e) where s € E*, e € E.

Given an automaton G, for x;,x, € X and e € E, we denote
by x; 5 xp if f(x1,e) = x,. A run in G is a sequence of
alternating states and events: r = x| SN X RN =N Xn
and it may be infinitely long. We denote the set of runs in G



by Run(G) and x € r if x is a state in r. A run is initial if its
initial state is the initial state of the system. Also, a run forms a
cycle if x| = x,, and the cycle is simple if Vi, j € {1,2,---n—1},
i # j= x; # x;. If r is a cycle, there is a corresponding loop
ejey -+ - e, starting from and ending in x;. We further call the
loop simple if the cycle is simple.

We refer to the set of quantitative resources associated with
the operation of the system as energy. The system is granted
with initial energy vector vy € N¥ to support its operation.
Given s = epe;---e,-1 € L(G), the energy level of the sys-
tem after s is V(s) = vo + 3120 w(e;). We also denote by V(s)
the i-th component of the k-dimensional vector V(s). Then we
make the following important assumption that the energy level
vector should always be nonnegative in every dimension and
we will explain it in the next section.

Assumption 1. Vs € £(G), V(s) > 0.

System G is partially observable, i.e., E = E,UE,,, where E,
is the set of observable events and E,, is the set of unobservable
events. Given ¢ = t’e € E”, its natural projection under P :
E* — E7 is recursively defined as P(f) = P(¢')P(e) where ¢’ €
E* and e € E. The projection of an event is P(e) = eif e € E,
and P(e) = eif e € E,, U {€}, where € is the empty string.

Given a set of states g C X, the unobservable reach, denoted
by UR(g), is defined as: UR(q) = {¥ € X : dx € ¢,3ds €
E:,, s.t. f(x,s) = x’}. The observable reach under observable
event ¢,, denoted by Next,, (q), is defined as: Next,, (q) = {x' €
X :3dx € q,e, € E,, s.t. f(x,e,) = x’}. Then the observer of
G is: Obs(G) = (Xopss Eos 0, Xops0s Wops) Where Xops © 2% is the
state space; 0 : X,ps X E, = X,ps 1s the transition function and
Y Xobs € Xobs» 0(Xobss €0) = UR(Nextel,(xobs)); Xobso = UR(xp)
is the initial state; w,ps : E, — ZF is the same as w over the
restricted domain E,. An observer state can be viewed as a
(current) state estimate of the system, which is a subset of X.

3. Problem Formulation

In this section, we first review the notion of current-state
opacity and the mechanism of insertion functions. Then we for-
mulate the energy constrained opacity enforcement problem.

Definition 1 (Current-State Opacity (CSO)). Given system G,
projection P, and secret state set X5, G is CSO if Vt € Lg :=
{t € LG): f(xo,) € X}, A" € Lys := {t € L(G) : f(xp,1) €
(X \ Xs)} such that P(t) = P(t").

A system is current-state opaque if for every string reach-
ing a secret state, there exists another string reaching a non-
secret state which shares the same projection, thereby provid-
ing deniability of the secret. CSO can be verified by building
the observer and checking whether an observer state contains
solely secret states. Based on CSO, we define the safe lan-
guage, which is the prefix-closure of the projected non-secret
strings: Lyare = PLL(G)] \{[P[LG)]\ P(Lys)] E,}. We also
define the unsafe language Lyysqare = PIL(G)]\ Lyafe.

Given system G and its observer Obs(G), the desired ob-
server Obs.(G) = (Xg4, E,, 04, X40) 1s obtained by removing all

observer states composed of only secret states and then taking
the accessible part, see [17]. Here X; C X, is the state space,
E, is the set observable events, 6, : X; X E, — X, is the same
transition function as § with restricted domain X; X E,, x40 is
the initial state and we omit the weight function in Obs;(G). It
is easy to see that Obs;(G) generates exactly Ly, ..

Opacity may not always hold and an insertion function may
be used to enforce opacity. The insertion function is an interface
between the output of the system and the external environment
including the intruder. It may insert fictitious events into the
output stream of the system to obfuscate the intruder; see [17]
for more details of this concept.

Definition 2 (Insertion Function). An insertion function is de-
fined as: fi, : E;XE, — E,E, such that forl € E, and e, € E,,
fin(l,e,) = sie, where sy € E,.

By definition, the insertion function inserts s; before the next
observable event ¢, given that [ has been observed, then it out-
puts sye,. It is likely that s; is € when no event is inserted.
An insertion function f;, may be encoded as an input/output
(I/0) automaton IA = (Xi4, Eos E, 8ias Ooas Xiap). Here Xj, is
the state space; E, is the set of input events; E} = E}E, is
the set of output strings; 6, : Xj, X E, — Xj, is the transition
function; 8,, : Xiu X E, — E is the output function such that
0oa(Xias €0) = S1€, where 6;4(xiq, €,)! and 6ia(xia,Os §) = Xig, if
Jfin(s,€,) = s1€0; Xia0 € Xi, 1s the initial state.

We also define a string-based version of f;, and with a slight
abuse of notation, denote it by f;, as well (it will be clear from
the argument which form of f;, is being considered): f;,(€) = €
and fin(le,) = fin(D) fin(, €o).

An insertion function inserts strings based on the observable
behavior of the system. However, unobservable events do oc-
cur between two observable events. As a convention, when we
need to discuss unprojected strings with insertion, we assume
without loss of generality that the inserted string is placed right
before the next observable event in an unprojected string.

Convention 1. Given s = &yeg- - &nm1€4-1&, € L(G) where
Yj < n & € E,, and e; € E,, if fin(eoe1---ej_1,e;) =
Oje; where Yj < n, §; € Ej, then s is mapped to s' =
Eoboey - - - Ejbie; - - - €,0ne, where P(s") € P[L(G)].

It is possible that s ¢ L(G), but what matters is that P(s") €
P[L(G)], since the intruder only observes strings in P[L(G)]
for its inference of secrets.

Next, we present the notion of private safety from [17],
which indicates that every string in P[L(G)] is mapped to a
safe string under certain insertion choices.

Definition 3 (Private Safety). Given system G with projection P
and safe language Ly y., insertion function fi, is privately safe
ifvs € P[L(G)], fin(s) € Lsafe-

We assume that event insertion always costs energy and de-
fine the insertion weight function wi, : E, — (Z \ N*)¥, which
assigns a k-dimensional weight vector to each inserted event,
where all components are non positive. Function w;, is addi-

tive and its domain is extended to E}, by letting w;,(€) = 0 and



win(se,) = win(s) + win(e,) for s € E}, e, € E,. Equivalently,
we may use —w;, to stand for insertion costs. Without loss of
generality, we assume that w;,(e,) # —O) for all ¢, € E,, i.e.,
insertion of an observable event always costs energy. The i-th
component of w;,(e,) for e, € E, is denoted by wf.;)(e(,).

Next, we define the system’s energy level after insertion as
Vi o LG) X E* — Zk. Given s = f()e‘oflel '-~§n_1en_1§n S
L(G) where Yj < n, & € E;, and e; € E,, suppose s
is mapped to s = &ybpeoéi61e - - En_104-1€4-1&, by Conven-
tion 1 by some insertion function; then we let V,,(s,s’) =
V(s) + Z;:é wip(8;). We will denote s” by sy, if s is mapped
to s’ by fi,. Hence, V,,(s, s, ) is the energy level of the system
after string s is modified by insertion function f;,.

Given a non-opaque system G with initial energy vector
vo, we aim to design an insertion function f;,, which enforces
opacity but never forces the system’s energy level to drop be-
low zero in the component-wise sense. That is, the insertion
function is constrained by the energy level of the system, i.e.,

Vs € PLLG)], Vu(s,s5,) = 0. Since insertion always costs
energy, we made Assumption 1 earlier to ensure some energy
margins for the insertion function. We now formally formulate

the energy constrained opacity enforcement problem.

Problem 1. Given system G with initial energy vector v, the

energy constrained opacity enforcement problem is to find an

insertion function f;, such that: (i) f; is privately safe; (ii)
ﬁ

Vs € L(G), Viu(s, s5,) = 0.

Due to partial observation of the system, we need to estimate
both current states and energy levels of the system so that inser-
tion functions may make proper decisions to enforce opacity.
This issue will be discussed in the following sections. Also no-
tice that if there exists an insertion function solving Problem 1
with initial energy vector vy, then the same insertion function
also solves the problem with any initial energy vector v, > vy.
We will see later that this simple monotonicity property allows
us to define a finite structure to embed solutions to Problem 1.

4. Energy Insertion Structure

In this section we define energy information states and En-
ergy Insertion Structure, which is denoted by EIS. By intro-
ducing these concepts, we transform Problem 1 into a reachabil-
ity game with perfect information between the insertion func-
tions and environment. Then we solve Problem 1 on EIS.

4.1. Building the Verifier

We first review the concept of verifier proposed in [17]. It
serves as an intermediate structure for constructing EIS here
and encodes potentially feasible insertion choices for opacity
enforcement without considering the energy constraints.

Given system G, in order to build the verifier, we first intro-
duce the feasible observer [17]. The feasible observer is ob-
tained by adding self-loops for all observable events at each
state in observer Obs(G). Formally, it is defined as Obs(G) =
(X5, E,, 6,04, xg) where X = X, is the state space; E, is the
set of observable events; § is the same transition function as

in the observer; 6y : Xy X E, — Xy is the self-loop transi-
tion function such that ¥x/ € Xy, Ve, € E,, 8a(xf e = x;
xé = Xopso is the initial state. Thus at a state x/, there may be
two transitions labeled by e, defined: (i) the normal transition
o representing the occurrence of an observable event and (ii)
transition d; representing potential event insertion.

Then we synchronize desired observer Obs;(G) and feasible
observer Obs¢(G) by the verifier parallel composition [17] to
obtain the verifier, defined as G, = (X,, E,, 0,4, Oy, X,0). Here
X, C Xy X Xy is the state space, E, is the set of observable
events; d,; : X, X E, — X, is the transition function corre-
sponding to normal transitions in both Obsy(G) and Obs;(G);
Ova : Xy, X E, — X, is the transition function corresponding
to normal transitions in Obs;(G) and added self-loop transi-
tions in Obsy(G); X9 = (Xobs,0, Xobs,0) 18 the initial state. A
state x, = (x4, x/) € X, has two components: the left one is
the intruder’s estimate and the right one is the (true) system’s
estimate. They are usually different as insertion functions ob-
fuscate the intruder by manipulating its observation.

Definition 4 (Verifier parallel composition). The verifier par-
allel composition ||, is a special parallel composition between
Obsq(G) and Obss(G): G, = Obsy(G)||,Obss(G) where tran-
sition functions 6,5 and 8,y are defined for synchronization:
6us((x, x0),e) = (Ba(x?,e),6(x7, ) and §,4((x",x7),e) =
(ba(x?, €),64(x7 , €)) = (6a(x?, €), x7).

The transition function ¢, captures actual event occurrences,
thus both the intruder’s and the system’s estimates change with
such transitions; while ¢,; captures event insertions, thus only
the intruder’s estimate is updated. This is consistent with the
mechanism of the insertion function, which is an interface be-
tween the output of the system and the outside environment. It
only changes the intruder’s observations but not the system’s
behavior. Here x¢ € X; and x? ¢ 2% by definition, so what
the intruder observes does not reveal the system’s secrets. For
completeness, we define 0,4(x,, €) = x, for all x, € X,.

4.2. Energy Information States

We aim to synthesize an insertion function which enforces
opacity and maintains nonnegative energy level in all dimen-
sions. To achieve these goals, we integrate the information of
state estimates and energy levels into properly defined Energy
Information States. Here we let |-| be the cardinality of a set.

Definition 5 (Energy Information State). Given G, an energy
information state is: ¢°¢ = (x4, x), [v(1),---v(x'D]) € X, x
U‘é'l 7N Let 1(¢°) and E[(q°) denote the state estimate and
energy level components, respectively, so q° = (1(q°), EL(¢°)).

We denote by OF the set of energy information states, which
track the system’s estimate x4 | the intruder’s estimate x/ and
the energy levels of the system at each state in x/. Besides,
each ¢° € QF induces a belief function hy : X — ZF. Specif-
ically, for ¢¢ € QF where I(¢°) = (x?,x/) € X,, we have
Er(q°) = thye(x) : x € x}. We usually put E7(g°) in a column
vector’s form: [Age(xy), - - - hge(xxr))]. By convention, elements
in E;(¢°) are placed in an increasing order w.r.t. state names in
x/. Our definition is inspired by the belief function in [12] and



the observation function in [28]. In the following discussion,
we use hf;)(x) to denote the i-th element in /1 (x).

To compare energy level vectors, we extend the measure <
from scalars to vectors as follows: given two vectors v; =
i), v12), -+ i), va = (1), Q2), -+, k)] € ZK,
we denote by v; < v, (respectively vi > ) if VI < i <
k,vi(i) vo(i) (respectively vy (i) v2(i)). Then we fur-
ther extend it to a measure on matrices: given two matrices
my = [vi,vo, o val,my = [V, V), -, v,] € Z%", we denote
bym <myifv; <viforalll <i<n.

An energy information state ¢° € QF is energy safe (or sim-
ply safe) if Vx € x/ where I(¢°) = (x4, x/), hye(x) 2 _0> We
define an order < over the set of energy information states: for
45,95 € OF, qf < ¢5if 1(g}) = I(¢5) and Er(q}) < Er(g5)-
We also say that ¢ subsumes q{ if ¢{ < g5, ie., q] and ¢;
share the same verifier state component but the energy level
vector of g5 is no less than that of g{ at every possible current
state in I(g5). By Dickson’s lemma (see [21]), the order < on
N™ is a well-quasi-ordering for any m € N. In addition, the
Cartesian product of two well-quasi-ordered sets S € N and
T < N by using < is also a well-quasi ordered set [26], i.e.,
s, )oels<sIA[t<t]fors,s" €S,t,t €T. Thus
we can further argue that < on safe energy information states
is also a well-quasi ordering, i.e., for any infinite sequence of
states ¢, ¢5--- € QF, i, je N, s.t.i < jand ¢ < 45

We call ¢ € QF x E, an augmented energy information
state, i.e., ¢*° is an energy information state augmented with an
observable event. Let I5(¢g*), E(¢q*) denote the energy infor-
mation state and observable event components of g*, respec-
tively. So we have ¢*¢ = (Ig(¢*°), E(¢*°)). With a slight abuse
of notation, we use Ay to stand for h, where g° = Ir(¢g*). Be-
sides, g is (energy) safe if Vx € x/ where I(I(¢*)) = x4, x5,
hge(x) 2 0. Then we define the following two concepts to
characterize the update of energy and augmented energy infor-
mation states with event insertion and execution.

For e, € E,, we say that g% € QF x E, is an e,-execution
successor of ¢¢ € QF if Ig(¢™) = ¢° and ¢*° = (¢°,e,). In
other words, we simply combine an energy information state
q°¢ with an observable event e, to create an augmented energy
information state g“°.

For § € E}, e(, € E,, we say ¢° € QF is a (6, e,)-insertion
successor of ¢ = (Ig(qg“),e,) € OF x E, if: (i) I(qe)
X7y = 6,46, x7), 9) eo) where I(IE(q"e)) = (x4, x));
() Vx' € ¥f, V1 <i <k, h )(x) = gmln{h (%) + w(’)(e )+

W (&) +w(0) : Ax e xf, st f(x, e,8) = ¥}

Intuitively, a (6, e,)-insertion successor indicates the update
of state estimates and energy levels after string 6 is inserted be-
fore observable event e,. Since event insertion does not change
the system’s estimate, the system’s estimate gets updated after
e, occurs. While the intruder’s estimate is updated with both
6 and e,. For a current state x” in the system’s estimate XV, it
may be reached through strings starting from some state(s) x in
x/ and those strings may have different unobservable strings as
suffixes. In this case, i, (x") indicates the minimum energy level
at every dimension at x” with the occurrence of e, and unob-

servable string £ from some x € x/ s.t. X' = f(x, e,&). We also
take into account of the cost of inserted string 6 (potentially €).
Intuitively, if the worst case energy level is nonnegative, then
the system’s energy level is always nonnegative.

An insertion-execution sequence is a sequence of alternating

states, inserted strings and executed observable events of the
form: p = y§ 4 7 a, Y5 N Z- 2 %, B, y% where
Vi<n, 6 €E),e€E,y €QF e Qf xXE,, zisane-
execution successor of y¢ and y{ , is a (6;, ¢;)-insertion successor
of z{. Such a sequence may be finite or infinite.
Lemma 1. Given an insertion-execution sequence p = y{ N
By B e S e B e et 100) = (4, x)) for all
l <i<nandletl = ejey---e,_1 and I —9161 - O_1ent,
then 6,1()(‘11, = xﬁ in Obsy(G) and 6(xf D= x in Obsy(G).

_>Z

Proof. By induction. First, consider y{ SN 75 4, ¥5. Since z] is
an ej-execution successor of y{ and y§ is an (61, e;)-insertion
successor of zl, then (xz,xf) = 6vs(6vd((x‘1’,)d;) 61),e1). So
6d(xd O1e1) = x2 and 6(xl,el) x2 by definitions of ¢,; and

dys in the verifier parallel composition.
0
Then suppose the result holds for y{ SN 7 — ¥5 SN

e Oy
F+EEE =5 7 - ¥i- Whenn = k + 1, by a similar argument,

we can show that 6,(x{, fer) = x¢, | and 50, ep) = x,/:H. Com-

bining the inductive hypothesis, we know 64(3(‘1’ ,01e1---Orey) =
x{, and 6(x{, e ---ep) = x,’;l, so the result also holds at k + 1,
which completes the whole proof. O

Lemma 1 illustrates that in an insertion-execution sequence,
the “original string” eje; - - - e,-1 before insertion is defined in
the feasible observer and the string 6,e; - --6,-1e,- after in-
sertion is defined in the desired observer. This result further
implies that the string after insertion is always a safe one, so
private safety is not violated following the insertion choices in
any insertion-execution sequence.

The following theorem shows that the belief function always
returns the minimum energy level at every dimension by strings
that have the same observation and reach some state in the es-

timate, under certain insertion choices. By convention, we de-
e [’ e ej- 61

note by p; = y¢ — z£ — y§ — 5 BN < j % for

1 < j < n the j-th prefix of p. Also we let V,S;)(s, s") denote the

i-th component of the k-dimensional vector V,,(s, s).

. . . . . €l
Theorem 1. Given an insertion-execution sequence p = y; —

[ €n—1 e

O, -
e ye B e B ve er 1(y6) = (1, x)) for all
l<ic< nandlgtl =e---e,_1, thenVx € x{;, V1 <i<k
H(x) = min{V(’)(s )3 e x],s € P, st f(X,s) =

X, 6d(x1,P(s ) = x, A\ where string s is mapped to s’ following
Convention 1 under insertions indicated by p.

Proof. Proof by induction on the length of I. Suppose s =
Erey - -Enmr1en1én, P(s) = | = e;---e, and s is mapped
to s = &ibiey---Enbpenénsr where 6; € Ej and P(s")

Ore;---6pe, = I'. Letl; = e;---e; and l;. = bie;---Oje;



be the j-th prefix of [ and /', respectively. Let [y = € and

sj = & ---€jm1eiéjp, with 59 = €. We also suppose
Bua(Bus - -+ Bus(Bua(x, X)), 01), €1) -+, ej1),0) = (¢, x/) and

Sus((x, ), e)) = x‘/’H, X )inG,.
Induction Basis: n = 0, the result holds immediately.
Inductive Hypothesis: Assume that the result holds when n =
j—1,ie,forp;.

Induction Step: consider n = j. First, 6vd((xd xf) 0;) =
(Wt ) and 8,5(@a((W . 20,6 e)) = ( +1,x/ ) hold
by the definition of the verifier. Then in pj,i, Z 1S an ej-
execution successor of y; and y%,, is a (6;,e j)—insertion suc-

cessor of ze So by definition, Yx' € xjﬂ, Yl < i <,
K () = min (HD() + 0P(e)) + 0PE ) + 0} 0)
Vi £j+IEElm y7
dx € xf s.t. f(x,e;é541) = x’}. From the inductive hypothe-
sis, we have n9 (x') = min mln {V()(s] 1,8 _1) + w()(e )+
Vi sj-1 €€k,

W& + W) ¢ W € x,x € X, st (s =
x84, P(s))) = 2, f(x.ejéjur) = ). Thatis, by (') =
min{VP(s;.s) © W7 € xl.s; € PN, st f(s) =

x’,dd(x‘]’,P(s})) = x;ﬁrl}. Thus the result holds when n = j,

completing the whole proof. O

Given an energy information state y° € QF, for every x € x/
where 1(y°) = (x?, x/), each component of Ay (x) may be due
to different strings with the same projection but different unob-
servable substrings. This can be interpreted as follows: since
the insertion function does not know the occurrence of unob-
servable strings, it should be “conservative” and take into ac-
count the system’s worst-case energy level in every dimension.

4.3. Building the Energy Insertion Structure

We now formally define EIS by construction in Algorithm 1.
EIS is a two-player game structure which reflects the up-
date of energy and augmented energy information states with
event insertion and execution. It is of the form: EIS =
(0%, 0L, E,, yz, Zf,,yf), vo, OF) where QF C QF is the set of en-
ergy information states; Q5 C QF X E, is the set of augmented
energy information states; f,% : Q% X E — Qf isthe transition
function from Qy states to QZ states; : QZ X E; — Q
the transition function from Qz states to QE states; E, is the set
of observable events; ¥5 € Q? is the initial state; vy € N is the
initial energy vector; and QZE is the set of leaf states. We call
a QF state as Y-state and a QF state as Z-state. A Z-state z¢ is
deadlocking if %o e E;, s.t. fg(ze, 0)!. Deadlocking Z-states are
undesirable and will be pruned away in constructing ETS .

Algorithm 1 builds the state space of EIS recursively by
adding (0, e,)-insertion successors and e,-execution successors
into the structure. In general, EIS represents a game with
full observation between the insertion function and the environ-
ment. The environment plays at Y-states and the insertion func-
tion plays at Z-states. The procedure DoDFS builds the state
space of EIS in a depth-first search like process. The game is
initiated from y{ where the system plays first by executing ob-
servable events. The state estimate component of y{ contains

Algorithm 1 Construction of EIS

Input: Obs(G), G,, vy

Output: EIS = (0}, 05.E, f%, f5, Eo. Y5, v0. OF)
1: Q% = {y} where 1(y) = (Xobs,01 Xobs,0)» VX € Xops, Vi < k,
K, (%) —gnln {(Vi©) : f(x0,€) = x},and O = 0, OF = 0;

Eio

2: EIS pre = DoDFS (yg, Obs(G), G,);

3: EIS = Prune(EIS p,.);

4. procedure DoDFS (y¢, Obs(G), G,)

5: for e, € E,, s.t. 6(x',e,)! in Obs(G), where I(y) =

=% x) do

6 let z¢ be an e,- execution successor of y¢;

7: add transition y° N ¢ to W,

8: if ¢ ¢ ZF then

9: Qg = Qg U {z°};

10: for 6 € E}, s.t. A%, = §,4(xy, 0), 6,5(%,, €,)! do
11: let y’¢ be an (6, e, )-insertion successor of z%;
12: add transition z¢ 4 y*to fE;

13: if y* ¢ OF then

14: if y’¢ is energy safe then

15: 0y =0y U )

16: if there exists arun r, =y SN Fod &,

¥ 2z 2 yeand 3j < st 6 < then
17: let Sub(y’®) = Y5 stop searching
from y**, OF = QF U {y*};

18: else DoDFS (y'¢, Obs(G),G,);

19: if y’¢ is not energy safe then
20: 0y = QY Uy}, OF = OF Uy},

stop searching from y’¢, ignore all ' s.t. 6 < &';

21: procedure Prune(EIS )
22: for z¢ € QF that is deadlocking do

23: remove z¢ and all y* € QF, s.t. fE(*,e,) = 2 for
some ¢, € E,;
24: take the accessible part of the structure;

the initial states of the observer and the desired observer. For
the energy level matrix E;(y(), we track the minimum energy
level of the system by unobservable strings. In Line 5, the envi-
ronment plays by executing e, if e, is defined from the system’s
estimate x/ in observer Obs(G). Then we create an e,-execution
successor z° and define a }g transition out of y¢. Note that no
string has been inserted yet and we create z¢ simply to indicate
that some string may be inserted before observable event e,,.
After that, the games goes on and it is the insertion function’s
turn to play by inserting stings. In Line 10, 6 is a logically fea-
sible insertion choice if a d,, transition labeled with 6 is defined
in the verifier and the 6,4 transition is followed by a ¢, transi-
tion labeled by some observable event e,. That means 6 can be
inserted before e, without considering the energy constraint So
we create a (0, e,)-insertion successor y’* and define a tran—
sition out of z°, indicating that € has been inserted before €.
Since the initial energy vector is fixed and insertion is costly,
there may only be a finite set of finite-length inserted strings
that lead to nonnegative energy levels. When y’* is safe, i.e.,



0 is inserted before e, without violating the energy constraint,
we proceed to check the condition in Line 16. If there exists an
initial run r, ending in y’* and y; € r, for some j < n, s.t. y’°
subsumes yj., then we know the state estimate I(yj.) is reached

again, i.e., [(y) = (). Let I(ye) = (x;?, xj;), then we know

there exists a simple cycle xf xf BRER xf in the feasi-
ble observer Obs¢(G) (also i 1n the observer Obs(G)). There also
exists a cycle starting from and ending in xd in the desired ob-
server, whose correspondmg loop is [ = 6; e'~~9n 1en—1. Itis
also the case that Vx € x ,Vs e P7I(]), s.t. f(x,s) = x, we have

V(s) + Z" ! 6; > O. In words, even after considering the cost
of 1nsert1ng 6;,---,0,_1 into the original string, the system’s
energy level vector is still nondecreasing in every dimension.

Even though the structure may be further expanded, we ter-
minate searching from y’® and define S ub(y"®) to store the state
subsumed by y’¢. Note that y’* and y° share the same state es-
timate while the energy level at y’ is no less than that of Ry in
component-wise sense. No matter what decision is made by
the environment at y’¢, if the insertion function makes the same
decision at the succeeding state of y’ as it does at the succeed-
ing state of y‘;, then all the new succeeding states created in
this manner are energy safe as well. This is consistent with the
monotonicity property discussed at the end of Section 3. Later
on, we will see this observation ensures finiteness of EIS.

If no cycle is detected, we call DoDF'S again in Line 18 to
continue searching until no more states are added to the struc-
ture. On the other hand, if y’° is not energy safe, system’s en-
ergy level is below 0 at some dimension. Then we stop search-
ing from y’* in Line 20 and discard longer string 8’ where 6 < ¢'.
Since w;,(0") < wip(8) < 0, insertion of & would inevitably drop
the energy level vector below 0 at certain dimension.

DoDFS may result in some deadlocking Z-states where no
insertion can be made. We denote by EIS .. the intermedi-
ate structure obtained after DoDFS, then remove deadlocking
Z-states and their preceding Y-states recursively in Procedure
Prune since the observable events from Y-states can not be
blocked from happening. More reasoning can be found in [17],
where a similar pruning process is conducted. Prune works
like calculating the supremal controllable sublanguage [6] by
viewing the environment’s winning states as undesirable,
transitions as uncontrollable, 5 transitions as controllable, and
Y-states as marked. Next, we show Algorithm 1 stops after a fi-
nite number of steps and returns a finite structure, namely, ETS .

Theorem 2. The state space of EIS is finite.

Proof. By contradiction. Suppose that EIS is infinite. The
number of outgoing transitions at each state is finite since E,
is finite and there are only a finite number of insertion choices
defined at a Z-state due to energy constraints. Then by Kﬁnig’s
0
lemma (see, e.g., [21]), there exists an infinite run y{ 4, % — BN
9’7
¥5 SN 75 — ¥5--- in EIS. From Algorithm 1, every state in
the run is energy safe and it is never the case that 3i < j, s.t.
y; < Y. However, this contradicts the well-quasi ordering <
on safe energy information states. O

The size of EIS is bounded by Ackermann function [29] fol-
lowing a similar augment as in [12], which also presented a pro-
cedure of “unfolding” the game graph until some simple cycles
are formed or the energy level drops below 0. The complexity
of EIS exceeds its counterpart without energy constraint [17].

In EIS, we call a leaf state y° € QIE as a good leaf state if y©
is energy safe, otherwise, we call it a bad leaf state. We denote
the sets of good and bad leaf states by Ql‘i and Qi, respectively.
In order to win the game and solve Problem 1, the insertion
function should make decisions such that only good leaf states
are reached. The environment just does the opposite to prevent
the insertion function from winning, thus the game on EIS is
a zero sum reachability game. We elaborate the reasoning and
discuss both players’ strategies in the next section.

Example 1. Let the automaton G in Figure 2 be with ob-
servable events E, = {a,b,c,d}, unobservable events E,, =
{uy, up, uz, us, us, g, u7}, and secret states Xs = {x7,xg, X10}.
The system is granted with initial energy vy = [9,9]" where T
stands for the transpose of a matrix. The weight function in this
example is 2-dimensional and the weight vector of each event is
show in Figure 2. Additionally, the insertion weight function wy,
is defined as follows: wi(a) = [-3,-6]7, wy,(b) = [-1,-3]7,
win(c) = [-2, 21", win(d) = [-3,-1]".

The observer is shown in Figure 3 with states: A =
{x0, X3, X4, X0}, B = {x1}, C = {x2}, D = {x5, %6}, E = {x7, x8}
and F = {x)9}. The system is not current state opaque due to
states E and F, thus we apply insertion functions to enforce
opacity. The desired observer Obsy(G) is obtained by remov-
ing E and F from Obs(G) and taking the accessible part, while
the feasible observer Obs(G) is obtained by adding self-loops
for every event in E, at every state in Obs(G); their figures are
omitted here due to space limitations. Next we build the verifier
G, in Figure 4 following Definition 4, where dashed lines indi-
cate 8,4 transitions and solid lines indicate 6, transitions. G,
contains all potentially feasible insertion choices.

Then we follow Algorithm 1 to build EIS in Figure 5, where
square states stand for Y-states while oval states stand for Z-
states. In DoDFS, the game is initiated from y{ where the
environment plays first: it can execute events a, b or c. For
example, if b is executed, then b-execution successor z;, =
(¥(»b) is reached where it is the insertion function’s turn to
play; while if a is inserted, then a-insertion successor y| is
reached. We have 1(y]) = (C, D) as 6,4((A,A),a) = (B,A) and
8,5((B,A),b) = (C.D) in G,. Also Ii)(xs) = min{h{;(x3) +
WO ®) + (@), h<“(x4) +0Pb) + 0@} = 5, h<2>(x5) -

mln{h( )(xg) + w(z)(b) +w?(a), h<2)(x4) +w®b) + w@(a)} =3,

h(l)(x6) = mm{h( )(x5) + w<1>(u4) h(l)(xs) + wD(us)) = 0 and
h<2)(x6) = mm{h(z)(xs)+w(2)(u4) h<2)(x5)+w<2>(u5)} 0. Hence
¥; ={(C,D), [3’ 8}} The other states are calculated similarly.

The first component of h;E)(xs) = [5,3]1" comes from string
upusb and insertion of a, while the second component comes

from string uyu3b and insertion of a. Since the insertion func-
tion does not know whether uyuzb or uyusb occurs when it ob-



serves b, it has to estimate the worst case energy level, which is
consistent with Theorem 1. We list the energy and augmented
energy information states obtained from DoDFS in Table 1.
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Table 1: Energy and augmented energy information states

After DoDF'S, we find y5 < ¥y, Y5, < ¥{g and y5, < ¥{q, 50
we stop searching from y;, y5, and y5,. Besides, y¢, y5, g, Y5,
Yo Yiv iz Yie Yin Yig Y54 are not energy safe so they are the
bad leaf states. Furthermore, Z-state z¢ is deadlocking since
no transition is defined out of it. Then we prune away z3 and
its preceding Y-state y{, in process Prune of Algorithm 1. The
final EIS is shown in Figure 5, where the dashed lines represent
deleted states in the pruning process from EIS . to EIS.

5. Solution to the Opacity Enforcement Problem

In this section, we discuss the strategies for both players to
win the game on the Energy Insertion Structure. We also show
that the insertion function’s winning strategies in EIS lead to
sound solutions to Problem 1.

S (2)

Figure 3: The observer Obs(G)

C

Figure 4: The verifier G, where dashed transitions are ¢, transitions and solid
transitions are d,,¢ transitions

Figure 5: Energy Insertion Structure (without dashed states)

The runs in EIS are finite insertion-execution sequences and
we denote the set of runs in EIS by Run(EIS). Given r, €
Run(EIS), we denote by y¢ € r, and z¢ € r, if y° (respectively
z%) is a Y-state (respectively Z-state) in r,. Let Lasty(r,) and
Last;(r,) be the last Y-state and Z-state of r,, respectively, and
denote by Run,(EIS) (respectively Run,(EIS)) the set of runs
whose last states are Y-states (respectively Z-states).

90 e e, On-1

yo_>zo Ve > Zp ?

: Run(EIS) — P[L(G)] is defined

Given an initial run r, =
ye, the edit projection P,



such that P.(r,) = epe; - --e,-1. So P, just returns the original
string before any insertion takes place. For r, € Run(EIS), we
denote it by r.(/) if P.(r,) = [. We call 6pepbie; - - 6,-1€,-1 as
the generated string of r, and denote it by [,(7.), i.€., [o(7.) is the
string after insertion. By Lemma 1, 64(X,ps,0, lg(7e)) is defined
in Obsy(G), s0 ly(r,) € L(Obsy(G)) = Lyge, i.e., [ is mapped to
a safe string by insertion decisions in EIS'.

Then we define strategies for both players in EIS. The
insertion function’s strategy (insertion strategy) is defined as
iy @ Run,(EIS) — E; and the environment’s strategy as
Ten @ Runy(EIS) — E,. When it is a player’s turn to play,
it selects a transition according to its strategies. Since the in-
sertion function does not know the occurrence of unobservable
events and makes decisions from its observations, its strategy is
called observation based. Denote the set of all insertion strate-
gies by II;,, and the set of all environment’s strategies by Il,,.
From an insertion strategy, we know exactly the decisions of an
insertion function, so from now on, we use “insertion strategy”
and “insertion function” interchangeably.

A strategy m; € II; for player i € {in,en} in EIS is called
positional if the decisions only depend on the current energy
(augmented energy) information state. In other words, 7; € IJ;
is positional if m;(ry) = ﬂ;(}"}) for all ry, r} € Run(EIS) such
that Last(ry) = Last(r},). Therefore, positional strategies for
the insertion function and the environment can be represented
as my, © 05 — Ejand 7., : Q5 — E,, respectively. From re-
sults in [1, 14], positional strategies are sufficient for players to
win a reachability game, thus we simply assume both players’
strategies are positional in the rest of this section.

If the insertion function plays m;, while the environment
plays x,, from the initial state y, then a unique initial run, de-
noted by r.(7;,, T.n), is generated. We also define Run(rw;,, y¢) =

€n-1

e] 9]
-z =y —z

o LR yo 1 Vi < n,0; = m,,(y° BN
bt R LI iR Z{)} as the set of runs starting from y* and
consistent with insertion strategy 7;,, i.e., insertion decisions in
the run are specified by m;,. The set of runs consistent with an
environment’s strategy 7., are defined analogously.

In EIS, we say that the insertion function wins the game if
only good leaf states are reached while the environment wins
if bad leaf states are reached. Thus they play a finite-duration
zero sum reachability game. By defining the energy information
states, we have constructed a game under full observation on
EIS . Therefore, either the supervisor or the environment has a
winning strategy [1]. Formally speaking, r;, € I1;, is winning
from y°¢ if Yr, € Run(rm;,,y°), Lasty(r,) € Qf = Lasty(r,) €
Qg, i.e., m;, is a winning strategy for the insertion function if all
runs consistent with it end in a good leaf state. In other words,
the insertion function wins if private safety is satisfied and the
energy level of the system is never below 0 in every dimension.

We define the insertion function’s winning region Win;, in
EIS as the set of states where it has a strategy to reach a good
leaf state no matter what strategy the environment plays. This is
a commonly used concept in graph game theory, see., e.g. [1].
Then we present Algorithm 2 to compute Winy,.

In Algorithm 2, we prune away bad leaf states and calcu-
late the winning region for the insertion function in an itera-

Algorithm 2 Compute the insertion function’s winning region

Input: EIS
Output: Win;,
1: Remove all bad leaf states from EIS;
2: while 3z° € 0F, s.t. z¢ is deadlocking do
3 Remove z¢ and all y* € QF, s.t. f£()°, e,) = z* for some
e() e E();
Take the accessible part of the structure;

Denote the remaining structure by EIS ,;
if EIS,, is not empty then

Return all states in E1S ,;
else Return 0;

i A A

tive manner. We first remove all bad leaf states from EIS. If
the removal of bad leaf states results in some deadlocking Z-
states, then we know all transitions from such Z-states lead to
bad leaf states, where the insertion function loses the game for
sure. Thus we further remove those Z-states and their preceding
Y-states where the environment has a way to reach the dead-
locking Z-states. This process continues until no more states
are removed and we denote the resulting structure by EIS,,.
The pruning process works in a fixed-point iteration manner.

By definition, a privately safe insertion function (strategy)
maps every string in P[L(G)] to a safe one. However, state
pruning may remove all potentially feasible insertion choices
for a particular string if they all violate energy constraints. Thus
we need to guarantee that all strings in P[L(G)] are still pre-
served in the EIS,, after the pruning. Before proving that asser-
tion, we present the following result from Algorithm 2.

Lemma 2. If Win;, # 0, then 3l € P[L(G)), s.t. Vm;, € Ty,
Vre € Run(n, y5) with Po(r.) = I, Lasty(r,) € Qf in EIS.

Proof. By contradiction. Assume 1] € P[L(G)], s.t. Vm;, €
I, Yr. € Run(my,,yq) with P(r,) = lin EIS, Lasty(r.) €
en1

el 9]
Qf. Suppose [ = e---e,_y and r, = y§ — 25 — ¥ —

5, i Y, € Run(my, yj). Since Lasty(r.) € Qﬁ; holds for all
re € Run(my, yi) with P,(r,) = [ and for all m;, € I1;;,, the last
Y-state of every run in Run(m;,,y;) with P.(r.) = [ is pruned
in Algorithm 2. Then we know the last Z-state of each run in
Run(ry, y§) with P,(r.) = [ becomes deadlocking so those z; _,
are pruned away as well. Furthermore, we also prune away
all preceding Y-states y; | such that }E(yfl_l,en_l) =z _, by
Algorithm 2. This process continues until the initial state y{ is
pruned, so EIS,, is empty. 0

Next we slightly modify E1S,,: merge y¢ with S ub(y®) by let-
ting all transitions going to y° reach S ub(y°) instead, if Sub(y*)
is defined in Algorithm 1. Intuitively, we assume that the game
continues at the leaf states of EIS,,, which share the same state
estimate with the state subsumed by them. We denote the re-
sulting structure by EIS,, and extend concepts of runs and both
players’ strategies to EIS,,. Besides, the energy level vector
at each leaf state is no less than that at the state subsumed by
the same leaf state. Thus if every leaf state is energy safe, the
system’s energy level vector never contains a negative element



when their state estimates are reached again. In this way the
game is extend to be infinite-duration without loss of general-
ity since we assume that the insertion functions in E1S,, always
make the same decisions at each leaf state and the state sub-
sumed by it. Therefore, if the insertion function plays accord-
ing to strategies in EIS ,,, it will always maintain the system’s
energy level above 0 in each dimension. This is an implication
of the monotonicity of energy game discussed at the end of Sec-
tion 3 : if the insertion function wins the game from some state
with energy level vector v € N, it also wins the game from the
same state with any energy level vector v/ > v.

In EIS,,, we define the unmodified language L,(EIS,) =
{l € PLLG)] : dr, € Run(EIS,), s.t. P.(r,) = I}, where
Run(EIS ;) denotes the set of runs in EIS ,,,. L,(EIS ) just “re-
trieves” the original language before any insertion takes place.
Then we prove a property of L,(EIS ;) in Lemma 3.

Lemma 3. If Win;, # 0, then L,(EIS ;) = P[L(G)].

Proof. By the definition of L,(EIS,,), L,(EIS,,) € P[L(G)]
holds immediately. Thus we only need to show P[L(G)] C
L,(EIS,,) and we proceed by contradiction. Assume that
L(EIS,) ¢ P[L(G)] and Al € P[LG)] but [ ¢ L(EIS ).
Then by construction of EIS and EIS,,, there exists a finite
prefix ' <[, s.t. Vmj, € Iy, Yr, € Run(miy, yg) with Pe(r,) = I/,
Lasty(r,) € Qj;. That is, there exists a finite string in P[.L(G)]
such that no insertion strategy in EIS,, can map it to a safe
string without reaching a bad leaf state. However, that means
Win;, = 0 by Lemma 2, which contradicts the assumption. [

Now we are now ready to state one of the main results in
this paper. Given a winning insertion strategy in EIS, we can
always construct an insertion function solving Problem 1. Con-
versely, if there exists an insertion function solving Problem 1,
we can always find a winning insertion strategy in EIS .

Theorem 3. There exists an insertion function solving Prob-
lem 1 if and only if there exists a winning strategy for the inser-
tion function in EIS.

Proof. The “only if” part: by contrapositive, i.e., if no winning
insertion strategy exists in E/S, then no insertion function solv-
ing Problem 1. If no strategy exists for the insertion function to
reach good leaf states in EIS, then we know the winning set
Win;, is empty, i.e., Algorithm 2 returns an empty set. So by
Lemma 2, ds € L(G) with P(s) =l = ey - - - e,_1, s.t. for all ini-
tial r.(l) € Run(EIS), Lasty(r.()) € QF = Lasty(r.(])) € O,
i.e., all runs with original string / end in bad leaf states. Then by
the pruning process in Algorithm 2, every initial run r,(/) would
be removed, thus the initial state of EIS is also removed and
EIS,, becomes empty. From the construction in Algorithm 1,
for all feasible insertion choices 6y, - - - , 6, s.t. s is mapped to
s by Convention 1 and 6peg - - - 6,-1€4-1 € Lgqr., We have that

Vu(s,s') < _O> In other words, no matter what string is inserted
into /, the system’s energy level would drop below 0 at some
dimension. Thus no insertion function solves Problem 1.

The “if” part. Suppose that 7;, is a winning insertion strat-
egy in EIS. Since we follow Algorithm 2 to obtain Win;, and
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EIS,,, then 7, is also in EIS,,. Then we extend EIS ,, to EIS ,,,
by merging states. By definition of EIS, the state estimate com-
ponent of each state is in X, € X,psq X X,ps SO the intruder’s es-
timate is always in X,s;. Since by the definition of the desired
observer, YXopsa € Xobsd» Xovsa € 2%, we know 1;, maps every
string in P[L(G)] into a safe string.
Besides, Vs € L(G) with P(s) = [ = ege; - - - e,—1, sSuppose
V-t =
Z_, SR ¥5 consistent with 7, in EIS ,,, denoted by ry, (I). Ev-
ery y° € ry, () is energy safe and the belief function in each
energy information state returns the minimum energy level of
the system at every dimension under certain insertion choices.
Then from Theorem 1, we know that Vs € P~'(I) n L(G),

O

€]

. eo 73
that there exists a run r(l) = yj — z5 — | — -

Vin(S, Sg,) = —O>, therefore 7;, solves Problem 1.

The above theorem shows the completeness and soundness
of Algorithms 1 and 2. Therefore, Problem 1 can be solved
by first building EIS and then finding the insertion function’s
winning strategies if they exist. As was shown in the last sec-
tion, the state space of EIS is bounded by Ackermann func-
tion, which is not primitive recursive. Also, both the winning
set and strategies for a reachability game can be computed in
linear time with respect to the size of EIS from results in [1].
Therefore we have the complexity bound for solving Problem 1.
We end this section by revisiting our running example.

Example 2. We revisit Example 1 and synthesize insertion
functions to solve Problem 1. We follow Algorithm 2 and build
EIS,, in Figure 6. In Algorithm 2, all bad leaf states are re-
moved and the winning region Winy, is the set of states in
EIS,. Here we use dashed lines to connect each good leaf
state with the state subsumed by it. Observe that condition
L(EIS ;) = PLL(G)] holds for EIS ,, in Figure 6 so that every
string in P[L(G)] may be mapped to some safe strings. From
EIS,, we find one winning insertion strategy, which solves
Problem 1 and is indicated by blue lines in Figure 6. Finally,
we encode this selected insertion function as an /O automaton
in Figure 7, where the insertion decisions are explicitly shown.

Figure 6: EIS,, with a winning insertion strategy indicated by blue lines

6. Bounded Cost Rate Insertion Strategies

In the last section, we have solved the opacity enforcement
problem so that the system’s energy level at every dimension



Figure 7: An insertion function that solves Problem 1

never drops below 0. Since event insertion always costs energy,
it is beneficial to explore an economical way of insertion for
practical purposes. Motivated by this requirement, we propose
the concept of bounded cost rate insertion strategies and inves-
tigate their synthesis in this section.

6.1. Motivation and Problem Formulation

The structure EIS,, obtained in the last section usually con-
tains more that one insertion strategies that solve Problem 1.
Generally, there exist cycles in the original system thus inser-
tion functions may need to insert fictitious events infinitely of-
ten to enforce opacity, in which case event insertion consumes
an infinite amount of energy. From a practical point of view, it
is desirable to require that the insertion function’s long run rate
of energy consumption be bounded so that the designer may
control the energy consumed per insertion step.

To facilitate our discussion, we proceed as before and merge
each leaf state of E1S,, with the state subsumed by it, resulting
in EIS,,. As was discussed earlier, the same decision is made
at the leaf state and at the state subsumed by it; also, the same
game starts from the leaf states as from the subsumed states.
Thus we are able to discuss infinite-duration games on EIS .

To explore the rate of insertion cost, we first define V,
Run(EIS ;) — (Z\ N)* as the accumulative insertion cost func-
tion for runs in EIS,. Given r, = yg N Z o, ¥ SN
z_ S, Voo Velrm) = XL, win(8). We also define V.

Runiyr(EIS ) — RF as the limit mean insertion weight func-
91 [}

. . . . . el
tion for infinite runs in EIS . Given r, = y{ — z{ — y§ —

B Vmc(rm) = lim infn—wo % Z?:l win(‘gi)- Then we pro-

pose the bounded cost rate insertion strategy synthesis problem.

6,
e “ e
L

Problem 2. Synthesize a bounded cost rate insertion strategy
Tin Such that for any infinite initial run r, € Rung, (7, ¥3),
—Vie(Fm) < vy for some threshold vector v, € N¥,

Intuitively, we require the long run average of insertion cost
be below a threshold under bounded rate cost insertion strate-
gies, so that the rate of insertion cost does not blow up. This
problem is discussed on EIS ,, and is meaningful when the orig-
inal system G is cyclic, i.e., there are infinite runs in G and
the EIS,,. Problem 2 can be viewed as a multidimensional
mean payoff game [9] between the insertion function and the
environment. Specifically, the insertion function tries to main-
tain multidimensional mean payoff vectors bounded by a given
threshold v, while the antagonistic environment tires to spoil
the goal. Furthermore, this game is with complete information
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as inserted events and insertion cost are known to both players.
Due to this fact, we may ignore the state information but only
focus on weights associated with f;, transitions in EIS ,,.

We add a minus sign on both sides of the inequality in Prob-

lem 2 and obtain lim inf,,_, ., % 2%, win(8;) = —vp,. Equivalently,

we may show whether liminf, ., % 2 (win(6) + vp) = —O>
holds. Hence, we add v, to each insertion weight vector in
EIS,, and discuss the equivalent mean payoft objective. For
simplicity, we still denote the game graph by EIS,,. We further
let W = max{-w((0) : 3 € 05,0 € E}, st. fE, 01,1 <
i < k} be the maximal absolute value of elements in insertion
weight functions in EIS ,,. Obviously, W is a positive integer.

6.2. Hyperplane Separation Technique

A multidimensional mean payoff game is more challenging
to solve than a one-dimensional game since the objectives in
different dimensions may be in conflict. In this section, we ap-
ply a recently-proposed method called hyperplane separation
technique from [9] to solve Problem 2. Originally, this tech-
nique was developed for general multidimensional mean payoff
games. The main idea is to reduce the multidimensional mean
payoff game in Problem 2 to a one-dimensional mean payoff
game on the same graph and then solve it. It can be further
shown that there is close relation between the winning regions
of both players in the original game and the induced game.

Since the algebraic mean of a set of vectors can always be
expressed as a convex combination of those vectors, we have
the following observation: if there exists a convex combination
of the cost vectors such that some dimensions remain negative,
then there exists a strategy for the environment to spoil the goal
of the insertion function in Problem 2. Intuitively, we are going
to “separate” the convex combinations leading to each player to
win the game. By linear space theory, a hyperplane may also
be used to separate vectors in a linear space.

In a linear space, a vector v lies above a hyperplane H with
normal vector A if vI - 1 > 0; otherwise, it lies below H see,
e.g., [4]. Furthermore, if the mean payoff vector resulted from a
game lies below a hyperplane containing the origin, then it has
at least one negative element. Therefore, if such a hyperplane
exists, then the insertion function fails to enforce its multidi-
mensional mean payoff objective and loses the game. On the
other hand, if the insertion function is able to achieve mean
payoff vectors that lie above all possible hyperplanes, then it
can ensure its objective and win the game.

Given a k-dimensional insertion weight vector w;,(d) for
some insertion decision 6 and a vector 1 € R¥, we denote by
win(0)T - A the inner product between w;,(0) and A. With a slight
abuse of notation, we also use w; - A when there is no need to
specify the insertion decision .

Then we assign ! - A to the edge labeled with insertion
weight function w;, in EIS,, and transfer a game with multi-
dimensional objective to one with one-dimensional objective.
From the above discussion, the insertion function achieves a
mean payoff vector that lies above H or a mean payoff vector
with all nonnegative elements if and only if it ensures that the
one-dimensional mean payoff objective remains nonnegative,
with weight function wZz - Ain EIS,,. Therefore, our goal is



to search for such hyperplanes, which transfers the problem of
solving a multidimensional mean payoff game to one of finding
a proper normal vector in the k-dimensional integer space.

6.3. Synthesize Bounded Cost Rate Insertion Strategies

We establish the relation between the original multidimen-
sional mean payoff game and the induced one-dimensional
mean payoff game after applying the hyperplane separation
technique. Then we derive solutions to Problem 2.

Denote by Win,, (respectively Win;,) the winning region
of the environment (respectively the insertion function) in the
multidimensional mean payoff game with weight function w,;
further denote by Win?, (respectively Win} ) the winning re-
gion of the environment (respectively the insertion function) in
the one-dimensional mean payoff game with weight function
w; - A. From now on, we focus on the environment’s winning
strategies. Since a mean payoff game under complete informa-
tion is determined [14], i.e., from any vertex in the game graph,
exactly one player has a winning strategy, we may directly ob-
tain the insertion function’s winning strategies afterwards.

Given a vector 1 € R¥, we do the inner product between A
and each insertion weight vector in EIS ,, to obtain a game with
scalar insertion weights, while we do not consider the weights
associated with event occurrence anymore. In the new game,
we hope to achieve a nonnegative mean payoff objective. We
repeat Lemma 1 and Lemma 2 of [9] here: (i) For every A € R,
we have Winl, C Wingy; also if Wink, # 0, then Win, # 0;
(i) If for all A € R* we have Win', = 0, then Win,,, = 0. These
results establish the relation between the winning regions for
both players in the original game and the new game.

These results illustrate a potential way to determine whether
the environment player has a non-empty winning region in the
multidimensional mean payoff game: we just need to check all
A € R to determine whether the environment wins the one-
dimensional mean payoff game with weight function w! - A.
The readers are referred to [9] for detailed proofs.

Therefore, the key point is to search for a hyperplane and
then determine the winner of the induced one-dimensional
mean payoff game. However, it seems that we need to check
infinitely many vectors in R¥, which is not feasible in prac-
tice. Fortunately, by Lemma 3 in [9], we only need to check
a finite number of vectors in a k-dimensional space. Let M =
(k - n - W) where W is the maximal absolute value in in-
sertion weight functions defined in EIS,,, n is the number of
states in EIS,,, and k is the number of dimensions. For a pos-
itive integer i, we denote by Z* = {j € Z : —i < j < i} (resp.
Zr ={jeN:1< j<i}) the set of integers (positive integers)
from —i to i (resp. from 1 to i). Lemma 3 of [9] is stated here:
There exists A € R* such that Winl,, # 0 if and only if there
exists ' € (Z&)* such that Winl,, # 0. The proof is omitted.

To summarize and strengthen the above results, we repeat
Lemma 4 in [9] as a theorem here.

Theorem 4. Given the multidimensional mean-payoff game
on EIS,,, we have that: (1) |J Az Wint, C Wing,; (2) if
UJE(Z;I)" Wlnﬁm = @, ﬂ’le”l Winem = 0
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This theorem illustrates that if the environment wins the one-
dimensional mean payoff game with weight vector w! - A at
a certain state in E1S,, for some A € (Z;[,,)k, then it also has a
way to beat the insertion function and win the multidimensional
mean payoff game from the same state; conversely, if the inser-
tion function wins any one-dimensional mean payoff game with
weight vector w; - A where A € (Z;\’l)k at a state in EIS ,,, then
the insertion function also wins the original multidimensional
game from that state. This theorem suggests that we can re-
strict attention to vectors in (Z;\})k and determine which player
wins the transformed one-dimensional game. More details con-
cerning the proof of the theorem can be found in [9].

Based on the above results, we present Algorithm 3 to solve
Problem 2. We first assume that states in EIS,, are numbered
from 1 to n. At each state, we sequentially iterate over vector
e (Z;(,I)k to see if there exists a winning strategy for the envi-
ronment with weight function wiTn - A by the pseudo-polynomial
algorithm proposed in [5] for mean payoff games. Then we
define the attractor for each player in EIS,,. Let Q be a set
of states in EIS,,, then for the environment (“em” for short),
Attren(Q) is defined recursively as follows: Qg = O, Q)41 =
QjU{y* € 0 : A° € Qj.e, € E, st fE0F, ) = 2} U {2 €
Qf :Vy e QF : [F0 € E}, sit. Zf(z",@) =y1= D€ Q;l}
and Attre,(Q) = Ujso Q;. The environment ensures to reach
Q; from Q;,; within one transition regardless of the insertion
function’s strategies, so it may reach states in Q from states in
Attr.,(Q) within a finite number of transitions regardless of the
insertion function’s strategies. On the other hand, the environ-
ment may avoid reaching Q if it is at states outside of Attr,,,(Q).
Similarly, we define the attractor for the insertion function.

Algorithm 3 Find solutions to Problem 2

Input: EIS,
Qutput: Insertion strategies solving Problem 2

1: for j=1:ndo

2 if g; is still in the remaining structure then

3 Consider g; € Q% U QF in EIS ,,;

4; for 1 € (Z,T/I)k do

5: if there exists an environment’s winning strat-
egy from ¢; to achieve a negative mean payoff in the trans-
formed one-dimensional game with weight function !, - A
by the method in Section 5 of [5] then

Remove Attr,,({q,}) from EIS ,,;

if the remaining structure is not empty then
Return insertion strategies in the structure;
else No solution exists for Problem 2.

R B A

In Algorithm 3, we apply the method in [5] to solve the in-
duced one-dimensional mean payoff game and this method out-
performs any other known method in terms of complexity. If
at the current state in EIS,, there exists a winning strategy for
the environment for the one-dimensional mean-payoff objective
with weight function wl.Tn - A, then we remove the attractor of the
current state and proceed to the next iteration. The reason is that
if the environment wins the mean payoff game from a vertex in
the game graph, it also wins the game from the attractor of the



current vertex.! Thus the game graph may be shrinking when
the algorithm is running. However, if the environment is unable
to win the one-dimensional game for any A € (Z;,,)k at the cur-
rent state, i.e., the insertion function has a winning strategy to
enforce a nonnegative mean payoff from the current state for all
e (ZL)", then the insertion function may enforce a mean pay-
off vector with all nonnegative elements. Thus this state should
be included in the winning region of the insertion function for
the multidimensional mean payoff game. Therefore, after all
states in EIS, are checked, the insertion function has winning
strategies for Problem 2 against all environment’s strategies if
the remaining structure is not empty. Otherwise, no solution
exists for Problem 2 if all states of E1S,, are removed. Besides,
as positional strategies suffice to win a mean payoff game with
perfect information [14], we simply let strategies returned by
Algorithm 3 be positional so that a finite number of strategies
are returned. The correctness of Algorithm 3 is from Theo-
rem 4 and more details concerning solving a one-dimensional
mean payoff game are available in [5].

Finally, we briefly discuss the complexity of Algorithm 3 fol-
lowing a similar argument as in [9]. When running the algo-
rithm, we need »n iterations under the worst case and in each
iteration we solve at most M* one-dimensional mean payoff
games. Thus the iterative algorithm needs to solve O(n - M*)
one-dimensional mean payoff games with m edges, n vertexes,
and the maximal weight being at most k - W - M (as the max-
imum element in all A € (Z;(,,)k is M, the maximum weight in
every dimension of w;, is W, and we sum k dimensions). Since
one-dimensional mean payoff games with n vertexes, m edges
and maximal weight W can be solved in time O(n - m- W) by the
method proposed in [5], the overall complexity of the algorithm
isom® -m-k-W-(k-n- W)k2+2k“), which is polynomial in
terms of the number of vertexes when « is fixed.

Example 3. We revisit Example 2 and further discuss Prob-
lem 2 based on the solutions of Problem 1. We show EIS,, in
Figure 8 after merging the leaf states with states subsumed by
them in EIS,,. Then we investigate the bound of insertion cost
rate by starting with threshold v, = [3, 317 and see if Problem 2
has a solution. It is seen that EIS,, contains cyclic runs and
this problem is discussed on them. We add vy, to each each in-
sertion cost vector in EIS,, to obtain the new weight vectors
win(D) + vy = [2,01, win(d) + v, = [0,2]", win(€) + vy = [3,3]"
and those events are inserted in cyclic runs. After running Al-
gorithm 3, we find that there exist insertion strategies solving
Problem 2. The detailed process is tedious and is omitted here.
For example, one feasible insertion strategy is to choose to in-
sert b at Z-state z5. Then it is easy to see that this strategy
achieves a positive mean payoff value.

However, if we change the threshold vector to v’b [1,177,
then Problem 2 has no solution. From Figure 8, we see that two

. -, 1B} : {d} : (d) .

simple cycles y5, 5 5 — N 25 — 5 and y; 5 % — ¥ 5
{b} .

75 — ¥5 both have weight vector w;,(b) + wi,(d) = [-4, —4717.

!The pruning here is similar to calculating the supremal controllable sublan-
guage [6] by viewing the environment’s winning states as undesirable, f‘EZ tran-
sitions as uncontrollable, j transitions as controllable, and Y-states as marked.
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Since M = (2,217 > v, no insertion strategy can en-

force mean payoff threshold [1,1]7.

Figure 8: EIS,, after merging states

7. Conclusion

This work investigated opacity enforcement by insertion
functions under multiple quantitative constraints for the first
time in discrete event systems. The system is initialized with
certain types of energy and the energy levels change dynami-
cally with event insertion and execution. Our goal is to syn-
thesize an insertion function that enforces opacity as well as
ensures that the system’s energy level in every dimension is
never below zero. We transferred the constrained opacity en-
forcement problem to a two-player game between the insertion
function and the environment. A bipartite information structure
called Energy Insertion Structure was defined to characterize
the game. It also provides a sound and complete characteriza-
tion of the solution space. Then we subsequently considered the
rate of insertion cost and formulated the bounded cost rate in-
sertion strategy synthesis problem, which was characterized as
a multidimensional mean payoff game. A method called hyper-
plane separation technique was applied to reduce the multidi-
mensional game to a one-dimensional game on the same graph.
Additional analysis showed that by solving the induced game,
we obtain valid solutions for the original problem.

References
[1] K.R. Apt and E. Gridel. Lectures in game theory for computer scientists.

Cambridge University Press, 2011.

R. J. Barcelos and J. C. Basilio. Enforcing current-state opacity through

shuffle in event observations. In Proceedings of the 14th International

Workshop on Discrete Event Systems, pages 100-105, 2018.

B. Bérard, J. Mullins, and M. Sassolas. Quantifying opacity. Mathemati-

cal Structures in Computer Science, 25(Special issue 2):361-403, 2015.

S. Boyd and L. Vandenberghe. Convex optimization. Cambridge Univer-

sity Press, 2004.

L. Brim, J. Chaloupka, L. Doyen, R. Gentilini, and J.-F. Raskin. Faster

algorithms for mean-payoft games. Formal Methods in System Design,

38(2):97-118, 2011.

C. G. Cassandras and S. Lafortune. Introduction to discrete event systems

— 2nd Edition. Springer, 2008.

F. Cassez. The dark side of timed opacity. In International Conference

on Information Security and Assurance, pages 21-30. Springer, 2009.

F. Cassez, J. Dubreil, and H. Marchand. Synthesis of opaque systems with

static and dynamic masks. Formal Methods in System Design, 40(1):88—

115, 2012.

(2]

[3]
[4]
[3]

[6]
(71
(8]



[9]

(10]

(11]

[12]

[13]
[14]

[15]

[16]

(17]

[18]

(19]

(20]

[21]

(22]

(23]

(24]

[25]

[26]

(27]

(28]

(29]

(30]

(31]

[32]

(33]

(34]

(35]

K. Chatterjee and Y. Velner. Hyperplane separation technique for multi-
dimensional mean-payoff games. Journal of Computer and System Sci-
ences, 88:236-259, 2017.

S. Chédor, C. Morvan, S. Pinchinat, and H. Marchand. Diagnosis and
opacity problems for infinite state systems modeled by recursive tile sys-
tems. Discrete Event Dynamic Systems: Theory and Application, 25(1-
2):271-294, 2015.

J. Chen, M. Ibrahim, and R. Kumar. Quantification of secrecy in par-
tially observed stochastic discrete event systems. IEEE Transactions on
Automation Science and Engineering, 14(1):185-195, 2017.

A. Degorre, L. Doyen, R. Gentilini, J.-F. Raskin, and S. Toruficzyk. En-
ergy and mean-payoff games with imperfect information. In Computer
Science Logic, pages 260-274. Springer, 2010.

J. Dubreil, P. Darondeau, and H. Marchand. Supervisory control for opac-
ity. IEEE Transactions on Automatic Control, 55(5):1089-1100, 2010.
A. Ehrenfeucht and J. Mycielski. Positional strategies for mean payoff
games. International Journal of Game Theory, 8(2):109-113, 1979.

Y. Falcone and H. Marchand. Enforcement and validation (at runtime) of
various notions of opacity. Discrete Event Dynamic Systems: Theory and
Applications, 25(4):531-570, 2015.

R. Jacob, J.-J. Lesage, and J.-M. Faure. Overview of discrete event sys-
tems opacity: Models, validation, and quantification. Annual Reviews in
Control, 2016.

Y. Ji, Y.-C. Wu, and S. Lafortune. Enforcement of opacity by public and
private insertion functions. Automatica, 93:369-378, 2018.

Y. Ji, X. Yin, and S. Lafortune. Opacity enforcement by insertion func-
tions under energy constraints. In Proceedings of the 14th International
Workshop on Discrete Event Systems, pages 302-308, 2018.

Y. Ji, X. Yin, and S. Lafortune. Opacity enforcement using nondeter-
ministic publicly-known edit functions. IEEE Transactions on Automatic
Control, DOI: 10.1109/TAC.2019.2897553, to appear, 2019.

C. Keroglou and C. N. Hadjicostis. Probabilistic system opacity in dis-
crete event systems. Discrete Event Dynamic Systems: Theory and Ap-
plications, 28(2):289-314, 2018.

A. Levy. Basic set theory, volume 13. Courier Corporation, 2002.

F. Lin. Opacity of discrete event systems and its applications. Automatica,
47(3):496-503, 2011.

T. Masopust and X. Yin. Complexity of detectability, opacity and A-
diagnosability for modular discrete event systems. Automatica, 101:290-
295, 2019.

S. Mohajerani, Y. Ji, and S. Lafortune. Efficient synthesis of edit functions
for opacity enforcement using bisimulation-based abstractions. In Proc.
of 57th IEEE Conf. on Decision and Control, pages 4849-4854, 2018.

J. Mullins and M. Yeddes. Opacity with Orwellian observers and intransi-
tive non-interference. In Proceedings of the 12th International Workshop
on Discrete Event Systems, pages 344-349, 2014.

C. St. J. A. Nash-Williams. On well-quasi-ordering finite trees. In Math-
ematical Proceedings of the Cambridge Philosophy Society, volume 59,
pages 833-835. Cambridge University Press, 1963.

G. A. Pérez. The fixed initial credit problem for partial-observation en-
ergy games is Ack-complete. Info. Processing Letters, 118:91-99, 2017.
S. Pruekprasert and T. Ushio. Supervisory control of partially observed
quantitative discrete event systems for fixed-initial-credit energy problem.
IEICE Trans. on Information and Systems, 100(6):1166-1171, 2017.

C. Rackoft. The covering and boundedness problems for vector addition
systems. Theoretical Computer Science, 6(2):223-231, 1978.

A. Saboori and C.N. Hadjicostis. Notions of security and opacity in dis-
crete event systems. In Proceedings of the 46th IEEE Conference on
Decision and Control, pages 5056-5061. IEEE, 2007.

A. Saboori and C.N. Hadjicostis. Verification of initial-state opacity in
security applications of discrete event systems. Information Sciences,
246:115-132, 2013.

S. Takai and Y. Oka. A formula for the supremal controllable and opaque
sublanguage arising in supervisory control. SICE Journal of Control,
Measurement, and System Integration, 1(4):307-311, 2008.

Y. Tong, Z. Li, C. Seatzu, and A. Giua. Decidability of opacity verification
problems in labeled petri net systems. Automatica, 80:48-53, 2017.

Y. Tong, Z. Li, C. Seatzu, and A. Giua. Current-state opacity enforce-
ment in discrete event systems under incomparable observations. Discrete
Event Dynamic Systems: Theory and Applications, 28(2):161-182, 2018.
X. Yin and S. Lafortune. A uniform approach for synthesizing property-

14

[36]

[37]

[38]

[39]

[40]

enforcing supervisors for partially-observed discrete-event systems. JEEE
Transactions on Automatic Control, 61(8):2140-2154, 2016.

X. Yin and S. Lafortune. A new approach for the verification of infinite-
step and K-step opacity using two-way observers. Automatica, 80:162—
171, 2017.

X. Yin and S. Lafortune. A general approach for optimizing dynamic
sensor activations for discrete event systems. Automatica, 105:376-383,
2019.

X.Yin, Z. Li, W. Wang, and S. Li. Infinite-step opacity and K-step opacity
of stochastic discrete-event systems. Automatica, 99:266-274, 2019.

B. Zhang, S. Shu, and F. Lin. Maximum information release while ensur-
ing opacity in discrete event systems. IEEE Transactions on Automation
Science and Engineering, 12(3):1067-1079, 2015.

K. Zhang, X. Yin, and M. Zamani. Opacity of nondeterministic transi-
tion systems: A (bi) simulation relation approach. IEEE Transactions on
Automatic Control, DOI: 10.1109/TAC.2019.2908726, to appear, 2019.



