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Chapter 1
EFFICIENT BLOCKCHAIN AUTHENTICATION
SCHEME FOR VANETS
Matthew Wagner and Bruce McMillin
Abstract

As the use of autonomous vehicles increase, the transportation infrastructure as a whole becomes more susceptible to cyber-attacks due to
the increase of components that can communicate with one another and
the Internet. It has been shown that autonomous vehicles beneﬁt greatly
from cooperating to perform many cost and life-saving applications such
as tailgating, advanced collision warning, and even traﬃc routing. To
secure the transportation infrastructure against this increasing risk, this
paper presents an eﬃcient blockchain scheme for vehicular ad-hoc networks of autonomous vehicles. In the proposed scheme, every vehicle
maintains blocks generated by its platoon which contain transactions
that evaluate the actions of every vehicle. Thus, vehicles will possess
diﬀerent blocks and thus diﬀerent blockchains as they join and leave platoons. No central blockchain is maintained. These blocks are used as
a token by the vehicle to gain access to future platoons. The proposed
scheme uses the Schnorr digital signature scheme to create a secure signature and reach consensus within the platoon. It is proven to be secure
under the given assumptions.
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1.

Introduction

Critical infrastructures include telecommunications, electrical power
systems, gas and oil systems, banking and ﬁnance, water supply systems,
emergency services, and transportation systems [2]. These systems are
essential for everyday living. In recent years, they have become targets
for cyber-attacks [7]. Currently, these attacks have been limited to systems with large cyber-component or central control systems such as the
supervisory control and data acquisition systems that manage electrical
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power systems. However, it is only a matter of time before these attacks expand to other critical infrastructures including those proposed
to manage national transportation systems.
With autonomous vehicles on the rise, national transportation systems are primed to become a key target for cyber-attackers. This becomes increasingly true with the large push for vehicular ad-hoc networks
(VANETs) which help increase eﬃciency in our national transportation system resulting in large cost savings. The savings from enabling
VANETs are calculated by the United States Department of Transportation (USDOT) to be approximately $202 billion from crash-prevention
alone [8]. This does not include the savings in fuel eﬃciency from the
large scale deployment of tailgating maneuvers or traﬃc rerouting applications. Unfortunately, the proposed architecture for VANETs is estimated to cost $2.5 trillion initially with approximately $121.5 billion
per year in maintenance costs to build that required infrastructure [10].
Thus, a solution to securing our national transportation systems without
the added cost is needed.
This paper proposes a method for securing autonomous transportation systems without the need for the infrastructure of a typical VANET.
In the proposed scheme, blockchain technology is leverage for its useful properties including immutability, veriﬁability, non-repudiation, and
ability to reach a consensus in a distributed system.
This paper continues as follows. Section 1.2 presents background information need for this work. Section 1.3 steps through the proposed
architecture and the primary diﬀerences between it and previous architectures. Section 1.4 presents a security proof of the proposed system.
Section 1.5 presents work related to this research area. Finally, section
1.6 concludes and addresses future research areas.

2.

Background

This paper proposes a solution to secure a minimal-infrastructure
VANET using a distributed blockchain. Additionally, it uses Multiple Security Domain Nondeducibility (MSDND) to prove that the proposed cyber-physical blockchain is secure compared to other versions of
blockchains. Thus, a brief explanation of VANETs, blockchains, digital
signatures, and MSDND is provided.

2.1

VANETs

A VANET is a set of vehicles that communicate with one another
and cooperate for some speciﬁc purpose, such as to perform a drivingbase application like tailgating [11]. In this work, it is assumed that
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the VANET consists of autonomous vehicles that possess the ability to
monitor the actions of one another via sensor readings. Additionally, it
is assumed that each autonomous vehicle has a secure GPS that is used
to navigate and synchronize the processor of all vehicles in a platoon.
The architecture of VANETs has typically consisted of an infrastructure
made of many road-side units (RSUs), some centralized authority (CA),
and vehicles driving around on the roadways. RSUs act as interaction
points between the CA and the vehicles which allow for high-speed veriﬁcation of messages, identities, and even information. RSUs are estimated
to cost $51, 600 each and are required to cover all roadways [8]. Due to
this cost, a VANET architecture without them is used in this work. Additionally, the only time the CA is involved in the proposed system is
when a vehicle is initially registering to participate in the VANET.
In VANETs, vehicles travel in groups, called platoons. Platoons generally have a leader which is tasked with issuing commands to and managing the platoon. This paper proposes a solution to securing platoons
and the entire VANET during joining, leaving, and other platoon operations.

2.2

Blockchains

A blockchain is a state agreement mechanism that allows a distributed,
untrusted network to reach consensus and create a computationally immutable ledger. Blockchains consist of basic components such as a consensus mechanism, a digital signature scheme, transactions, blocks, and
a network. Transactions are the raw data that is stored in the blockchain
and are signed by the participants using a digital signature scheme to ensure non-repudiation and immutability. There must be some veriﬁcation
mechanism to ensure the veracity of the data within each transaction. A
consensus mechanism is used to create blocks that signify the ordering
of transactions. The consensus mechanism should be hard or impossible
to replicate by a single participant, resulting in an immutable ordering of events. Blockchains have currently seen use in a wide variety of
cryptocurrencies and many other applications. However, there exist four
main issues with applying this technology to VANETs that are solved
by this work: cyber-only transactions, a system-wide ledger in a disconnected network, real-time transaction requirements, and no registration
for participants [12].

2.3

Digital Signatures

In the proposed scheme, both asymmetric digital signatures and multidigital signatures schemes are used. An asymmetric digital signature

4
scheme is a scheme where there exist some public and private key owned
by a signer . The signer can sign a message using their private key that
can be veriﬁed using their public key. The proposed protocols do not
specify an asymmetric digital signature scheme.
To generalize how these schemes work, the digital signature scheme
has some key generation function, signing function, and veriﬁcation
function. The key generation function is: (KeyP ublic , KeyP rivate ) ←
KeyGen(X) where KeyP ublic is the public key, KeyP rivate is the private key, and KeyGen(X) is the key generation algorithm given some
set of inputs X. The signing function is M ′ ← Sign(KeyP rivate , M )
where M ′ is the signed messaged and Sign(KeyP rivate , M ) is the signature creation function given an input private key KeyP rivate and a message M . The veriﬁcation function is Output ← V erif y(KeyP ublic , M ′ )
where Output is either accept or reject and the veriﬁcation algorithm
V erif y(KeyP ublic , M ′ ) with and input key KeyP ublic and signed message M ′ .
A multi-digital signature scheme is a protocol that allows a group
of signers to produce a short, joint signature on some common message.
This message can be veriﬁed using the group public key that is generated
when signing the message [1]. This paper uses Schnorr multi-signature.
An adaptation of the scheme is presented in section 1.3 as part of the
proposed protocols.

2.4

MSDND

MSDND is a method created for evaluating the information ﬂow
across an architecture to formally analyze the trust in cyber-physical
systems using modal logic [16]. The formal deﬁnition of MSDND is
given below.
MSDND(ES): ∃w ∈ W ⊢ [(sx ∨ sy )]∧ ∼ (sx ∧ sy )
∧[w |= (
∃Vxi (w) ∧ 
∃Vyi (w))]
This can be simpliﬁed to the following deﬁnition based on basic Boolean
logic and the deﬁnition of exclusive-or.
MSDND(ES): ∃w ∈ W ⊢ [(sx ⊕ sy )]
∃Vyi (w))]
∧[w |= (
∃Vxi (w) ∧ 
It is important to note that if a system or information ﬂow path is
MSDND secure, then it is vulnerable to a Stuxnet-like attack in a model
that is trying to maintain high integrity. However, if it is MSDND secure,
then the architecture is secure under a privacy model.
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Figure 1.

7) Log(Genesis BlockIDVehicle)

Vehicle Registration Protocol

MSDND proofs are presented in section 1.4 to show the security of the
proposed schemes. They are used to show that a cyber-only or physicalonly blockchain are insecure in the face of these attacks and that the
cyber-physical blockchain presented in the paper is secure to the same
attacks.

3.

Proposed Scheme

This section presents the protocols used by participants in the VANET.
In particular, vehicle registration, platoon join, block creation, intra platoon communication, and platoon leave protocols are presented. The
only protocol where the CA or any infrastructure component is present
is the vehicle registration protocol.

3.1

Vehicle Registration Protocol

The proposed system uses private blockchains. This means that all
users must be registered with a CA to participate. The CA is charged
with inspecting the vehicle, requesting any fees or taxes, and creating
a certiﬁcation for the vehicle. This certiﬁcation allows the vehicle to
begin participating in the VANET and take advantage of the cost-saving
opportunities it provides and can be considered the genesis block of the
vehicle’s blockchain. The Vehicle Registration Protocol is outlined in
ﬁgure 1. Once this protocol is complete, the vehicle is free to join its ﬁrst
platoon and beneﬁt from the cost-saving applications of the VANET. It
will not need to register again unless it gets kicked out of the platoon
for possessing a ”bad” block.
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Figure 2.

Block Creation Protocol

In the proposed system, a ”good” block simply denotes a vehicle that
has behaved correctly while a ”bad” block indicates a vehicle that has
not. The deﬁnition of correctness is explained in section 1.4.

3.2

Block Creation Protocol

Blocks are generated whenever there is a change in state of the platoon. This protocol is adapted from the Schnorr Multi-Signature scheme
and applied to a platoon. It must be carried out and a platoon signature
created for a vehicle when they want to leave the platoon to be allowed
to join another platoon. If a vehicle does not possess a valid block when
they leave, they will not be able to join any future platoons. The block
generated by the protocol serves as certiﬁcation showing that the vehicle
behaved correctly while a part of the platoon according to all cyber and
physical actions performed by the vehicle. An outline of the protocol is
seen in ﬁgure 2 and works as follows.
1 The platoon leader indicates to the platoon that they will begin the
block creation protocol via broadcasting a signed message.
2 For i ∈ 1, ..., n, every vehicle in the platoon then computes ai =
H
(L, Xi ). The aggregated public key for the platoon is then X̃ =
∏agg
n
a1
i=1 Xi . Each platoon member also generates a random rj ← Zp ,
computes Rj = g rj , and tj = Hcom (Rj ).
3 Each platoon member broadcasts tj to all other members of the platoon.
4 The platoon waits until it receives all t from every platoon member.
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Platoon Leader
1) Request_to_Join(Genesis Block,
Certification Block)

2) Verify(Genesis Block,
Certification Block),
Check_Sensor(Vehicle)
3) Accept_to_Platoon(Certification
Block)
Or
Reject (Genesis Block)

Figure 3.

Platoon Join Protocol

5 Once every platoon member gets t2 , ..., tn from the other platoon members, it broadcasts Rj to the entire platoon.
6 The platoon waits until it receives all R from every platoon member.
7 Once it gets R2 , ..., Rn it checks that ti = Hcom (Ri ) for all i ∈ 2, ..., n.
8 If it is not true, the platoon aborts the computation and creates a
transaction evaluating the faulty
∏n vehicle. Otherwise, every vehicle in
the platoon computes R = i=1 Ri , c = Hsig (X̃, R, m),, sj = rj +
caj xj modp.
9 Every vehicle in the platoon sends s1 to all other platoon members.
10 Once the all vehicles in the ∑
platoon receive s2 , ...sn from the platoon members, it computes s = ni=1 s1 modp and the signature for the
message is σ = (R, s).
To ensure that consensus on the values broadcast at steps 3, 5, and 9,
Algorithm 2 is applied from [9] which is used to reach consensus in the
face of Byzantine faults under partially synchronous communication and
synchronous processors when authentication is present. In the proposed
protocol, the digital signature is used when sending messages. Additionally, a secure GPS is located within each car that is used for navigation.
It is used to synchronize the processors of all the vehicles in the platoon.

3.3

Platoon Join Protocol

Whenever a vehicle attempts to join a platoon, its last certiﬁcation
block must be veriﬁed by the platoon it is attempting to join. When
a vehicle joins a platoon, its secure GPS reports the total distance it
has traveled. The platoon is trusting that the previous platoon behaved
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Figure 4.

Intra Platoon Communication Protocol

correctly and gave the vehicle the appropriate designation of ”good” or
”bad”. The correctness of this assumption is proven in section 1.4. To
understand how this protocol works, an outline is given in ﬁgure 3.

3.4

Intra Platoon Communication Protocol

Every time a command is issued by the platoon leader, this protocol
is run to disseminate transactions and detect faults by vehicles within
the platoon. A brief outline of this protocol is given in ﬁgure 4 and
described below.
1 The platoon leader issuing a command to the platoon.
2 Every vehicle within the platoon then receives the command, veriﬁes
that it is from the platoon leader, and attempts to follow the command
assuming that the result will not end in a bad state.
3 As the platoon members are following the command, they monitor
one another according to the invariants of the system. Once the platoon
maneuver is complete, every vehicle creates transactions for every other
vehicle in the platoon.
4 Every vehicle in the platoon broadcasts its transactions to the other
vehicles within the platoon.
5 The platoon will run the block creation protocol to reach consensus
on the actions of the vehicles within the platoon.
6 If any vehicles behaved inappropriately during the maneuver, they are
deemed untrustworthy and kicked from the platoon.
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Figure 5.

7) Leave Platoon

Platoon Leave Protocol

7 If the platoon leader is kicked, a new platoon leader is elected from
the remaining vehicles.

3.5

Platoon Leave Protocol

To leave the platoon, a vehicle must receive a certiﬁcation block from
the platoon. Otherwise, it will not be allowed to join any future platoons.
A brief description of this protocol can be seen is ﬁgure 5. Once the
vehicle leaves the platoon, it will use the last signed leave-platoon request
to join the next platoon.

4.

Security Proof

To formally prove the security of the proposed scheme, several diﬀerent theorems about this work are proven. First, a list of seven diﬀerent
assumptions that are assumed in the model are given. After those are
presented, some basic deﬁnitions of proposed system are laid-out. Lastly,
several theorems that show the strength of the protocols are proven.
Assumption 1. The CA that generates the certiﬁcates for the vehicles
is a trusted entity and will not reveal any information about a vehicle V
to an attacker A.
Assumption 2. A vehicle V will not reveal its private signing information.
Assumption 3. There are a limited number of attackers A where A <
3N + 1. N is the number of vehicles in a platoon. This assumption is
based on previous work discussing the maximum number of attackers to
reach consensus under partial synchronicity in the face of the byzantine
faults with authentication.
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Assumption 4. There is a tamper proof GPS.
Assumption 5. There is a bounded distance DB that a vehicle can
drive without receiving a new certiﬁcation block before it will no longer
be allowed to join a platoon.
Assumption 6. A vehicle V can only be a part of one platoon at a
time.
Assumption 7. For every action that is in the blockchain, there must
be a certiﬁable action, either cyber or physical, that is evaluated by the
platoon.
Throughout this section, correctness refers to a vehicle’s actions both
in the cyber and physical domains of the vehicle. This paper’s description of correctness follows directly from Assumption 7.
Definition 1. A vehicle is behaving correctly if it passes the evaluation
and certiﬁcation of its actions by other vehicles within the platoon that
will be stored in its blockchain.
The description of correctness is purposefully left vague to avoid requiring in-depth and lengthy proofs. Based on the aforementioned assumptions, the proposed scheme can be described with the following
deﬁnitions. The description of a platoon in a VANET, the requirements
to join a platoon is given, and the result of leaving a platoon is given.
Definition 2. Platoon P is a group of N vehicles that drive in the
proximity of one another and cooperate for some particular application
where N is bounded. The vehicles within the platoon carry out the
proposed communication protocols as needed when vehicles join or leave
and whenever a physical action is carried out by the platoon.
Definition 3. To join platoon P, vehicle V must possess a valid certiﬁcation block CV , be moving in the same direction as the platoon, and
by physically sensible by the platoon.
Definition 4. Whenever a vehicle V leaves platoon P, it will receive
a valid certiﬁcation block CV that will denote whether it is behaving
correctly based on deﬁnition 1.
Now that the proposed scheme and protocols have been deﬁned in
terms of the system and the base assumptions of the been discussed,
the security proof begins by proving several base theorems about the
proposed system.
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Theorem 4.1. A vehicle V can only be a part of one block creation
event at a time.
Proof. Theorem 4.1 is proven by contradiction. Assume that V created
two blocks at the same time. Blocks are generated by joining a platoon
and subsequently leaving the same platoon (deﬁnition 4) or by participating in a platoon maneuver as denoted in section 1.3. Thus, V would
have had to join two platoons and participated in a maneuver within
both or subsequently left both. To join a platoon, a vehicle must have a
valid certiﬁcation block that shows that they behave correctly and must
be physically a part of that platoon (deﬁnition 3). Since V cannot be
two places at once, it cannot be a part of two separate platoons. Thus,
it cannot create two blocks during a single period and Theorem 1 is
proven.
Theorem 4.2. A vehicle V will not be able to change the contents of
their certiﬁcation block CV when they are not a part of a platoon.
Proof. Theorem 4.2 is proven by contradiction. Assume that vehicle V
was able to change their certiﬁcation block CV when they were not a
part of a platoon. To change CV two case could have happened. First,
V could have reverted back to a previous certiﬁcation block. Secondly,
V could have changed the contents of CV .
Case 1: Assume the ﬁrst case where V reverted to a previous certiﬁcation block. To begin, assume that V has traveled more than the
bounded distance DB since receiving the previous certiﬁcation block.
In this case, the certiﬁcation block would contain GPS reading DO . No
GPSs can be falsiﬁed due to assumption 4. Given the current GPS reading DC , DC − DO > DB , thus it will not be able to join a platoon due
to assumption 5
Secondly, assume that V has traveled less than DB since receiving
the previous certiﬁcation block. Since it has traveled less than DB , the
vehicle has either not moved since leaving the last platoon or it could
be moving. Given its current GPS reading DC and the GPS reading
contained within the certiﬁcation block DO that DC − DO < DB . If
it was not moving V would be unable to participate in a platoon since
the traﬃc would be moving and a V is required to be moving with
the platoon and be physically sensible by the platoon to join (deﬁnition
3). Thus, V would be unable to use CV to participate in any platoon
when it cannot join due to the physical constraints of the platoon-join
requirements. Thus, V would be unable to use the previous certiﬁcation
block to participate due to assumption 5. If V was moving, then it will
have a period before it travels DB until the previous certiﬁcation block
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is invalid. Thus, V will eventually be caught using a false certiﬁcation
block and not be allowed to join a platoon.
Case 2: Assume the second case where V changed the contents of
CV . If V changed the contents of CV then V would have to possess
the private signing information of all vehicles in the prior platoon that
was used to create CV or a fork was created in the platoon’s blockchain.
However, a vehicle will not reveal its private signing information due to
Assumption 2. Furthermore, it cannot create two blocks simultaneously
due to Theorem 4.1. Thus, they could not have changed the contents of
CV .
Since V could not use a previous certiﬁcation block and could not
have changed the contents of CV , there assumption that V was able to
change their certiﬁcation block CV is incorrect. This proves theorem
4.2.
Theorem 4.3. A vehicle V will always have a valid certiﬁcation block
CV whenever it attempts to join a platoon.
Proof. Theorem 4.3 will be proven by induction. First, the proof begins
with the base case. Let us prove that a vehicle V will have a valid
certiﬁcation block CV when it attempts to join its ﬁrst platoon, P1 .
In this case, its last certiﬁcation block will have been created by the
CA. Due to Assumption 1, this certiﬁcation block is valid. Additionally,
based on Theorem 4.2, V was unable to change CV . Since the vehicle
has received a valid certiﬁcation block from the CA and was unable to
change it, V will join P1 with a vehicle certiﬁcation block. Thus, V will
be allowed to join the platoon if CV says V has behaved correctly or
will be denied if it says V has behaved incorrectly.
Next, the inductive case is proven. Assume that V has a valid certiﬁcation block CV holds whenever V joined PN . Let us prove that V has
also has a valid certiﬁcation block CV when V tries to join PN +1 . Before
can join PN +1 , it must leave PN due to theorem 4.1 and assumption 6.
When V leaves the platoon PN , it will create a secure certiﬁcation block
for V. If there are X vehicles in the platoon not including V, then it
follows that there are only up to Y attackers where Y < X3 based on
assumption 3. In the block creation algorithm, vehicles exchange evaluations of other vehicles with one-another and the majority score for any
vehicle is taken as the cumulative value. Thus, when the cumulative
trust value for a vehicle is calculated, the output will follow the answer
created by the honest portion of the platoon since the number of honest
vehicle H since H = X − Y thus H >= 2X
3 . This results in V receiving
a valid certiﬁcation block when they leave the platoon.
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Due to theorem 4.2, V cannot alter CV after it leaves PN . Thus, V
will use CV to join PN +1. When V attempts joining PN +1 using CV it
will be allowed to join the platoon if CV says V has behaved correctly
or will be denied if it says V has behaved incorrectly.
Since theorem 4.3 holds when V joins P1 and it was shown that if
CV is valid when V joins PN then CV will be valid when it attempts to
join PN +1, theorem 4.3 is proven.
Theorem 4.4. The cyber-physical blocks that are created in the form of
certiﬁcation blocks encapsulate both the cyber and physical domains.
Proof. Theorem 4.4 is proven by contradiction. Assume that the certiﬁcation blocks do not encapsulate both the cyber and physical domains.
This means that it can either not encapsulate the cyber system or not
encapsulate the physical system. assumption 7 says that for every transaction in the blockchain that evaluates a vehicle V, it will be the cyber
representation of some action by V. These actions can fall into two categories: cyber and physical. Cyber actions are the actions that V takes
as part of the system that does not result in direct physical action. This
includes evaluating other vehicles, making actions of other vehicles, and
simply replying to messages from the platoon within a speciﬁed time
bound. Physical actions are any action that V takes that result in
physical action by V. These include braking, accelerating, and turning. Thus, by assumption 7, the blockchain will include both cyber and
physical actions since they are both veriﬁable actions.
Now that some basic properties of the proposed protocol have been
proven, some theorems describing the beneﬁt of the proposed approach
to evaluating both the physical and cyber portions of the system, instead
of one or the other, are presented and proven. These proofs use MSDND
to show the security of the approach. In MSDND, IBT1,2 V al is a macro
used to describe the information ﬂow from one entity to another in a
system model [15]. It means that entity 2 reported to entity 1 the value
V al is true and entity 1 believes entity 2.
In a physical-only blockchain, there is no information ﬂow path from
V O2 to S1 as seen in ﬁgure 6. A table of shorthand notations used for
this and following proofs can be seen in table 1. Let φ1 be the statement
”Vehicle 2 is maneuvering correctly”. Let φ2 be the statement ”Vehicle
2 is communicating correctly with other vehicles”. The deﬁnition of
correctness comes from deﬁnition 1. Either φ1 or ¬φ1 must be true
at all times. Similarly, either φ2 or ¬φ2 must be true at all times.
Finally, φ = φ1 ∧ φ2 means that the vehicle is behaving correctly. In this
system, repeated evaluations of other vehicles that are noted in the local
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Table 1.
Symbol
CP
LB2
V C1 /V C2
V O2
CC1 /CC2
S1
F P2

Table of Symbols for MSDND Proof

Deﬁnition
The consensus protocol of the platoon
The local blockchain of vehicle 2
The vehicle controller of vehicle 1 or vehicle 2 respectively
The physical vehicle operations of vehicle 2
The cyber communications of vehicle 1 or vehicle 2 respectively
The sensor unit of vehicle 1
The future platoon of vehicle 2

SDV4
Future Platoon
SDV3
Consensus
Protocol

SDV2

Local Blockchain
SDV1

Vehicle
Controller 1

Figure 6.

Sensors 1

Vehicle
Operations 2

Comm.
Channel 1

Comm.
Channel 2

Vehicle
Controller 2

Cyber Only Blockchain Information Flow Diagram

blockchain are used by future platoons to evaluate the trustworthiness
of a vehicle. Thus, there is an information ﬂow path from the consensus
protocol of the platoon to the local blockchain of a vehicle and a path
from the local blockchain of a vehicle to any future platoons of that
vehicle.
Theorem 4.5. A cyber-only blockchain is not MSDND secure under an
attack on the cyber communications of a vehicle.
Proof. Assume that in a cyber-only blockchain, some function f exists to
determine whether φ2 is true or false that is owned by CP . This follows
from assumption 7. In the model, assume that CP will always be honest
due to the bounded number of attackers in assumption 3.
1 ¬φ2 = true; Vehicle 2 is not sending correct cyber communications.
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2 w  VφV2C2 (w) = true; V C2 observes that they are communicating
correctly.
3 IBTCC2 ,V C2 φ2 ; V C2 lies to CC2 and tells it that the cyber communicating are correct.
2 (w) = true; CC
4 w  VφCC
2 observes that the cyber communications
2
from V2 are correct.

5 IBTCC1 ,CC2 φ2 ; CC2 sends the correct cyber communications to CC1 .
1 (w) = true; CC
6 w  VφCC
1 observes that V2 sent the correct cyber
2
communications.

7 IBTV C1 ,CC1 φ2 ; CC1 tells V C1 that V2 sent the correct cyber communications.
8 w  VφV2C1 (w) = true; V C1 observes thatV2 sent the correct cyber
communications.
9 IBTCP,V C1 φ2 ; V C1 tells CP that V2 sent the correct cyber communications.
10 w  VφCP
(w) = true; CP observes that V2 sent the correct cyber
2
communications.
11 ¬φ2 ⇒ ¬f ; since ¬φ2 = true then function ¬f = true.
12 IBTCP,f ¬φ2 ; f tells CP that V2 sent the incorrect cyber communications.
CP (w) = true; CP has now deduced that V sent the incorrect
13 w  V¬φ
2
2
cyber communications.
CP (w) = true =⇒ w  V F P2 (w) = true; since a valuation
14 w  V¬φ
¬φ2
2
function exists at CP to evaluate φ2 it follows that there also exists a
valuation function at F P2 to evaluate φ2 .

15 IBTLB2 ,CP ¬φ2 ; CP tells LB2 that V2 sent the incorrect cyber communications.
LB2 (w) = true; LB observes that V sent the incorrect cyber
16 w  V¬φ
2
2
2
communications.

17 IBTF P2 ,LB2 ¬φ2 ; LB2 tells F P2 that V2 sent the incorrect cyber communications.
F P2 (w) = true; F P observes that V sent the incorrect cyber
18 w  V¬φ
2
2
2
communications.
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19 ¬MSDND(ES): ∃w ∈ W ⊢ [(φ2 ⊕ ¬φ2 )] ∧ [w |= (∃VφF2P2 (w))]
F P2 has a valuation of φ2 . Therefore, the cyber action readings are
not MSDND secure to F P2 . This means F P2 will know the truth behind
whether V2 was behaving correctly on a cyber level in prior platoons.
Theorem 4.6. A cyber-only blockchain is MSDND secure under an attack on the physical maneuvers of a vehicle.
Proof. This proof follows similarly to the last except for the valuation
function f. Thus, F P2 believes the false physical action reading reported
by LB2 . Therefore, the physical action readings are MSDND secure to
F P2 . This means F P2 will not know the truth behind whether V2 was
behaving correctly on a physical level in prior platoons.
Lemma 1. Since CP is the only entity with an information ﬂow to LB2
and LB2 is the only entity with information ﬂow to F P2 it follows that if
CP (w) = true =⇒ w  V F P2 (w) =
there exists a world such that w  V¬φ
¬φ2
2
true.
Proof. This lemma follows from the fact that LB2 cannot change its
history since it is a read-only ledger belonging to V2 . Thus, since LB2
cannot be malicious, it follows that it will pass on the same information
that it receives from CP . Thus, if CP has a valuation function that can
evaluate the truth of φ2 , then so does F P2 .
Lemma 2. F P2 will receive the correct information regardless of whether
V1 is malicious or not.
Proof. Since the number of attackers in bounded by assumption 3, CP
will always have a valuation function that satisﬁes both the adapted
IC1 and IC2. Thus, it will reach the correct valuation regardless of the
presence of a bounded number of malicious vehicles.
Corollary 2.1. It follows that in a cyber-only blockchain, that the physical actions of vehicle 2 can be successfully altered while the cyber actions
of vehicle 2 cannot be successfully altered to deceive the future platoon
of vehicle 2.
Proof. Both state variables φ1 and φ2 are independent of one another.
This means that a vehicle can behave incorrectly on either the cyber level
or physical level without forcing incorrect actions at the other level.
This proof shows the inherent weakness of a cyber-only blockchain
applied to a cyber-physical system. If a future platoon can be deceived
about what a vehicle’s actions were in past platoons then it is insecure
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since it cannot fully trust the joining vehicle. Now, a proof is presented
proving the security of a physical-only blockchain in the proposed architecture. In a physical-only blockchain, there is no information ﬂow path
from CC2 to CC1 as seen in ﬁgure 7.
Theorem 4.7. A physical-only blockchain is not MSDND secure under
an attack on the physical level of the system.
Proof. Assume that in a cyber-only blockchain, some function f exists to
determine whether φ1 is true or false that is owned by CP . This follows
from Assumption 7. In the model, it is assumed that CP will always be
honest due to the bounded number of attackers in assumption 3.
1 ¬φ1 = true ; The V2 is not maneuvering correctly.
2 w  VφV1C2 (w) = f alse; V C2 observes that V2 is not maneuvering
correctly.
3 IBTV O2 ,V C2 φ1 ; V O2 lies to V O2 and tells it that V2 is maneuvering
correctly.
4 w  VφV1O2 (w) = true; V O2 observes that the V2 is maneuvering correctly.
5 IBTS1 ,V O2 φ1 ; V O2 tells S1 that V2 is maneuvering correctly.
6 w  VφS11 (w) = true; S1 observes that V2 is maneuvering correctly.
7 IBTV C1 ,S1 φ1 ; S1 tells V C1 that V2 is maneuvering correctly.
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8 w  VφV1C1 (w) = true; V C1 observes that V2 is maneuvering correctly.
9 IBTCP,V C1 φ1 ; V C1 tells CP that V2 is maneuvering correctly.
10 w  VφCP
(w) = true; CP observes that V2 is maneuvering correctly.
1
11 ¬φ1 ⇒ ¬f ; since ¬φ1 = true then function ¬f = true.
12 IBTCP,f ¬φ1 ; f tells CP that V2 is maneuvering incorrectly.
CP (w) = true; CP has now deduced that V is maneuvering
13 w  V¬φ
2
1
correctly.
CP (w) = true =⇒ w  V F P2 (w) = true; since a valuation
14 w  V¬φ
¬φ1
1
function exists at CP to evaluate φ1 it follows that there also exists a
valuation function at F P2 to evaluate φ1 .

15 IBTLB2 ,CP φ1 ; CP tells LB2 that V2 is maneuvering correctly.
2 (w) = true; LB observes that V is maneuvering correctly.
16 w  VφLB
2
2
1

17 IBTF P2 ,LB2 φ1 ; LB2 tells F P2 that V2 is maneuvering correctly.
18 w  VφF1P2 (w) = true; F P2 observes that V2 is maneuvering correctly.
19 ¬ MSDND(ES): ∃w ∈ W ⊢ [(φ1 ⊕ ¬φ1 )] ∧ [w |= (∃VφF1P (w))]
F P2 has a valuation of φ2 . Therefore, the physical action readings are
not MSDND secure to F P2 . This means F P2 will know the truth behind
whether V2 was behaving correctly on a physical level in prior platoons.
Theorem 4.8. A physical-only blockchain is MSDND secure under an
attack on the cyber-level of the system.
Proof. This proof follows similarly to the last except for the valuation
function f. F P2 does not have a valuation of φ2 . Therefore, the cyber
action readings are MSDND secure to F P2 . This means F P2 will not
know the truth behind whether vehicle 2 was behaving correctly on a
cyber level in prior platoons.
Lemma 3. Since CP is the only entity with an information ﬂow to LB2
and LB2 is the only entity with information ﬂow to F P2 it follows that if
CP (w) = true =⇒ w  V F P2 (w) =
there exists a world such that w  V¬φ
¬φ1
1
true.
Corollary 3.1. It follows that in a physical-only blockchain, that the
cyber actions of vehicle 2 can be successfully altered while the physical
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actions of vehicle 2 cannot be successfully altered to deceive the future
platoon of vehicle 2.
Proof. See corollary 2.1 for a similar proof.
Theorem 4.9. A cyber-physical blockchain is not MSDND secure to
either a cyber or physical level attack.
This model is similar to ﬁgure 7 and ﬁgure 6 except that there is an
information ﬂow path from V O2 to S1 and CC2 to CC1 .
Proof. Assume that in a cyber-physical blockchain, some function fφ1
exists to determine whether φ1 is true or false that is owned by CP and
some function fφ2 exists to determine whether φ2 is true or false that
is owned by CP . This follows from Assumption 7. In the model, it is
assumed that CP will always be honest due to the bounded number of
attacker in Assumption 3. Thus, since CP is the only entity with an
information ﬂow to LB2 and LB2 is the only entity with information ﬂow
CP (w) =
to F P2 it follows that if there exists a world such that w  V¬φ
1
F P2 (w) = true and w  V CP (w) = true =⇒ w 
true =⇒ w  V¬φ
¬φ2
1
F P2 (w) = true. It follows from Theorem 4.7 and Theorem 4.8 that in
V¬φ
2
a cyber-physical blockchain, neither cyber or physical actions of vehicle
2 can be successfully altered in order to deceive the future platoon of
vehicle 2.
Lemma 4. A blockchain is only secure against an attack if it has a
veriﬁcation mechanism for attacks coming from that component in the
system.
This lemma shows the inherent weakness in many previous approaches
to applying blockchains to cyber-physical systems.

5.

Related Work

Signiﬁcant research has been done to use blockchains to solve many of
the issues in VANETs. The authors in [3] proposed a blockchain-based
anonymous reputation system (BARS) that preserves privacy by removing the linkability between real identities and public keys in VANETs.
In their work, they use multiple diﬀerent blockchains to store diﬀerent
information such as messages, certiﬁcates, and revoked public keys. In
their architecture, RSUs are used to reach consensus on the separate
blockchains using proof-of-work (PoW).
The proof-of-event (PoE) consensus algorithms proposed to validate
traﬃc events in a VANET [4]. This algorithm is run by RSUs and collects
state information from passing vehicles. Once a threshold value is hit,
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the event is claim as true and broadcast to the rest of the VANET. All
valid traﬃc events are published to a blockchain with the proof used to
validate them.
Trust management of vehicular message is proposed in [5] via using
RSUs to collect the state of the roadways from reporting vehicles. The
RSUs use POW to reach consensus on the state of the road across the
entire network. With the state collect, individual reports can be used to
calculate the trust and accuracy of vehicles, determine their credibility,
and ﬁnd malicious vehicles.
In [6], the authors proposed branch-based blockchains to allow for a
single ledger maintained across a large geographic area for intelligent
vehicle networks. In their work, they propose to keep branches of the
blockchain that are maintained by the infrastructure and represent a
subsection of the entire geographic area. They propose the use of this
architecture to allows vehicles to communicate with one another without
compromising their private information.
The USDOT has also proposed a solution to security VANETs [17].
Their work doesn’t use blockchains but proposes a system to secure the
national transportation infrastructure. However, the issue with all of
these previous works, including the solution proposed by the USDOT
is that they are heavily reliant on a costly infrastructure, something
avoided in the proposed system.

6.

Conclusion

This paper presents a secure blockchain authentication scheme for
VANETs that uses private blockchains which represent the history of a
vehicle and is used as a token to join future platoons. The blocks use
the Schnorr digital signature scheme to create a group signature that is
signed by the entire platoon. This scheme is proven to be secure under a
bounded number of attackers. The consensus mechanism presented uses
basic Byzantine Fault Tolerance algorithms to reach an agreement by
the platoon during the block creation algorithm. This scheme provides
signiﬁcant cost savings over other solutions by reducing infrastructure
components.
In previous work, it was shown that their solution met the real-time
requirements of a VANET [10]. In their approach, a vehicle’s entire
blockchain was transmitted so that it could be veriﬁed. It would eventually take too long and force the vehicles to re-certify with the CA. The
scheme proposed in this paper outperforms prior work and also meets
the same real-time requirements due to the fact it takes advantages of
a group digital signature. This signature allows for all vehicles in the
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platoon to agree on a single block. Thus, only a single block is required
to join the next platoon, saving considerably time.
This paper also shows the need for physical-level veriﬁcation mechanisms when applying blockchains to cyber-physical systems. The veriﬁcation mechanism presented in this paper is the use of other vehicles’
sensors within a platoon to determine if a vehicle’s actions are correct
or incorrect. Future work includes discovering more veriﬁcation mechanisms and applications for blockchains in cyber-physical systems so that
the beneﬁts of blockchains can be leveraged.
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