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Abstract—With the fast development of vehicular on-board
communication networks, modern electric vehicles are exposed
to potential threats from cyber networks. To secure the vehicle
safety and efficiency, advanced simulation platforms for cyber-
physical security research are of urgent desires. In this paper,
we propose a hardware-in-the-loop real-time simulation testbed
for electric vehicle powertrain cyber-physical security research.
The testbed includes multiple physical domains of an electric
vehicle powertrain: electric drive systems, mechanical transmis-
sion system, and vehicle control units. An advanced energy
consumption monitor that calculates the system energy and
power information is constructed. Besides, other critical details
like tire-road interactions and road and aerodynamic friction
information are also taken into considerations. Furthermore, the
testbed is highly modularized, which makes it simple to realize
hardware-in-the-loop simulation. All of these features make it
an accurate, simple, and effective testbed for electric vehicle
powertrain research on system performance, efficiency, reliability,
and cyber-physical security.

I. INTRODUCTION

Last decade has witnessed the fast progress of both electrifi-
cation and intellectualization of modern vehicles. Nevertheless,
the accompanying concerns about immature on-board electrical
and intelligent technologies remains a large obstacle for modern
techniques to completely replacing the traditional vehicular
technologies. Recently, an increasing amount of work has been
devoted to cyber-physical security research for modern electric
vehicles. In 2010, Koscher et al. experimentally evaluate the
cyber-physical security issues on a modern automobile and
demonstrate the fragility of the underlying system structure. [1].
In addition, the impact of cyber attacks on electric drives are
studied in [2] and [3]; and in [4]-[11], both model-based and
data-driven approaches for cyber-physical security are studied
as well. Furthermore, due to the complexity of the system
configuration and the high cost of manufacturing real-world
testbed, real-time and hardware-in-the-loop (HIL) simulation
have been widely adopted in the research and development
for advanced on-board systems such as electrified powertrain
and on-board communication networks. For example, [12]
proposed a simple HIL simulation system for the induction
motor-based powertrain coupled to a DC machine-based
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load torque emulator taking into account the electric vehicle
mechanics and aerodynamics; [13] adopted HIL simulation
for developing advanced control strategy for a pure electric
vehicle; [14] constructed the battery model and corresponding
battery management system (BMS) in the real-time simulation
environment; [15] used HIL to test an electric propulsion system
used in a mild hybrid electric vehicle powertrain.
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Fig. 1: General diagram of an electric vehicle.

Due to the fact that most of the relevant research about
electric vehicle powertrain still focuses on developing advanced
and optimal control strategies, most of the simulation platforms
only discuss one subsystem in detail, such as battery manage-
ment systems (BMSs) or electric drive systems (EDSs). For
the purpose of reducing computation burden, many nonlinear
features have been neglected in designing specific systems.
When considering the problems of cyber-physical security, more
comprehensive simulation platform is needed in the following
aspects:

1) Cyber-physical attacks are considered as random behav-
iors that could occur anywhere in the powertrain;

2) The impact of cyber-physical attacks will not be limited
to one specific system, but the entire powertrain;

3) System nonlinearity is one of the features the cyber-
physical attackers could exploit to cause more drastic
damage;

4) Cyber-physical attacks could have both short and long
term impacts on the system.
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Fig. 2: System diagram of dual-motor based electric vehicle powertrain

Therefore, to accurately reflect the impact of different cyber-
physical attacks and evaluate the system reliability and security,
an advanced simulation model with the ability of real-time
simulation and details like tire-road interactions, high-frequency
switching of power electronics and electrical-thermal coupling
within the electric drive systems is required.

In this paper, we use OPAL-RT and MATLAB Simulink
to develop a nonlinear real-time simulation model of a dual-
motor based electric vehicle powertrain, which includes all the
details shown in Fig. 1. More specifically, it includes multiple
physical domains of an electric vehicle powertrain: electric
drive systems, mechanical transmission system, battery system,
and vehicle control units. Meanwhile, an advanced energy
consumption monitor that calculates the system energy and
power information is constructed. In addition, other critical
details like tire-road interactions and road and aerodynamic
friction information are also taken into considerations. The
remaining article will be organized as follow: section II will
introduce the general system structure; section III will describe
the interior permanent magnet synchronous machine (IPM)
based EDS; vehicle plant model will be described in section
IV; energy monitor will be described in section V; and section
VI, VII will list the simulation results and summarize the
conclusions.

II. DUAL-MOTOR BASED ELECTRIC VEHICLE POWERTRAIN

In this platform, we adopted a widely used powertrain
structure, the dual-motor based powertrain. The system diagram
is shown in Fig. 2, which includes two different motors driving
the front and real axis, respectively. As shown in Fig. 2,
the front wheel is driven by an interior permanent magnet
synchronous machine (IPM), and the rear wheel is driven
by an induction machine (IM). Each electric machine has its
own controller and traction inverter to control the power flows
between machines and the battery. In addition, the vehicle
control unit (VCU) gathers information from the driver’s
demands and the vehicle body, such as the vehicle speed,
and then provides the torque reference to each of the motor
controllers. The detailed models of each subsystem will be
described in the following sections.

III. TPM BASED EDS MODEL

Due to the high power density and smooth torque production,
IPM has been widely used as the traction motor of electric
vehicles. Fig. 4 shows the configuration of the IPM based EDS.
Referring to the torque command received from the vehicle
control unit (VCU) and the feedback signals gathered from
sensors, a current controller is adopted alongside the maximum
torque per ampere (MTPA) algorithm to generate the pulse
width modulation (PWM) signals, which control the traction
inverter fed by a DC power supply and then drive the IPM. In
this paper, for the purpose of achieving real-time simulation,
the eFPGA solver and eHS solver of OPAL-RT is adopted to
solve the machine and power electronics models and to realize
the simulation with a time step of 0.5us; and the controller
model is constructed by MATLAB Simulink, which is run in
the CPU with a time step of 25us.

The simulation configuration is shown in Fig. 3. The reason
why adopting eFPGA and eHS solver is that the ability of
parallel computing of FPGA enables simulation with time
step as low as 0.25us, which makes it possible for power
electronics models with 10kHz to 200kHz switching frequency
to run in real-time. As shown in Fig. 3, the electric circuits of
traction inverter is solved in eHS, and the IPM is modeled by
its Variable D-Q model (VDQ) from eFPGA library, which is
derived by the following equations under direct-quadrature-zero
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Fig. 3: The configuration of the EDS model
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Fig. 4: Schematic diagram of the IPM drive including both cyber system (control algorithms) and physical system (hardware).

(DQZ) reference frame:

. o di
ug = Rgiq + Laq(iq, Zq)*d

i weLq(id,iq)iq €))
Uy = Ryig + Lg(iq, zq)d—tq + we(La(id,ig)ia + dpm) (2)
T, = *p(ébpmlq + (La(id, Zq) - Lq(ldv Zq))lrﬂq) (3)

2
where uq, uq, i4, tq, Ppm are the d-axis and g-axis voltage
and current vectors, and flux linkage generated by permanent
magnet, respectively; p is the number of pole pairs; and
Lg(id,iq), Lq(iq,iq) are the nonlinear inductance of d- and
g- axis acquired by 2-D look-up tables.

Meanwhile, the MTPA algorithm is derived from the
following optimization problem:

min i + i 4)
%p(d’pmiq + (La(ia,iq) — Lq(ia, iq))iaiq) = Te
\/ig 412 < Iom

\/ug + u2 < Uam
S

where T is the anticipating torque and w4, u4 are obtained
by Eq. (1) and Eq. (2).

s.t.

IV. VEHICLE PLANT MODEL

To reflect the mechanical characteristics as detailed as
possible, the vehicle plant model covers shaft stiffness, load
distributions between the front and rear axis, the tire-road inter-
actions, rolling resistance, gradient resistance, and aerodynamic
resistance. The shaft model is modeled as:

T:Ks(rb
T=K; Q

(6)
)

where 7' is the torque applied to the shaft, K;, K4 are the
damping coefficients, and ¢, (2 are the rotational angle and
speed, respectively. The tire-road interaction is derived from
the tire magic formula. First of all, the dimensions of vehicle
plant and the force conditions of the tire is shown in Fig. 5; and

(rotational spring)

(rotational damper)

the traction force, the tire slip x and nominal load distribution
F._tronts Fo—rear are defined:

_ |7 - Q0 — vy

(8)
|Ux|
l h
Fofront = Fz - ( —7f>—7Ft )
l h
F. vear = F. - 7f +5 B (10)

where F’, is the total nominal load, and F; is the vehicle total
traction force. Then, according to the magic formula of tire-road
interactions, the horizontal traction force F), is defined:

Fy,=F,_j-D-sin(C-arctan(Bx — E- (Br —arctan(Bk))))
(11)
where B, C, D, E are the constant coefficients of magic
formula, which is dependent on the load conditions, and F),_;
is the nominal load distribution defined in Eq. (9), Eq. (10),
(y denotes the front or the rear wheel).
In addition, the rolling resistance, gradient resistance and
the aerodynamic resistance are also considered as the road
resistance force in this model, which are derived from:

(rolling resistance)  (12)

13)

Fy=kyf cosa

F.=m-g-sina (gradient resistance)

1
F, = §Cd “A-p- v? (aerodynamic resistance)  (14)

where kg is the rolling resist coefficient, m is the mass of the
vehicle, g is the acceleration of gravity; « is the road gradient,
and Cy, A, p, v are the drag coefficient, reference area, air
density and vehicle speed, respectively.

Tire-Road Interactions

Center of Gravity (CG)._

Front Wheel Rear Wheel

Fig. 5: Vehicle dimensions and the force conditions
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Fig. 6: Efficiency map of IPM generated by Finite Element
Analysis.
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V. ENERGY CONSUMPTION MONITOR

In the application of automobiles, energy efficiency is always
a crucial topic. Therefore, in this platform, we construct an
energy consumption monitor to calculate the instant energy
information for further analysis. The monitor is divided into
four parts: motor loss, inverter loss, mechanical loss, and battery
loss. Each part will be elaborated more as follows:

A. Motor Loss

The power loss in electric machines includes winding copper
loss, iron core loss, solid loss, and mechanical loss. Due to the
nonlinearity of electric machines and the difficulties of power
calculations, we use ANSYS to generate the efficiency map of

the electric machines by conducting Finite Element Analysis.

Fig. 6 shows the resulted IPM efficiency map.

B. Traction Inverter Loss

Recently, with the pervasive adoption of power electronics
devices in automobile applications, the energy efficiency of
the traction inverters is getting increasing attention. In this
platform, we use the electro-thermal model in [16], [17] to
calculate the instant power loss of the traction motor. The
detailed calculation procedures are shown in Fig. 7.

C. Mechanical Loss

Due to the fact that the tire-road interactions are taking into
consideration, the mechanical loss becomes another important
factor of vehicle energy consumption. Meanwhile, as the
mechanical transmission system is highly nonlinear, and the
calculation of individual components is difficult, we focus on

the input and output of the entire mechanical system, instead.

The input power is from the traction motors, which is calculated
by Eq. (15), and the output power is calculated from the

horizontal vehicle movement, which is derived by Eq. (16).

Tipm, Tim are electromagnetic torque generated by IPM and
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Fig. 7: Instant power loss calculation procedures using electro-
thermal model.

IM; wWipm ,wim are the rotational speed of IPM and IM; Firac
is the estimated total traction force; and v is the vehicle speed.

15)
(16)

DPin = Lipm * Wipm + Tim * Wim (input power)

Pout = Firac v (output power)

D. Battery Loss

The battery resistance model is adopted to calculate the
energy and power information during charging and discharg-
ing. The energy relationship is derived from Eq. (17) and
Eq. (18),where p,, p; are the battery input power and output
power; Us, I are the battery voltage and current; and R is the
internal resistance.

ps=Us-I=p+I*> R (power equation) a7n
U, — /U2 —4p1 R
I = \/2}527])1 (current solution) (18)

With the power information, the Sate of Charge (SOC) could
be calculated by Eq. (19)

Jo psdt
Cs
where C is the total capacity of the battery.

SOC = (19)

VI. SIMULATION RESULTS

The simulation testbed is realised through OPAL-RT OP5700
real-time simulator shown in Fig. 8 and validated by the New
European Driving Cycle (NEDC). The simulation results will
be discussed in detailed from the following aspects: mechanical
performance, electrical performance, energy monitor, and attack
case study.

A. Mechanical Performance

Fig. 9 shows the profiles of vehicle speed, front wheel torque,
and front wheel slip under NEDC. As shown in Fig. 9, the
entire system is operating stably, the slip is within 0.01, which
is conform to the reality with a good road condition.

B. Electrical Performance

Fig. 10 shows the profiles of IPM three phase current, IPM
torque, and IPM traction inverter loss under piece-wise NEDC.
As shown in Fig. 10, the torque ripple is less than 5%. The total
harmonic distortion of the three phase current is not calculated
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Fig. 8: OPAL-RT HIL real-time simulation testbed

due to the fact that the fundamental frequency is varying with
respect to the vehicle speed. Nevertheless, the current distortion
is minor from Fig. 10. Meanwhile, it could also be seen that
the power loss of traction inverter is fluctuating around certain
values.

C. Energy Monitor

Fig. 11 shows the profiles of vehicle speed, total efficiency,
and subsystem efficiency under piece-wise NEDC. It could be
seen that the traction inverter is operating with the efficiency
over 95% and both traction motors are operating with the
efficiency around 90%. In addition, the total traction motor
drive’s efficiency is around 87%, which conform to the real
world data.

D. Attack Case Study

Fig. 12 shows the profiles of IPM three phase current, IPM
d-axis current, and IPM g-axis current when the IPM drive
is under a malicious attack. In this case, the attack happens
at 108.00s, which disables the current controller of IPM by
injecting false values into the phase A current sensor feedback
signals. As shown in Fig. 12, when the attack happens, the
three phase current will be seriously distorted and the d- and
g- axis current will also be deviated from their normal values.

According to the simulation results, the strength of this
platform could be summarized as follows:

1) Features from multiple physical domains of the electric
vehicle powertrain could be reflected;

2) Energy consumption information could be calculated for
further analysis;

3) Real-time simulation could realize the simulation of long-
period driving cycles;

4) Physics-based features and patterns could be generated
for cyber attack scenarios.
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Fig. 9: Simulation results: profiles of vehicle speed, front wheel
torque, and front wheel slip under NEDC.
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Fig. 10: Simulation results: profiles of IPM three phase current,
IPM torque, and IPM traction inverter loss under piece-wise
NEDC.

VII. SUMMARY AND CONCLUSIONS

In this paper, we proposed a hardware-in-the-loop real-time
simulation testbed for electric vehicle powertrain. It consists of
multiple physical domains and critical details. The significance
of this HIL testbed is summarized as follows:

1) This testbed could provide a simple and effective method
to validate the research of security and reliability issues
in the electric vehicle powertrain;

2) The modularization of this testbed makes it easy to adapt
different types of electric vehicle powertrain and makes
it possible to conduct hardware-in-the-loop simulation
for each subsystem;

3) The data collected from the real-time simulation could be
a valuable resource for the data-driven research related
to the performance, reliability, security and resilience in
electric vehicle powertrains.
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Fig. 12: Simulation results: profiles of IPM three phase current,
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drive is under malicious attack.
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