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Abstract

Android unlock patterns are a widely used form of graphi-
cal passwords, and like all password schemes, numerous
studies have shown that users select a relatively guess-
able and non-diverse set of passwords. While proposals
have been put forth for hardening patterns, such as in-
creasing the number of or changing the location of contact
points, none of these proposals has been implemented in
the decade-plus since the interface’s launch. We propose a
new approach; instead of increasing the individual complex-
ity, users select two sequential Android patterns, so called
Double Patterns, that are visually super imposed on one
another. This allows more complexity without dramatically
changing the interface. We report on our preliminary find-
ings of a large user study (n = 634) of Double Patterns,
finding strong evidence that the scheme is highly usable
and increases the complexity of user choice.
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CCS Concepts

*Security and privacy — Graphical / visual passwords;
*Human-centered computing — Human computer inter-
action (HCI); Usability testing;
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Figure 1: Survey structure

Introduction

Android unlock patterns are a widely recognized and uti-
lized graphical password scheme is Android unlock pat-
terns [4], whereby users recall a previously selected pattern
drawn on a 3x3 grid of contact points to unlock their device.
Despite there being multiple options to unlock their device,
many users (as much as 26% in our study, for example) still
rely on unlock patterns as their primary knowledge based
authentication; the password used to unlock their device
when biometrics are disabled, fail, are not-available, or the
device initially boots.

The design and deployment of patterns has remained mostly
static since its initial launch in 2008. As compared to other
unlock authentication, such as PINs on iOS devices that
have moved towards recommending 6-digits as opposed 4-
digits, similar design updates for patterns are more allusive.

Although there are 389 112 possible patterns, users tend
to select from a much smaller set of patterns in predictable
ways [2]. It has been shown that user-generated patterns

are roughly as random as selecting a 3-digit, numeric PIN [7].

There have been a number of proposals to improve the cur-
rent state, such as providing user guided selection [3] or
password-meters [5], however, these interfaces require add-
on design principles that change the user-interface (Ul) of
Android unlock patterns. Further design changes, such as
4x4 patterns [1] or rings of contact points [7, 6], appear to
have limited security benefits and also require substantial
changes to the core Android pattern usage model.

We propose Double Patterns, whereby a user selects two
patterns, entered in sequence and displayed super-imposed,
as their unlock authentication. We seek to keep the same
simple design of the 3x3 grid, but increase the natural com-
plexity. From a security framework, Double Patterns should
greatly increases the complexity of the password space.

Create a Double Pattern for
A Personal Device Unlock.

Create a Double Pattern for
A Personal Device Unlock.
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Figure 2: Double Pattern creation process

There are 389 112 possible patterns, and thus, there are
(389112)? possible Double Patterns, or roughly 151 x 10?
(which is still far less than 4.3 x 10'2 possible 4x4 patterns).

While there have been a number of proposals to improve
the current state, such as providing user guided selec-

tion [3] or password-meters [5], these interfaces require
add-on design principles that potentially significantly change
the user-interface (Ul) of Android unlock patterns. The sim-
plicity of the Android Ul is one of the distinguishing features
that made them popular in the first place. From a usability
framework, given the wide usage of Android patterns, we
hypothesized that users would find the new interface natural
and straightforward, even with the slight time increase in en-
try. A similar usability trade-off is already present given that
users have adopted 6-digit PINs without much conflict.

We have conducted a series of studies to assess the po-
tential usability and security of Double Patterns. We first
performed a preliminary study with n = 286 participants,
as a preliminary investigation, to hone our survey material
and collect a sample set of Double Patterns. Following, we
performed our main study (n = 634) to assess the feasibil-



| Control  BL First _ BL Double | Total

18-24 17 26 19 62
25-29 52 61 55 168
30-34 45 41 57 143
35-39 47 35 35 117
40-44 14 21 17 52
45-49 17 11 14 42
50-54 6 7 9 22
55-59 5 5 3 13
60-64 2 1 2 5
65+ 2 3 3 8
Prefer not to say 2 0 0 2
Male 112 123 135 370
Female 95 84 74 253
Non-binary 0 3 5 8
Prefer not to say 2 1 0 3
Total | 209 211 214 634

Table 1: Demographic information
of the participants, column names
are shorthand for treatments

| Control  BL First BL Double | Total

No Devices 0 1 0 1
1 Device 122 123 129 374
2 Devices 66 73 67 206

3 Devices 17 10 15 42

4 Devices 4 4 3 1

Iris Recognition 0 2 1 3
Finger Print 108 106 111 325

Facial Recognition 26 26 26 78
No Biometric 72 70 67 209
Other Form 3 7 6 16
Pattern 57 49 56 162
4-Digit PIN 96 89 98 283

6-Digit PIN 29 34 36 99

PIN of Other Length 8 8 7 23
Alpha-Numeric 6 12 9 27
Not Listed " 16 7 34

Prefer not say 2 3 1 6
Total 209 211 214 634

Table 2: Participant device
utilization, column names are
shorthand for treatments

ity of the Double Pattern interface based on its security and
usability, where participants selected Double Patterns on
their own mobile device and answered questions about the
usability and perceived security of the new interface.

The preliminary results indicate that users find the updated
interface highly usable and show a favorable level of con-
fidence about the security of Double Patterns relative to
existing authentication methods. In our continuing work,
we will assess the guessability of Double Patterns as they
compare to previous studies on Android unlock patterns.

Methodology

We conducted a preliminary study and a main study. In the
preliminary study, we asked participants to select Double
Patterns in multiple application scenarios, such as banking,
shopping, and mobile device unlocking, as well as answer
feedback questions. We found that our design of the pre-
liminary study led to unintended bias in user selected Dou-
ble Patterns; namely, during the instructions, we offered a
sample Double Pattern, which our users overly selected as
their choice of Double Pattern for at least one of the scenar-
ios. We corrected this bias in our main study by updating
our survey content and implementing two types of blacklist
treatments as a replacement for the application scenar-
ios. Our blacklists were informed by a sub-sample of the 20
most frequently selected patterns in the preliminary study.

All studies were conducted on Amazon Mechanical Turk.
We recruited n = 286 for the preliminary study (collecting
572 double patterns), and n = 634 (collecting 634 dou-
ble patterns) for the main study. The demographics of our
main studies are presented in Table 1, and we discuss the
methods for the main study in the rest of this section.
Survey Structure. See Figure 1 for the main structure
survey. After participants have agreed to our informed con-
sent, we begin by surveying them of their current device

usage and mobile authentication choices. Those response
can be found Table 2. Following, we inform participants
about Android unlock patterns using a description of the
interface and visuals, and we then introduce the Double
Pattern interface and the ruleset that governs it.

Next, we give participants an opportunity to practice using
the Double Pattern interface, with minimal direction or as-
sistance, to avoid biasing selections, and after completing
the practice, we prime the participants by informing them
that they should create a Double Pattern that they would
use to secure their own smartphone. The language used
to prime users during pattern creation directly parallels
language a user would encounter when initially creating a
pattern on an Android device. The device we specifically
referenced was a Samsung Galaxy S8.

Participants select their Double Pattern using the same in-
terface they practiced on, and once they confirm their pat-
tern it is saved, as is the case on Android devices. During
selection, as we will discuss in the following section, some
participants may encounter a blacklist of Double Patterns,
forcing them to select a different choice.

After selection, participants are directed to answer a set
of sentiment questions about their process for creating the
pattern. The questions focus on their creation strategy, if
they felt the pattern they created provides adequate secu-
rity, and if it was difficult for them to create a pattern. We
also field System Usability Scale questions to gauge user
sentiment on the usability of our system.

Using the sentiment questions as a distractor task, partic-
ipants recalled the Double Pattern selected earlier. After
three attempts, they are presented with an option to indi-
cate they cannot remember, and they are moved forward in
the survey automatically after five attempts.



Authentication Comparison
(Likert Scale)

Double Patterns are a secure way to unlock
my personal device.

Double Patterns are more secure than
4-digit PIN codes for unlocking my personal
device.

Double Patterns are more secure than
6-digit PIN codes for unlocking my personal
device.

Double Patterns are more secure than
alpha-numeric passwords for unlocking my
personal device.

Double Patterns are more secure than the
original Android Patterns for unlocking my
personal device.

Real World Utilization

In a situation where your biometric fails or
your mobile device reboots and you are
utilizing a Double Pattern to unlock your
personal mobile device, would you use the
Double Pattern you selected in this survey,
or would you select a different one?

. You have indicated that you (would

use|would not uselare unsure if you would
use) the Double Pattern you created in this
survey on your personal mobile device.
Please expand on your choice here.

Figure 3: Questions fielded in our
survey

At the end of the survey, we collect standard demographic
information, as well as information that may influence us-
ability aspects of our interface, such as dominant handed-
ness and academic involvement in the information tech-
nology field. Participants are asked if they have completed
the survey honestly, and given a final chance to submit any
feedback based on the survey itself or the interface.

Blacklist Treatments. Using data from our preliminary
study, we implemented three treatments, including two
treatments with an enforcing blacklist implementation. Par-
ticipants were unaware of the blacklist prior to their first en-
counter. The different treatments are (with shorthand):

+ Control Treatment (Control)
+ Blacklist First Component Pattern (BL First)
* Blacklist Double Pattern (BL Double)

These blacklists only affect users when they are creating

a Double Pattern for the scenario of securing their mobile
device, not during their practice in creating Double Patterns.
We felt it was important to separate learning the interface
from creating an appropriate Double Pattern.

In the Control treatment, users were free to create any Dou-
ble Pattern. In the Blacklist First Component Pattern treat-
ment, if a user draws their first component pattern and it is
blacklisted, they are immediately presented with a warning
message informing them, “The first pattern of your Dou-

ble Pattern can be easily guessed” and forced to start the
process from the beginning. In the Blacklist Double Pattern
treatment, the user is able to draw an entire Double Pattern
before being informed, “The Double Pattern you created
can be easily guessed” and forced to select a different one.

Recruitment. We recruited our participants using Ama-
zon Mechanical Turk. Our preliminary study was comprised
of 286 participants, and we ensured that participants who

| Average Attempts [std] (med) | Recall Rate

Control | 1.36 [0.86] (1.00) | 97.1%
Blacklist First | 1.47 [0.96] (1.00) |  948%
Blacklist Both | 1.30 [0.70] (1.00) |  972%

Overall | 1.38 [0.85] (1.00) [ 96.4%

Table 3: Participant recall rates

conducted our preliminary study were not able to also take
our main survey. For our main study, our goal was to col-
lect at least 200 participants from each treatment, with 600
Double Patterns in total. The demographic breakdown of
our participants can be found in Table 1. Participants were
compensated $1.00 for their participation. The study was
approved by our IRBs.

Limitations. One of the primary limitations of our study is
the user base we are collecting our sample from; the par-
ticipant group may not accurately represent a larger popu-
lation. The majority of our users are right handed, males,
35 or under, live in a suburban environment, have an as-
sociates or higher level degree, and have no background
working in the information technology field. However, this
still composes a large user base of Android devices, and we
would argue that they likely generalize or, at least, provide
an important data point for usability and security as they
relate to the modification of Double Patterns. The demo-
graphics are also inline with prior work on the topic.

Another limitation our study faces is the validity of patterns
chosen in our survey. While we paralleled the selection pro-
cess a user would encounter in a real world scenario, the
subject is ultimately aware that we will see their pattern
selection. We address this with our Real World Utilization
questions and the responses we observed from users.
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Preliminary Results

The preliminary results from our analysis of Double Pat-
tern data show an increase in pattern complexity with a low
trade off in interface usability. We will discuss the frequency
rate in which Double Patterns are selected, the effects that
blacklisting had on Double Pattern and component pattern
complexity, and the usability of our interface in the form of
both simple usability scale results and the additional time
required to utilize our new interface. Our continuing work
will discuss updating our blacklists, performing guessing
analysis, and the inclusion of further analysis of the qualita-
tive and quantitative feedback.

Pattern Frequency. Only 8.0% of all Double Patterns
were utilized twice or more; however, in the Blacklist First
treatment no Double Pattern occurred more than twice,
comprising a mere 3.8% of our Double Patterns collected
in this set. In previous work on Android unlock patterns,
Aviv et al. reviewed repetitions in a self-report and pen and
paper study of 3x3 patterns [1]. Among the groups stud-
ied, the prevalence of repeated patterns was found to com-
prise over 40% of the patterns collected in several cases.
As well, around 20% of the patterns in every data set were
found to repeat at least 4 times.

The Effect of Blacklists. We measured the effects of
blacklisting on the distinct features appearing in the Double
Patterns. In our Blacklist First Component Pattern treat-
ment, 70/211 (33.2%) users encountered a blacklist af-

ter drawing their initial component pattern. 19/214 (8.9%)
users encountered a blacklist after drawing their initial Dou-
ble Pattern in the Blacklist Double Pattern treatment.

We looked at the frequency with which the following fea-
tures appeared in the overall Double Pattern, as well as
each component pattern:

* pattern length, the number of contact points used;

« stroke length, the length of the strokes when the grid
is mapped to a Cartesian plane;

+ contact point utilization, the number of contact points
used on the grid in the construction of the Double
Pattern, ignoring repetition;

« turns, the number of turns, or direct changes, in the
patterns;

» knight moves, the number of oblique, non 90-degree
angle strokes, as a knight moves in chess;

+ non-adjacencies, the number of times two contact
points, non-adjacent, in the grid are connected.

We also examined the frequency with which the second
component pattern was a palindrome of the first, and the
frequency that users chose the same contact point to both
end their first component pattern, and begin their second
component pattern, a term we deemed "overlap”.

Examining each feature, we used an Anderson-Darling
Pairwise Test to determine if treatment populations had a
normal distribution in regard to each individual feature. For
the features that were not of a normal distribution, we then
used a Kruskal-Wallis One-Way Analysis of Variance with
Dunn post-hoc Analysis and Holm-Sidak correction to de-
termine statistical differences among treatment populations.

As a result of the pairwise testing and subsequent post-
hoc analysis, the Double Patterns within our Blacklist First
Component Pattern treatment showed significant statisti-
cal differences from the other two treatment populations

in overall amount of turns (H=21.5, p<0.001), amount of
turns in the first component pattern (H=31.0, p<0.001), first
pattern knight moves (H=7.2, p=0.026), first pattern non-
adjacency moves (H=7.3, p=0.021), and total contact point
utilization (H=7.0, p=0.025). We conjecture that the high
rate of encounters with the blacklist within the Blacklist First



Treatment \ Average [std](median)

Percentage

Control | 3.83[2.40] (3.15)
Blacklist First | 4.02[2.09] (3.29)
Blacklist Both | 3.62[2.04] (3.12)

All Patterns | 3.82[2.18] (3.17)

100
80
&0
an-|

204

-0

Table 4: Time to recall Double
Pattern

1 2

3 4 5

Response

B Strongly Agree
Agres
Meither Agree Mor Disagree
Disagree

B Strongly Disagree

Figure 5: Authentication method
comparison, order of results
detailed in Figure 3

Component Pattern treatment may have motivated the par-
ticipants to revise their first component pattern by adding
more complex features, to overcome the blacklist they ini-
tially encountered.

Time Cost of the Enhanced Interface. Based on an on-
line survey by Harbach et al. (n = 260) and field study
(n = 52), users took on average 3.0 seconds (sd = 13.3s,
median = 1.69s) to activate and unlock a phone utilizing

a lock pattern, and 4.7 seconds (sd = 20.72s, median =
2.85s) when utilizing a numeric PIN [4]. Across all treat-
ments in our study (n = 634), our Double Pattern inter-
face took an average of 3.82 seconds (sd = 2.18s, median
= 3.17s). These results reflect only a marginal increase

in timing during the unlocking process, while increasing
the complexity of the pattern space exponentially. Table 4
shows a more detailed breakdown of time usage for the
Double Pattern interface.

System Usability Scale and Existing Authentication
Sentiments. Among all users, the System Usability Scale
score was 73.2. This equates to a good, acceptable sys-
tem, with a passive promoter score. As well, these users
on average, agreed that Double Patterns were a secure au-
thentication method, and that Double Patterns are a more
secure form of authentication than 4-digit PIN’s and the
original Android Unlock Pattern. 162/634 (26%) of the users
surveyed utilize an Android unlock pattern as their form

of knowledge based authentication. Among users that al-
ready utilize an Android unlock pattern, the System Usabil-
ity Scale score was 78.3. This equates to a good, accept-
able system, with an active promoter score. As for direct
comparison of Double Pattern to other forms of authentica-
tion, these users not only agreed on average that Double
Patterns are a secure authentication method, but they also
agreed that Double Patterns are a more secure form of au-

thentication than 4-digit PIN’s, 6-digit PIN’s, alpha-numeric
passwords, and the original Android unlock pattern. Both
System Usability Scores and our own comparison confi-
dence scores among users previously utilizing the Android
unlock pattern interface were higher and more distinct in
sentiment across all treatments and metrics than the re-
maining participants.

Summary Discussion. There is strong evidence from
these preliminary results that Double Patterns could be a
viable and more secure alternative to the single, Android
pattern. Participants expressed positive usability, particu-
larly amongst those that already use an Android pattern.
Entry and recall time (a proxy for usability) is relatively
stable, even when participants experience a blacklist and
are forced to choose a different Double Pattern. While fu-
ture work is needed to evaluate the security using stan-
dard guessability metrics, these preliminary results that the
straightforward interface change can be highly effective.

Future Work

Continuing our work with Double Patterns, we will begin
examining the qualitative data we have collected. Initial
observations indicate that users are optimistic about the
implementation of Double Patterns; some users have gone
so far as to say that they would utilize the new interface
when it became available. These types of responses show
promise and are a good indication that our subtle changes
have positively impacted users.
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