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A B S T R A C T

Although there is great media attention to connected and automated vehicles (CAVs) and strong
public interest in the technology, it is still under development. Their deployment to the broader
public will require new regulations and road traffic rules that are also under development, and
there is not yet a globally harmonized approach. This paper reviews the main safety and liability
issues for CAVs with a focus on the rules developed for on-road testing to date in Australia, the
United States, and Germany. It also reviews government policies from Victoria, Australia, and
California, the United States, and it provides an appendix on European Union (E.U.) regulations.
After a review of similarities and differences regarding safety and liability provisions, the study
suggests how the current provisions can be brought together toward a globally harmonized ap-
proach to safety issues that builds on best practices in the three countries.

1. Introduction

1.1. Importance

The advent of connected and automated vehicles (CAVs) represents a technological transition with a significance equivalent to
that of the emergence of the internal combustion engine. The transition is also likely to coincide with the shift in ownership to car-
sharing schemes (i.e., selling rides, not cars) and the electrification of transportation. There is widespread support for the transition to
highly automated vehicles, and one major justification used to support the transition is the long-term potential for improvement in
traffic safety (European Commission, 2018; Fraedrich and Lenz, 2016; Lari et al., 2015; Litman, 2015). There are also potential social
equity benefits because fully driverless vehicles could bring mobility to those who cannot drive (e.g., elderly or disabled people) and
to those who are under-served by public transportation. The environmental benefits of the CAV transition are more ambiguous
because the change could increase commuting and vehicle cruising, but the electrification of transportation and the decarbonization
of electricity could reduce environmental side effects. More generally, the CAV transition could result in a different urban built
environment because of changes in traffic, parking, and the use of roads and streets (European Commission, 2018).

Because there is widespread support for the CAV transition from the technology sector and from national governments, there is a
need to develop regulatory guidance for the introduction of test vehicles (Boeglin, 2015; Brodsky, 2016; Pearl, 2018). Several
different policy challenges have been identified for the immediate use of test vehicles and for the long-term introduction of
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widespread use of CAVs, among them safety, (cyber)security, privacy, cost, licensing, liability, infrastructure requirements, and
sustainability (Fagnant and Kockelman, 2015; Lim and Taeihagh, 2018; Taeihagh and Lim, 2019). Various countries that are already
serving as testing centers for CAVs have begun to develop policies and rules for on-road testing, and questions of harmonization are
beginning to emerge. After a background section that reviews the leading types of regulatory challenges and the existing literature to
date on government responses, this study will contribute to the existing literature by comparing government guidance and on-road
testing rules in three countries where CAV testing is already occurring: Australia, the U.S., and Germany. Rather than attempt to
cover the wide range of regulatory issues in a long-term perspective, this review will focus on how safety considerations together with
provisions for liability and insurance are being addressed in the current phase of on-road testing. Because safety has become espe-
cially important in the wake of fatalities associated with CAV testing and with advanced features in human-driven cars, it will be
important to address safety issues to gain public trust and acceptance. By providing a broad overview of the regulatory and guidance
policies regarding CAV testing in these three countries, the study will show points of convergence and divergence, and it will discuss
potential elements of a harmonized policy.

1.2. Contribution

With the increasing importance of CAVs as a technology that can dramatically change our daily lives, government policies will be
needed to protect the safety of the public in trial environments. The existing literature provides an excellent overview of the strengths
and weaknesses of currently existing regulations, rules, and related policies (Gasser et al., 2013; Kröger et al., 2019; Schreurs and
Steuwer, 2016; Shladover and Nowakowski, 2019; Taeihagh and Lim, 2019). Particularly after the fatal accident in Arizona in 2018
(National Transportation Safety Board, 2018), which involved a CAV test vehicle with a human driver-monitor, safety and related
issues such as liability have become increasingly important in countries where on-road testing has begun. This study analyzes the
policies in Australia, U.S., and Germany regarding on-road testing of CAVs and bring these approaches together. Because the ap-
proaches are largely complementary, there is potential for harmonization of best practices.

2. Background

2.1. Definitions

According to SAE International, an Automated Driving System (ADS) refers to “the hardware and software that are collectively
capable of performing the entire DDT [dynamic driving task] on a sustained basis, regardless of whether it is limited to a specific
operational design domain” (SAE International, 2018: 3). This definition refers to levels 3, 4, or 5 driving automation systems
(defined in the next paragraph), in which a human driver’s interactions with the vehicle are either limited or eliminated. However, a
term is also needed to refer to the broader range from level 1 through 5, and SAE International uses “driving automation systems” for
“any level 1–5 system or feature that performs part or all of the DDT on a sustained basis” (SAE International, 2018: 4).

To date, most discussions of driving automation systems refer to six levels of automation (SAE International, 2018; for Germany’s
levels of automation, see Section 4.3.2 below). SAE level 0 only includes limited warnings and momentary emergency interventions,
and this level is declining quickly because most cars that are being manufactured have some level of driver assistance. SAE level 1
driving automation systems provide longitudinal (brake or acceleration) support or lateral (steering) support, whereas SAE level 2
driving automation systems provide both longitudinal and lateral support. SAE level 3 ADSs operate within the operational design
domain; however, under some circumstances, the system will issue a prompt for the driver-monitor to take over control of the vehicle
(SAE International, 2018). SAE level 4 involves ADSs within an operational design domain but does not require a “fallback” situation
(when the human driver is needed to take over control of the vehicle). At SAE level 5, the vehicle can drive without any limitations on
the operational design domain and without the need for driver fallback. SAE levels 3 through 5 have become the focus of new
regulations and laws because these levels depart significantly from human-controlled driving and because there are significant safety
controversies.

Another set of terms also warrants clarification. In some of the government policy documents, the term “automated vehicle” is
used. For example, the U.S. Department of Transportation accepts the SAE definition of ADS for levels 3–5, but it uses “automated
vehicle” to refer to “a vehicle fitted with any form of driving automation (SAE levels 1–5)” (e.g., U.S. Department of Transportation,
2018: 45). In Australia the term “automated vehicle” is used in a general way without specifying levels (National Transport
Commission, 2017). This study will follow the SAE terminology except where it is necessary to refer to government documents that
use the term “automated vehicles.” Some of the government reports and policy documents also refer to disengagement, which refers
to a situation where a human safety driver is required to take control because the vehicle is incapable of interpreting a traffic
situation. Frequency of disengagement can become a metric of safety and of the transparency of reporting.

The term “connected and automated vehicles” (CAVs) is also widely used to refer to vehicles that are equipped with driving
automation systems and can communicate with other road users. For the discussion that follows, the term “CAV” will be used to refer
to vehicles with driving automation systems at levels 3 or higher (that is, to vehicles equipped to use ADSs). The most common and
widely used connected-vehicle technology is a cellular- or Wi-Fi-based system that receives information on traffic conditions, but
vehicles increasingly have LIDAR and radar equipment in operation. Some researchers use the term “connected and autonomous
vehicles” (Bansal and Kockelman, 2017; Sheehan et al., 2019; Talebpour and Mahmassani, 2016), and others use the term “connected
and automated vehicles” (Guanetti et al., 2018; Rios-Torres and Malikopoulos, 2016; Shladover, 2018). SAE International (2018: 28)
cautions against the use of the term “autonomous” because of ambiguities created. Likewise, Nowakowski et al. argue that
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“autonomous” refers to “independent, self-organizing, or self-determining” systems, whereas “automated” refers to a system that
“replaces human labor with machine activity” (Nowakowski et al., 2015: 3). For those who use the term “autonomous” in this
context, it would only make sense if it refers to the relationship between the human driver-passenger and the vehicle (the vehicle is
increasingly autonomous from the driver), not to the relationship between the vehicle and the traffic environment. In this paper, the
term “connected and automated” is implied with the use of the term “CAV,” rather than “connected and autonomous,” following the
usage of the U.S. Department of Transportation (2018).

2.2. Policy challenges

2.2.1. Overview
The CAV transition presents several policy challenges, among which the most discussed to date are safety, privacy, liability,

infrastructure requirements, and sustainability. Because CAVs are so new, there is little research on regulation and societal dimen-
sions, and Maurer (2016) described research in this area as “unfamiliar territory” (2016: 1). The existing research tends to be
addressed not only to the research community but also to a diverse group of interested parties such as policymakers (Maurer, 2016:
1).

Once safety is assured with the further development of the technology, consumer groups and government regulators will move on
to other issues such as consumer privacy, data protection, infrastructure design, and environmental effects. As the use of CAVs shifts
from on-road testing to more widespread adoption, privacy issues will become more salient. Although capacity for communication
with other vehicles is important for safety, it can also lead to privacy issues because the travel time, location, and activity of users are
tracked. On this issue Petit and Shladover wrote, “The vehicle industry has expressed concerns about the privacy implications and the
risks of cyberattacks in these cooperative systems, particularly for the safety-critical applications involving collision warning and
collision avoidance” (Petit and Shladover, 2015: 546). Another area of concern is the effects on traffic and the need for new in-
frastructure, both of which require more research and policy attention; however, these developments will take time and will likely be
addressed later on. With respect to environmental effects, Fraedrich et al. (2019) suggested that a prominent concern with CAVs is
that car travel will increase and could further exacerbate congestion, but these effects will depend on how CAVs are introduced to the
public and on the rules for their use.

This study will focus on safety and liability issues. The Report on the Seventy-Second Session of the Working Party on Road Traffic
Safety of the United Nations Economic Commission for Europe focused on safety, cyber security, and data and reporting (United
Nations Economic Commission for Europe, 2016). The report highlighted safety management assessments and data reporting pro-
cedures (see also United Nations Economic Commission for Europe, 2018a, 2018b). Because safety is based not only on the vehicle
itself but also on the connection with the surrounding environment such as Internet connectivity and communication with other road
users, data and reporting have become an integral component of safety. Liability is a closely related issue because when safety is
compromised and there is a collision, it is necessary to determine where liability lies. In the future, when there is no driver, liability
will potentially become a complex issue that will likely require adjustments to current road traffic and liability regulations. The
remainder of this section examines the background literature on safety and liability in more detail.

2.2.2. Safety and liability
Advocates for and manufacturers of CAVs defend their introduction based on claims that in the long run CAVs will reduce human

errors, which have been estimated to play a role in approximately 94 percent of accidents, with one quarter of those caused by driver
distraction (European Commission, 2018; Favarò et al., 2017; Singh, 2015; Young et al., 2007). Although there is a dispute regarding
this statistic (Koopman, 2018a), there is also widespread belief that in the future the transition could significantly improve road
safety (Lari et al., 2015; Litman, 2015; Wachenfeld and Winner, 2016). For example, on the prospect of having a future transportation
system that is significantly safer, Duffy and Hopkins wrote, “The benefits of autonomous cars are plentiful: increased safety for car
passengers, who no longer have to fear drunk, reckless, or distracted drivers” (2013: 453). Similarly, Koopman and Wagner (2017)
argued that with real-time learning of new behaviors, it is possible that CAVs can learn or react differently to the same situation at
different time periods. It also has been speculated that because CAVs can make decisions faster than human drivers, there would be an
overall reduction in accident rates (Lin, 2016).

Despite the widespread view that in the long run, a transportation system with few or no human drivers will decrease accidents in
comparison with the existing system, there are still questions about what additional safety regulations will be needed both for the
current period of testing and for the envisioned world of widespread adoption. After fatal accidents with CAVs, consumer safety
organizations have questioned the safety of CAVs and have sought stronger safety policies (Hess, 2020). Similarly, there is also
substantial evidence to indicate that the public is concerned about the safety of CAVs. For example, Chase’s (2018) analysis of five
polls on public attitudes towards CAVs in the U.S. indicated that the public is unsure about how safe on-road test vehicles are, and
accidents involving CAVs have contributed to the skepticism. Koopman (2018b) also noted that ensuring the safety of CAVs is
complicated and that CAVs will make different mistakes from the average human driver. For example, safety is strongly connected
with the ability to assess changing configurations of traffic, pedestrians, other drivers, and infrastructures, and thus a great deal of
contextual intelligence is needed to negotiate unexpected and changing road and traffic conditions. In general, engineers and
computer scientists may tend to underestimate the complexity of building automated systems that have interactions with humans.

The development of safety policies for CAVs would build on an existing, extensive global regime of standards. Global manu-
facturers work with two sets of vehicle safety standards, one developed by the U.S. Federal Motor Vehicle Safety Standards (FMVSS)
and the other by the United Nations Economic Commission for Europe and the E.U. (European Commission, 2019a). Certification of
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standards also varies between “type approval” countries (the EU area and Australia), where the government authority oversees the
certification, and self-certification countries, where the tests are conducted by the manufacturers (the U.S.; Canis and Lattanzio, 2014;
Road Vehicle Certification System, 2019; European Commission, 2019b). Shladover and Nowakowski note that there are two main
dimensions of automotive safety: “functional safety with respect to internal faults” and “driving behavior competency to deal with
external hazards in the driving environment” (2019: 128). For the latter dimension of safety, Straub and Schaefer also emphasize
“mechanisms for communication with other road users” and “passenger mediation for other road user communication with AVs” as
two of the primary policy considerations (Straub and Schaefer, 2019: 173). Another dimension of safety is the provision for detailed
reporting of data for test vehicles so that information is gathered on potential safety risks that could lead to safety improvements.

With respect to liability, current law includes a variety of forms of insurance for vehicles and their uses. As CAVs proceed to
higher levels of automation, the importance of insurance for drivers or vehicle owners may decline, but other types of insurance, such
as product liability insurance for manufacturers or comprehensive insurance for fleet owners, may become more important (Pütz
et al., 2018). Several studies have discussed potential liability issues related to a future of widespread CAV use (Anderson et al., 2014;
Duffy and Hopkins, 2013; Schroll, 2014). Although these studies present an important perspective on future laws that will be needed
as the technology becomes more available to the public, this paper specifically focuses on the current phase of test vehicles, and there
is little literature on liability and insurance issues for on-road test CAVs. In most cases, manufacturers and testing companies of the
CAV are considered liable for any accidents and collisions. However, as with the safety issue, there are already some provisions that
address insurance and liability in the rules governing the current phase of on-road testing. Analyzing the liability system of the testing
environment can provide some basis for the more future-oriented discussion of needs for liability rules when CAVs become more
widely available.

In summary, questions have emerged about what additional safety regulations, safety-related reporting requirements, and in-
surance and liability rules should be required for the long-term future of CAVs. In this study, rather than speculate about what rules
might be needed in the future, the developments with respect to these issues for the current period of on-road vehicle testing are
examined.

2.3. Research questions

In addition to the general background literature on safety and liability, this research project builds on a small group of studies that
have examined regulatory issues for CAVs. The studies fall into two groups: those focused on specific countries and subnational
jurisdictions and those that adopt a comparative perspective. An example of the first group is Shladover and Nowakowski’s (2019)
detailed account of California’s testing regulations as well as certification challenges. The authors also provide a list of findings from
peer-reviewed reports, which are drawn from a number of relevant experts. Similarly, Gasser et al. (2013) reviewed German reg-
ulations on CAVs and showed that there have been uncertainties in understanding the ADSs and how they should be implemented.

Other studies on regulations utilize a comparative perspective. For example, Taeihagh and Lim (2019) summarized safety, lia-
bility, privacy, cybersecurity, and industry risks across a range of countries, including Australia, China, Germany, Japan, Singapore,
South Korea, the U.K., and the U.S. They argued that Singapore and Germany have the highest safety controls and that Germany has
the highest liability regulation to date. In a comparison of Germany and the U.S., Kröger et al. (2019) argued that CAV penetration
rates could become higher in Germany because of a greater share of luxury cars and the more rapid fleet turnover. Overall, they claim
that national regulatory policies for CAVs can help the CAV industry to flourish while avoiding negative consequences. Schreurs and
Steuwer (2016) also provided a comprehensive regulatory overview that is broadly focused on European countries, Japan, and the
U.S. They claimed that think tanks and non-governmental organizations are important for addressing issues that are not only
technological but also social, environmental, and regulatory.

This study builds on the country-specific and comparative studies by focusing on the currently existing regulations for safety and
liability for the testing of vehicles with ADSs. The comparative analysis that follows has two main research questions:

What policies are currently in place that provide rules for CAV safety-related issues for on-road testing and pilot projects in
countries with advanced regulations?
Who are the liable parties in CAV on-road testing collisions, and what rules or guidance govern liability and insurance?

Comparative research in response to these questions in turn provides the basis for a discussion of the potential for harmonized global
policy.

3. Methods

This paper provides a comparative analysis of safety regulations currently in existence for on-road testing in three countries:
Australia, U.S., and Germany. The countries were chosen based on their involvement in and contributions to developing rules for on-
road testing of CAV and ADS vehicles. Australia’s regulations were selected because the country is including advanced elements in
their regulations such as safety management planning and data monitoring of performance of CAVs. The State of Victoria was
selected as an example of regulatory implementation for Australia because it has the most recent regulatory regime that was in-
troduced in the country and because it addresses safety-related issues much more than the other two states with CAV regulation (New
South Wales and South Australia). In the U.S., the analysis focuses on the national guidelines proposed by the National Highway
Traffic Safety Administration (NHTSA) of the U.S. Department of Transportation. In this country, 33 states accommodate trials of
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CAVs. California was selected as an example of regulatory implementation because it has been one of the main testing grounds for
CAVs. The study also analyzes policy guidance in Germany, which is one of the main vehicle manufacturers in the world. Because
Germany has no regulations to date at the level of the länder (subnational state governments), the analysis focused only on its federal
regulations. However, the appendix summarizes the guidance documents at the EU level.

The review was conducted using journal and article database search engines, including Google Scholar and ProQuest. Searches
were conducted using the keywords “autonomous vehicle regulation,” “automated vehicle regulation,” “CAV regulation,” and “self-
driving regulation” with the relevant country name attached. The review also included government resources such as acts, reports,
and guidelines. Moreover, reports and articles by the news media and by consumer organizations were used to assess the significance
of the issues and the regulations (or lack of regulations). Bibliographic and other references were also used in a “snowball” method to
identify existing sources. Over 100 articles and documents were selected and read to assess accurately the regulations in each region,
and additional 50 articles were read for the general background research on automated vehicle regulations.

Three types of information on each geographic region were collected: safety, liability, and data and reporting. A qualitative
analysis of different regions was then conducted, and countries that did not have distinctive or advanced regulations on CAVs were
excluded. Initially, the project started out with a number of countries: Australia, China, Germany, Japan, Singapore, South Korea, and
the U.S. However, China, Japan, Singapore, and South Korea were excluded because their regulations were much less developed in
comparison with the other three countries. Therefore, the analysis focused on the countries that had the most elaborate rules for CAV
on-road testing, which are Australia, the U.S., and Germany.

After collecting the relevant information on safety, liability, and data and reporting, the next step was an inventory of the safety
practices in the three countries. From that inventory, 10 best practices were selected based on shared areas of safety rules and
concerns across the countries and the comparison of different ways of addressing the concerns.

4. Results

4.1. Australia

4.1.1. National guidelines
In November 2016, the National Transport Commission (NTC) of Australia was asked to develop options for legislative reforms in

relation to “safety, productivity, environmental, and mobility gains” because the current legislative framework was perceived to be a
barrier to the development of CAVs (Wheelahan et al., 2018). Michael McCormack, Australia’s Deputy Prime Minister, emphasized
the importance of safety in connection with productivity: “I want to ensure these new technologies are deployed in a manner which
improves safety, productivity, accessibility, and livability for Australians in both urban and regional areas” (The Nation, 2019). The
NTC produced a discussion paper in November 2016, and it released the finalized document National Guidelines for Trials of Automated
Vehicles in Australia in May 2017 (National Transport Commission, 2017). Although the federal government agency supported the
principle of “nationally consistent conditions for automated vehicle trials in Australia” (National Transport Commission, 2017: 1), it
also left room for substantial differences in state-level regulations.

The greatest emphasis of the guidance document was on safety. In order to ensure safety of on-road testing, the agency re-
commended pre-trial testing of the vehicle at a test facility that has a closed track. For on-road testing, it recommended a human
safety driver in the test vehicle unless a specific exemption of permit is granted for the test. It also recommended that the trialing
organization develop a safety management plan to detail the main safety risks and how they would be mitigated or eliminated.
Trialing organizations were asked to follow existing crash reporting requirements and to report any serious incidents to the relevant
road transport agency (National Transport Commission, 2017). Some parts of their recommendations were less specific. For example,
the federal guidance document noted that “vulnerable road users” should “be considered carefully as part of the safety management
of all trials taking place on public roads” (National Transport Commission, 2017: 10). It also stated, “Trialing organizations will need
to consider how their trial may impact existing infrastructure and how they plan to address this” (National Transport Commission,
2017: 10).

One important feature of the federal guidance was a recommendation for all trialing organizations to obtain a permit that
discloses information on trial location, a detailed description of the technology, and traffic management plans. If a permit is not
required by the state government, the trialing organization is still expected to comply with Australian laws, including road rules and
traffic laws, vehicle standards, and privacy and surveillance laws.

The federal government also provided guidance on data and reporting. The NTC recommended that new data be captured using
“in-cabin cameras, biometric, biological or health sensors” (National Transport Commission, 2019a). These technologies are not
currently used or are in limited use in test vehicles, but if required for the general public in the future, they could create privacy
issues. Moreover, there could be other forms of data available from test vehicles such as speed, location, and direction. These types of
data can have sensitive private information, and the NTC stated that there could be new privacy challenges in the future (National
Transport Commission, 2019a).

With regard to liability, Australia’s national guideline states that trialing organizations must have appropriate insurance, which
can include compulsory third-party insurance, comprehensive vehicle insurance, public liability insurance, product liability in-
surance, self-insurance, and/or work or occupational health and safety insurance. In August 2019, the NTC published Motor Accident
Injury Insurance and Automated Vehicles, which stated the need to provide access to compensation for injuries caused by CAVs and to
keep the responsible parties liable. Additionally, the paper noted that the NTC should consider data access for insurers to determine
liability (National Transport Commission, 2019b).
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4.1.2. Victoria
Victoria is chosen over other two Australian states with CAV regulations, namely South Australia (Parliament of South Australia,

2016) and New South Wales (New South Wales Government, 2017), because it addresses safety issues in much more detail and
because its regulations were developed after those of the other two states. Victoria introduced the Road Safety Amendment (Auto-
mated Vehicles) Act of 2018, which went into effect on February 27, 2018. Under this Act, a CAV trialing organization must apply for
a permit from VicRoads. The application has the following main components: details of the applicant, the vehicles, any vehicle
supervisor, the nature of the trial, and a safety management plan. VicRoads also has the power to impose certain conditions on the
trial including the days of the trial, compliance with the safety management plans, the driver’s alcohol and drug blood level, and real-
time monitoring of the performance. In Victoria, it is an offense to use a test vehicle that does not have an ADS permit or to utilize
trialing conditions that breach any of the specified terms in the application of the permit. The legal burden for any accidents falls on
the entity responsible for the trial (Parliament of Victoria, 2018).

Victoria’s safety management plan addresses a number of concerns that consumer organizations have raised. The safety man-
agement plans, which are required as a condition of the ADS permit, include information on “safety risks, pre-trial testing, system
failures, transition processes between the ADS and vehicle supervisor, road infrastructure, dynamic driving task competence, com-
pliance with relevant road traffic laws, interaction with police officers and other emergency services, managing change, risk to other
road users, security and privacy, fitness for duty, and training of vehicle supervisors” (VicRoads, 2018: 1). Additionally, Victoria
requires that all trials be recorded in real time to monitor performance, location, and compliance of the test vehicles. This rule places
more pressure on ADS permit holders in Victoria to be transparent about their records and data. Penalties for violation are fines of
$79,285 (approx. $54,567 USD) for corporations and $15,857 (approx. $10,713 USD) for individuals.

4.2. U.S.

4.2.1. National guidelines
Although the U.S. Department of Transportation (2018) claims that it is important to have federal regulation for ADSs, the U.S.

does not have any unique federal regulations and only provides guidelines to the state governments. The U.S. Department of
Transportation’s, report, “Preparing for the Future of Transportation: Automated Vehicles 3.0” recognized that the department’s
“primary focus [is] on safety, while expanding the discussion to other aspects and modes of surface transportation” (U.S. Department
of Transportation, 2018: 2). The main purpose of this report was to encourage the safe and effective integration of ADS test vehicles
into the existing road systems and to facilitate safe interactions with conventional vehicles, pedestrians, and other road users. State,
local, and tribal governments were characterized as responsible for “licensing human drivers, registering motor vehicles, enacting
and enforcing traffic laws, conducting safety inspections, and regulating motor vehicle insurance and liability” as well as “planning,
building, managing and operating transit and the roadway infrastructure” (U.S. Department of Transportation, 2018: 18).

The 2018 document built on previous versions, including the September 2017 document “Automated Driving Systems: A Vision
for Safety 2.0” (U.S. Department of Transportation, 2017). The 2.0 report had a more detailed set of recommendations for the safety
elements of the ADSs. The report encouraged the adoption of voluntary safety self-assessments by companies with test vehicles, noted
the need to consider crashworthiness especially for vehicles without a human driver, and stated that data recording and crash data in
particular were valuable resources for the further development of ADSs to prevent the recurrence of potential crash scenarios. The
report encouraged the voluntary collection of data for on-road testing, including the data on whether or not the human safety driver
was in control of the vehicle “leading up to, during, and immediately following a crash” (U.S. Department of Transportation, 2017:
14). Overall, the guidance document emphasized the importance of voluntary actions to ensure automotive safety. For example, it
encouraged the adoption and publication of the Voluntary Safety Self-Assessment to demonstrate the entities’ concern for safety and
to build public trust and acceptance. With respect to insurance, the report recommended that state governments consider how to
allocate liability among CAV owners and whether the owner, operator, passenger, or manufacturer should carry insurance (U.S.
Department of Transportation, 2017).

4.2.2. California
The State of California has been one of the leading players in ADS technology in the U.S. In July 2012, California approved Senate

Bill 1298, which specified rules for the testing of CAVs (California Legislative Information, 2012). In December 2015, the California
Department of Motor Vehicles (DMV) introduced a draft that implemented the law by requiring a human safety driver inside the
vehicle and an “event data recorder” that records at least 30 s before a collision (State of California Department of Motor Vehicles,
2015). This document also stated that manufacturers of CAVs will self-certify the safety of the vehicle to meet with all applicable
Federal Motor Vehicle Safety Standards (FMVSS) and to meet the traffic laws with respect to hazardous situations. Additionally, a
“functional safety plan” was required, which identifies and assesses hazardous situations that can occur during CAV testing. After the
2015 draft, the DMV released another statement in September 2016 acknowledging and supporting NHTSA’s release of the Federal
Automated Vehicle Policy (State of California Department of Motor Vehicles, 2016). The 2016 federal policy of the Obama ad-
ministration was later replaced by Trump Administration’s guidelines (U.S. Department of Transportation, 2016, 2017, 2018; for a
summary of changes, see Congressional Research Service, 2019).

California’s 2012 law authorized the state’s Department of Motor Vehicles to develop rules for test vehicles without the human
safety driver inside the vehicle. In February 2018, building on the already existing rules on on-road testing of CAVs, the Adopted
Regulatory Text for Driverless Testing Regulations (Title 12, Division 1, Chapter 1, Article 3.7 – Testing of Automated Vehicles)
allowed test CAVs without a human safety driver to be on public roads in California for the first time. Similar to the 2015 regulation,
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the 2018 rule also required a mandatory permit for testing. The main difference from the previous regulation is the types of permits
that are available for the manufacturers. California has three types of permits: Manufacturer’s Testing Permit; Manufacturer’s Testing
Permit – Driverless Vehicles; and Permit to Deploy Autonomous Vehicles on Public Streets. The first permit requires a human safety
driver who is an employee, contractor, or designee of the manufacturer. The driver must also understand the limitations and the
weaknesses of the automated vehicle in order to respond appropriately. California also requires a training program for automated
vehicle safety drivers, and a description of this training program must be submitted to the state government (State of California
Department of Motor Vehicles, 2018a).

Although the California rules allow manufacturers to test a vehicle without the presence of a human safety driver inside the
vehicle, a remote human monitor or operator who has a communication link with the vehicle is required. Consequently, the second
permit, “Manufacturer’s Testing Permit – Driverless Vehicles,” was introduced. The permit is only given if the manufacturer specifies
“the operational design domain of the test vehicle, a list of all public roads in the jurisdiction where vehicles will be tested, the date
that testing will begin, the days and times that testing will be conducted on public roads, the number of vehicles to be tested, and the
types of vehicles to be tested” as well as the contact information of the manufacturer (State of California Department of Motor
Vehicles, 2018a: 11). There must be a communication link between the vehicle and the remote monitor, and the manufacturer must
certify that the vehicle is capable of driving without human presence. Moreover, authorities in locations where vehicles will be tested
must be provided with written notification, and there should be a communication link between the local law enforcement and the
vehicle. California also requires a training program for remote operations, submission of an annual disengagement report, and
submission of a collision report to the DMV within 10 days of an event (State of California Department of Motor Vehicles, 2018c).

The third permit, “Permit to Deploy Autonomous Vehicles on Public Streets,” allows manufacturers to deploy CAVs within
California. This permit is specifically designed for “governing the public use of automated vehicles on California roads,” which
became effective on April 2, 2018 (State of California Department of Motor Vehicles, 2019). In order to obtain this permit, the
manufacturers must provide a description of the levels of automation of the CAV (SAE level 3, 4, or 5) and the vehicle’s operational
design domain, compliance with all FMVSS standards, a certification that the vehicle can meet California’s traffic laws, and a cer-
tification that the vehicle meets international cybersecurity standards. For deployment, a vehicle must be equipped with a data
recorder and must meet current industry standards to help defend against, detect, and respond to cyber-attacks. Additionally, a copy
of a law enforcement interaction plan is also required (State of California Department of Motor Vehicles, 2018c).

In addition to the compliance with the FMVSS, California also requires every manufacturer with the testing permit to submit an
annual disengagement report. Disengagement reports are available to researchers and the public upon request, and recent collision
reports are available online (State of California Department of Motor Vehicles, 2020). Some examples of the problems reported in
these disengagement reports are poor lane markings in a report by BMW, incorrect behavior prediction in a report by Honda, and
failure to detect an object clearly in a report by Waymo (State of California Department of Motor Vehicles, 2018b). Although the
reports are potentially useful in assessing the safety of CAVs because the causes of disengagements are also reported, their value is
limited because of inconsistencies in reporting. Some of the strengths and weaknesses of this approach to safety reporting are
discussed in the comparison section below.

The CAV trial permit states that manufacturers must have liability protection in the form of $5 million of insurance, surety bond,
or a certificate of self-insurance. They are required to cover any personal injury, death, or property damage that may occur from the
operation of CAVs. The permit is valid for two years, which then must be renewed by the manufacturer.

4.3. Germany

In the past, many European countries have depended on international regulations for their transportation regulations, such as the
1968 Vienna Convention on Road Traffic, developed by the United Nations Economic Commission for Europe. The role of the E.U. has
been important because its constituent units publish communications (European Commission, 2017a, 2017b) and build platforms on
which European countries can gather and discuss CAV regulatory environments (European Commission, 2017c). However, there was
also some sentiment that the E.U. was not moving quickly enough and that the area had fallen “slightly behind regarding strategies
for testing infrastructure” (Medina et al., 2017: 45). Germany has been developing its own CAV testing regulations at the federal
level, with little reference to the E.U. regulations.

Germany is a global leader of automobile manufacturing and home to global brands such as Volkswagen, Mercedes-Benz, BMW,
and Audi. The country’s Federal Highway Research Institute provided insightful research on CAVs as well as the different levels of
automation that influenced SAE definitions. Most countries use the definition provided by the SAE described above (Inagaki and
Sheridan, 2018). In Germany, there were originally only five levels, and they were not numbered as level 0, level 1, etc. (Gasser et al.,
2013); however, subsequent categorizations have added the sixth level of “driverless” systems (Verband der Automobilindustrie,
2015; see also Fraedrich et al., 2016). Although the terminology and definitions are not identical with those of SAE International, the
six German categories of the Verband des Automobilindustrie are similar: driver only (level 0), assisted (level 1), partly automated
(level 2), highly automated (level 3), fully automated (level 4), and driverless (level 5).

German traffic regulation is based on the German Road Traffic Code Straßenverkehrs-Ordnung (Bundesministerium der Justiz
und für Verbraucherschutz, 2013), which is in accordance with the Vienna Convention on Road Traffic and was last amended in
November 2016. Section 23 of the StVO states that drivers may not occupy themselves with tasks that may distract them from paying
attention or in any other way cause them to neglect driving tasks. Although this regulation is important for conventional vehicle
users, it can be seen as outdated for vehicles with ADSs. One report based on the 2013 rules stated that the regulatory law and the
actual performance of CAVs do not coincide, but to date the problem has had little effect on safe driving because drivers are in control
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of the vehicle (Gasser et al., 2013). The report also noted that new regulations will be needed to legalize operator-based automation
especially because advanced ADSs are not yet covered.

In response to such gaps, in 2017 the German government provided modificatons to the German Road Traffic Act
(Straßenverkehrsgesetz, StVG) to address CAV-related regulations (Bundesministerium der Justiz und für Verbraucherschutz, 2019).
This law specifically addressed VDA level 3 (automated features can be used to drive the vehicle under limited conditions, and when
the automated system requests, the driver must be ready to take over driving). For higher levels of automation, permits are given on
an individual basis. Moreover, the changes to the StVG require that the ADS comply with traffic regulations and recognize the need
for control by the human safety driver when necessary. The driver should be able to deactivate the ADS at any time. The law does not
require the driver to pay full attention at all times, but the driver must take the control of the CAV without any delay when required.
The law also stipulates the use of a monitoring system (a black box; sections 63a and 63b of StVG) for safety, and it requires a
determination of who is liable if there is an accident, such as whether it was the fault of the driver or the ADS (Burianski and Theissen,
2017). Under the law, the human safety driver is expected to be able to take control of the vehicle when prompted. If an accident is
caused by the human safety driver’s failure to regain control of the vehicle when prompted (such as would occur if the safety driver
were napping), both the safety driver and testing company (vehicle owner) can incur liability. However, if the accident is not the fault
of the safety driver (e.g., caused by a malfunction of the ADS), then the safety driver is not liable (Baumann and Duisberg, 2017;
Bundesministerium der Justiz und für Verbraucherschutz, 2019).

There were two main points of criticism regarding the AV law. First, the current liability regulation does not accommodate future
cars at the highest two levels of automation. The liability rules are likely to create some disincentives for owning or choosing CAVs in
Germany; therefore, some revision of this liability system may be needed in the future. Second, the law regarding the black box is too
vague because it is unclear who owns the data, and data privacy could become an issue (Burianski and Theissen, 2017).

5. Discussion

This section of the paper compares and contrasts the similarities and the differences between the countries’ rules for on-road
testing of vehicles with ADSs, and it proposes a direction for future harmonization. The comparison is based on three main types of
safety issues for which there were clear differences—safety driver presence, safety management, and data and reporting—and one
category of liability (see Table 5.1).

5.1. Comparative analysis

There were significant differences regarding rules for driver presence. Of the three cases, only California does not require a human
safety driver in the CAV while testing. For driverless vehicles, California requires remote supervision of the CAV with a continuous
connection.

With respect to safety management, all three countries have a strong emphasis on this dimension of safety, but there were also
some differences. Victoria has incorporated safety management plans in its permit procedures, and the state government has backed
up the rule with relatively high penalties for permit violation. California also requires functional safety plans for the testing of CAVs.
Additionally, California follows the U.S. approach of self-certification of the broader safety requirements. Germany does not require
safety plans like those of Victoria or California. However, in Germany only VDA level 3 is currently allowed, and it is likely that
Germany will modify its regulations accordingly for higher levels of driving automation systems.

With respect to the third area of safety rules for on-road testing (data and reporting), there are some similarities, which indicate
that all three countries developed the regulations with high regard for data, reporting, and data maintenance. Victoria requires real-
time monitoring and recording of performance and location, and it requires compliance with the permit requirements during the test
(such as appropriate training, test, or assessment of the safety driver, vehicle meets the examination, test or assessment). Similarly,
Germany and California require a black-box that is placed inside the vehicle and records all CAV tests. In addition, California requires
disengagement reports that are available upon request from the California Department of Motor Vehicles (State of California
Department of Motor Vehicles, 2019). The reports are an important source of information for the government, consumer organi-
zations, and testing organizations. However, they are also controversial because safety drivers may be motivated not to disengage in
order to make the statistics appear better. There are also some inconsistencies across different manufacturers despite the same
submission form for disengagement reports.

Choosing the liable party if there is any damage or accident is a difficult issue even for accidents with human drivers, and the law
for traditional, human-operated vehicles provides only limited precedents. Victoria and California hold the test company liable for
failures. The company that is managing the test is also the entity that is responsible for choosing the conditions of trial, and usually
the testing company is also the manufacturer or designer of the ADS. Victoria holds the legal entity responsible for testing liable for
any damage or accidents. For the time being, these are manufacturing or testing companies. In the German system, the human safety
driver, owner of the vehicle, or both can be held liable.

5.2. Best practices

At this early stage of CAV on-road testing, there is limited knowledge about safety risks. It may also be the case that no single set
of best practices should be applied to all countries or to all types of vehicle uses (e.g., personal automobiles versus public trans-
portation on highly specified routes). Nevertheless, the comparative analysis suggests that the shared concerns and rules for safety
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and liability can be the basis for developing best practices that could become a starting point for harmonization. The ten best
practices that emerge from this study’s comparative analysis are as follows:

1. On-road testing of vehicles should have at least one human safety driver who is ready to take control to maximize safety until the
on-road testing of CAVs is more advanced.

2. If a government decides to shift to testing with a remote monitor, a separate license with additional provisions, as in California,
should be required.

3. Safety drivers and remote monitors should be able to deactivate the system easily and at any time.
4. A training program for safety drivers and remote monitors, as is required in California, would also improve safety and help to

avoid accidents caused by the failure of safety drivers (as was apparently a contributing cause in Arizona).
5. A full safety management plan as developed in Australia could help to ensure that the testing companies have thought through

the safety issues.
6. The requirement that trials are recorded in real time (as in Australia) helps to ensure that safety plans are implemented and can

provide information that can help to improve vehicle safety performance.
7. Substantial fines or other penalties for non-compliance with safety rules, as in Australia, would help to incentivize best practices

from the testing companies, and the associated investigations could provide detailed information on accidents and disengage-
ment conditions.

8. Testing companies should be required to file disengagement reports as in California, and the reports should be standardized
across manufacturers. Annual and public metrics that address possible improvements beyond disengagement reporting would
provide additional information to regulators, the public, and consumer safety organizations to help with improvements in safety
design.

9. The testing permit should require substantial insurance, as is the case in California.
10. The requirement of a black box for safety investigations, which is already implemented in some countries, would help to improve

knowledge and to determine liability in the event of an accident.

This list provides a sense of what a globally harmonized safety regime might look like for the current phase of on-road testing. It
should be noted that the technology is changing very rapidly, and discussions quickly become out-of-date. Although this comparative
study brings together the best practices in three areas of the world where policy for testing is most developed to date, it is not a
comprehensive list of the general parameters of safety regulation. For example, in response to the relatively weak guidance included
in bills under consideration in the U.S. Congress, consumer safety organizations developed their own lists of needed safety regulations
and guidance that to date are not part of the existing policy (Hess, 2020). However, these provisions are mainly for future systems
when CAVs become more widely used in non-testing situations, and the suggestions given above may apply well for the current phase
of testing.

6. Conclusion

Despite the effort to develop safety-oriented rules for the initial phase of on-road testing of vehicles with ADSs, as indicated above
public opinion surveys have suggested public skepticism about their safety, even for on-road testing. The three countries that were
reviewed in this analysis all have made some progress toward addressing public concern with safety, but they have shown different
priorities. Using the advanced practices of these three countries, this study has shown how on-road testing has addressed three types
of safety concerns and provided some guidance on liability issues. Drawing on these three cases, ten approaches are summarized as
ways to ensure the safety of CAV testing environment using the policy harmonization approach.

Comparing regulations is important not only for policymakers and consumer advocacy organizations but also for engineers and
designers, who need to understand both the implications of regulations for design requirements and the effects of the interaction of
humans and ADSs on new safety risks. For example, a report published by the Dutch Safety Board (2019) reviewed a range of new and
emerging safety issues that will need to be addressed. One issue of significant concern is how to improve design to prevent the human
misuse of systems. For example, the national news media in the U.S. widely reported on videos of Tesla drivers sleeping in front of the
wheel while their vehicles were on automated mode in busy highway traffic (Lloyd and Chang, 2019). In response to new information
such as this event, it may be necessary to require the system design to include tracking of eye movements of the driver for levels up to
and including VDA level 3 and SAE level 3 automation. Such features would require the human driver to pay attention while driving
or to ensure that drivers are able to take over the vehicle when needed, and these systems are already in place in some vehicles. In
summary, new information about human misuse of ADSs will likely create pressures on companies for ongoing safety design in-
novation.

But the broader point of the example of the sleeping driver is that this use of the vehicle was far from the one recommended or
envisioned by the manufacturer, and it is suggestive of a future where human interactions with ADSs are quite unpredictable and will
generate unanticipated new risks. Users are not often recognized as the central focus of design, and there is a need to incorporate
principles of user-centered design and responsible innovation into ADS design (Dutch Safety Board, 2019). In order for the technology
to gain public confidence and to provide broad societal benefits, it is important that policymakers continue to examine, compare, and
implement safety rules. A good place to begin is the comparative analysis of the best practices related to safety that are emerging for
testing of vehicles with ADSs. Although these practices do not cover a future when there is more pervasive on-road use, they provide
some insights into issues that have already been encountered.
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Appendix 1. European Union

The E.U. is one of the world’s leading exporters of automotive technology, and a report suggests that the extensive use of ADSs
will have a spillover effect on other industries such as semiconductors, processing technologies, and digital maps (European
Commission, 2018). According to Schreurs and Steuwer (2016: 158), the overarching objectives in the European transport sector
include the goals of competitiveness, sustainability, efficiency, lower carbon, and safety. To date these goals have not been brought
together into coherent regulatory guidance for vehicles with ADSs.

The fundamental traffic regulation relevant for the E.U., as for other signatories, is the 1968 Vienna Convention on Road Traffic.
This international treaty was designed to help organize international traffic and came into force on May 21, 1977, a time that
predates ADSs. Because the E.U. currently does not have legislation on traffic rules, a 2018 report from the Commission re-
commended that its member states follow the international legislation such as the 1949 Geneva Convention and the 1968 Vienna
Convention on Road Traffic (European Commission, 2018). The E.U. also recognizes that there should be consistency between
national traffic rules and E.U. vehicle rules. In 2019, the United Nations Economic Commission for Europe published a report about
the discussion among E.U. countries on ADS regulations and whether the 1968 Vienna Convention required some amendments. For
the time being, Germany stated that it was not necessary to edit the Convention and that the Convention could accommodate the
highest levels of automation based on thorough review and in-depth knowledge of the latest technology (United Nations Economic
Commission for Europe, 2019).

A series of statements and communications issued since 2016 provide guidance to member states. These statements do not discuss
liability issues, but they do provide guidance on safety. In 2016, the Declaration of Amsterdam on Cooperation in the Field of
Connected and Automated Driving was issued (European Commission, 2017c, Rijksoverheid, 2016). In this statement, Norway,
Switzerland, and 27 E.U. member states agreed to meet twice a year to discuss the best practices and regulations. Subsequently, the
communication “Autonomous Cars, a Big Opportunity for European Industry” stated that the initiatives on standardizing technical
and infrastructural issues have started and that they need to be further solidified (European Commission, 2017a). Moreover, the
communication “Building a European Data Economy” suggested the need for the free flow of non-personal data, which would remove
unjustified data localization restrictions and enhance the freedom of businesses to use the data within the E.U. (European
Commission, 2017b).

The communication “On the Road to Automated Mobility: An EU strategy for Mobility of the Future” specifically discussed CAVs
(European Commission, 2018). This communication discussed prior testing of CAVs to confirm and validate the safety of the vehicles.
In other words, the Commission suggested that through trial and error, vehicles would become increasingly automated and con-
nected, and they would interact fully with the infrastructures and traffic. The combination of automation and connection is important
for the “smoothest and safest traffic flows” (European Commission, 2018). The communication placed a heavy emphasis on assuring
the safety of vehicles equipped with ADSs. Because the vehicles will be driven on the roads with pedestrians, cyclists, and mo-
torcyclists, it noted how important it was for safety to be guaranteed for the overall road safety, rather than just the safety of uses of
CAVs. Moreover, to ensure further safety, the communication recommended fluid and continuous digital communication between the
CAVs and road traffic information so that all systems providing road traffic information are interoperable. In order to foster smooth
communication between CAVs and the overall transport system, 5G connectivity infrastructure is expected to enable and accom-
modate the vehicles as well as to improve the overall transportation system (European Commission, 2018).

The same communication also noted that the expansion of vehicles equipped with ADSs could lead to an increase in traffic, which
could lead to an increase in total emissions and congestion. Moreover, it is difficult to assess the extent of communication possible
between ADS-equipped vehicles and other vehicles. Consequently, the Horizon 2020 transport work program included projects that
examine the behavior of users and public acceptance of the emerging technologies (European Commission, 2018).
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