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Abstract.Monitoringlocationupdatesfrommobileusershasimportantappli-
cationsinmanyareas,rangingfrompublicsafetyandnationalsecuritytosocial
networksandadvertising.However,sensitiveinformationcanbederivedfrom
movementpatterns,thusprotectingtheprivacyofmobileusersisamajorcon-
cern.Usersmayonlybewillingtodisclosetheirlocationswhensomecondi-
tionismet,forinstanceinproximityofadisasterareaoraneventofinterest.
Currently,suchfunctionalitycanbeachievedusingsearchableencryption.Such
cryptographicprimitivesprovideprovableguaranteesforprivacy,andallowde-
cryptiononlywhenthelocationsatisfessomepredicate.Nevertheless,theyrely
onexpensivepairing-basedcryptography(PBC),ofwhichdirectapplicationto
thedomainoflocationupdatesleadstoimpracticalsolutions.
Weproposesecureandeffcienttechniquesforprivateprocessingoflocationup-
datesthatcomplementtheuseofPBCandleadtosignifcantgainsinperfor-
mancebyreducingtheamountofrequiredpairingoperations.Weimplementtwo
optimizationsthatfurtherimproveperformance:materializationofresultstoex-
pensivemathematicaloperations,andparallelization.Wealsoproposeanheuris-
ticthatbringsdownthecomputationaloverheadthroughenlarginganalertzone
byasmallfactor(givenassystemparameter),thereforetradingoffasmalland
controlledamountofprivacyforsignifcantperformancegains.Extensiveexper-
imentalresultsshowthattheproposedtechniquessignifcantlyimproveperfor-
mancecomparedtothebaseline,andreducethesearchableencryptionoverhead
toalevelthatispracticalinacomputingenvironmentwithreasonableresources,
suchasthecloud.
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1 Introduction

Modernmobiledeviceswithpositioningcapabilities(e.g.,GPS)allowuserstobein-
formedabouteventsthatoccurintheirproximity.Manyclassesofapplicationsbeneft
fromthelarge-scaleavailabilityoflocationdata,rangingfrompublicsafetyandna-
tionalsecuritytosocialnetworksandadvertising.Oneparticularscenarioofinterestis
thatoflocation-basedalertsystems,wheremobileuserswishtobeimmediatelynoti-
fedwhentheircurrentlocationsatisfessomeconditions,expressedasaspatialsearch
predicate.Forinstance,inapublicsafetyscenario,userswanttobenotifedwhenthey



aregettingclosetoadangerousaccidentarea.Alternatively,inthecommercialdomain,
ausermaywanttobealertedwhenanearbysaleeventisunderway.

Thetypicalarchitectureofsuchasystemusesaserverthatcollectslocationup-
datesfromtheusersandcheckswhetherthealertconditionismet.Suchaserviceis
oftenprovidedbyacommercialentitythatisnotfullytrusted.Thecollectionofuser
trajectoriesatacommercialsiteintroducesseriousprivacyconcerns,assensitiveper-
sonalinformationmaybederivedfromaperson’swhereabouts[16,20].Therefore,
protectingtheprivacyofusersisanecessaryfeatureofsuchasystem,andtheusers
mustnotreporttheirexactlocationstotheserver.Ideally,theonlyinformationthatthe
servershouldbeabletoderivefromtheuserupdatesiswhethertheconditionsthat
theuserssubscribetoaresatisfedornot.Varioussyntacticprivacymodelshavebeen
proposed[15,17,20,29]thatperformgeneralizationoflocationsbeforesharing.How-
ever,thesemodelshavebeenproventobevulnerable,especiallyinthepresenceof
backgroundknowledge[16].Furthermore,semanticprivacymodelssuchasdifferen-
tialprivacy[10,12,13]areonlysuitableforreleasingstatistics,butnotforprocessing
privatelyindividualupdates.

Recently,severaladvancedencryptionfunctionsthatallowevaluationofpredicates
onciphertextshavebeenproposed[2,6,25].Thesefunctionsarebroadlyreferredtoas
searchableencryption(SE)functions,sincetheyallowtheevaluationofcertaintypes
ofquerieswithoutrequiringdecryption.Someoftheseencryptionsystemsareasym-
metric,i.e.,theyemployasecretkeySKandapublickeyPKpair.

Figure1showstheenvisionedsystemarchitecture,withthreetypesofentities:(i)
userswhosendencryptedlocationupdatesusingthePKofatrustedauthority;(ii)a
trustedauthority(TA)whogeneratestokensforspatialsearchpredicatesusingsecret
keySK;and(iii)theserver(S)thatcollectslocationupdatesfromusersandevaluates
thepredicatesontheciphertextsusingthetokens.Inpractice,theTAmayrepresent
thepublicemergencydepartmentofacity,whichisresponsibleforthesafetyofthe
citizens.TheTAistrusted,butitdoesnothavethenecessaryinfrastructuretosupport
alarge-scalealertsystem,henceitoutsourcesthisservicetoS.

However,Sisacommercialentitythatcannotbetrustedwithuserlocations,sothe
TAsetsupaSK/PKpair,anddistributesPKtotheusers.Whenanemergencyoccurs
inaregion,theTAcreatesasearchtokenwhichissenttoStobematchedagainst
theciphertextsreceivedfromusers.ThepropertiesofSEguaranteethatSisableto
evaluatethepredicateontheciphertext(e.g.,whethertheuserlocationisenclosedin
theregionencodedbythesearchtoken)andlearnsonlyiftheciphertextmatchesornot,
butnootherinformationaboutuserlocation.

Fig.1:Location-basedAlertSystem
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Tounderstandsearchonencrypteddata,ithelpstoconsidereachciphertextasbe-
ingcomposedoftwoparts:anencryptedindexIandencryptedmessageM.M isthe
payloadoftheciphertext,justthesameasinthecaseofconventionalencryption.The
novelpartaboutsearchableencryptionisthepresenceoftheindexI,whichisusedfor
search,andcanbeseenasaparameteroftheencryptionfunctionEPK(I,M).Whena
useruiconstructsitsupdate,sheuseshercurrentcoordinates(Xi,Yi)asindex,andper-
formsencryptionasEPK((Xi,Yi),Mi).Iftheindexsatisfesthepredicatespecifedby
atoken,thentheserverisabletorecoverthemessageMifromtheuser.However,this
doesnotimplythatScanfndtheexactuserlocation,asMimaycontaininformation
thatisofothernature(e.g.,anemergencycontactnumber).

OneprominentapproachtosearchableencryptioncalledHiddenVectorEncryption
(HVE)wasproposedin[6].HVEcanevaluateexactmatch,rangeandsubsetquerieson
ciphertexts.HVEusesbilinearmapsongroupsofcompositeorder[19]asmathemat-
icalfoundationandmakesextensiveuseofexpensiveoperationssuchasbilinearmap
pairings.Asaresult,HVEisveryexpensiveandscalespoorly.LaterinSection6,we
showthatinordertoprocesstheupdatefromasingleuseronly,itmaytakeupto100
seconds.Clearly,directapplicationofHVEforalertsystemsisnotsuitable.

Inthispaper,weproposesecureandeffcienttechniquestosupportprivatelocation-
basedalertsystemsusingsearchableencryption.Tothebestofourknowledge,thisis
thefrststudyofapplyingasymmetricsearchableencryptiontothedomainofprivate
searchwithspatialpredicates.Ourspecifccontributionsare3:

i. WedevisespecifcconstructionsthatallowapplicationofHVEtotheproblemof
location-basedalertsystemswithareducednumberofbilinearpairingoperations,
thusloweringthecomputationaloverheadofHVE.

ii. Wedevelopoptimizationsbasedonreuseofexpensivemathematicaloperationre-
sultsandparallelization,whichfurtherreducetheHVEperformanceoverhead.

iii. Weintroduceanovelheuristicalgorithmthatprovideseffectivemeanstotune
theprivacy-performancetrade-offofthesystem,byallowingenlargementofalert
zonesbyasmallfactor.Bycarefullyenlargingthealertzone,onecanobtainsearch
tokensthatrequiresignifcantlysmallercomputationtimetoprocess.

iv. Weperformanextensiveexperimentalevaluationwhichshowsthattheproposed
approachbringstheoverheadofsearchableencryptiontoacceptablelevelsina
computingenvironmentsuchasthecloud.

Section2overviewstheproposedsystemandHVE.Section3presentstheencoding
techniquesforeffcientapplicationofHVE,whereasSection4outlinestheoptimiza-
tionstoreduceexecutiontime.InSection5,weintroducetheheuristicforprivacy-
performancetrade-offtuningthroughalertzoneenlargement.Section6containsthe
experimentalevaluationresults,followedbyasurveyofrelatedresearchinSection7.
Finally,Section8concludesthepaperandhighlightsdirectionsforfuturework.

3Thissubmissionisanextendedversionof[18].Additionalcontributionsconsistofthetech-
niqueforrelaxationofalertzonespresentedinSection5,andtheexperimentalevaluationin
Section6.4.Otherminorchangeshavebeenoperatedthroughoutthepapertoimprovepresen-
tationqualityandftthenewcontentsintothepreviouslypublishedconferenceversion.
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Fig.2:SystemModel(n=2,m=2,d=8)

2 Background

2.1 SystemandPrivacyModel

Figure2illustratesthelocation-basedalertsystemmodel,whereanumberofnusers
{u1,...,un}movewithinatwo-dimensionaldomain.Userscontinuouslyreporttheir
coordinatesandwishtobenotifedwhentheirlocationfallswithinanyofmalert
zones{z1,...,zm}.Alertzones(orsimplyzones)aredefnedbyatrustedauthority,
asdetailedlaterinthissection.Forsimplicity,weassumethatthespaceispartitioned
byaregulargridofsized×d,andeachalertzonecoversanumberofgridcells.
Tofacilitatepresentation,weassumeasquaredatadomain,butourtechniquescan
beimmediatelyextendedtoarectangularone,byadjustingthegridcellshape.The
functionalrequirementofthesystemfollowsthespatialrangequerysemantics,i.e.,a
userumustreceiveanalertcorrespondingtozonezifitslocationisenclosedbyzone
z.
ThesystemarchitecturefollowsthemodelrepresentedinFigure1,andconsistsof

threetypesofentities:

i.MobileUserssubscribetothealertsystemandperiodicallysubmitencryptedlo-
cationupdates.

ii.TheTrustedAuthority(TA)isatrustedentitythatdecideswhicharethealert
zones,andcreatesforeachzoneasearchtokenthatallowstocheckprivatelyifa
userlocationfallswithinthealertzoneornot4.

iii.TheServer(S)istheproviderofthealertsystem.Itreceivesencryptedupdates
fromusersandsearchtokensfromTA,andperformsthepredicateevaluation
Match todecidewhetherencryptedlocationCi(1≤i≤n)fallswithinalert
zonejrepresentedbytokenTKj(1≤j≤m).Ifthepredicateholds,Match
returnsmessageMiencryptedbytheuser,otherwiseitreturnsavoidmessage(⊥).

Theprivacyrequirementofthesystemdictatesthattheservermustnotlearnany
informationabouttheuserlocations,otherthanwhatcanbederivedfromthematch
outcome,i.e.,whethertheuserisinaparticularalertzoneornot.Incaseofasuccessful
match,theserverSlearnsthatuseruisenclosedbyzonez.Incaseofanon-match,
theserverSlearnsonlythattheuserisoutsidethezonez,butnoadditionallocation
information.Notethat,thismodelisapplicabletomanyreal-lifescenarios,suchas

4LaterinSection3weshowhowasingletokencanservemultiplezones,whichincreases
performance.
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ourmotivatingexampleinSection1.Forinstance,userswishtokeeptheirlocation
privatemostofthetime,buttheywanttobeimmediatelynotifediftheyenterazone
wheretheirpersonalsafetymaybethreatened.Furthermore,theextentofalertzones
istypicallysmallcomparedtotheentiredatadomain,sothefactthatSlearnsthatu
isnotwithinthesetofalertzonesdoesnotdisclosesignifcantinformationaboutu’s
location.
Inpractice,theTAroleisplayedbyanorganizationsuchasacity’spublicemer-

gencydepartment.SuchanactoristrustednottodiscloseSKandcompromiseuser
privacy,butatthesametimedoesnothavethetechnologicalinfrastructuretomonitora
largeuserpopulation.Hence,thealertserviceisoutsourcedtoacommercialentity,e.g.,
acloudproviderthatplaystheroleoftheserver.TheTAwillissuealertzonestosignal
thatcertainareasofthecityareaffectedbyanemergency.Inanalternatesetting,the
TAmaybeanationalsecurityagencywhichinvestigatespotentiallyterroristactivities
nearagivenlocation.Cooperatingciviliansthatareintheareamaywanttovolunteer
someinformation,suchasWi-Fipackettracescapturedbytheirdevices.However,they
donotwanttodisclosetheirlocationwhentheyareoutsidethesuspiciouszone.
Aprivatelocation-basedalertsystemisalsousefulinsocialnetworks.Asocialnet-

workuserucancreateaSK/PKpairanddistributePKtoitsbuddies.Next,ucreates
atokenthatrepresentshis/hercurrentlocation,e.g.,adowntownrestaurant.Thenet-
workprovider(e.g.,Facebook),playstheroleoftheserver:itprivatelymonitorsusers,
andsendstheidentifersofbuddiesinthedowntownareabacktou.Noinformationis
gainedbytheserveraboutlocationsofnon-matchingusers.

2.2 SearchableEncryptionwithHVE

(a)Match (b)Non-Match

Fig.3:PredicateevaluationonciphertextswithHVE

HiddenVectorEncryption(HVE)[6]isasearchableencryptionsystemthatsupports
predicatesintheformofconjunctiveequality,rangeandsubsetqueries.Comparedto
earliersolutions[3,5],HVEyieldsciphertextswithconsiderablysmallerlength.Search
onciphertextscanbeperformedwithrespecttoanumberofindexattributes.HVE
representsanattributeasabitvector(eachelementhasvalue0or1),andthesearch
predicateasapatternvectorwhereeachelementcanbe0,1or’*’thatsignifesawild-
card(or“don’tcare”)value.LetldenotetheHVEwidth,whichisthebitlengthofthe
attribute,andconsequentlythatofthesearchpredicate.ApredicateevaluatestoTrue
foraciphertextCiftheattributevectorIusedtoencryptChasthesamevaluesas
thepatternvectorofthepredicateinallpositionsthatarenot’*’inthelatter.Figure3
illustratesthetwocasesofMatchandNon-MatchforHVE,whereasAlgorithm4pro-
videsthematchingpseudocode.Weprovideadditionalmathematicalbackgroundon
HVEencryptionanditsoperationsinAppendixA.
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Algorithm1:HVEMatch

Input:HVEindexI=[I1:Il]
Input:HVEtokenT=[T1:Tl]
Output:TrueifImatchesT,Falseotherwise

1if∀i∈[1:l],Ii=TiorTi=∗then
2 returnTrue
3else
4 returnFalse

3 ProposedSpatialHVEApproaches

InSection3.1weoutlineanaivebaselinetechniquewhichappliesHVEinastraightfor-
wardmannertodetermineprivatelywhichusersfallwithinoneormorealertzones.The
baselineleadstoprohibitivecosts,asshownbyexperimentsinSection6.Tobringdown
theoverheadofHVE,weproposeinSection3.2ahierarchicalencodingtechnique,
whichreducestheamountofcryptographicprimitives(specifcally,bilinearpairings)
requiredduringsearch.Next,inSection3.3wefurtherrefnehierarchicalencodingand
devisetheGrayencoding,whichachievessuperiorcomputationsavings.

3.1 BaselineEncoding

Recallthatthedataspaceispartitionedbyatwo-dimensionald×dregulargrid.When
auserreportsitsposition,itsendstotheserveranencryptionofthegridcellitis
enclosedby.Similarly,theTAdefnesthealertzonesasasetofgridcells.Eachgrid
cellcanbeuniquelyidentifedbyacellidentifer,withvaluesbetween1andd2.Thus,
thestraightforwardwaytosupportsecurelocation-basedalertsistouseanHVEindex
withwidthl=d2.Thedataandqueryencodingareperformedasfollows:

–Whenuseruenclosedbygridcellireportsitslocation,itusesabitmapindexIof
widthd2whereallthebitsaresetto’0’exceptbitiwhichissetto’1’.
–TheTAcreatesasingletokenforsearch,whichcapturesallthealertzones.The
tokenisabitmapwithd2bitswhereallbitscorrespondingtocellidentifersthat
areincludedinanalertzonearesetto’*’.Allotherbitsaresetto’0’.
–Attheserver(i.e.,atquerytime),accordingtotherulesforHVEqueryevaluation
fromSection2.2,auserwillbedeterminedasaMatchifandonlyifthe’1’bitin
theencryptedlocationwillcorrespondtoa’*’entryinthetoken.

ConsidertheexampleinFigure4,whered=3.Wehaveninegridcells,sothe
widthoftheHVEisl=9.Therearetwoalertzones:z1whichconsistsofasinglegrid
cell(3),andz2whichspanstwogridcells(8and9).Twousersreporttheirlocations:
u1enclosedbycell1,andu2enclosedbycell8.Theindexvectorsofthetwousers
areshowninthediagram.Asingletokenisusedtorepresentbothalertzones,anda
’*’isplacedinthepositionscorrespondingtothecellsenclosedbythezones,namely
3,8and9.Thepredicateevaluationforu2willreturnMatch,asthepositionmarked
by’1’intheindexofu2correspondstoa’*’inthetoken.Conversely,aNon-Matchis
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Fig.4:NaiveBaselineEncoding

returnedforu1,asthebit’1’inposition1correspondstoa’0’inthetoken.Algorithm2
providesthebaselineencodingpseudocode.

Algorithm2:BaselineEncoding

1p=IDofgridcellenclosinguseru
2A=setofgridcellIDsthatmakeupthealertzone
Useru:SetI=[I1:Id2],Ip=1and∀i=p,Ii=0
Useru:SendencryptedItoServerS
TA :SetT=[T1:Td2],Ti=∗ifi∈AandTi=0otherwise
TA :SendencryptedTtoServerS
Server:IfHVEMatch(I,T)=True,returnMatch
Server:Otherwise,returnNotMatch

AsdiscussedinAppendixA,Eq.(1)fromthequerystepexecutestwopairingop-
erationsandmultipliestheirresultsforeveryelementinJ,i.e.,foreverypositionthat
isnot’*’inthetoken.Havingatokenwithonepositionforeachgridcellleadstohigh
cost,sothenaiveencodingwheretheHVEwidthisequaltothenumberofcellsisnot
practical.Furthermore,thesumofareasofallalertzonesisrelativelysmallcompared
totheentiredataspace,hencethenumberof’*’entrieswillbesmall,andthecardinality
ofsetJwillbelarge,increasingcost.Next,weproposetwoeffectiveformsofencoding
HVEssuchthatexecutioncostisreduced.

3.2 HierarchicalEncoding

ThemainproblemofthebaselineencodingisthattheHVEwidthgrowslinearlywith
thegridcellcount.WeproposeatechniquethatreducestheHVEwidthfromd2to
2logd,byusingthebinaryrepresentationofcellidentifers.However,indoingso,the
representationofthesearchpredicates(andthus,thatofthetokens)becomesmore
complicated,sincetheadvantageofthe“bitmap-like”representationofthebaselineis
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Fig.5:Hierarchicalpartitioningonthreelevels

lost.Toaddressthisissue,weinvestigatehowtoaggregaterepresentationsofadjacent
cellsbelongingtothesamealertzone,inordertoreducetheamountoftokensrequired.
Aggregationisperformedaccordingtoahierarchicalspatialstructure,hencethename
ofhierarchicalencoding.

Weconsideralogicalorganizationofthegridcellsintoaquadtree-likestructure5

[30].Figure5illustratesthespacepartitioningintofourcellsofequalsizebyusing
mediatorsontheOxandOyaxes.Eachofthesefourcellswillhavea2-bitid:00
fortopleft,01forbottomleft,10fortoprightand11forbottomright.Next,eachof
thesecellsispartitionedrecursivelyintofournewcells,andthenewlyobtained2-bit
identifersareconcatenatedasasuffxtothepreviousstepidentifers.Forsimplicity,in
thisexampleweconsiderthatthegridcellcountisapowerof4,butanygridsizecan
beaccommodatedinthismodelbyusingpadding.

Thediagramalsoshowshowaggregationofcellsfromleveljisperformedintoa
largercellatlevelj+1(i.e.,inreversedirectionofscoping).Notethat,withthebinary
representationofidentifers,cellaggregationcorrespondstobinaryminimizationof
alogical’OR’expressioncomposedofthetermsthatrepresentcellidentifers.Asa
result,insteadofusingadistincttoken(i.e.,HVEpattern)foreachcell,wecanusetoken
aggregationandreducethenumberofpredicatesthatneedtobetested.Iftwocellsare
inthesamealertzoneandtheiridentifersdifferinjustonebit,thena’*’canbeused
insteadofthatbit,similartoawildcardinbinaryminimization.Thenewlyobtained
tokenisfastertogenerateandevaluate,becauseaccordingtotheoperationsdescribed
inAppendixA,onlythepositionsinthepatternvectorwherethevalueisnot’*’need
tobeconsidered(i.e.,thoseinsetJ).Goingonestepfurtherwithminimization,ifallof
thefourpartitionsbelongingtothesamequadtreenodeareinthesamealertzone,then
theycanallbeaggregatedtotheidentiferoftheirparent.Inourimplementation,in
ordertogenerateHVEpatternvectorswithaggregation,weusethebinaryexpression
minimizationtoolEspresso[27].

ConsiderforinstancetheexamplefromFigure6,wherethealertzoneiscomposed
ofsevencells.Allfourcellswhoseidentifershaveprefx10areinthezone,hencethey
canallbeaggregatedtoTK1=10∗∗.Also,cellsonthelastverticallinecanbeaggre-
gatedtoTK2=1∗1∗.Finally,cells0010and1010canbeaggregatedtoTK3=∗010.
Notethat,althoughthesetokensoverlap,thisdoesnotintroduceacorrectnessproblem
atquery(i.e.,matching)timeattheserver.Furthermore,themonitoringservercaneval-
uatetheminorderfromthemostgeneral(highestnumberof’*’s)tothemostspecifc

5Notethatthisisalogicalstructure,nophysicalindexisrequired.
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Fig.6:Hierarchicalencodingandtokenaggregation

one(lowestnumberof’*’s).IfonetokenevaluatestoaMatchonaparticularcipher-
text,thereisnoneedtoevaluatetherestofthetokens,sinceitisclearthattheuserisin
thealertzone.Inaddition,creatingoverlappingtokenshelpsifthesetokenshavemore
’*’symbolsintheirHVEs,becausethecardinalityofsetJ(Eq.(1)inAppendixA)
decreases,hencequeryandtokengenerationtimesdecreaseaswell.
Insummary,thehierarchicalschemeworksasfollows:
Encryption.Usersdeterminethebinaryidentiferofthegridcelltheyarein,and

createanHVEindexIwiththatrepresentation,havingwidth2logd,whered×dis
thegridsize.TheencryptionisperformedwithrespecttoI.Sincethegridparameters
arepublic,theusercaneasilydetermineitsenclosingcellandconstructI.
TokenGeneration.Foreachalertzonez,theTAcreatesthesetofbinarycodes

ofcellswithinthezone.Next,itcomputestheminimizedbinaryexpressionequivalent
tothelogical’OR’ofallcodesintheset.Foreachresultingtermintheminimized
expression,theTAcreatesatoken,andthetokenwillhavea’*’symbolineachposition
thatwasreducedduringtheminimization.Alltokensaresenttotheserver.
Query.Foreveryuserandalertzone,theserverSperformsmatchingasfollows:

Sevaluatestheencrypteduserlocationagainsteverytokenthatrepresentsthezone,in
decreasingorderofthenumberof’*’symbolsinthetoken.Inotherwords,tokenswith
ahighernumberof’*’sareconsideredfrst.IfaMatchisobtained,thentheremaining
tokensforthezonearenolongerconsidered.IfaNon-Matchisobtainedforalltokens
inthezone,thentheserverconcludesthattheuserisnotinsidethezone.
Eventhoughthenumberoftokensincreasescomparedtothebaseline,thewidthof

eachtokenisconsiderablysmaller.Inaddition,theproportionof’*’symbolsinatoken
ismuchhigherforthehierarchicalscheme,duetoaggregation.Finally,considering
tokenswithasmallerJsetfrstincreasesthechancesofdecidingonaMatchwithout
havingtoconsideralltokensofazone.Allthesefactorsmakethehierarchicalencoding
performmuchfasterthanthebaseline,asweshowinSection6.Algorithm3provides
thehierarchicalencodingpseudocode.

3.3 GrayEncoding

Theperformancegainofthehierarchicaltechniquecomesfromtheabilitytocombine
adjacentcellsintoasinglesearchtokenwithmany’*’positions.Inotherwords,theper-
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Algorithm3:HierarchicalEncoding

1p=IDofgridcellenclosinguseru
2A=setofgridcellIDsthatmakeupthealertzone

Useru:SetI=[I1:I2log2d],s.t.∀i,Ii∈{0,1}and
2log2d
i=1 Ii·2

i−1=p
Useru:SendencryptedItoServerS
TA :CreateinitialtokensetTK=[TK1:TK2log2d],where∀a∈A,∃T∈TK

s.t.∀i,Ti∈{0,1}and
2log2d
i=1 Ti·2

i−1=a
TA :ReduceTKsizebyaggregatingtokenswithinHammingdistanceof1
TA :SendencryptedTKtoServerS
Server:If∃T∈TKs.t.HVEMatch(I,T)=True,returnMatch;Elsereturn

NotMatch

formanceimproveswhenthebinaryminimizationofthelogical’OR’ofcellidentifers
ismoreeffective.However,insomecases,noaggregationcanbeperformedbetween
twoneighboringcells,astheHammingdistancebetweentheiridentifersismorethan
1.Asalertzonesarecomposedofgroupsofneighboringcells,itisdesirabletohave
smallHammingdistancebetweenadjacentcellidentifers.Toimprovetheeffectiveness
ofthebinaryminimizationstep,hencetoincreasethenumberof’*’valuesinsearchto-
kens,werepresentcellidentifersusingGraycodes[1].Thisway,cellidentifervalues
areassignedinsuchamannerthattheHammingdistancebetweentwoadjacentcellsis
always1,hencebinaryminimizationisfacilitated.
Aone-dimensionalGraycodevectorisdeterminedusingthefollowingrecursive

algorithm,where|representstheconcatenationoperator,andGkisthevectorofaGray
codeinstanceatstepk).

G1=(0,1)

Gk=(g1,g2,...g2k)

Gk+1=(0|g1,0|g2,...,0|g2k,1|g2k,...,1|g2,1|g1)

Fork=3,thefollowingGraycodevectorsareobtained:

G1=(0,1)

G2=(00,01,11,10)

G3=(000,001,011,010,110,111,101,100)

Givenad×dgrid,thelengthoftherequiredGraycodenecessarytorepresent
allcellsis2⌈log2d⌉. WeemployaGraycodeinstanceindependentlyforeachofthe
twodimensionsofthespace,thustheidentiferofacellconsistoftheconcatenation
betweentheGraycodevaluefortheyaxisandthexaxisvalues.Similartohierarchical
encoding,theschemeassumesatotalnumberofcellsthatisapowerof4,butother
casescanbehandledbypadding.
Figure7illustratestheadvantageofusingGrayencodinginsteadofhierarchical

encodingfora16-cell4×4grid.Thealertzoneconsistsoffourcells.Thetwodig-
itsleadingeachrowintheGrayencodingdiagram(Figure7a)markthetwo-bitprefx
sharedbyallthecellidentifersinthatrow.Conversely,thetwodigitsontopofeach
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(a)Grayencoding (b)Hierarchicalencoding

Fig.7:TokenAggregation:Grayvshierarchicalencoding

columnmarkthetwo-bitsuffxofallthecellidentifersinthatcolumn.Usingbinary
minimization,thetwotokensshowninthediagramareobtained,eachofthemhaving
one’*’symbol.Figure7bshowshowthehierarchicalencodingbehavesforthesame
input.Duetothefactthatmovingfromcell1001to1100,orfrom0011to1001corre-
spondstoaHammingdistancelargerthan1,noaggregationispossiblebetweenthese
cellpairs.Asaresult,threetokensarenecessarytorepresentthiszone.Furthermore,
twoofthesetokenshaveno’*’symbol,leadingtomoreexpensiveevaluation.Aswe
willshowinSection6,Grayencodingachievesmoreeffectiveaggregation,especially
inthecaseofskeweddata(e.g.,Gaussiandistributionofalertzones).
ThephasesofencryptionandqueryfortheGrayencodingmethodaresimilarto

theircounterpartsforthehierarchicalencodingmethodofSection3.2.Themaindif-
ferenceisinthetokengenerationphase,wherethebinaryminimizationisperformed
accordingtotheGraycodecellidentiferbinaryrepresentation.Asweshowinthe
experimentalevaluation(Section6),usingtheGraycoderepresentationcanimprove
performancebyachievingmoreeffectivebinaryminimization.Thisinturnresultsin
eitherfewertokens,ortokenswithalargerproportionof’*’symbols.

4 PerformanceOptimizations

4.1 Preprocessingmathematicaloperations

AsdiscussedinAppendixA,theHVEmechanisminvolvesalargenumberofexpo-
nentiationswithverylargeintegerswhichincurasignifcantcomputationalcost.Fortu-
nately,manyoftheseexponentiationsareperformedonacommonbase.Forexample,
ifwetakeintoconsiderationtheencryptionphase,inordertocomputeC

′

andC0,A
andVmustberaisedtothepowerofs.Evenifsischosenrandomlyforeachrunof
thisstep,AandVdependonthepublickey,whichremainsunchangedforlongperiods
oftime(incommercialsystems,re-keyingcanbedonewithfrequencyofonceperyear,
orevenlessoften).Furthermore,whencomputingCi,1,becausetheindexattributes
consistofavectorof0and1values,thebaseofthepowerscanhaveonlytwovalues:
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HiorUi×Hi.Becausebothdependonlyonthepublickey,thesetwoexponentiations
willalwayshaveaconstantbase.Thesamelogiccanbealsoappliedtotheexponenti-
ationsfortokengeneration.Byemployingpreprocessingoneachofthesefxedbases,
theexponentiationsbecomealotfaster.Thepreprocessingcanbedoneoffine,andthe
resultsusedduringonlineoperation,leadingtosignifcantexecutiontimesavings.
Whenmatchingatokenagainstanencryptedmessage,severalpairingcomputa-

tionsareperformed.Foraparticulartoken,thevaluesofK0,Ki,1andKi,2remain
constant.Whenapplyingapairing,Miller’salgorithmisused[28].Typically,foreach
suchoperation,itisrequiredtocomputeseverallineequations.In[26]itisshownthat
effectivepreprocessingcanbeusedaslongasthefrstparameterisconstantbecause
theequationsofthelinescanbecalculatedandstoredaheadoftime.Atruntime,the
coordinatesofagivenpointaresubstitutedintotheseprecomputedexpressions.Since
HVErequiressymmetricellipticcurves,preprocessingcanbealsodoneforthesecond
parameter.Preprocessedinformationisstoredwitheachtokenandusedbytheserver
toimprovethetimeofeachpairing.Preprocessingeachtokenmustbedoneonlywhen
thetokensaregeneratedatthetrustedauthority.

4.2 Parallelization

Theserverismonitoringalargenumberofusers,andmayreceivealargenumberof
alertzones.Thiscreatesaconsiderableloadontheserver.However,weemphasizethat
theprocessingofamessagefromausercanbedoneindependentlyfrommessagesorig-
inatingatotherusers.Furthermore,evenforthesameuser,thematchingfordifferent
alertzonesarecompletelyindependentoperations.Thispresentsagreatpotentialfor
parallelization.Infact,theproblemisembarrassinglyparallel,andsignifcantexecution
timeimprovementscanbeobtainedbyusingseveralCPUsformatching.Nowadays,
evenoff-the-shelfdesktopcomputershavemultiplecores.Commercialcloudservices
typicallyhavehundredsorthousandsofCPUsavailableforcomputation.Duetothe
parallelnatureoftheproblem,thespeedupisexpectedtobeclosetolinear,andthe
resultingsystemscalesverywellasthenumberofCPUsinvolvedgrows.
Weconsideramessage-passingparallelcomputingparadigm,whichisfavoredby

thefactthatonlyasmallamountofdataneedstobesharedamongdistinctCPUs.
Amessage-passingsystemcanscalemucheasiertoalargenumberofCPUs,with-
outtheneedforexpensivehardware(asisthecaseforshared-memorymachines).As
programmingenvironment,wechosetheMessagePassingInterface(MPI)whichisa
freely-availablesoftware.OnemasterMPIprocesscoordinatesallotherslaveprocesses.
Themasterprocessdistributestotheslavesthesearchtokens.Then,asencryptedup-
datesfromusersarrive,themasterreceivestherequestsanddispatchesthemtoslaves.
Loadbalancingcanbeeasilyimplementedatthemasterlevel,whichkeepstrackofthe
statusofallslaveprocesses.Nocommunicationisrequiredbetweenslaveprocesses,
andthemaster-slavecommunicationisrequiredonlyatthestartandendofeachtask.
Furthermore,distinctmessagesoriginatingfromthesameusercanbeprocessedondif-
ferentCPUswithoutanylossincorrectnessorperformance(i.e.,nostatemaintenance
isrequired).Afterprocessingisdone,ifthetokenevaluatedsuccessfully,aresponse
actioncanbetakenbytheprocessingCPU,ortheeventcanbesenttoacentralserver
responsibleonlywithhandlingwhattodoincaseofasuccessfulmatch.
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5 Privacy-PeformanceTrade-offthroughAlertZoneExpansion

Sofar,weconsideredthatalertzonesareafxedinputtothesystem,andweprovided
dataencodingsandoptimizationstoreducecomputationaloverheadunderthiscon-
straint.Sincealertzoneswerenotmodifed,wemaintainedtheamountoflocationdis-
closuretoaminimum,i.e.,anadversarycouldonlylearnwhetheraspecifcciphertext
correspondedtoalocationinsidethealertzoneornot.Inthissection,weconsiderare-
laxationofthealertzoneextentinordertoimproveperformance.Specifcally,givenan
inputalertzone,weinvestigatewhetheritispossibletoslightlyenlargeitsuchthatthe
resultingsetoftokensneededtoimplementsecurenotifcationrequiresfewerbilinear
pairingstoevaluate.
Tomaintainthelevelofadditionaldisclosurelow,weallowonlyarelativelysmall

enlargementfactor,expressedasaratioofthealertzonearea,andquantifedbyabound
parameterα.Givenanenlargementfactorα,ourproposedalertzoneexpansionheuris-
ticdeterminesanenlargedareawithsignifcantlylowerprocessingoverhead.Ineffect,
thisproposedoptimizationtradesasmallamountofadditionallocationdisclosurefora
signifcantboostinmatchingperformance.Asasalientfeatureofthisoptimization,the
privacy-performancetrade-offcanbetunedusingasingleparameter(α).
TheoptimizationisdeployedattheTA,whichisinchargeofgeneratingsearchto-

kens.Inanactualdeployment,sincetheTAistrusted,itcanperformadditionalstepsto
checkwhethertheenlargedzoneisacceptablefromasecuritystandpoint,forinstance
bycomparingitagainstasetofpre-defnedpolicies.Inthispaper,weonlyfocuson
theperformanceaspect,andderiveeffectivealgorithmsthatquicklygenerateenlarged
searchtokens(thepolicyaspectisoutsideourscope).Similartooptimizationsfrom
priorsections,thezoneexpansionisguidedbytheobjectiveofderivingtokenswith
fewernon-wildcardelements,whichresultsinlesscomputation.Theexpansiontech-
niqueassumesthesamehierarchicaldatadomainrepresentationconsideredsofar,and
worksinconjunctionwitheitherhierarchicalorGrayencodings.
Wedenotebybasecellacellintheleaflevelofthehierarchicaldomainrepresen-

tation(recallthat,thedomainissplitintod×dbasecells,wheredisapoweroftwo).
Thehierarchyhasanumberof1+logdlevels.Atlevelk,anaggregatecellconsistsof
2k×2kbasecells.Specifcally,attheleaflevel,numberedask=0,eachcellisabase
cell,whereasatthetopofthehierarchy(levellogd)thereisasinglecellwithsized×d
(expressedintermsofbasecells).Weidentifyacellatlevelkbyitscoordinateswithin
thatlevel:(x,y)k.Thebinaryidentiferofacellconsistsofabinarystring,whichcan
beimmediatelyderivedfromitscoordinates.
Algorithm4capturesthemainstepsoftheproposedheuristicalertzoneexpansion

technique.TheinputconsistsofexpansionfactorαandinitialalertzoneA.Theheuris-
ticisgivenamaximumbudgetW =⌊α|A|⌋basecellsthatitcanaddtotheinitial
zone,where|A|istheareaoftheinitialzoneexpressedintermsofbasegridcells.The
outputofAlgorithm4isanexpandedzoneÂsuchthat|̂A|≤|A|+W andthenumber
ofbilinearpairingsrequiredtoevaluateÂislowerthanthatofA.
TheExpandZoneroutine(Algorithm4) worksbyconsideringeachlevel

ofthedatadomainhierarchy. AnessentialstepofExpandQuery isthe
SelectPatchesSingleLevelroutine(detailedinAlgorithm9)whichfnds
patchestoaddtothecurrentsetofzonecells(line4).Apatch(formallydefnedin
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Algorithm4:ExpandZone

Input:expansionratioα;alertzoneA
Output:expandedalertzoneÂ

1W ←⌊α|A|⌋,B ←∅

2 Â← CrtZone← A
3fork∈[0,...,logd]do
4 PSet←SelectPatchesSingleLevel(W,d

2k
,CrtZone)

5 forp∈PSetdo
6 for(x,y)k∈p.attachedcellsdo
7 B ←B∪allbasecellsbelongingtocell(x,y)k

8 if#pairingof(̂A∪B)≤#pairingsofÂthen

9 Â← Â∪B
10 forp∈PSetdo
11 W ← W −p.cost
12 for(x,y)k∈p.attachedcellsdo
13 CrtZone← CrtZone∪(x,y)k
14 W ←⌊W

4
⌋

15 ifW ≤0then
16 break
17 for(x,y)k∈CrtZonedo
18 CrtZone=CrtZone\(x,y)k∪(⌊

x
2
⌋,⌊y

2
⌋)k+1

19returnÂ

Section5.1)isasetofcellsaddedtothezoneinasingleiteration.Ifthenewsetofzone
cells,denotedasCrtZone,doesnotrequiremorepairingsthanthecurrentsetofcells,
anexpansionismadewiththecellsinthepatchandwecontinuetothenextlevel.

Inordertoprepareforthenextlevel(lines[9-18]),parametersandindicesaread-
justed.BudgetW isreducedbyafactorof4,sinceinthenextlevelthesizeofonecell
isequalto4cellsinthecurrentlevel.Similarly,indicesofzonecellsaredividedby
two.Theintuitionbehinddividingtheindicesbytwoisthatall2×2areascontaining
zonecellsinthislevelmustbefullycoveredbytheexpansion,whichmeansallcellsin
thoseareasareinCrtZone.Algorithm4stopswhenoneofthefollowingconditions
ismet:(i)thenewsetofzonecellsincreasesthenumberofpairings;(ii)budgetW is
exhausted;or(iii)thezoneexpandstotheentirerootlevel.

Toillustratethezoneexpansionalgorithm,considertheexampleinFigure8.
Zonecellsareshowningreycolor,andbudgetissettoW =10.Anareawith
x∈[x1,x2],y∈[y1,y2]atlevelkisdenotedasR

k
[x1,x2]×[y1,y2]

.Startingatlevel

k=0(Figure8a),the2×2areasR0[4,5]×[0,1],R
0
[6,7]×[2,3],andR

0
[4,5]×[4,5]areconsid-

eredforexpansion.Allsixcellswithdiagonalstripesareaddedtothecurrentsetof
zonecellstofllthosethreeareas.Toprepareforexpansionatthenextlevel,thecoor-
dinateidsofzonecellsmustbeadjustedforeach2×2area.Forexample,fork=1,
areaR0[4,5]×[0,1]becomescell(2,0)1,areaR

0
[6,7]×[2,3]becomescell(3,1)1andsoon.

ThebudgetW isreducedto⌊10−64 ⌋=1.Next,atlevelk=1(Figure8b),theareas
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R1[2,3]×[0,1]andR
1
[2,3]×[2,3]areconsideredforexpansion.Thecellswithdiagonalstripes

inrangeR1[3,3]×[0,0](whichequalsR
0
[6,7]×[0,1]inthebasegrid)areaddedtothezone.

(a)Levelk=0 (b)Levelk=1

Fig.8:Exampleofexpandingalertzone(ingrey)atlevelk=0(a)andk=1(b).At
level0,atotalof6cells(illustratedwithstripes)areaddedtoobtain3fully-covered
areasR0[4,5]×[0,1],R

0
[6,7]×[2,3],andR

0
[4,5]×[4,5].Atlevel1,fouradditionalcellsareadded

totheareaR1[2,3]×[0,1].ThefnalexpandedalertzonecontainsallcellsinR
0
[4,7]×[0,3]

andR0[4,5]×[4,5](bothgreyanddiagonally-stripedcellsin(b))

5.1 PatchAssembly

Next,wefocusontheprocessofassemblingpatchesateachlevelkofthedatadomain
hierarchy.Apatchisasetofcellsthatcanbecombinedwithexistingzonecellsto
reducethenumberofnon-wildcardelementsinasearchtoken.Wedenotethecellsbe-
longingtoapatchasattachedcells,andthezonecellsadjacenttothepatchasattaching
cells.Apatchisassociatedwithalocalcostandgain:thecostmeasurestheincrease
inalertzonearea,whereasthegainquantifestheresultingreductioninbilinearpairing
operationswhenthepatchisaddedtothezone.
Weconsideraspatchcandidateeach2×2cell6Rk[x,x+1]×[y,y+1]thatsatisfesthe

followingconditions:(i)hasevenxandycoordinates,(ii)containsatleastonezone
cell,and(iii)hasatleastonenon-zonecell.RevisitingtheexampleinFigure8a,the
areaR0[4,5]×[0,1]composedof2×2basecellsisapatchcandidate.Notethat,notall

2×2cellareasarevalidcandidatesforpatches.Forinstance,R0[5,6]×[0,1]hasanodd

x;R0[6,7]×[0,1]doesnotcontainanyzonecell;andR
0
[4,5]×[2,3]doesnotcontainany

non-zonecell.
ForeachvalidpatchcandidateRk[x,x+1]×[y,y+1],cellsareindexedinaspiralorder,

asshowninFigure9a.Weusethisindexingorderbecauseitsimplifestheprocess
ofpatchassembly,aswillbedescribedlaterinSection5.2.Inordertokeeptrackof

6Weemphasizethat,aspatchcandidatesareconsideredateachlevelofthehierarchy,apatch
cellmayincludemanybasegridcells.
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zoneandnon-zonecells,abooleanarraymarkedismaintained,suchthatmarked[i]=
TrueifithcellwithinRk[x,x+1]×[y,y+1]isazonecell,andmarked[i]=False,other-
wise.Figure9bshowsamarkedarrayfortheareainFigure9a.Themarkedarrayis
constructedbycheckingforeachcellwithintheareawhetherornotitbelongstothe
alertzone.ThemarkingprocedureissummarizedinAlgorithm5.

(a) (b)

Fig.9:(a)Cellindiceswithina2×2patch;(b)Arraymarkedfora2×2patch.

Usingthemarkedarray,patchcandidatesareconstructedsuchthatoneormore
non-zonecellscanbeattachedtozonecellstoreducethenumberofpairings.Figure10
showsseveralexamplesofpatchesforanareawith2×2cellscontainingone,two,or
threezonecells.Ineachexample,thenon-zonecell(stripedfll)isattachedtothezone
cell(greyfll)toformapatch.NotethatinFigure10c,astripedcellcanbeattachedto
eithergreycell.

Algorithm5:MarkZoneCells

Input:zonecellsA;startvaluesxandyofareaRk[x,x+1]×[y,y+1]
Output:booleanarrayindicatingwhichcellsin2×2blockarezonecells

1Initiatemarkedarraywithmarked[i]=False,∀i∈[0,3]
2foreachi∈[0,3]do

3 ifithcellofRk[x,x+1]×[y,y+1]∈Athen

4 marked[i]← True

5returnmarked

However,whentheareacontainsonlyonezonecell,althoughtherearethreepoten-
tialpatches,onlyoneoftheseisselected(Figure10a).Thereasonisthatiftwopatches,
eachhavingasinglezonecell,areselected,thenumberofpairingsisnotreduced;onthe
otherhand,ifthepatchwiththreezonecellsisselected,thereisnoneedtoselectother
patcheswithasinglezonecell.Therefore,foreacharea,weconstructpatchgroupsthat
includeallpotentialpatchessuchthatnomorethanonepatchcanbeselectedfromthat
group.Forexample,inFigure10a,thereisonlyonepatchgroupcontainingallthree
patches;inFigure10band10d,thereisonlyonepatchgroupcontainingonepatch;in
Figure10c,therearetwopatchgroups,eachcontainingonepatch.
TheGetPatchGroupsInsideArearoutine(Algorithm6)showsthedetails

ofconstructingpatchesandpatchgroups.Thealgorithmhandlesseparatelyeachcase
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(a)

(b) (c) (d)

Fig.10:Exampleofcandidatepatchesforanareaofsize2×2(a)Threecandidate
patchesforanareawithonezonecell;(b)Onecandidatepatchforanareawithtwo
zonecells;(c)Twocandidatepatchesforanareawithtwozonecells;(d)Onecandidate
patchforanareawiththreezonecells.

basedonthenumberofzonecellsinthearea.Forasinglezonecell(line3),similarto
theexampleinFigure10a,onepatchgroupisconstructedwhichincludestwopatches:
onewithonenon-zonecellandanotherwithallthreenon-zonecells.Iftherearetwo
zonecells(line7),thealgorithmfurtherconsidersifthosetwozonecellsareadjacent
oropposite(similartoFigure10band10c,respectively)andeitheroneortwopatch
groupsarecreated,correspondingtothetwosituations.Finally,whentherearethree
zonecells(line17),asinglepatchgroupiscreated.

AttheendofAlgorithm6,eachpatchhasitscellsnumberedfromset{0,1,2,3}.In
ordertorecovertheoriginalcellids(i.e.,thecoordinatesincurrentlevelkofhierarchy),
weuseAlgorithm7,whichtakesasinputsacellidi∈[0,3]andthex,yvaluesofthe
areaRk[x,x+1]×[y,y+1],andutilizesthespiralindextorecovertheoriginalvalues.

Next,weneedtoevaluatewhichpatchesaremoredesirabletouseintheenlarged
zone,bycomputingthelocalcostandgainforeachpatch.Algorithm8takesasinputs
acandidatepatchandthegriddimensiondkatcurrentlevelk.Itoutputsascostthe
numberofattachedcells(i.e.,non-zonecells)ofthepatch(line3).Effectively,thecost
measurestheamountofenlargementoftheexpandedalertzonecausedbythispatch.
Thegainmeasurestheamountofsavedcomputation:specifcally,thenumberofsearch
tokennon-wildcardsthatareeliminatedwhenwecombinetheattachedcellswiththe
attachingcellsforthecurrentpatch.Therearetwocasestoconsiderwhendetermining
thegainofthepatch:(i)whenonlyonecellisattachedtoforma1×2patch(line4),
wecanremoveonenon-wildcardelement(line5);(ii)whentheentire2×2areais
flled(line6),thenumberofzonecellsinsidethearea(i.e.,n1)isfurtherconsideredto
determinethegain.Specifcally,whenn1=3,thegainislarger(2×k)sincewecan
removeatokeninitsentirety.

InthepreviousexamplefromFigure8a,therearethreepatchgroupscorrespond-
ingtothreeareas:G1forareaR

0
[4,5]×[0,1],G2forareaR

0
[6,7]×[2,3],andG3forarea

R0[4,5]×[4,5].Thepatchesineachpatchgroupalongwiththeircost,gain,attachingcells,
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Algorithm6:GetPatchGroupsInsideArea

Input:arraymarkedfor2×2cellblock
Output:Patchgroupswithcellids0,1,2,or3

1Ginside←∅
2numzonecells←numberof1’sinmarked
3ifnumzonecells=1then
4 p1←newpatchwithannon-zonecelladjacenttothezonecellasattachedcells

andthezonecellasattachingcells
5 p2←newpatchwithallthreenon-zonecellsasattachedcellsandthezonecellas

attachingcells
6 Ginside←{p1,p2}

7elseifnumzonecells=2then
8 iftwozonecellsareadjacentthen
9 p←newpatchwithallnon-zonecellsasattachedcellsandthezonecellsas

attachingcells
10 Ginside←{p}

11 else
12 p1←newpatchwithannon-zonecelladjacenttothefrstzonecellas

attachedcells
13 p2←newpatchwiththeothernon-zonecelladjacenttothesecondzonecellas

attachedcells
14 G1←{p1}
15 G2←{p2}
16 Ginside←{G1,G2}

17elseifnumzonecells=3then
18 p←newpatchwithallnon-zonecellsasattachedcellsandthezonecellsas

attachingcells
19 Ginside←{p}

20returnGinside

andattachedcellsareshowninTable1.Forinstance,toexpressareaR0[4,5]×[0,1]onecan
lookatpatchesp1ofG1,andusetwotokens“00*110”and“00111*”,withatotalof
10non-wildcardelements.Byaddingonecell,onlyasingletoken“00*11*”isneeded
torepresentthearea.Thus,thenumberofnon-wildcardelementsisreducedfrom10to
4,oranimprovementof6.Thehighgainwhenapplyingpatchp1resultsnotonlyfrom

Algorithm7:RecoverOriginalCoordId

Input:cellidi∈[0,3];x,yvaluesoftheareaRk[x,x+1]×[y,y+1]
Output:Originalcellcoordinates

1ifi=1ori=2then
2 x← x+1
3ifi=2ori=3then
4 y← y+1
5return(x,y)
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Algorithm8:CalculateCostGain

Input:patchp;gridlengthatcurrentlevelk;
Output:updatedpatchwithcostandgaincalculated

1n1←numberofzonecellsofp
2n2←numberofnon-zonecellsofp
3p.cost← n2
4ifn1+n2=2then
5 p.gain← 1

6elseifn1+n2=4then
7 ifn1=1then
8 p.gain← 2
9 elseifn1=2then
10 p.gain← 1
11 else
12 p.gain← 2×k

13returnp

thenumberofnon-wildcardsreducedinonetoken,butalsofromthereductioninthe
numberoftokens(asoneoftheinitialtokensiscompletelyeliminated).

PatchGroupPatchcostgain attachedcells attachingcells

G1 p1 1 6 (5,0)(4,0),(4,1),(5,1)

G2

p2 1 1 (6,2) (6,3)
p3 1 1 (7,3) (6,3)
p4 3 2(7,2),(7,3),(6,2) (6,3)

G3 p5 2 1 (4,5),(5,5) (4,4),(5,4)

Table1:Exampleofcandidatepatchgroupsforexpandingthealertzoneatlevelk=0.
PatchgroupsG1,G3containonepatch,whilepatchgroupG2contains3patches.No
morethanonepatchisselectedperpatchgroup.

5.2 PatchSelection

Oncewehavethesetofpatchesandpatchgroups,aswellastheirrespectivecostsand
gains,weneedamethodtoselecttheactualpatchestoexpandthecurrentalertzone.
Algorithm9outlinesthepatchselectionprocess,whichtakesasinputsbudgetW,the
griddimensionatcurrentleveldk=

d
2k
,andcurrentalertzoneAk.Itoutputsasetof

patchesPSetthathastotalcostatmostW andmaximizesthegaincomparedtoother
candidatepatches.
Theselectionalgorithm works withinanexpandingsearchboundaryde-

termined bythe calltoroutineFindExpandingBoundary inline 1
(FindExpandingBoundaryissummarizedin Algorithm10:theboundaries
consistofthemaximumandminimumcoordinatevaluesofzonecells,andtheyalways
haveevenvalues).Then,foreach2×2areastartingwithevenvalues(lines[3-6]in
Algorithm9),ifthecurrent2×2areaisavalidareatoexpand(line8),thepatches
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andpatchgroupswithinthisareaareconstructed(accordingtotheproceduredetailed
inSection5.1).First,thecellsthatalreadybelongtothecurrentzonearemarkedby
callingAlgorithm5(line9).Then,usingthemarkinginformation,thesetGinsideof
patchgroupswithinthatareaisconstructedbycallingAlgorithm6(line10).Next,
foreachpatchinthepatchgroupsofGinside,theoriginalcoordinateidsofcellsinthe
attachingandattachedsetofthatpatcharerecoveredbycallingAlgorithm7(line13),
andthelocalcostandgainarecalculatedbycallingAlgorithm8(line14).Finally,a
setofpatchesPSetisselectedforexpansionbycallingAlgorithm11(line16).

Algorithm9:SelectPatchesSingleLevel

Input:budgetW;griddimensiondkatlevelk;zonecellsAk
Output:patcheswithtotalcost≤W andpositivegain

1minx,max x,miny,max y←FindExpandingBoundary(dk,Ak)
2G←∅
3x← minx
4whilex<max xdo
5 y← miny
6 whiley<max ydo
7 c←numberofzonecellsinthisareaRk[x,x+1]×[y,y+1]
8 if0<c<4then
9 marked←MarkQueryCells(Ak,x,y)
10 Ginside←GetPatchGroupsInsideArea(marked)
11 forG∈Ginsidedo
12 forp∈Gdo
13 Recoveroriginalcoordinateidsofeachcelliinattachingcells

andattachedcellsusing
RecoverOriginalCoordId(i,x,y)

14 Updatep←CalculateCostGain(p,dk)

15 G ←G∪G

16PSet←KnapsackForGroups(W,G)
17returnPSet

Algorithm10:FindExpandingBoundary

Input:Gridlengthdk;zonecellsAk
Output:theboundaryforexpansion

1(minx,max x,miny,max y)=minimumboundingrectangleofAkexpandedto
evencoordinates

2returnminx,max x,miny,max y

ThepatchesareselectedsuchthatthetotalcostisnomorethanW,thetotalgain
ismaximized,andthereisnomorethanonepatchselectedpergroup.Thiscanbe
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modeledasavariantofamultiple-choiceknapsackproblem(MCKP)whereaclassin
MCKPisrepresentedbyapatchgroup,andwemaychooseasingleitemfromaclass,
insteadofbeingrequiredtochooseatleastoneitem.Thereductionisasfollows:Given
aninstanceofMCKPwithcapacityW,mclasses,andeachitemjinclassjhaving
costci,jandgaingi,j,foreachclassi,anewitemj

′(orpatchinoursetting)isadded
withcostci,j′=0andgaingi,j′=0.However,ourpatchselectionproblemisnotNP-
hard,becauseW isrestrictedtoafractionofthealertzone,whichinturnisrestricted
toafractionoftheentiregrid.
Inoursetting,eachpatchgroupcontaineitheroneortwopatches.Asaresult,ady-

namicprogrammingapproachfortraditionalbinaryknapsackproblemcanbeused.Al-
gorithm11showsthedynamicprogrammingsolutionthatreturnstheselectedpatches
forexpansion.IntheexamplesummarizedinFigure8andTable1,patchesp1,p4,p5
areselectedforexpansionatlevelk=0.

Algorithm11:KnapsackForGroups

Input:capacityW;groupsofNgpatchesG={G1,G2,...,GNg};
Output:patcheswithtotalcost≤W,totalgainismaximized,andeachpatchbelongs

toadifferentgroup
1K←matrixofsize(W +1)×(Ng+1)
2fori∈[0,Ng]do
3 forw∈[0,W]do
4 ifi=0orw=0then
5 K[i][w]← 0
6 else
7 K[i][w]← K[i−1][w]
8 forp∈Gido
9 ifp.cost≤wthen
10 K[i][w]← max(K[i][w],p.gain+K[i−1][w−p.cost])

11PSet←∅
12i← Ng
13w← W
14while0<K[i][w]do
15 forp∈Gido
16 ifp.cost≤wandK[i][w]=p.gain+K[i−1][w−p.cost]then
17 PSet← PSet∪{p}
18 w← w−p.cost

19returnPSet

5.3 ComplexityAnalysis

Thecomplexityofthealertzoneexpansion(Algorithm4)dependsonthecomplexity
ofthebinaryminimizationstep(line7)inwhichthealgorithmdecideswhetheror
nottocontinueexpansion.Intheworstcase,Algorithm4needstoexpandthroughall
logdlevelsofthehierarchy,andineachlevelitsinvokesAlgorithm9andthebinary
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minimizationprocedure(inourimplementation,weusetheEspressotoolforbinary
minimization).
SinceAlgorithm9fndsthepatchgroupswithintheboundaryofthequery,and

thesizeofthealertzoneisoftenmuchsmallerthanthesizeofthedatadomain,we
formulatethecomplexityofAlgorithm9basedonthealertzonesize.LetPk=|Ak|be
thenumberofcellsofthealertzoneatlevelk.Afterfndingpatchgroups,Algorithm9
invokesthedynamicprogrammingsolutioninAlgorithm11toselectpatches.Inthe
worstcase,thenumberofpatchgroupsNgatlevelkequalsthenumberofcellsPkof
thealertzone.Inoursetting,thereareonlyoneortwopatchesineachpatchgroup.
Hence,thecomplexityofAlgorithm11becomesO(NgW)=O(αP

2
k)sinceW =

αPk.Thus,thecomplexityofAlgorithm9isO(Pk+αP
2
k).

However,sincethevalueofPkisdividedbyafactorof4eachtimekincreases,the
complexityofthealertzoneexpansion(Algorithm4)becomesO(P0+αP

2
0+TEs((1+

α)P0)logd)whereP0isthesizeofthezoneatthebaselevel(i.e.,originalgrid)and
TEs(t)isthetimetorunthebinaryminimizationprocedurefortinputs.
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Fig.11:Baselineencodingresults
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Fig.12:Hierarchicalencodingresultsonuniformdata

6 ExperimentalEvaluation

WeimplementedaC++prototypeoftheproposedHVE-basedlocation-basedalertsys-
temandperformanceoptimizations.WehaveusedasdatasetthecityofOldenburg,and
generatedusermovementsusingBrinkhoff’sIAPGNetwork-basedGeneratorofMov-
ingObjects7[7].Wegeneratedalertzoneswithintheboundariesofthedatasetdomain

7http://iapg.jade-hs.de/personen/brinkhoff/generator/
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accordingtotwodistributions:uniformandGaussian.Wevarythepercentageofspace
coveredbyalertzonescomparedtotheentiredataspaceextentfrom1%to10%,and
wedenotethisparameterascoverage.Weconsideraregulargridpartitioningthetwo-
dimensionalspacewithsizerangingfrom16to400.TheHVEcryptographicfunctions
wereimplementedusingtheGnuMPlibrary8andthePairing-BasedCryptographyli-
brary9fromStanfordUniversity.Weusekeylengthsof768,1024(defaultvalue),1280
and1536bits.Throughouttheexperimentalevaluation,wefocusontheoperationsof
encryption,tokengenerationandquery,andwedonotconsiderthesetup(keygener-
ation)phase.Wehavefoundthatthisphasealwaysrequireslessthan2seconds,and
itisaone-timeprocess,hencedoesnotimpactsystemperformance.Theexperimental
testbedconsistedofaclusterwith8machines,eachhavinganIntelXeon2.53GHz
CPUand32GBofRAM,runningRedHatEnterpriseLinuxandusinganetworkcon-
nectionof10Gbps.Fortheparalleltests,weusedasprogrammingenvironmentOpen
MPI1.5.1.

6.1 BaselineEvaluation

WeevaluatetheperformanceofthebaselinemethodintroducedinSection3.1,thus
justifyingourclaimthatdirectapplicationofsearchableencryptiontolocation-based
alertsystemsisnotpractical.Figure11showstheexecutiontimeresultsobtainedfor
tokengeneration,encryptionandquery.Thetimespresentedareforasingleoperation,
andpresenttheaveragevalueobtainedforaparticulargridsizeandpercentageofthe
areacoveredbyalertzones(eachpercentagevaluehasadifferentlineinthegraphs).
First,wenotethatthecoveragedoesnothaveasignifcanteffectontheexecution
time,becausethewidthoftheHVEobtainedissolargethattheassociatedoverhead
overshadowstheinfuenceoftheadditional’*’symbolsobtainedastheareaofalert
zonesgrows.Second,itcanbeobservedthatthevaluesobtainedareverylarge,and
clearlynotacceptableinpractice.
Thetokengenerationrangesfrom10to60seconds.Eventhoughthisisexpensive,

itcanbearguedthattheTAdoesnotexecutethisphaseveryoften(onlywhenanew
alertzoneoccurs),henceitsperformanceisnotcritical.However,encryptionisvery
frequent,anditisexecutedattheresource-constrainedmobileusers.Evenformoderate
gridsizes,ittakes40to80secondstogenerateasingleencryptedupdate!Furthermore,
thetimerequiredattheservertoprocessasingleuserupdate(i.e.,performmatch-
ingagainstallalertzones)rangesbetween30and60secondsformoderategridsizes,
reachingashighas100secondsforthelargestgridsize.

6.2 HierarchicalandGrayEncoding

Next,weevaluatethehierarchicalencodingperformanceagainstthebaseline.Fig-
ures12and13showthecomparisonresultsforuniformandGaussianalertzonedistri-
butions,respectively.Hierarchicalencodingclearlyoutperformsthebaseline,especially
intermsofencryptiontime.Themaximumtimerequiredforencryptionis3seconds,

8Availableonlineathttp://gmplib.org/
9Availableonlineathttp://crypto.stanford.edu/pbc/

23



 0

 10

 20

 30

 40

 50

 60

 0  50 100 150 200 250 300 350 400

Ti
m
e 
(s
)

Grid size (cell count)

Token generation

2% coverage
4% coverage
6% coverage

baseline

(a)Tokengeneration

 0
 10
 20
 30
 40
 50
 60
 70
 80
 90
 100

 0  50 100 150 200 250 300 350 400

Ti
m
e 
(s
)

Grid size (cell count)

Query

2% coverage
4% coverage
6% coverage

baseline

(b)Query

Fig.13:HierarchicalencodingresultsonGaussiandata
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Fig.14:Grayvs.hierarchicalencodingonuniformdata

incontrastwith120secondsforthebaseline(Figure11b).Recallthatalertzonesdo
notinfuenceencryption,soasinglelineispresentinFigure12b.Encryptionisalso
independentofalertzonedistribution,sowedonotshowencryptioninFigure13.

Intermsoftokengenerationandquerytime,thegaininperformanceishigher
fortheGaussiandistribution,sincethereismorepotentialfortokenaggregation.The
reasonisthatminimizationofbinaryexpressionsofcellidentifersismoreeffective
whenzonesareclustered,whichislikelytobethecaseinpractice.

Asexpected,executiontimeishigherforfner-grainedgrids.However,asopposed
tothebaseline,inthecaseofhierarchicalencodingthecoveragehasasignifcanteffect
ontokengenerationandqueryperformance,asmorealertzonecellstranslateintoa
largernumberoftokens.Still,thevariationwithcoverageissublinear,duetothegood
effectivenessoftheaggregationstrategyemployed(notehowwhencoveragedoubles
from2%to4%foruniformdataandlargestgridsize,thequerytimeincreasesonly1.5
times).Althoughtheabsoluteexecutiontimesarestillhigh,hierarchicalencodingsig-
nifcantlyoutperformsthebaseline.LaterinSection6.3weshowhowoptimizationscan
beusedtofurthercutdowntheperformanceoverhead.Fortherestoftheexperimental
evaluation,wewillomitthebaselineresults.

Next,weevaluatetheeffectofusingGrayencodingonperformance.Recallfrom
Section3.3thatusingGraycodesprovidesbetterpotentialforaggregation,thusreduc-
ingthenumberofrequiredtokensand/orincreasingtheproportionof’*’symbolsin
atoken.Figures14and15presentacomparisonbetweentheperformanceofthetwo
encodings(sincetheencryptionstepisthesameforhierarchicalandGrayencodings,
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Fig.15:Grayvs.hierarchicalencodingonGaussiandata
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Fig.16:Effectofpreprocessingonuniformdata

weomitthatgraph;theresultsarethesameasinFigure12b).Forclarity,tokeepthe
numberoflinesinthegraphlow,wepresenttheratiobetweentheexecutiontimeof
Graydividedbythatofhierarchicalencoding.Lowervaluesoftheratiocorrespondto
highergainsfortheGrayencoding.
Foruniformdata,bothencodingsperformsimilarly,withoutaclearwinner,due

tothefactthattheaggregationpotentialisequalinthetwocases.Ontheotherhand,
forGaussiandatawherealertzonesareclustered,Grayencodingfavorsaggregationof
cells.Inpractice,asalertzonesarelikelytobeclustered,Graycanbringsignifcant
performancebenefts,ofupto30%.ThegainofGrayishigherasthecoverageofalert
zonesincreases,andtherearemorealternativesforcellaggregation.

6.3 OptimizationEffect

Inthissection,weevaluatetheperformanceoftheproposedtechniqueswhenincor-
poratingtheperformanceoptimizationsdiscussedinSection4.Weshowthat,withthe
optimizationsinplace,theabsolutecostoftheproposedsystemforprivatelocation-
basedalertscanbebroughtdowntoareasonablelevel,whichcanbepracticalina
commercialcomputingenvironmentsuchasthecloud.
First,weshowtheeffectofincorporatingpreprocessingtopre-computeandre-use

someoftheresultstoexpensivemathematicaloperations,suchasexponentiationswith
largenumbers.Figures16and17presenttheabsolutetokengenerationandquerytimes
forbothproposedencodingtechniques,andwechoosetheextremevaluesofthealert
zonecoveragescale,namely2%and6%.Tokengenerationcomputationrequirements
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Fig.17:EffectofpreprocessingonGaussiandata

rangefromhalfasecondto4seconds.ForGaussiandistributionofalertzones,which
ismorerelevantforreal-lifescenarios,thetimeislower,asaggregationismoreeffec-
tive.Asexpected,Grayslightlyoutperformshierarchicalencoding,especiallyforthe
Gaussiandata.Also,asthecoverageincreases,moretokensarerequiredtorepresent
azone,sothegenerationtimeincreases.Webelievethatsuchtimesarereasonablein
practice,especiallysincecreationofalertzonesisnotafrequenteventinthesystem
operation.Intermsofquerying(i.e.,matching)attheserver,theexecutiontimesare
approximatelycutinhalfcomparedtothenon-optimizedcase(Figures12and13).We
remarkasimilarincreasingtrendinexecutiontimeasthegridsizeandcoveragein-
crease.TheGrayencodingmaintainsitsadvantage,especiallyforGaussiandistribution
ofalertzones.

InFigure18wepresentthebehaviorofhierarchicalencodingwithpreprocessing
whenthelengthoftheencryptionkeyisvaried.Weshowresultsfortwodifferentgrid
granularitiesandcoveragevalues,withGaussianzonedistribution.Asexpected,the
performancedecreaseswhenkeylengthincreases.However,the1024-bitsetting,which
accordingtoindustrystandardsissuffcientforsecuringindividuals’information,does
notincurasteepincreaseinperformanceoverhead.Grayencodingresultsexhibitsim-
ilarbehavior.

Despitethegainsofincorporatingpreprocessing,theabsolutetimesforqueriesat
theserverarequitehigh.Giventhatanalertsystemislikelytoservealargenumberof
users,scalabilityisakeyconcern.Reducingfurtherthematchingtimeisessential,so
weuseparallelprocessingtosolvethisproblem.Figures19and20presenttheresults
whenemployingtheparallelprocessingoptimization.Weused2,4and8CPUsfor
computation.Weconsideredbothvariablegridsizeforafxedcoverageof6%,aswell
asvariablecoverageofalertzonesforafxedgridsizeof250.Theresultsshowthata
close-to-linearspeedupcanbeobtained.For8CPUsforinstance,thespeedupis7.3.
Thisisaveryencouragingoutcome,andthequerytimeisthiswayreducedtolessthan
onesecondintheworstcase.Formedian-scalesettingsofthegridsizeandcoverage,we
obtainabsoluteexecutiontimesof0.15secondsperquery.Weemphasizethat,although
weonlyhadavailable8CPUsfortesting,theproblemstudiedisembarrassinglyparallel
innature,sotheavailabilityofalargernumberofCPUsislikelytoleadtoclose-to-
linearspeedupvaluesaswell.
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Fig.18:HierarchicalencodingresultsforVariableKeyLength,Gaussiandata
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Fig.19:Parralelresultsonuniformdata

6.4 AlertZoneExpansionEvaluation

Inthissection,weevaluatetheperformancegainobtainedbythealertzoneexpansion
heuristicintroducedinSection5.Weusethesamesettingsasinthepreviousexperi-
ments,exceptthatweallowafner-grainedpartitioningofthespace,tobetterevaluate
theimpactoftheexpansionheuristic.Specifcally,weconsidergridsofgranularity
d×d,whered∈{64,128,256},resultingtoatotalnumberofgridcellsof4096,
16384and65536,respectively.Wekeepthesamealertzonesizerangingfrom1%to
10%ofdataspacesize,butweconsiderthreedistinctshapes:square,rectangular(with
askewratioof2.5),andcircular.Thelattercaseisusedtocapturescenarioswhere
thereisaneventepicenter,andindividualsarenotifediftheyaresituatedwithinacer-
tainEuclideandistanceofit.Theresultingcircularzoneismappedtothegrid.This
isrepresentativeforcaseswhenmobileusersarealertedtostayawayfromadanger-
ouslocation(e.g.,atoxicgasspill).Thealertzoneexpansionratioαisvariedwithin
set{0.02,0.04,0.06,0.08,0.10}(recallthatalargervalueresultsinamoresignifcant
privacyleakage,butisalsolikelytoyieldahigherperformancegain).
Fig.21showstheperformancegainofexpansionwhenvaryingthesizeoftheinitial

alertzone.Foreaseofpresentation,thegainisexpressedasimprovementfactor(×),
i.e.,theratiobetweenthematchingtimewhenthereisnoenlargementoverthematching
timewhenenlargementisused(ahighervaluerepresentsabetterperformancegain).
Eachlineinthegraphcorrespondstoadifferentgridgranularityd.First,wenotethat
enlargementalwaysresultsinimprovement(thevalueisalwaysgreaterthan1).Second,
theimprovementfactorshowsageneralincreasingtrendwithalertzonesize(exceptfor
somerandomoutcomes).Thisisexplainedbythefactthattheenlargementfactorαis
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Fig.20:ParralelresultsonGaussiandata
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Fig.21:Zoneexpansionimprovementvsalertzonecoverage

expressedasapercentofinitialalertzonesize.Whentheinitialalertzoneislarger,
theheuristiccanselectpatchesfrommorecandidatecells.Finally,theimprovement
factorislargerforfnergranularitycases(i.e.,largerd).Thisisalsoduetothefact
thattheheuristichasmorecandidatepatchestochoosefrom.Afnergranularityalso
allowsthesearchboundarytoadvanceslightlymore.Whencellsarelarger,including
anextracellmaycausetheαthresholdtobeexceeded,sotheheuristicwillnotconsider
thatcellforenlargement.Wealsonotethattheshapeofthezoneimpactssignifcantly
thegain.Specifcally,acircularzoneisbetterforexpansion,sincetheheuristicdoes
notfavoranyparticularexpansiondirection.Whentheinitialzoneiscircular(ortobe
precise,acirclealignedtothegrid),theheuristiccanbringintothezonecellsfrom
alldirections,andthereforetheamountofpossiblechoicesisincreased.Thezoneis
alsolikelytogrowuniformlyinalldirections,leadingtomorecompacttokensdueto
thebinaryrepresentationsofcells.Conversely,therectangularcase,whichleadstothe
mostskewedzonesintermsofshape,performstheworst.
Fig.22showstheimprovementfactorwhenvaryingtheenlargementfactorα.As

expected,thereisaclearincreasingtrendinexecutiontimeimprovement.Sincemore
cellsareavailableaspatchcandidates,theheuristicisabletoeithercompletelyelim-
inatesometokens,orsignifcantlyincreasethenumberofwildcardsintheremaining
tokensthroughbinaryminimization.Asinthepreviousexperiment,wenotethatan
increaseingranularitydresultsinahigherimprovementfactor.Also,whentheini-
tialalertzoneiscircular,thehighestimprovementisobtained,withvaluesofupto9
times.Thegainislesspronouncedforrectangularalertzones,buttheheuristicisstill
providingsignifcantgains,withanimprovementfactorofupto3times.
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Fig.22:Zoneexpansionimprovementvsexpansionfactorα

Inourfnalexperiment,wemeasuretheexecutiontimeofthezoneenlargement
heuristic.Fig.23andFig.24showthetimerequiredtocomputetheenlargedzone
whenvaryinginitialalertzonesizeandenlargementfactorα,respectively.Aninterest-
ingtrade-offemerges:asthegranularityofthegridincreases(i.e.,fnergrainedgrids),
theimprovementintokenmatchingtimeincreases(asseeninpreviousexperiments),
butatthesametimethecomputationtimefortheenlargedzonegrows.Furthermore,
weemphasizethatthetokenmatchingcomputationaloverheadcanbeparallelized,
whereaszoneenlargementcomputationissequentialinnature.Themainreasonwhy
thezoneenlargementcomputationishighforfnergranularitiesisthequadraticincrease
inpatchcandidates,coupledwiththerelativelyslowbinaryexpressionminimization
step.Amongdifferentzoneshapes,thecircularshapetakesthelongest,duetothefact
thatitconsidersthemostpatchcandidateswithinthegivenenlargementthresholdα.
Nevertheless,wenotethatforcoarserandmoderategranularities(d=64and

d=128),theenlargementprocessisfast(lessthanhalfasecond).Coupledwith
thesignifcantimprovementfactors(rangingfrom2to4forgranularitiescoarserthan
d=256,ascanbeobservedfromFigs.21and22),theheuristiccanleadtoverygood
overallexecutiontimeimprovements.Furthermore,theenlargementcostisdoneonce
perzone,andremainsthesameregardlessofthenumberofmobileusers(i.e.,cipher-
textstomatchagainst).Hence,astheuserpopulationgrows,theperformancegainof
theheuristic(whichisalwaysafactoroftheoriginalzoneevaluationtime)willlead
tolineargainsinthenumberofusers,whereastheenlargementcomputationoverhead
staysconstant.Weconcludethat,overall,thezoneenlargementheuristiciseffectivein
reducingthematchingoverhead,evenforsmallvaluesofenlargement(i.e.,onlyasmall
amountofprivacyneedstobetradedoffforsignifcantperformancegains).

7 Relatedwork

LocationPrivacy.Theproblemoflocationprivacyhasbeenextensivelystudiedover
thepastdecade,asitbecameclearthatmobileusers’movementpatternscandisclose
sensitiveinformationaboutindividuals.Asignifcantamountofresearchfocusedon
theproblemofprivatelocation-basedqueries,whereuserssendtheircoordinatesto
obtainpointsofinterestintheirproximity.Someoftheearlierworkattemptedtoprotect
locationsofrealusersbygeneratingfakelocations.Forinstance,in[24]thequerying
usersendstotheserverk−1fakelocationstoreducethelikelihoodofidentifying
theactualuserposition.SpaceTwist[32]performsamultiple-roundincrementalrange
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Fig.23:Zoneexpansiontimevsalertzonecoverage
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Fig.24:Zoneexpansiontimevsexpansionfactorα

queryprotocol,basedonafakeanchorlocationthathidestheusercoordinates.In
[8],arandomcloakingregionthatenclosestheuserisgenerated.However,thefake
locationscanbedetectedusingvariousflteringtechniques,whichleavestherealusers
vulnerable.
Anewdirectionofresearchstartedby[20]andcontinuedby[14,22,29]relies

ontheconceptofCloakingRegions(CRs).CR-basedsolutionsimplementthespatial
k-anonymity(SKA)[22]paradigm.Foreachquery,atrustedanonymizerservicegen-
eratesCRsthatcontainatleastkrealuserlocations.IftheresultingCRsarerecipro-
cal[22],SKAguaranteesprivacyforsnapshotsofuserlocations.However,supporting
continuousqueries[9]requiresgeneratinglarge-sizedCRs.In[11,21],theobjectiveis
topreventtheassociationbetweenusersandsensitivelocations.Usersdefneprivacy
profles[11]thatspecifytheirsensitivitywithrespecttocertainfeaturetypes(e.g.,hos-
pitals,bars,etc.),andeveryCRsmustcoveradiversesetofsensitiveandnon-sensitive
features.In[23],thesetofPOIisfrstencodedaccordingtoasecrettransformation
byatrustedentity.AHilbert-curvemapping(withsecretparameters)transforms2-D
pointsto1-D.Users(whoknowthetransformationkey)maptheirqueriesto1D,and
theprocessingisperformedinthe1-Dspace.However,themappingcandecreaseresult
accuracy,andthetransformationmaybevulnerabletoreverse-engineering.
TheproblemwithCR-basedmethodsisthattheunderlyingk-anonymityparadigm

isvulnerabletobackgroundknowledgeattacks.Thisisparticularlyaprobleminthe
caseofmovingusers,sincetrajectoryinformationcanbeusedtoderivetheidentities
behindreportedlocations.Morerecently,differentialprivacy[13],aprovablysecure
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modelforsemanticprivacy,hasbeenusedforspatialdatain[10].However,differential
privacyisonlysuitableforaggregatereleasesofdata,andcannothandleprocessingof
individualupdates,asrequiredbyanalertsystem.
Closertoourwork,aPrivateInformationRetrieval(PIR)protocolisproposed

in[16]fornearest-neighborqueries.Theprotocolisprovablysecure,andalsouses
cryptography.However,itconsidersa’pull-based’approach,andassumesthattheuser
alreadyknowsthelocations/hewantstoretrievepointsofinterestfrom.Incontrast,
ourfocusisona’push-based’notifcationservice,wherethePIRsolutioncannotbe
appliedsincetheuserisnotawareofwherethealertzonesare.
SearchableEncryption.Oneoftheearliestworksthatcoinedtheconceptof

searchableencryptionwas[31],whichproposedprovablysecurecryptographictech-
niquesforkeywordsearch.Onlyexactmatchesofkeywordsweresupported.Later
in[5],thesetofsearchpredicatessupportedwasextendedtocomparisonqueries.How-
ever,theresultingsolutioncouldnotbeeasilyextendedtoconjunctionsofconditions,
withoutaconsiderableincreaseinciphertextandtokensize.Theworkin[6]further
extendedthesetofsupportedpredicatestosubsetqueries,aswellasconjunctionsof
equality,comparisonandsubsetquerieswithsmallciphertextandtokensize.Theau-
thorsof[6]alsointroducedHVE,whichweemployasabuildingblockinoursolutions
forprivatelocation-basedalertsystems.HVEprotectstheprivacyoftheencryptedmes-
sagesreceivedfromusers,butassumesthatthetokeninformation(e.g.,alertzones)is
public.Themorerecentworkin[2]extendsHVEtoalsoprotectthetokens.However,
thesolutionismoreexpensive.

8 Conclusion

Weproposedasystemforsecurelocation-basedalertswhichutilizessearchableen-
cryption.Weintroducedtwoalternatedataencodingsthatalloweffcientapplicationof
cryptographicprimitivesforsearchonencrypteddata(namelyHVE).Furthermore,we
devisedperformanceoptimizationsthatreducetheoverheadofsearchableencryption,
whichisnotoriouslyexpensive.Wealsodevisedaheuristicthatenlargesalertzonesby
asmallfactorinordertoreducematchingtime,thusachievingatunableperformance-
privacytrade-off.Tothebestofourknowledge,thisisthefrstattempttousesearchable
encryptioninthecontextofprocessinglocationdata.Theexperimentalevaluationre-
sultsshowthatsearchableencryptioncanbemadepracticalwithcarefulsystemdesign
andoptimizations.
Infuturework,weplantoinvestigatemoreadvanceddataandqueryencodingtech-

niques(beyondregulargrids)thatwillallowustosecurelyalertuserswithevenlower
overhead.Wealsoplantostudyothertypesofmatchingsemanticsbeyondrangequeries
(e.g.,nearest-neighbors,top-k).
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A PrimeronHVEEncryption

HVEisbuiltontopofasymmetricalbilinearmapofcompositeorder[4],whichisa
functione:G×G→GTsuchthat∀a,b∈Gand∀u,v∈Zitholdsthate(a

u,bv)=
e(a,b)uv.GandGTarecyclicmultiplicativegroupsofcompositeorderN =P·Q
wherePandQarelargeprimesofequalbitlength.WedenotebyGp,Gqthesubgroups
ofGofordersPandQ,respectively.LetldenotetheHVEwidth,whichisthebit
lengthoftheattribute,andconsequentlythatofthesearchpredicate.HVEconsistsof
thefollowingphases:
Setup.TheTAgeneratesthepublic/secret(PK/SK)keypairandsharesPKwith

theusers.SKhastheform:

SK=(gq∈Gq, a∈Zp, ∀i∈[1..l]:ui,hi,wi,g,v∈Gp)

TogeneratePK,theTAfrstchoosesatrandomelementsRu,i,Rh,i,Rw,i∈Gq,∀i∈
[1..l]andRv∈Gq.Next,PKisdeterminedas:

PK=(gq, V=vRv, A=e(g,v)
a,

∀i∈[1..l]:Ui=uiRu,i, Hi=hiRh,i, Wi=wiRw,i)

EncryptionusesPKandtakesasparametersindexattributeIandmessageM ∈
GT.Thefollowingrandomelementsaregenerated:Z,Zi,1,Zi,2∈Gqands∈Zn.
Then,theciphertextis:

C=(C
′

=MAs, C0=V
sZ,
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∀i∈[1..l]:Ci,1=(U
Ii
iHi)

sZi,1, Ci,2=W
s
iZi,2)

TokenGeneration.UsingSK,andgivenasearchpredicateencodedaspattern
vectorI∗,theTAgeneratesasearchtokenTKasfollows:letJbethesetofallindices
iwhereI∗[i]=∗.TArandomlygeneratesri,1andri,2∈Zp,∀i∈J.Then

TK=(I∗,K0=g
a

i∈J

(u
I∗[i]
i hi)

ri,1w
ri,2
i ,

∀i∈[1..l]:Ki,1=v
ri,1, Ki,2=v

ri,2)

Queryisexecutedattheserver,andevaluatesifthepredicaterepresentedbyTK
holdsforciphertextC.TheserverattemptstodeterminethevalueofM as

M =C
′

/(e(C0,K0)/
i∈J

e(Ci,1,Ki,1)e(Ci,2,Ki,2) (1)

IftheindexIbasedonwhichCwascomputedsatisfesTK,thentheactualvalueof
M isreturned,otherwiseaspecialnumberwhichisnotinthevalidmessagedomain
(denotedby⊥)isobtained.
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