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Abstract 

Despite increased use of digital biodiversity data in research, reliable methods to identify 
datasets are not widely adopted. While commonly used location-based dataset identifiers such 
as URLs help to easily download data today, additional identification schemes are needed to 
ensure long term access to datasets. 

We propose to augment existing location- and DOI-based identification schemes with 
cryptographic content-based identifiers. These content-based identifiers can be calculated from 
the datasets themselves using available cryptographic hashing algorithms (e.g., sha256). These 
algorithms take only the digital content as input to generate a unique identifier without needing a 
centralized identification administration. The use of content-based identifiers is not new, but a 
re-application of change management techniques used in the popular version control system 
"git". 

We show how content-based identifiers can be used to version datasets, to track the dataset 
locations, to monitor their reliability, and to efficiently detect dataset changes. We discuss the 
results of using our approach on datasets registered in GBIF and iDigBio from Sept 2018 to May 
2020. Also, we propose how reliable, decentralized, dataset indexing and archiving systems can 
be devised. Lastly, we outline a modification to existing data citation practices to help work 
towards more reproducible and reusable research workflows. 
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Reliable Dataset References

Michael Elliott, Jorrit H. Poelen, José A. B. Fortes



What does an unreliable reference look like?
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 An example reference using a URL

Levatich T, Padilla F (2017). EOD - eBird Observation
Dataset. Cornell Lab of Ornithology. Occurrence dataset
https://doi.org/10.15468/aomfnb accessed via GBIF.org
on 2018-09-02.
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on 2018-09-02.
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https://doi.org/10.15468/aomfnb

?
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https://doi.org/10.15468/aomfnb

http://ebirddata.ornith.cornell.edu/downloads/gbiff/

dwca-1.0.zip
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https://doi.org/10.15468/aomfnb

https://www.gbif.org/occurrence/download?dataset_key=

4fa7b334-ce0d-4e88-aaae-2e0c138d049e

Dataset
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https://doi.org/10.15468/aomfnb

https://www.gbif.org/occurrence/download?dataset_key=

4fa7b334-ce0d-4e88-aaae-2e0c138d049e

Dataset

Levatich T, Padilla F (2017). EOD - eBird Observation
Dataset. Cornell Lab of Ornithology. Occurrence dataset
https://doi.org/10.15468/aomfnb accessed via GBIF.org
on 2018-09-02.



A reference is reliable if it both

 Allows continued access to what was referenced

 Only identifies what was referenced

Location-based identifiers, such as URLs, tend to be 

unreliable
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How can we reliably reference datasets served at unreliable 

URLs?
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 Content-based identifiers can be used to identify 

datasets

 Cryptographic hash functions can produce unique 

content-based identifiers for digital datasets

Content-based identifier for the 2017 eBird dataset:

hash://sha256/29d30b566f924355a383b13cd48c3aa239
d42cba0a55f4ccfc2930289b88b43c

Content-based identifier for the 2019 eBird dataset:

hash://sha256/ec3ff57cb48d5c41b77b5d1075738b40f5
98a900e8be56e7645e5a24013dffc4
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http://ebirddata.ornith.cornell.edu/downloads

/gbiff/dwca-1.0.zip

Download at 1:25 AM on 

September 2, 2018

hash://sha256/29d30b566f924355a383b13cd

48c3aa239d42cba0a55f4ccfc2930289b88b43c

hash://sha256/c253a5311a20c2fc082bf9bac8

7a1ec5eb6e4e51ff936e7be20c29c8e77dee55



 Our example eBird reference:

Levatich T, Padilla F (2017). EOD - eBird Observation 
Dataset. Cornell Lab of Ornithology. Occurrence dataset 
https://doi.org/10.15468/aomfnb accessed via GBIF.org 
on 2018-09-02.

 Add a content-based identifier

Levatich T, Padilla F (2017). EOD - eBird Observation 
Dataset. Cornell Lab of Ornithology. Occurrence dataset 
hash://sha256/29d30b566f924355a383b13cd48c3aa239
d42cba0a55f4ccfc2930289b88b43c
accessed at https://doi.org/10.15468/aomfnb via 
GBIF.org on 2018-09-02
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 In order to have reliable references,

1) Datasets must be addressable and retrievable using 

content-based identifiers (rather than, e.g., URLs)

2) Datasets that could be used in the future should be 

archived

3) Openly accessible registries must exist to lookup 

locations for datasets referenced by content-based 

identifiers

4) Agents must exist to collect datasets, record their 

provenance (i.e., history record), deposit them into 

archives, and share their new locations with public 

registries
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 Why are reliable references important?

◼ The reliability of URLs as references decreases over time
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(Datasets)



 Why are reliable references important?

◼ The reliability of URLs as references decreases over time
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Based on our paper, “Toward Reliable Biodiversity Dataset 

References” (Preprint: https://ecoevorxiv.org/mysfp)

The research was funded in part by a grant (NSF OAC 

1839201) from the National Science Foundation and the 

AT&T Foundation.
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Thanks for Listening!

https://ecoevorxiv.org/mysfp
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Can’t verify whether the retrieved 

dataset is what was referenced

Now we can verify the dataset, but link rot is still possible

Now we can reliably find and verify the dataset
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Agenda (see ​https://tinyurl.com/reliable-data ​) 

1. Primer Questions (1 min) 

2. Michael presents "Reliable Dataset References” (10 mins) 

3. Revisit Primer Questions (1 min) 

4. Discussion (45 - 12 = 33 mins) 

5. Sign-up for ​post-discussion hallway conversation​ at 
https://ufl.zoom.us/j/98346741161​ at 4PM EST (BYO coffee and 
cookies!) 
 

  

https://tinyurl.com/reliable-data
https://ufl.zoom.us/j/98346741161


Primer Questions 
 

How do ​you​ make sure to keep ​your​ data around? 

How do ​you​ (reliably) reference data in publications? 

How do ​we ​ identify ​our​ digital data so that it can be kept for the 
next 50 years? 

 

  



Michael presents "Reliable Dataset References” 

 

 

 

  



Revisit Primer Questions 
 

How do ​you​ make sure to keep ​your​ data around? 

How do ​you​ (reliably) reference data in publications? 

How do ​we ​ identify ​our​ digital data so that it can be kept for the 
next 50 years? 

 

 

Post-Discussion Hallway Conversation Signup: 

Please add your name / affiliation / content info via 
https://tinyurl.com/reliable-data​  and join us at 
https://ufl.zoom.us/j/98346741161​ at 4PM EST for a casual 
hallway conversation. 
(edited: removed email addresses to reduce exposure) 
 

Name Affiliation Contact Info 

Jorrit Poelen Ronin Institute xxx 

Michael Elliott University of Florida xxx 

Beth Chambers William & Mary xxx 
 

Gil Nelson iDigBio xxx 

Jeff Gerbracht Cornell Lab of Ornithology xxx 

https://tinyurl.com/reliable-data
https://ufl.zoom.us/j/98346741161


Jose Fortes UF ACIS/iDigBio xxx 

Randy Singer  University of Michigan xxx 

Gabriel Kamener xxx 

Ali Krzton Auburn University xxx 

Deborah Paul Florida State University xxx 
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