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Abstract: In this work, we investigate a security game between an attacker and a defender.
We formulate a zero-sum game in which the payoff matrix has a special structure which results
from the additive property of the utility function. The combinatorial nature of security games
leads to a large cost matrix. We present structural properties of the optimal attacker strategy.
Based on the structural properties, we propose a polynomial-time algorithm to compute the

value of the large-scale zero-sum game.
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1. INTRODUCTION

Security of networks has become ubiquitous in modern
large networking infrastructures. There has been a sig-
nificant improvement in the efficiency and reliability of
systems due to enhanced interconnection of intelligent
devices. However, this has opened the door for strategic
adversaries to exploit the vulnerabilities of the network
and cause damage. This gives rise to important questions
regarding the security of the network, for example, what
are the potential threats to the network, or what are the
cost-efficient defense strategies. In this work, we investi-
gate an asset protection game between an adversary and
a network provider.

In order to minimize the impact of a malicious attack
on a large-scale system, resources need to be efficiently
allocated to protect “high-value” targets. Since attackers
can exploit the vulnerabilities of the network to launch
a high-impact low-frequency attack, it is necessary to
examine the security of the network from a mathematical
perspective in order to obtain optimal defense strategies.
Game theory (Basar and Olsder (1999)) is a useful tool
to model adversarial scenarios. Security games model
attack scenarios wherein an attacker attacks a number of
targets while the defender allocates its resources to protect
them to minimize the impact. The payoff for the attacker
and the defender is based on the successfully attacked
and protected targets, respectively. Traditionally, attacker-
defender games have been modeled as zero-sum games,
and the resulting saddle-point strategies are assumed to
be optimal for both players.

The combinatorial nature of a security games renders
the problem of obtaining optimal strategies for the play-
ers computationally infeasible. Kiekintveld et al. (2009)
proposed an algorithm for randomized security resource
allocation by introducing a compact representation for
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Stackelberg security game with multiple resources based
on a mixed-integer programming formulation. They con-
sider an attacker that attacks one target, and a defender
that has multiple resources to defend the targets. Bhat-
tacharya et al. (2011) propose an approximation algorithm
to compute Stackelberg strategy for a security game in
which the defender tries to minimize the total cost of
the resources. Korzhyk et al. (2011c) show that under a
natural restriction on security games (subsets of defense
sets are defense sets), any Stackelberg strategy is also a
Nash equilibrium strategy. Brown et al. (2012) consider
a security game with multiple attackers, and provide ap-
proximate algorithms to compute optimal solutions.

Although, Stackelberg models have been used in real world
applications (Pita et al. (2008), Jain et al. (2010)), one
of their major drawbacks is the fact that the defender
cannot be sure that the attacker is aware of the defender’s
mixed strategy before his/her decision. Yin et al. (2010)
and Korzhyk et al. (2011b) model the uncertainty of the
attacker’s knowledge about the defender’s mixed strategy
as part of the game, and propose an iterative algorithm
based on alternating between Nash equilibrium solver and
a Stackelberg solver. Another remedy for Strong Stack-
elberg solutions is proposed by Guo et al. (2018) which
introduces the solution concept of the inducible Stackel-
berg equilibrium to avoid overoptimism. In the past, there
has been some work to connect equilibrium computation in
security games to combinatorial optimization. Xu (2016)
and Wang and Shroff (2017) reduced the security game
to a combinatorial optimization problem which can be
characterized by a set consisting of the defenders pure
strategies. Moreover, their framework captures most of the
characteristics of the security game models.

In the past decade, there has been extensive research on
the complexity of computing the equilibrium of security
games due to their combinatorial nature. Korzhyk et al.
(2010) show that computing the optimal Stackelberg strat-
egy in security resource allocation game, when attacker
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attacks one target, is NP-hard in general. However, when
resources are homogeneous and cardinality of protection
set is at most 2, polynomial-time algorithms have been
proposed by the authors. Korzhyk et al. (2010) propose
an LP formulation similar to Kiekintveld’s formulation,
and present a technique to compute the mixed strategies
in polynomial time. In the presence of multiple attackers
with limited resources, solving the security game becomes
significantly more challenging. Korzhyk et al. (2011a) pro-
pose a polynomial-time algorithm for computing Nash
equilibrium in security games modeled as a non-zero game
with multiple attacker resources. Our work lies in a similar
vein. In contrast to the iterative procedure proposed in
Korzhyk et al. (2011a), we derive structural properties
of the optimal solution to arrive at a polynomial-time
algorithm to compute the value of a zero-sum security
game.

In this work, we assume that the utility function has
an additive property i.e., the total utility of successfully
attacking multiple targets is equal to the sum of utilities
of the individual targets. In several practical problems, it
is possible to approximate the utility function with an ad-
ditive utility function (Soltan et al. (2018), Korzhyk et al.
(2011c)). However, one may also consider non-additive
utility functions to capture the interdependency between
targets. Wang and Shroff (2017) and Wang et al. (2017)
examine the security game with non-additive utilities and
multiple targets. They use the framework proposed by Xu
(2016) which shows that a security game is equivalent
to a combinatorial optimization problem over the pure
strategies of the defender. They prove that computing
optimal strategies is NP-hard in general, and under some
constraints they propose polynomial-time algorithms.

In this work, we address a security game between resource-
constrained players in which the utility function has an
additive property. In Section 2, we present the problem
formulation. In Section 3, we present structural properties
of the optimal attacker strategy. In Section 4, we present
a polynomial-time algorithm to compute the value of a
large-scale zero-sum game. In Section 5, we present our
conclusions along with some future work.

2. PROBLEM FORMULATION: SECURITY GAME

Consider a two-person zero-sum game on a graph G(v,€)
containing n vertices and m links, where v = {1,...,n}
and € = {1,...,m} are the vertex set and the edge set,
respectively. We assume an attacker (player 1) chooses k-
links to attack. So, there are n, = (;Z:) actions for player 1.
On the other hand, protection budget of links is limited,
and we assume that only k4 links will be protected by
the defender. So, there are ng = (,Z;) actions for player
2. The defender (Player 2) has no knowledge about the
links chosen by player 1. In order to find the optimal
strategy for the players, we formulate a strategic security
game (X,), A), where X and ) denote the action sets
for attacker and defender, respectively, and card(X) =
ng,card(y) = ngy. Every element of X', denoted by x;, is
defined as the attacked links. Similarly, y; € ) is defined as
the protected links. Let Z = {1,...m}. Each z; € X and
y; € YV is a kg-tuple, and kg4-tuple subset of Z, respectively.

The attacker has no information about the links that
are protected by the defender. Let ¢; denote the cost
associated to link 4, and each link is labeled such that

¢i > ¢; for
We consider an additive property for the utility function
i.e., entries of the cost matrix A are defined as follows:

a;= >, ¢ (1)

{l|16xmy§.}

7> 7.

A represents the game matrix or payoff matrix for player
1. Since we consider a zero-sum game, the payoff matrix
for player 2 is —A.

Let p, g be the probability vectors representing the mixed

strategies for player 1 and player 2, respectively. The
expected utility function is

v =pTl Aq.
According to the minimax theorem, every finite two-
person zero-sum game has a saddle point with the value,
v*, in mixed strategy p* = [p?, e ,pfla] " for player 1, and

mixed strategy ¢* = [qf, . ,q;;d]T for player 2, such that
player 1’s average gain is at least v* no matter what player
2 does. And player 2’s average loss is at most v* regardless
of player 1’s strategy, that is

T Ag* < p*TAg* < p*T Aq.

In the next section, we present an algorithm to compute
v* which is polynomial in m, k, and k.

3. STRUCTURAL PROPERTIES OF THE OPTIMAL
SOLUTION

Since v* denote the value of the game, the following holds:

Vo, A, g (o)
Let (pTA); denote the i*® element of p”A. From (1),
(pT A); can be written in the following form,

(P"A) =D pjaji=Y_pi >, b= ad;
=1

j=1 lex;ny;° Jey§

where,

a= > p (2)
{ilj€z:}
Note that (pT A); > v*, Vi, and minimum value of (p? A);
is v*. We say p; € o; when p; is present in the R.H.S of
(2) (i.e. j € xy).
Lemma 1. Let T' = {a;,, ..
a;’s with cardinality k.

(1) Fpe st. pe € ayy,.. iy, andpe & gy s, Qi
(2) Given any «, ¢ I, there exists o; € I" such that p;’s
can be perturbed to reduce «,. by § > 0, and increase
a; by 6 without any change in o;’s for i € Z\ {r, j}.

., v, } be an arbitrary set of
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Proof. 1) We prove for the special case when T' =

{a1,...,ax,}. From (2), it is clear that p; is com-
mon in oi,...,0,. Moreover, p; does not appear in
Qyt1, - - - > Oy, because none of k, +1,...,m lie in z;. For

the general case, it is possible to relabel ¢;’s such that
['={ay, ..., } ={ai, .., }. Therefore, pj lies in
...,y 5 and we can define p. = p} .

2) In order to prove this claim, we assume that p. € ..
From part 1, there exists «;, such that p. ¢ «;. From
part 1, there exist p, such that p. € «;, and p/, belongs
to all o;’s which contain p. except «,.. So by reducing p.
by ¢ and increasing p. by J, we are able to reduce «,. and
increase a; without affecting other a;’s. O

Theorem 1. For k, + kg < m, the optimal solution p* and
v* satisfy the following properties:

(1) aj¢; > ajo; for i > j,
(2) v* =aigr+ -+ ), g Pm—kas
(3) ajgi =ajo; Vi,j€{m—ka,...,m}.

Proof. 1) We prove by contradiction. Assume that there
exists ¢ and j such that a;¢; < oj¢; for ¢ > j for the
optimal solution. Since ¢; > ¢;, a; > «;. From property 2
in Lemma 1, pg,p/, > 0 exist such that pg € a; (pa ¢ o)
and p/; € oy (p); ¢ ;). We show that if pg is decreased by
d, and p/ is increased by ¢, v* either increases or remains
constant. As a consequence, the first assumption is not
correct, and we conclude that a;¢; > a;¢;. In order to
show that v* is not decreasing, we analyze an arbitrary
(pT A),. Since we know that (pTA), > v*, v* can be
decreased only when (pT A), is decreased for (p A), = v*.
If (pT A), contains both a;¢; and aj¢;, the value of (pT A),
is increased by reducing «; and increasing a;. If (p? A),
only contains a;¢;, it will increase as well. If (pTA),
contains only a;¢;, there exists another (p? A), such that

(pTA)p = (T A)yr — ajd; + i (3)

Since we assumed that a;¢; > a;¢i, (pT A), > (pTA),r >
v*. Therefore, we can pick ¢ such that by reducing «;,
v* is not reduced. The last case is when (p” A), does not
contain a;@;, aj¢;. In this case v* is not affected. Hence
the first property holds.

2) Since v* = min;(p? A);, and (pT A);’s are constructed
from all m — k4 combinations of a;j¢; the second property
holds.

3) We prove by contradiction. Assume that 3i € {m—k,+
1,...,m} such that a;¢; > a;—1¢;—1. Since ko + kg < m
sthere exists I' = {ay,,..., a4, } such that dy,... 4, <
m — kg, and from property 2 in lemma 1, there exists an
r € {1,...,kq} such that we can reduce a; and increase
o, without affecting the other a’s which in turn increases
the v*. Since v* is the value of the game, we reach a
contradiction. Therefore, the assumption at the beginning
cannot hold as a result of which the property holds. O

Corollary 1.1. If kq+kq < m, the optimal solution satisfies
the following:

O‘rnd)m == a:¢s Z 2 a:_ka+1¢s—ka+1v (4)
s €{kgy...,m—kq}.

The proof of the above corollary follows from Theorem 1
and Lemma 1. From Lemma 1, we can conclude that any
oj #0for j=1,...,05_k, can be reduced to increase v*.
Therefore af =--- = a:—ka =0.

Let U, and U,, called active sets of attacker and defender,
denote the union of z;’s and y;’s corresponds to the
support sets of p* and ¢*, respectively.

Corollary 1.2. In a security game (X, Y, A), U, = {i,i +
1,...,m}, where i € {1,...,m — k. }.

4. COMPUTATION OF THE VALUE

We consider the game from the attacker’s perspective. For
U, ={i,...,m}, the following holds:

(T A); >0 Vi st a;NU, = 0.
Consequently,
g =0 Vj st zj NUy =0,

otherwise, p*T Aq > v*. Hence, Uy C U,.

According to Corollary 1.2, both players choose strategies
that involve set of links with highest impacts (¢;). We
use this property to reduce the possible scenarios for the
attacker by constructing an (m — kq) X (m — kq) matrix
U such that its element (i, + r), denoted as Uj 4y, is
associated with the following condition:

am¢m = :as¢s > Cstl(bsfl 2 2 asf’r¢sfr
s=m—kg—1+1 (5)
P e {0, kadyi€ {1, ., m—ka}. (6)

The above condition can be interpreted as U, = {s—r, s —
r+1,...,m}, and Uy = {s,s+1,...,m} for cell U; ;1.
Since Uy C Uy, we consider that U; ; is not a candidate for
the solution of the security game, when j < 4.

The following theorem relates v* to elements of U.
Theorem 2. v* = max{U, ;}. Elements of U are defined as

follows:
o U= % when c;ps > k.

s—1 ko—1)i
* Ui7i+7’ = l=s—r ¢l + %’

when ¢;¢s_, > 1, and ¢;ps > kg — 1 > cips_1

° Ui,i-&-r = (ka -r—= Ci—l¢s)¢s—r + ZIS;:_T.+1 o1 + i¢ps
when Ciqssfr < i7 and Ci¢s > ka -r> ci(bs - 17

e Otherwise(i.e. when the above conditions are not
satisfied), U; ; is not a candidate for the solution, and
this entry is not considered in max.

where ¢; = Y7 -
- J

Proof. The diagonal element U;; corresponds to the
following case:

O P = -+ = Qs P, (7)

je{l,...,s—1}
Substituting the above condition in the expression for v*
in Theorem 1, we obtain the following:

oj =0 for

mfkd

v = Z o) = iy = o =

l=s

v .
—, JE€S...,Mm
o dElsm)
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From Lemma 1, every p; is present in k, «;’s. Since
>ty Dy 1, Z _,a; = kg Substituting (8) into
Yoty @, we obtaln the following:

m

kot
Z = ko = v= mizl (8)
j=s Zd)_] Zj—s ¢7]
Let ¢; = Y 4 ;- Substituting v in (8) leads to the

following:

kq .
o = { o J €{s,...,m}
0 je{l,...,s—1}
Since ¢;’s are in ascending order, oy < 1 implies that
aj < 1for j > s. ¢s¢; < kg implies that o, > 1 which
contradicts the definition of v in (2). Hence, in this case
the maximum value of ay is 1. Therefore,

Oéj(ﬁjQ‘ < ]{)a, for
which implies that v, ap = k, cannot be satisfied. In
other words, U;; cannot be the optimal solution when
Psc; < kg, and this cell is not a candidate for the solution

of the game. Hence we can put this entry equal to 0, when
Ci¢s < kq.

The off-diagonal entry U, ;4, corresponds to the following
condition:

j=8y...,m,

am¢m == as(bs > Ots—1¢s—1 R o P, PR
s=m—kg—i+1 (9)
re {1y kadyi € {1, m— kg — 1) (10)

Substituting a;¢;’s from (5) in v = Z;":]kd a;¢; leads to
the following expression for v:

s—1
v= Z arpy +iajp; je{s,...,m}
l=s—r
s—1
v—) .«
:ajzw je{s,...,m} (11)
J
Since Zlﬁl a; = k,, we obtain the following:
= =s— raj(b]
> a+ Z J =k, (12)
l=s—r
s p— Z (Czdn —Z) o+ kqi (13)
ay o

l=s—r

where ¢; = ZT s ¢

on the coefficients of g in the above expression.

Next, we consider two cases based

First, we consider the case in which the coefficients of o
are positive (i.e. ¢;¢s—, > ). From (13), we can conclude
that the maximum value of v occurs at the following values
of a’s:

0 je{1,...,s—r—1}
o = kl je{s—r,...,s—1} (14)
oy je{s,...,m}

If kca% < 1, then entry of U; ;4. is a candidate for the
solution of the security game. Substituting (14) in (13)

leads to the following expression for v:

s—1

(ko — 7)1
= E A AL 15
‘ l=s—r ¢l i Ci ( )
If ’i;r > 1, the constraint of a; < 1 is violated, and

consequently this cell of U cannot be the solution for the
security game.

Next, we consider a case in which some coefficients of o
in (13) are negative, and k” ~ > 1. In this case, a; should
be modified, and the only ‘case which can be a candidate
for the solutlon of the game is

0
1) j=s—r
1
bs

Q= jeE{s—r+1,...,s} (16)
2 jefs+1,...m),
where 6 = k, — r — ¢j_1¢s, which is resulted from

Sy aj = ke Since 0 < 6 < 1, kg — 7
which is equivalent to c;s — 1 < k, — 7.

—ci—19s > 0,

Moreover, v can be computed from Theorem 1, second
part, which is given by the following expression:

s—1
> 4

l=s—r+1

v = 6¢s—r +igs + (17)

From definition of U, in U, ;4,, the active sets are U, =
{s=r,s—r+1,...,m}, and Uy = {s,s+1,...,m}. Each
column and row of U, corresponds to the attacker and
defender’s active set, respectively. O

Corollary 1.3. v* can be computed in O((m — kg)?).

The above corollary can be concluded from the fact that
U has (m —kg)? entries. Algorithm 1 gives the value of the
game and active links for the attacker and the defender.

Next, we show the feasibility of each cell of U i.e., there
exists a p which satisfies the values of « in each cell of
U obtained in the previous analysis. In other words, we
show that in each cell of U that can be a candidate for
the value of the game, there exists p > O,Z;V:lpj =1

such that Mp = a, where a = [aq, ..., am]T is obtained
from the analysis in proof of Theorem 2. M is a matrix of
dimension (7]:) xm, and each column has k entries equal to
1 and rest of the entries equal to 0. In other words, M is a
matrix constructed from (Z’) combinations of k£ one in an
m dimensional vector. We refer to M as a combinatorial

matriz, and denote it as M, x)-

Lemma 2. Let oo = [og,..., 0], and >y aj =k, and
0 < a; < 1. a lies in the convex-hull of columns of My, x)-

In other words, there exists p > 0, Zjvzl pj = 1, such that
Mp = a.

Proof. The proof is by induction. We assume that the

lemma is true for m’ = m —1 and k¥ = 1,...,k — 1.
Moreover, M, ) can be written as
17 o’
M) = (18)

Mpm—1,5—1) Mpn—1,5
By separating p into p; and ps,
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Algorithm 1 Computation of the value, and active links

: Input: ¢1,...,0,, and k., kg
: Output: v*,U,, Uy
: Construct U based on Theorem 2
fori=1:m— kg do
if ¢;¢s > ko then
Ui = %
else '
Ui,i =0
end if
forr=1:k, do
if cips_ > i, and c;005 > kg — 17 > ¢;¢5—1 then

s—1 (ko —1)i
l=s—r o+ T 0

elseif ¢;¢s_, < i,and ¢c;¢p5 > kg — 7 > cips—1

© PN >T R

— =
= O

—

Uijivr =

—

then
14: Ui,i—i—r =
le;srl—r+l ¢l + Z¢5
15: else
16: Ui,i—i—r =0
17: end if
18: end for
19: end for
20: v* < max U ;
21: (i*,5%) « argmax U, ;
22: U, (*{mfkdfj*+1,...,m}
23: Z/{d<—{m—kd—i*+1,...,m}

17 o’ D1
M, = il
k1P |:M[m1,k1] M[ml,k]:| {P2
17p,
Mim—1,k—11P1 + M1 P2 |

Second entry of the above matrix can be written in the
following form:

(k(l - r = ci—l¢s)¢s—r +

(19)

alM[m—l,k—l]pll + (]- - al)M[m—l,k]p/Qa (20)
where, p; = a1p’y, P2 = (1—ay)p’y. Since we assumed that
the lemma is true for m’ = m —1and k&' =1,...,k — 1,

there exists p’; and p’5 in a simplex such that the following
hold:

k-1 |

M[m—l,k}—l]pll = k—a : ) (21)
Qm
T

Mpyn—1,10's = — (22)
Qm

By substituting the above expressions in (19), we conclude
that M, yp = «, where p lies on a simplex. In other
words, a lies in a convex-hull of columns of M. In order
to complete the proof, we need to show that the lemma
holds for arbitrary Mg 1 and My, 1)-

Note that M, 11 = Inxm- Therefore p = «, and
> pj =iy aj = 1. Next,
Mpgrmp = (117 = Ip = (23)
T -1 1’
p=(11" —)Ta=(—-DNa=1—a. (24)

k

Consequently, lemma holds for base cases, which completes
the proof. o

Finally, we consider the case when k, + kg > m. When
k > %, the optimal solution satisfies the following:

QO = =+ = Q1 Phiy 1 = Qe Pl =+ + > Q1 O1,

As in the case of k, + kg < m, we can construct a matrix
U with i*" entry on the diagonal as follows:

UGy, =+ + - = Qs s, (25)
a; =0, je{l,...,s—1}
s=ky,—1+2

ie{l,... ka+1},

Since v = ij:_lkd a;o;,

v=20 for 1=1,... kg +kqg—m+1,

which implies that these cells cannot be a candidate for
the value of the game. For i > k, + kg — m + 2, we obtain
the following:
kq ko(i — ke —ka+m —2)
a; = s, U= .
cip; Ci

and off-diagonal entry (i, i4r) corresponds to the following
condition:

(26)

O P = -+ = Qs > Qg 1P5-1 =+ 2 Qg_pPs—p,
s=kq—i+2 (27)
re{l,... kot i€{l,... kq}.

For i < k, + k4 — m + 1, all entries corresponding to the
first k, + kg —m+ 1 columns are a candidate for the value
of the game. For other off-diagonal elements, we have an
analysis similar to the off-diagonal entries for k, + kg < m.

5. CONCLUSION

In this work, we investigated a security game. We formu-
lated a zero sum-game in which the payoff matrix of the
game has a special structure which results from the addi-
tive property of the utility function. We presented struc-
tural properties of the optimal attacker strategy. Based on
the structural properties, we proposed a polynomial-time
algorithm to compute the value of the large-scale zero-sum
game.

There are several directions of future research. One direc-
tion is to use the proposed structural property to formulate
a network design problem to minimize the impact of at-
tacks. Another direction of future research is to generalize
the results of this work to nonzero-sum games with dif-
ferent utility functions for attacker and defender. Finally,
we plan to extend our analysis to games with non-additive
utility functions by using perturbation analysis.
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