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Statistical Modeling and Analysis on the
Confidentiality of Indoor VLC Systems

Jian Chen

Abstract— While visible light communication (VLC) is
expected to have a wide range of applications in the near future,
the security vulnerabilities of this technology have not been well
understood so far. In particular, due to the extremely short
wavelength of visible light, the VLC channel presents several
unique characteristics than its radio frequency counterparts,
which impose new features on the VLC security. Taking a
physical-layer security perspective, this paper studies the intrinsic
secrecy capacity of VLC as induced by its special channel
characteristics. Different from existing models that only consider
the specular reflection in the VLC channel, a modified Monte
Carlo ray tracing model is proposed to account for both the
specular and the diffusive reflections, which is unique to VLC.
A deep neural network model is also proposed to describe the
spatial VLC channel response based on a limited number of
channel response samples calculated from the ray tracing model.
Based on these models the upper and the lower bounds of the
VLC secrecy capacity are derived, which allow us to evaluate the
VLC communication confidentiality against a comprehensive set
of factors, including the locations of the transmitter, receiver, and
eavesdropper, the VLC channel bandwidth, the ratio between the
specular and diffusive reflections, and the reflection coefficient.
Our results reveal that due to the different types of reflections,
the VLC system becomes more vulnerable at specific locations
where strong reflections exist.

Index Terms— Physical layer security, indoor VLC, multipath
reflection, secrecy capacity.

I. INTRODUCTION

ISIBLE light communication (VLC), which integrates

communication and illumination, has now become a very
active research topic in the area of wireless communication.
Compared with its radio frequency (RF) counterparts, VLC
enjoys many nice features, such as license free, interference
free, reusable spectrum, wider bandwidth, higher transmission
rate, higher energy efficiency and so on. Because of these
nice features, VLC has been considered to be a promising and
urgently-needed solution for offloading the crowded RF traffic
in fifth generation (5G) networks.
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While VLC is expected to have a wide range of applica-
tions in the near future, the security vulnerabilities of this
technology have not been well understood so far. In typical
VLC systems, data is transmitted by modulating the output
intensity of the emitters, and the data signal is captured
using photo-diodes as receivers. Contrary to the initial belief
that VLC is intrinsically secure because the propagation of
visible light is directive and can be confined within a closed
space, recent studies have revealed that this is not necessarily
true, especially in public areas [1], [2]. Without any sort of
wave-guiding transmission media, the light illumination that
a VLC link piggybacks on is diffusive in most real-world
applications, which makes VLC links inherently susceptible
to eavesdropping by an unintended receiver in the same room.
For example, the diffusive visible light illumination can be
easily picked up and recorded by an eavesdropper using
a VLC receiver at many locations in the space, and may
be analyzed afterwards to reveal the information embedded
in the light. Such a unique “what-you-see-is-what-you-get”
feature of visible light [3] makes eavesdropping a highly
realistic threat to VLC, as its light can be seen at many
locations due to its diffusiveness. This threat applies to most
public indoor environments, such as libraries, meeting rooms,
shopping centers, or aircrafts. Even worse, eavesdropping from
outside of the space is possible when there are windows on
the wall [1], [4], [5].

In particular, due to the extremely short wavelength of
visible light (0.38 ~ 0.69 pm), the VLC channel presents
several unique features than its RF counterparts. For example,
a VLC channel is a mix of both specular reflection and
diffusive reflection, which allows a VLC signal to be overheard
(or seen) at much more locations than a RF signal whose
reflection is dominantly specular, even when an eavesdropper
is outside the main-lobe of the intended VLC communication.
As a result, in contrast to the conventional multi-path RF
channel, a VLC channel is no longer a discrete sequence
of a small number of signal paths, but rather a continuous
combination/clusters of signal paths reflected by the entire
environment — a direct consequence of the diffusive reflection
of visible light. Such a drastic change on channel charac-
teristics imposes new security features on VLC communica-
tion, and requires a different method to investigate than its
well-studied RF counterparts.

With that in mind, in this work we attempt to investi-
gate the intrinsic confidentiality of VLC communication as
induced by its special channel characteristics. We consider the
issue of communication confidentiality, because eavesdropping
has been foreseen as the most common threats faced by
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VLC communications once they are deployed [2], [4], [6].
In contrast to many existing confidentiality studies that take
measures at upper layers of the network protocol stack,
such as access control, password protection, and end-to-end
encryption, our investigation takes a physical-layer security
perspective and targets at the fundamental issue of VLC
channel’s secrecy capacity, by characterizing how easily a
VLC signal would be overheard when it is transmitted over
the channel. Note that our study aims at understanding the
intrinsic security limits faced by the VLC signal itself, which
is independent from any cryptographic measures that could
be added on the upper layers. Our work is also distinguish-
able from other VLC security papers [7]-[10] that aim at
exploiting physical layer features to provide encryption in the
sense that our focus is on the intrinsic information-theoretic
secrecy limits of the channel, while their studies are from
the operational/implementation perspectives of VLC systems.
In practice, our study may lead to a better design of VLC trans-
ceivers that possess certain built-in eaversdropping-proofness,
and may be used in orthogonal with upper-layer cryptographic
methods to further enhance the security of VLC systems.

So far, the study on the secrecy capacity of VLC in the
literature is still quite preliminary. Most of the existing models
consider the VLC channel as a wiretap channel under line of
sight, and have ignored the different types of signal reflections
on the channel. In contrast, our study in this paper aims to
exploit the unique characteristics of VLC channel in calculat-
ing its secrecy capacity. To the best of our knowledge, except
for our preliminary conference paper [11], this is the first work
that comprehensively considers the impact of both the specular
and the diffusive reflections on secrecy capacity of indoor VLC
and also investigates the spatial characteristics/distribution of
the secrecy capacity over the indoor communication space.
More specifically, the main contributions of our study are as
follows:

1) A modified Monte Carlo ray tracing method is proposed
to account for both the specular and diffusive reflections
in calculating VLC channel impulse response at a given
location.

2) A deep neural network (DNN) regression model is pro-
posed to efficiently estimate the VLC channel impulse
response as a function of the VLC link location in the
communication space based on the training data set of a
limited number of channel response samples calculated
according to the ray tracing model.

3) Based on these models, the upper bound and the lower
bound of the VLC secrecy capacity are calculated con-
sidering multiple reflections under specific conditions.

4) Leveraging the secrecy capacity bounds, we depict
the spatial characteristics/distribution of the VLC
secrecy capacity over given indoor communication
space.

5) We also study how the multiple types of reflections
affect VLC secrecy capacity against a comprehensive set
of factors, including the locations of the VLC transmit-
ter, receiver, and eavesdropper, the VLC channel band-
width, the ratio between the specular and the diffusive
reflections, and the reflection coefficient.
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The reminder of this paper is organized as follows.
Section II describes the related work. VLC system models
are presented in Section III, Section IV, and Section V,
respectively. Experimental design are presented in Section VI.
Evaluations and Discussions are analyzed in Section VII,
followed by Conclusions and future work in Section VIII.

II. RELATED WORK

While the research on VLC has achieved significant devel-
opment in many fields, such as channel modelling [12]-[15],
modulation [16], channel estimation [17]-[19], and channel
capacity analysis [20], [21], the security aspect of VLC has
not been well understood so far. Existing research on VLC
security is preliminary, as evidenced by the limited number of
related works and the narrow scope of problems addressed in
the literature. In [2], the authors discussed different scenarios
of VLC sniffing, and the results of the experiment suggested
that VLC channels should not be considered intrinsically
secure. Yin and Haas also confirmed the vulnerabilities of
multiuser VLC networks by providing an analytical framework
to characterize the secrecy performance [22]. Actually due to
the broadcast feature of VLC, an unintended receiver within
the same communication room may receive the information
without being noticed, and this kind of threat could even
apply to a scenario that the unintended receiver from outside
of the room could eavesdrop merely through the windows
or door gaps. The feasibility of such an attack was verified
in [5], where an attacker outside a room was able to accurately
figure out the program being played on a TV set in the room
just by observing the change of light intensity illuminated by
the TV through the window. Eavesdropping outside the direct
beam of the light was also verified by testbed in [1].

For most cases of securing VLC system, conventional
cryptographic methods can be implemented at specific lay-
ers of the protocol stack to provide data confidentiality,
integrity, and authenticity for VLC applications. The secret
keys required by these cryptographic methods can be gen-
erated by taking advantage of the physical layer character-
istics of the VLC channels, e.g., [23]-[25]. But it is facing
great challenges with the elevated capability of computation.
As a promising complement to it, physical layer security,
mainly represented by non-cryptographic methods, exploits
the noise and the structure of the VLC channel to limit the
amount of information that can be overheard by unauthorized
eavesdroppers [26]-[28].

From an information-theoretic point of view, the physical-
layer security was first introduced by Wyner as a wiretap
channel model [29]: an eavesdropper sniffs a degraded signal
from the main channel. The secrecy capacity is derived as
the difference between the information capacity for the two
channels. Different with RF communication, which is typically
modeled as a Gaussian broadcast channel with an average
power constraint at the transmitter side, the signal in VLC
is typically modulated onto the intensity of the emitted light,
it must satisfy average, peak as well as non-negative amplitude
constraints, imposed by practical illumination requirements
[20], [21], [30]. Due to the fundamental differences, results
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Fig. 1. A typical indoor VLC network system with Alice, Bob and Eve
considering reflections.

on the secrecy capacity obtained for RF networks can not be
directly applied to VLC networks.

By considering one transmitter, one legitimate user and one
eavesdropper in a VLC system, lower and upper bounds on
the secrecy capacity of the amplitude-constrained Gaussian
wiretap channel was recently studied in [31]-[33], with
the use of the derived capacity lower and upper bounds
in [34]. Mostafa, et al. analyzed the achievable secrecy rate for
single-input single-output (SISO) and multiple-input single-
output (MISO) scenarios, and proposed various beamforming
and jamming schemes to enhance the confidentiality of VLC
links [27]. In addition, Arfaoui, et al. derived in closed-form
the achievable secrecy rate as a function of the discrete
input distribution for wiretap channel under the amplitude
constraints of the input signal [35], [36]. To address the issue
of priori knowledge of locations or channel state information
of eavesdropper, in [37], [38], Cho, et al. investigated the
secrecy connectivity in VLC in the presence of randomly
located eavesdroppers, and they also study how the multipath
reflections affect the secrecy outage probability. However,
when considering the multipath reflections, they only deal
with the impact of main channel without considering of the
inter-symbol interference from multipath reflections.

III. VLC CHANNEL MODELLING

In a typical indoor VLC system (Figure 1), data signal is
transmitted by modulating the output intensity of the emitter
(Alice), and then it is captured using simple photo-diodes as
receivers (Bob or Eve). As the indoor optical wireless channel
is significantly different from the RF channel, statistical prop-
agation models developed for the RF, which characterize the
multipath fading, can’t be directly applied to VLC. Accounting
for the multiple types of reflections in the indoor VLC system
requires a distinct channel modeling that is able to capture
the unique characteristics of a VLC channel. In particular,
a VLC channel response could be decomposed into the line of
sight (LOS) path component and the non-line of sight (NLOS)
path component, which are described respectively as follows.

According to [15], the emitter source is modeled as a
generalized Lambertian radiation pattern

P(mn,¢) = "5 cos™(9) (M)

where m is the Lambertian order defining the radiation lobe,
which specifies the directivity of the source, ¢ is the angle
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Emitter(E): m Receiver(R): FOV

Reflector(j): p, rd, m', m"

Fig. 2. Reflection pattern is described by Phong’s model.

between the initial direction of ray and the direction of maxi-
mum power, which specifies the emitting angle. The coefficient
(m+1)/2m ensures that integrating radiation intensity pattern
over the surface of a hemisphere can obtain the source power.
m = 1 corresponds to a traditional Lambertian source.

So, the LOS path gain can be calculated as

hios = Pm, 6)Apcos(t) 5= ) @
where Ap is the detecting surface area of the receiver, 6 is the
incident angle between incident light and the receiver normal
direction, product of both gives the effective collection area
of the receiver. d is the LOS distance between the emitter
and receiver, which depicts the geometric attenuation. c is the
speed of light and Dirac delta function gives the time delay.
Multipath channel gain due to the reflections by the walls
was studied in [12]. The proposed deterministic model cal-
culated the reflection channel gain by partitioning a wall
into many elementary reflectors and summing up the impulse
response contributions from different reflectors as secondary
sources until reaching the time limit. However, there is a
problem with this model, in that they only take into account
diffusive reflection and can’t simulate specular reflection when
light reaches a wall. In reality, for grazing incidence there
is strong specular reflection with quite different behavior.
If there are polished surface, such as windows or mirrors,
the specular reflection is dominant over diffusive reflection.
In order to consider the high specular reflection of smooth
surfaces, here we use the Phong’s model to approximate the
reflection patterns (Figure 2), considered as the sum of the
diffusive component and the specular component [18], [39].
In this model, the surface characteristics are defined by two
parameters: the percentage of incident signal that is reflected
diffusely r4 and the directivity of the specular component
of the reflection m”. Due to the high attenuation, in this
paper, we consider only the first reflection since the channel
gain of the higher order reflections is small enough to be
neglected [18].
So, the NLOS path gain can be described as

= 1
hnros = Zp(mv(bEj)AACOS(HEj)dij [dep(m/a%'R)
— Ej

j=1

+(1 = rg))P(m", ¢jr — HEj)} Ap cos(0;r)

N <t _ di+din de) 3)
C

Authorized licensed use limited to: Auburn University. Downloaded on September 20,2020 at 18:39:13 UTC from IEEE Xplore. Restrictions apply.



CHEN AND SHU: STATISTICAL MODELING AND ANALYSIS ON THE CONFIDENTIALITY OF INDOOR VLC SYSTEMS

4747

TABLE I
MAIN NOTATIONS

Notation Explanation | Notation  Explanation
m,m’,m'"  Lambertian directivity order Iros LOS intensity

1) Emitter radiation angle INLOS NLOS intensity
[4 Receiver incident angle At Time delay between NLOS and LOS
d Transmission distance a, B Gamma fitting parameters
p Reflection coefficient Hp,Hg  Channel gain

rq Diffusive percentage a%, U% Variance of noise

AA Reflector effective area I(X;Y) Mutual information between X and Y

Ap Receiver effective area 13 Dimming target
c Speed of light A Maximum optical intensity

where the wall is divided into n grid reflectors, each of which
has an area of AA, p is the surface reflection coefficient,
m’ gives the directivity of the diffusive reflection component
and m/” gives the directivity of the specular reflection com-
ponent, ¢ and 6 represent emitting angle and incident angle,
respectively. Such a model is general enough to accommodate
various reflection settings of the wall. For example, for a wall
of homogeneous material, p; and 74; are identical for all the
grids, so the subscript j can be dropped in the notation, result-
ing in a common setting of p and r4 in the channel model.
For a wall of heterogeneous materials, e.g., a glass window
embedded in the wall, different p; and 74 should be used
for different areas of the wall, reflecting the heterogeneous
reflection behavior of the different parts of the wall.

Therefore, the channel gain considering both the LOS and
NLOS can be described as

“)

We use a modified Monte Carlo ray-tracing statistical approach
to numerically calculate the channel impulse response,
as explained later in the experimental section. In case that the
consideration of higher order reflections is desirable, it can be
recursively calculated by a nested ray tracing model. For exam-
ple, the second-order reflection can be considered by treating
the first-order reflected light at each grid as a secondary
light illumination source. For each secondary light source,
the proposed Monte Carlo ray tracing model (Equations (2)
and (3)) can be applied to compute its contribution to the
second-order reflection. The actual second-order reflection is
just the summation of the contribution from all secondary light
sources.

To improve the readability of our paper, we summarized the
main notation in Table I.

H = hros +hnrLos-

IV. CHANNEL IMPULSE RESPONSE FITTING
AND SYNTHESIZING

Although the channel impulse response with multiple
reflections could be numerically calculated using different
approaches, there is lacking an analytical expression for it
in current literature. The main drawback of the numerical
methods is their excessive computational time complexity. Due
to the additional NLOS reflections, numerical computation of
the impulse response of a single VLC channel turns out to be
very time consuming, and it becomes even more prohibitive

when one needs to calculate the channel response as a function
of the VLC link location over the entire communication space,
e.g., to characterize the spatial distribution of the VLC channel
secrecy capacity. Therefore, for the very first time, we pro-
pose a fast analytical approach to synthesize channel impulse
response using gamma probability distribution function fitting
and Deep Neural Network regression.

A. Channel Impulse Response Fitting as a Gamma
Probability Distribution

When analyzing the numerically calculated channel impulse
response (Figure 3(a)), we notice that it could be divided
into two distinct components, LOS and NLOS. The LOS
component is a scalar channel gain related to the propagation
attenuation of the VLC signal over the distance between
the transmitter and the receiver, and can be easily calcu-
lated according to the channel model and system geometry.
On the other hand, however, the NLOS component is much
more complicated, as it presents some time-series structure,
as shown in Figure 3(b), where the NLOS impulse response
has been normalized by the total NLOS light intensity. Based
on the fact that the integral of the normalized NLOS time
series equals to one, we hypothesize that this time series
can be fitted analytically by some probabilistic distribution
function. Physically, this hypothesis reflects the insight that
the NLOS channel response is actually the distribution of the
reflected light power over different time delays [40]. To verify
our hypothesis, we have tested a number of probabilistic
distribution functions, among which the gamma distribution
turns out to be the most promising one for the fitting.

A gamma distribution can be parameterized in terms of a
shape parameter « and a rate parameter 3. The corresponding
probability density function (PDF) in the shape-rate parame-
trization is

o .a—1,—pBx
fwsa, 8) = MTJ; r>00,8>0 ()
where I'(«v) is the gamma function. Given a numerically
computed NLOS channel response, its fitted gamma distri-
bution expression (i.e., the fitted parameters (a,3)) can be
obtained by nonlinear regression. For instance, Figure 3(c)
plots the fitted gamma distribution function for the numerically
calculated and normalized NLOS channel impulse response

in Figure 3(b). The fitting in this case turns out to be
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Fig. 3. A typical example of channel impulse response fitting. (a) a
numerically calculated channel impulse response with LOS and NLOS;
(b) the NLOS impulse response normalized with total NLOS intensity; (c) the
fitted NLOS impulse response; (d) Q-Q plot to evaluate the fitting result;
(e) normalized fitting mse spatial distribution over the experimental area;
(f) normalized fitting mse statistic from e.

very accurate according to the normalized mean square error
(normalized mse < 0.002). To graphically assess how well
the numerical calculation matches with the fitted gamma
distribution, a scatter quantile-quantile (Q-Q) plot is shown
in Figure 3(d), where the calculated set (X) and fitted set (Y)
of quantiles are plotted against each other. The cross points (+)
are referred to as percentiles, below which a certain proportion
of the data fall. Ideally, if X and Y quantiles come from the
same distribution, then all + marks should be aligned along
the diagonal line (the red line in the figure). Indeed, it can be
observed in Figure 3(d) that most of the + marks are aligned
well with the diagonal line, except a couple exceptions, which
are just a little off the diagonal line. This observation confirms
that the fitted gamma distribution matches reasonably well
with the numerical calculations.

In order to statistically verify the accuracy of gamma fitting
for more general cases, we compared the calculated NLOS
channel response against their gamma fitting outcomes in
Figures 3(e) and 3(f) for 2401 VLC channels, which are taken
over a 49-by-49-grid area with a distance interval of 0.1 m
per grid, in an indoor VLC communication environment.
According to the spatial distribution of the normalized mse in
Figure 3(e) and the normalized mse histogram and cumulative

Fig. 4. Framework of the DNN regression model. Input layer includes the
x and y coordinates of receiver, output layer includes the fitted parameters
for synthesizing impulse response, each of the three hidden layers includes
64 neurons. The DNN is fully connected between each adjacent layers. The
activation function for each layer is listed at the bottom.

density function (CDF) in Figure 3(f), it can be observed that
more than 2200 (i.e., over 90% of the tested VLC channels)
channel impulse responses fitting achieve normalized mse less
than 0.005. This exemplifies the accuracy and reliability of the
proposed gamma distribution fitting in general cases.

B. Channel Impulse Response Synthesizing With Deep
Neural Network Regression

Now we can analytically express the channel impulse
response as a LOS scalar plus a NLOS gamma distribution,
for which the key parameters include LOS intensity I7ogs,
NLOS intensity Iy 10g, the time delay At between NLOS and
LOS, «, and §. Although we can get those key parameters for
some sample locations using numeric calculations, it becomes
prohibitive when calculating the channel impulse response at
an arbitrary location. Being aware of those key parameters
are following nonlinear distribution over locations from the
numeric samples, we develop a Deep Neural Network (DNN)
regressor to model the key parameters of channel impulse
response at an arbitrary location. In order to keep the DNN
regressor as simple but effective as possible and avoid over-
fitting, we defined a 4-layer deep neural network model with
3 hidden layers of 64 neurons through empirical experiments
as shown in Figure 4. To simplify our analysis, but without
loss of generality, we assume that the location of the VLC
transmitter is fixed in the middle of the ceiling, and are
interested in obtaining the channel impulse response as a
function of the receiver’s location. Accordingly, the proposed
DNN has two inputs, the 2 and y coordinates of the receiver’s
location, and five outputs, I10s, InLos, At, «, and (3. Each
of the three hidden layers includes 64 neurons with their own
sets of parameters. The DNN model is set as a sequential
model with loss function specified as mean square error and
optimizer specified as Adam, and each layer inside this model
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is fully connected between its adjacent layers. As the DNN
model is used as a nonlinear regression model, the activation
function of the last layer is specified as linear function and the
activation function for three hidden layers is set as rectified
linear unit (ReLU), which is nonlinear.

The DNN regression model needs to be trained and tested
before it can be used for channel response prediction at an
arbitrary receiver location. The detailed procedure for DNN
training and testing is presented in Section VI. Based on the
predicted channel response parameters, the channel impulse
response at a given receiver location can be represented
analytically as

d d
H=1I10s6(t— E) + Inrosf(t— P At;o, ) (6)

where % is the light propagation delay between the transmitter
and the receiver by following the LOS path, and f is the
Gamma distribution function. The proposed DNN regression
allows us to efficiently obtain the channel impulse response
at an arbitrary location based on an analytic function, rather
than time-consuming numerical calculations.

V. SECRECY CAPACITY ANALYSIS

Consider an indoor VLC system consisting of a transmitter
Alice, an intended receiver Bob, and an eavesdropper Eve,
as shown in Figure 1. Due to the diffusive and specular
reflections of light, the signal transmitted from Alice to Bob
may also be overheard by Eve. The received signals at Bob
and Even can be represented respectively by

{YB = HpX + Zp, Zp ~ N(0,02) -

YEZHEX—FZE,ZENN(O,O'QE)

where X denotes the transmitted light intensity from Alice,
Hp and Hg denote the main channel gain, defined between
Alice and Bob, and the wiretap channel gain, defined between
Alice and Eve, respectively. Zp and Zp are zero-mean
additive white Gaussian noise (AWGN) at Bob and Eve,
respectively, which are assumed to be independent from each
other. The variance of noise o7 (k = B, E) is given by [41]

{U£_02+W151 @)

02 = Ufhermal + Ugh,ot
where ¢, and o2, , denote variances of the thermal
noise in the receiver electronic circuits and the shot noise
caused by ambient illumination from other light sources,
respectively. These two noises are well modeled by an addi-
tive white Gaussian process. Wrgr denotes the inter-symbol
interference (ISI) caused by the multiple reflections in a VLC
channel, which may become significant under high symbol
transmission rate. This is illustrated in Figure 5, where the ISI
for symbol 4 (S4) accounts for the accumulated power from
all previous symbols (S1, S2, S3) over S4’s reception window
[4t,5t], where t = 1/B is the reception time duration of a
symbol at the receiver and B is simply the symbol rate of the
VLC channel (binary intensity modulation is assumed). From
this figure, it is clear that the received signal power and the
ISI of a symbol (light pulse) can be calculated by partitioning
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Fig. 5. Impact of ISI on system model caused by reflection. S stands for

Symbol, t stands for inter symbol time interval.

the channel impulse response into two parts according to the
symbol’s reception window: The first part, denoted by N
in the figure, accounts for the first ¢ seconds of the channel
response inside the reception window, as measured beginning
from the LOS component. The integral of N7 contributes
to the received signal power of the symbol. On the other
hand, the second part, denoted by N> in the figure, includes
all the remainder outside the reception window, whose integral
amounts to the IST (W7;gr) to the received symbol. So, Hj, and
0% can be represented by

{Hk = N®

o? = o? 4 Ng(k) k=B,FE. )
where Nl(k) and Nz(k) are the integral of N7 and N, defined
w.r.t. the channel response at receiver k, respectively.

The secrecy capacity of a channel is a notion in the
information-theoretic security and it represents the maximum
transmission rate at which the eavesdropper is unable to
decode any information while the intended receiver is able to
receive all information error-free. It has been shown that under
the additive white Gaussian noise (AWGN) main channel
and wiretap channel model, the secrecy capacity amounts to
the difference between the main channel capacity and the
wiretap channel capacity. Based on (7), if Hg < Hp, which
means the main channel is stochastically degraded by the
wiretap channel, the secrecy capacity C' is essentially zero.
Alternatively, if Hp > Hpg, the secrecy capacity C in the
same VLC network can be mathematically expressed as [31],
[32], [34]

¢ = m%x)[I(X§YB) —1(X;Yp)]

x (x
o I ix@)de =1 0<X<A
B = [ efx(@)de = €4; €€ (0,1]

(10)

where fx(z) denotes the PDF of X, I(X;Y) denotes the
mutual information between two variables X and Y. A denotes
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the maximum peak optical intensity of the transmitter, £ is
the dimming target. For a practical system, the maximum
optical intensity will be constrained by A and the dimmable
average optical intensity will be constrained by ¢ to satisfy
the consistent illumination requirements.

Since the secrecy capacity is related to the information
capacity of the communication channel, before determining
the secrecy capacity in VLC networks it is essential to obtain
the information capacity of the VLC channel with average,
peak and non-negative constraints. However, to the best of
our knowledge, the exact information capacity of the VLC
channel with such constraints still remains unknown, even for
the simplest SISO case, except that some lower and upper
bounds have been derived [20], [31], [34]. In this paper, as we
aim to study the impact of multiple reflections on secrecy
capacity, our analysis will be based on the lower and upper
bounds of the secrecy capacity. In particular, accounting for
the new structure of the received signal and ISI (9) as induced
by the multiple types of reflections in the VLC channel, and
by following a similar derivation process in [31], [32], [34],
we obtain a new set of lower bound and upper bound on the
VLC channel secrecy capacity when the diffusive reflection
and the specular reflection in the channel are considered.
Proposition 1: a lower bound for (10) is given by

o> lln 3(02 + NSYNP? 42 1 27e NP + 2reo?)
- 2me(02 + NS )Y (NF2e2 42 4 3NSE) 4 362)
1D

Proof: The proposition can be proved by following
the framework in [31], [32], [34]. For simplicity, we choose the
average-to-peak optical intensity ratio £ = 0.5 and rewrite the
objective function in (10) in entropy as

€ = max [H(Yp) — H(Ye)] — H(Y5|X) + H(Ve|X) (12)

then using the entropy power inequality in [42] and
given H(Yg|X) = Lin(2re(o® + N$P)), H(YE|X) =
Lin(2me(0? + N{™Y),

1 1
C'> max [—ln(eQH(Nl(B)X)—l—eQH(ZB))——Zn(27revar(YE))]
fx(x) 2 2

1 02—|—N(E)
+—zn(7‘§3)) (13)
2 0'2+N2

moreover, we have H(Nl(B)X) = H(X) + ln(Nl(B)) and
H(Zp) = In(\/2me(0? + N{P))), so

1
C > max [—Zn(eQ(H(X)H"(Nl(&)) + 2meo? + QWBNQ(B))

1 1 o2+ NP
——ln(ZWevar(YE))] + —Zn(izB) (14)
2 2 0-2+N2( )
by choosing an arbitrary input PDF fx(z) under the given
constraints in (10), we can solve the functional optimiza-
tion problem using the variational method, then H(X) and
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var(Yg) can be written as

2A2
H(X) =In(A);var(Yg) = Nl(E)QgT +o?+ NQ(E)
(15)

therefore, substituting (15) into (14), the lower bound on
secrecy capacity for &€ = 0.5 can be derived.
Proposition 2: an upper bound for (10) is given by

(
1 N

< — 1
C < 2ln{ [((1—1— 1(3)2

x (NP2 A%+ N{P) 4 02)] / [(aQ + V)
(E)2

(B)2 42 M (B) | n(B)
><(N1 A§+2N1(B)2N2 + N

E)2
)o? +

NB2
Ni(BﬂN?( ")

N (D)2
+ (14 2—00%)
NP

Ly M0 4 N
X( NG ) ) :
N7 (02 4+ Ny™7)

(16)

Proof: The proposition can be proved by following the
framework in [31], [32], [34]. The dual expression of the
secrecy capacity is employed when deriving the upper bound
as in [34]. Given an arbitrary conditional PDF gy, |y, (yB|yE).
we have the relative entropy equation

I(X;YB|YE) + Exvi{D(fvy)ve B YE)|9ys v (yBYE))}
= Exvp{D(fvyxve Bl X, YE)|9vs v, (yB[YE))} (A7)

according to the non-negative property of the relative entropy,
we have

I(X;YB|YE)

< Exv{D(fyve)xve Bl X, YE)|lg9vsve (yB|YE))}  (18)

considering the constrains in (10), we can find an unique PDF
fx/(x) that maximizes I(X;Yp|Yg), which will lead to the
secrecy capacity

C < Exyv{D(fyexve sl X, YE)|l9vs v (UB|YE))}

:EX’{/ / fysve x (B, ye|X)
—o00 J —00

X
< In [fYB|XYE(yB| ,yE)] ddeyE}
9yp|Ye (yBlye)

_EX’{/ / fysvex(yB,ye|X)

X An[fy, xvs (yB|X, yE)]ddeyE}

_EX/{/ / fysvex(yB, ye|X)

X In[gy,|ve (yB|yE)]ddeyE}

19)
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each parts in (19) can be rewritten as

Ex{/ / fysve|x(yB, ye|X)

xInlfyp 1 xve (ZJB|X,Z/E)]dZ/BdZ/E}
—[H(YBIX') + H(Ye|X',YB) — H(YE|X)]
NP?(0? + N2<B>))
NP2 (02 + NPy
(20)

2me(o? + NQ(B))(l +

1

and

Ex{/ / fyevex(¥B, ye|X)

X In[gy,|vy (yBIyE)]ddeyE}

1
= —Eln(ZWSQ)

NP o B2y | o (B)
~ Ex [(1_”W) (NP2 x2 4 o2 4 NP
1

(E)2 (E)2
2 Ny SRR (B) (E) 2
+u ((1+ 1(3)2)0 + 1(B)2N2 + N, )}/23 }

1 N2 N2 ey e
z—aln{Zwe((l—i—N(B)Q)a + S+ )
1 1
(B)2 42 (B) | 2 (E)2 42 N2 )
(MP2a2 + NP+ 62) /(] A%+ 20 Ny
1
(E)2
. N
+Ny ’+(1+2N1(B)2)02)} @1
1

therefore, substituting (20) and (21) into (19), the upper bound
on secrecy capacity can be derived.

VI. EXPERIMENTAL DESIGN

Without loss of generality, we design an indoor VLC
environment with 5 m in length, 5 m in width, and 3 m in
height. Similar to Figure 1, the emitter is fixed at the center of
ceiling and the receiver is placed on the receiver plane with
a height of 0.85 m that is close to the height of a regular
desk. We partition the receiver plane into small grid area with
length of 0.1 m, resulting in 49-by-49-grid points taken as
potential receiver location. Additional parameters assumed in
the calculation are listed in table II. The default parameter
value will be taken from the table hereafter if not specified.

We use a modified Monte Carlo ray tracing model from [18]
and [43] for numerical calculation of the channel impulse
response. Our calculation is implemented using Matlab
R2017a. Firstly, a large number of rays are randomly generated
according to the radiation pattern from the emitter. When
a ray impinges on a wall, the reflection point is converted
into a new optical source, so a new ray is generated with
a similar distribution as the reflection pattern of that wall.
In order to consider both the specular and diffusive reflections,
when a ray arrives at the wall, a random number in the
range (0, 1) is generated. If the generated number is smaller
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TABLE II

NUMERICAL CALCULATION PARAMETERS

Parameter Value

Room size 5x 5 x 3m?2

Room Reflection Coefficient (p) 0.8

Diffusive Percentage () 75%

Emitter height 3m

Emitted Optical Power 1w
Emitter ~ Number of Rays 68000

Modulation Bandwidth 500 MHz

Lambertian Order (m,m’, m'’) (1, 1, 250)

Receiver height except Bf, E5, B 0.85m

Receiver height for Bf, EY, EY 1.45, 0.25, 0.25 m
Receiver  Receiver Effective Area 10~4m?2

Receiver FOV 60°

Resolution (At) 0.2 ns

than the diffusive percentage r4, the reflection for this ray
is determined to be purely diffusive; otherwise, it becomes a
specular reflection. This treatment ensures that among all the
rays reflected by any small contiguous area of the wall, we can
expect that 4 fraction of them represent the diffusive reflection
and (1 — rq) fraction of them represent specular reflection,
which is consistent with our model in (3). After each reflection
the power of the ray is reduced by the reflection coefficient
of the wall. Since this model implements both diffusive and
specular reflections, so it can represent real world scenarios
more plausibly.

Then for each of the calculated 2401 channel impulse
responses from 49-by-49-grid receivers, we use the nonlinear
regression model in Matlab to fit the NLOS part of channel
impulse response as gamma probability distribution. So far,
we can get the seven key parameter sets, including receiver
location coordinates, LOS intensity, NLOS intensity, the time
delay At between NLOS and LOS, «, and 3, which will be
used as training dataset for the DNN regression model. Before
feeding the training dataset into the DNN regression model,
it has been preprocessed. Min-Max normalization is applied
to the training dataset to guarantee stable convergence. For
the sake of enabling fast and easy experimentation, the DNN
regression model is implemented on Keras [44], which is a
high-level neural networks Python library for deep learning
and running on top of TensorFlow. The training dataset are
split into two parts, of which 90% are used to fit the model
and the left 10% are used to evaluate the fitting result. The
two evaluation metrics mean square error and mean absolute
value are shown in Figure 6. The overlapped curves of training
and testing show the comparable error level, which indicates
the DNN regression model is neither over-fitted nor under-
fitted. Since mean square error gives a relatively high weight
to large errors, mean absolute error is used to show average
deviation of fitted parameters. Both of the two metrics rapidly
converge to a relative low error level, which confirms the
efficacy and veracity of the training process. To give a more
intuitive evaluation of the trained DNN regression model,
we predicate the key parameters at the same locations of
calculated training dataset. Comparison between the calculated
and fitted parameters is shown in Figure 7. The calculated and
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Fig. 6. Loss function plot that shows the fitting residuals, MSE - mean
square error and MAE - mean absolute error. An epoch refers to a training
iteration with a random portion of training dataset.

fitted parameters for At, I;0g, and Inrog, match well with
each other. For o and (3, we can also observe a reasonably
good match on most of the grids except for a few mismatch
over the diagonal line. In terms of the relative low fitting error
level, the overall accuracy should be taken as valid.

Once the DNN regression model finishes training and
testing, it can be used to predict the key parameters for
synthesizing channel impulse response at any possible location
inside the indoor VLC system. Finally, the synthesized channel
impulse response could be substituted into equations (11)
and (16) to calculate the corresponding secrecy capacity lower
and upper bound. In order to quantitatively present the secrecy
capacity bounds, we set the dimming target ¢ as 0.5 during
calculation.

VII. EVALUATIONS AND DISCUSSIONS

In order to test the key factors that impact the secrecy
capacity, we create different scenarios by changing the loca-
tions of Bob and Eve, shown as in Figure 8. It shows the
planimetric position of Alice (yellow illuminant), Bob (black
triangle), and Eve (empty triangle), with Alice locates on the
ceiling, Bob and Eve locates on the receiver plane. As shown
in Figure 9, when fixing Alice at A;, Bob at By, the secrecy
capacity changes with the optimal peak intensity A when
Eve locates at Fs and Ej3, respectively. It is worth noting
that our derivations of the upper and lower bounds are valid
only when A > 0 dB, otherwise the secrecy capacity would
be 0 (for A < 0 dB). As the increase of A, the secrecy
capacity also increases accordingly until it saturates, which
is consistent with previous study [31]. Moreover, if we move
Eve from Fs to F3, the secrecy capacity increases as a result
of degradation of communication channel, which indicates
that the system security performance depends on the relative
strength of the main channel compared to the wiretap channel.
As we discussed before, for a practical VLC system, the max-
imum optical intensity will be constrained by A to satisfy the
consistent illumination requirements. Considering maximizing
the secrecy capacity and energy efficiency, we can refer to
Figure 9 to find the minimum A that saturates the secrecy
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Grid Calculation

DNN Regression

-2 2

Fig. 7. Calculated and fitted parameters comparison for At, LOS intensity,
NLOS intensity, c, 8. Left and right columns refer to the calculated and fitted
results, respectively.

capacity as the maximum optical intensity. It can also be
observed from Figure 9 that, while our upper and lower bounds
are reasonably tight in the high secrecy capacity regime (i.e.,
for the cases of (41, B, Eb) and (A, B}, EY)), they are
relatively loose in the low secrecy capacity regime (the cases
of (Ay, By, E2) and (A;, Bi, Ej3)). In particular, let the
tightness of the bounds be defined as the ratio of the gap
between the upper bound and the lower bound to the value of
the lower bound. It can be observed from this figure that, when
A > 20 dB, the tightness of the bounds is smaller than 8%
for the case of (A, Bf, E%), and is smaller than 10% for the
case of (A1, B}, F}). Such a tightness should be reasonably
sufficient from an engineering’s point of view. How to improve
the bounds in the low secrecy capacity regime is out of the
scope of this paper, and will be pursued in our future study.
In the following subsections, some additional numerical
results are provided to show the security performance of
the indoor VLC system with multiple reflections considered.
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Fig. 8. Planimetric locations of Alice, Bob, and Eve for different experimental
scenarios. Ay refers to Alice, B, refers to Bob, and Ey, Ea’r refers to Eve
at different height.
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Fig. 9. Secrecy capacity bounds versus the optimal peak intensity A when
Alice locates at A1, Bob locates at By and B, Eve locates at Eo, E3, El,
and Ef.

3

We start from the spatial characteristics of the secrecy capacity,
and then discuss the other factors that impact secrecy capacity
at a specific location.

A. Spatial Characteristics of Secrecy Capacity

Since the channel impulse response could be synthesized at
any possible location in the indoor VLC system, the spatial
character of secrecy capacity can be calculated accordingly.
Figure 10 shows the spatial characteristics of secrecy capacity
bounds calculated for Eve locating at each grid point with
an spatial interval of 0.01 m, when Alice locates at A; and
Bob locates at B;. The upper two panels depict the spatial
pattern of the upper bound and lower bound, both of which
present similar spatial characteristics. Those red regions show
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Fig. 10. Spatial characteristics of secrecy capacity bounds when Alice locates
at A, Bob locates at Bi, and Eve locates at any place.

the vulnerable area of the VLC system, where the secrecy
capacity approaches zero. They are mostly either following the
diagonal line of the experimental plane or nearby the walls.
The strong reflections from two adjacent walls might account
for this quincunx pattern of the vulnerable zone. When receiver
is approaching the walls, the intensity of NLOS part increases
significantly, and it could become as strong as, or even stronger
than, the intensity of LOS part. It would partially explain those
vulnerable areas nearby the walls. The bottom two panels show
the horizontal and diagonal cross section of the spatial secrecy
capacity bounds. The relative quantity of secrecy capacity
bounds is increasing from center to edge as Eve is getting
far away from Bob. It’s worthwhile to point out that there is
a secrecy capacity cutoff on both sides, and it turns out to be
result of the fixed modulation bandwidth as approaching the
walls, which will be discussed in the next subsection. We can
conclude that areas with secrecy capacity approaching zero
fall into three cases: 1. when Eve is located nearby Bob; 2.
when Eve is located around the diagonal line; 3. when Eve is
located nearby the walls.

If Bob is moved from B; to Bs, the corresponding spatial
characteristics are shown in Figure 11. A similar vulnerability
pattern can be observed from the upper two panels, but
there is more vulnerable area inside the indoor VLC system.
Since moving Bob from B; to Bs will degrade the main
communication channel, there is an increase of vulnerable
area towards outside. Compared with Figure 10, we also
notice a decrease of the relative quantity of secrecy capacity
bounds, which is consistent with the degradation of the main
communication channel. In real world application, it’s also
consistent with our real life experience as we always want the
intended receiver placed at location with the best communica-
tion channel. When we have the main communication channel
set up, the spatial characteristics would be used to identify
the possible vulnerable area where eavesdropping likely takes
place, which could be exploited to counter data sniffing. Based
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Fig. 11. Spatial characteristics of secrecy capacity bounds when Alice locates
at A, Bob locates at Bg, and Eve locates at any place.

Lower bound

B

.5 -2.!
25 -2-15-1-050 05 1 15 2 25 25 -2-15-1-050 05 1 15 2 25
f EENT T Taaam

2

1.

Upper bound

o

0 05 25 3
Horizontal Cross Section Diagonal Cross Section

"""" Lower bound
Upper bound

"""" Lower bound
Upper bound

0.5

0 N 5
25-2-15-1-050 05 1 15 2 25 25 -2 -15-1-050 05 1 15 2 25

X X

Secrecy capacity (nats/transmission)
Secrecy capacity (nats/transmission)
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on the limited vulnerable area, additional detection mechanism
could be instrumented to tell when an eavesdropping attack is
under way.

On the contrary, if we fix Alice and Eve at A; and F;
respectively, we can get the spatial characteristics of secrecy
capacity bounds when moving Bob around, which is shown
in Figure 12. The upper two panels show the spatial pattern
of the upper bound and lower bound, both of which present
similar spatial characteristics, which could be used to identify
the best location for Bob. Those yellow regions show the
possible locations for Bob, where the VLC system secrecy
capacity achieves a high value in excess of zero. The bottom
two panels show the horizontal and diagonal cross section of
the spatial secrecy capacity bounds. Similar with the secrecy
capacity cutoff in previous scenario, there is also a secrecy
capacity uplifting nearby the walls due to the strong reflections

IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 19, NO. 7, JULY 2020

T T T

151 1
— — Lower bound

Upper bound

Secrecy Capacity (nats/transmission)

A,B. E
(A,.B,.E,) By B

o5t | T T — i

O — —

300 400 500 600 700

Bandwidth (MHz)

Fig. 13.  Secrecy capacity bounds changes with modulation bandwidth when
Alice locates at A1, Bob locates at By, and Eve locates at /4 and Es.

and fixed modulation bandwidth. In such a scenario, when the
location of eavesdropper is known, we need to figure out the
location for the intended receiver to achieve the secrecy capac-
ity as high as possible. In reality, although an eavesdropper
will always hide from the main communication channel in an
unconscious place, in a typical indoor VLC system we can
still assume the possible locations of eavesdropper (e.g., close
to the door, around the corner), then the spatial characteristics
could be used to identify the best location for the intended
receiver.

B. Secrecy Capacity Vs. Modulation Bandwidth

When considering the impact of multiple reflections on
secrecy capacity, inter-symbol time interval (i.e., reception
time duration of a symbol) is another significant factor for
calculating ISI on secrecy capacity. It is determined by the
reciprocal of symbol rate, as stated in section V. For simplicity,
the binary intensity modulation is assumed during calculation,
so the symbol rate is equivalent to modulation bandwidth if
neglecting roll off factor. As long as the modulation bandwidth
is determined, the inter-symbol time interval for each receiver
at different location will be fixed as the same. However,
the time delay from LOS to NLOS for channel impulse
response of each receiver at different location will be different
because of the different reflection path. So, given a location of
receiver, if we change the modulation bandwidth, the impact
on secrecy capacity will be identified once the inter-symbol
time interval becomes comparable to the time delay from LOS
to NLOS for channel impulse response. Figure 13 shows the
change of secrecy capacity bounds with the bandwidth when
Alice locates at A;, Bob locates at By, and Eve locates at Fy
and FEj, respectively.

As we move Eve from F, to F5, the wiretap channel
is degraded, so there is an increase of secrecy capacity as
expected. From both scenarios, we see a step function shaped
change of secrecy capacity when increasing the modulation
bandwidth. This is because for a given location of Eve,
the time delay from LOS to NLOS for channel impulse
response is determined, there is an increase of secrecy capacity
as increase of bandwidth when the inter-symbol time interval
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Error bar represent 95% confidence interval.

is approaching the time delay. Once the inter-symbol time
interval gets less than the time delay, the secrecy capacity will
get saturated. It acts like a cutoff frequency of secrecy capacity
due to the impact of reflections. This cutoff frequency varies
for each location of Eve, and it increases as Eve getting far
away from the center. It could partially explain the drastic drop
or rise of secrecy capacity nearby the walls as we discussed in
previous subsection (Figure 10, 11, and 12), because we used
500 MHz fixed modulation bandwidth for those scenarios. So,
when we deploy a VLC system, we will have to consider
not only the quality of the communication channel, but also
the modulation bandwidth, as a higher modulation bandwidth
would eliminate the feasibility of eavesdropping nearby the
reflector, even though it could be far away from the main
communication channel.

C. Secrecy Capacity Vs. Diffusive Percentage

As discussed before, each reflection is supposed to be
comprised of specular and diffusive reflections depending on
the roughness of the wall. Intuitively, the more rough the
wall is, the more diffusive part the reflection will contain.
As the increase of the diffusive percentage, we would expect
to see the corresponding increase of secrecy capacity, which
is verified in Figure 14 when Alice locates at A1, Bob locates
at By, and Eve locates at Fg. Since the numerically calculated
channel impulse response using statistic approach for a given
location varies from time to time, We calculate secrecy capac-
ity bounds ten times for each diffusive percentage, and get the
95% confidence interval. There is a distinct increasing trend
with larger uncertainty as the increase of diffusive percentage.
Obviously, it would be difficult for eavesdropper to sniff
effective data when most of the emitted energy are diffusely
reflected. As a testbed exemplification in [1], different flooring
materials (e.g., acrylic glass, vinyl plank, glazed tile, carpet,
and laminate flooring) result in variable decoding bit error
rate for eavesdropper, which imposes potential eavesdropping
vulnerability. Thus, for indoor VLC system implementation,
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the construction material and design should be taken into
consideration in case of security vulnerability.

D. Secrecy Capacity Vs. Reflection Coefficient

On the other hand, when considering the property of the
wall, the reflection coefficient is another significant factor
that could impact the intensity of reflection. As for each
reflection, the total emitted energy would be reduced by the
reflection coefficient. Figure 15 shows the change of secrecy
capacity with the reflection coefficient when Alice locates
at A;, Bob locates at By, and Eve locates at Es. We can see
a decreasing trend of the secrecy capacity with the increase
of reflection coefficient, which is consistent with our intuition
that high reflection coefficient would generate strong reflection
and result in secrecy vulnerability. Considering the feasibility
of vulnerability due to the high reflection coefficient, it would
suggest to choose materials with low reflection coefficient to
reduce the impact of reflections on secrecy capacity when
designing an indoor VLC system. But in the real world
application, according to [39], since the VLC uses a wide
spectrum in 380 ~ 750 nm, spectral reflectance of indoor
reflector (e.g., ceiling, floor, plaster wall, plastic wall) varies a
lot, which will make the design of indoor VLC system more
complicated by inducing spectrum information.

VIII. CONCLUSION AND FUTURE WORK

In this paper, the impact of multiple reflections on secrecy
capacity of indoor VLC system is investigated. Base on
the established indoor VLC system model with three enti-
ties, the system security performance is evaluated against
a comprehensive set of factors, including the locations of
the transmitter, receiver, and eavesdropper, the VLC chan-
nel bandwidth, the ratio between the specular and diffusive
reflections, and the reflection coefficient, according to the
calculated lower and upper secrecy capacity bounds. Both the
specular reflection and diffusive reflection are considered in
the system model, as the increase of the specular reflection
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part, the VLC system becomes more vulnerable. The spatial
characteristics of secrecy capacity are also discussed, which
could be used to identify possible vulnerable areas. Due to
the addition of LOS and NLOS components, we have found
areas with strong reflections, which makes feasible that if an
eavesdropper located on those areas, he could sniff data at
least partially due to reflection. The possible sniffing attack
could also be used as an exploit on insidious attacks such as
blocking and spoofing in future complex systems. Our work
is also subject to some limitations. In particular, while the
upper and lower bounds derived in this paper are reasonably
tight in the high secrecy capacity regime, they are relatively
loose in the low secrecy capacity regime. We will study how
to improve these bounds in the low secrecy capacity regime
in our future work.
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