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Abbas Yazdinejad"”, Reza M. Parizi"”, Senior Member, IEEE, Ali Dehghantanha'”,
Qi Zhang", and Kim-Kwang Raymond Choo”, Senior Member, IEEE

Abstract—Internet of Things {loT) is a disruptive technology in many aspects of our society, ranging from communications to financial
transactions to national security (e.g.. Internet of Battlefield / Military Things), and so on. There are long-standing challenges in loT,
such as security, comparability, energy consumption, and heterogeneity of devices. Security and energy aspects play important roles in
data transmission across loT and edge networks, due to limited energy and computing (e.9., processing and storage) resources of
networked devices, Whether malicious or accidental, interference with data in an loT network potentially has real-word consequences.
In this article, we explore the potential of integrating blockchain and software-defined networking (SON) in mitigating some of the
challenges. Spacifically, we propose a secure and energy-efficient blockchain-anabled architecture of SDM controllers for loT networks
using a cluster structure with a new routing protocol, The architecture uses public and private blockchains for Peer to Peer (P2F)
communication between loT devices and SDN controllers, which eliminates Proof-of-Waork (POW), as well as using an efficient
authentication method with the distibuted trust, making the blockehain suitable for resource-constrained 1oT devices. The experimental
results indicate that the routing protocol based on the custer structure has higher throughput, lower delay, and lower enargy
consumption than EESCFD, SMSN, AODV, AOMDY, and DSDV routing protocols. In other words, our proposed architecture is

demonstrated to outperform classic blockchain.

Index Terms—Internet of Things, energy efficiency, security, blockchain, proof of work, software defined networkcs, SDN

1 INTRODUCTION

ITH the advancement of the Internet and the underpin-
ning technologies such as the Internet of Things (IoT)
and blockchain, we have observed the emergence of new
trends such as smart city and smart nation. The form of presen-
tation and receipt of informational services (eg., e-Learning,
e-Governance, e-business and e-service marketing), for exam-
ple, have also changed due to the requirements of these tech-
nologies. With the rapid growth of IoT, which is predicted to
increase by about 20 to 50 billion worth of industry by 2020,
IoT continues to affect all areas of human life, including com-
munications [1], [2]. However, loT faces challenges, such as
those associated with the lack of a central controller, heteroge-
neity of devices, multiple attacks, and comparability [3].
Security and energy consumption are among the most
pressing challenges in the IoT domain [4]. For example, IoT
devices have limitations due to heterogeneity in energy
resources and processing, and therefore this result in
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potential bottlenecks in communication and implementation
of security solutions [3], [5]. Recently, fog (edge) computing
has been shown to be a viable architecture to address some
of the challenges associated with IoT resource limitations [6].
There are, however, unresolved security issues. [7], includ-
ing IoT-specific issues. In fact, new solutions with features
such as confidentiality, availability, and high security along
with energy efficiency for IoT devices in communication
with each other are required [8]. Confidentiality ensures
only authorized users can access the messages. Integrity and
binding relevant parties to a transaction ensure that the mes-
sage is sent to the destination, and any modification can be
detected [3]. Availability ensures that any data service is
available at any time it is needed, while considering con-
sumed energy among heterogeneous devices, as loT devices
are mostly low-energy and have low computing capability.
Minimizing energy consumption, without affecting perfor-
mance and security, is also an important consideration for
data transmission in an ToT network [9], [10]. This necessi-
tates the design of a new architecture for lToT networks.

In general, to balance the need for security and minimizing
energy consumption for ToT in physical layers, network
layers, and applications running on the IoT, we need to pro-
vide an architecture with the required capabilities [11]. Thus,
we explore the potential of software-defined networking
{SDN) and blockchain to implement such an architecture [12].

SDN is a new architecture of the network in which the con-
trol plane is separated from the data plane, and has two main
elements, namely: controller and swifch. The switch is tasked
with packet forwarding, and the controller implements poli-
cies, management, and programmability of specific network
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switches through a protocol such as OpenFlow [13]. The SDN
controller can bring full control over the network, communi-
cation and remote control, intelligent management, high flexi-
bility and programmability. Moreover, the SDN controller
provides the ability to implement centralized and secure net-
work services such as security, routing, energy consumption,
and bandwidth management, and can prevent unauthorized
access to network resources [13], [14], [15]. SDN boasts easy
management and network programmability issues for the
management of millions of new loT devices are being sold
every day. SDN functions can be combined with the [oT to
enhance network performance. Besides, the dynamic nature
of IoT devices results in network configuraion changes,
which can be monitored and managed through the SDN con-
troller [16]. The lack of a central controller is one of the major
issues in the IoT nebwork, which can be achieved by using the
SDN controller to provide a centralized controller for commu-
nication with the IoT devices [17]. One of the major concermns
today in SDN is how to improve its security. File transfer in
SDN can be more secure, for example by utilizing blockchain
[18], [19]. The security-by-design nature of blockchain can be
utilized across the SDN network because it protects the pri-
vacy and resource availability against untrusted users about
the energy efficiency approach of the loT devices [17].

Blockchain underpins Bitcoin's transactions verification
[20]. Beyond financial transactions, blockchain has been
employed to create intelligent accounting offices, medical
information collection, e-government, and distributed cloud
storage [20], [21], [22]. It consists of a chain of blocks that con-
tains specific information and uses distributed and flexible
peer-to-peer network management instead of centralized
management. The connection is possible in a completely
secure state without the need for an intermediary [12], [20],
[23], [24], [25]. With the capability of blockchain, we address
the challenges and limitations of the IoT using the SDN con-
troller capabilities for creating a secure and energy-efficient
architecture. The P2P's nature of this technology is to protect
the security, privacy, stability, reliability, and solution of the
single point of failure (SPOF) problems [25].

The idea of incorporating blockchain and SDN in the ToT
network could be very useful and applicable due to their
unique capabilities. Inspired by this, we propose a new
blockchain-enabled architechure for SDMN controllers in IoT
networks. The proposed architecture by blockchain layer
allows a distributed P2P network where, without a trusted
intermediary, untrusted individuals can interact in a verifi-
able manner with each other in each cluster (SDN domain).
This facilitates secure interaction between loT devices in
each SDN domain. Tt is, however, acknowledged that block-
chains (especially those with Proof of Work (POW) consen-
sus protocols) could complicate the computation aspects,
including bandwidth overhead and delay; thus, may not be
suitable for IoT devices. To overcome this issue, our pro-
posed architecture provides a customized and ToT-friendly
blockchain, which effectively eliminates the traditional
blockchain’s overheads via an efficient authentication
method (presented in Algorithm 1) with distributed trust by
the SDN controller in each cluster. More spedifically, loT
devices use a nonchangeable private distribution ledger in
each cluster thatis centrally managed by the SDN controller.
To optimize POW, the entry of selfish nodes is prevented,

and proper routing protocol in the SDN controller is used
in the proposed architecture for ToT devices. We have used
a cluster structure to optimize energy consumption and
enhance security.

1.1 Goals of the Study

The focus of this research is to provide a new blockchain-
enabled architecture for SDN controllers in ToT networks.
The specific objectives are as follows:

# Provide a duster architecture using blockchain-based
SDMN controllers with distributed network manage-
ment for ToT devices,

+ Devise and utilize ToT-compatible (computational
and energy-wise) public and private blockchains in
the proposed architecture. Both public and private
blockchains are employed for providing P2P commu-
nication and secure access control to loT devices and
their associated data.

* Provide a secure and energy-efficient mechanism for
file fransferring between IoT devices in an SDN
domain via a new routing protocol suited for the clus-
ter structure and to circumvent computational limita-
tions of ToT devices,

1.2 Paper Organization

The rest of this paper is organized as follows: Section 2
presents the extant literature. In Section 3, we introduce the
proposed architecture and its inner workings including file
transfer process between IoT devices, and security and
energy efficiency improvement mechanisms. In Section 4, we
present the results using both simulation and analytical eval-
uation on the performance and the efficiency of the architec-
ture and its routing protocol and, finally, the last section
reports the conclusions and future work.

2 RELATED WORK

In this section, we review related research studies that
focused on the integration of ToT with SDMN and blockchain.

The rapid growth of loT has created new communication
interfaces to which traditional distributed architectures, pro-
tocols, and techniques may not be sufficient to address
unprecedented challenges of the IoT domain, particularly
those related to security and energy [25], [26]. Recently,
blockchain and SDN have attracted researchers and practi-
Honers attention to provide solutions for current challenges
and limitations in ToT space [25], [26].

DistBlockNet [27] is a model of ToT architecture that uses
a blockchain to confirm the security of the Flow Rules
Tables and distribute them among ToT devices. This archi-
tecture is based on the principles of distributed features in
SDN for generating a plan based on principles of security
and comparability in the IoT network. Tt benefits from the
ability to automatically isolate threats by updating the flow
rules tables using blockchain, This architecture does not
however take into account the amount of energy consumed
by loT devices and their resource limitations. Moreover,
energy consumption issues, in turn, could raise security
challenges in the architecture.
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In another work [12], Blockchain Security over SDN (BSS)
implements a security strategy on SDN. In fact, it delivers
file transfer to the SDN securely by means of blockchain.
The use of the Ethereum platform and the opendaylight
controller integrated with the openstack controller in this
work indicates that files can be securely shared among SDN
users based on distributed P2P. This approach has not been
evaluated according to the loT specification, as it merely
addresses the issue of secure transmission, and the areas of
comparability without considering the limitations of resour-
ces and energy used.

The authors in [26] optimized a blockchain-based solution
for loT devices in smart home. Their proposed lightweight
architecture eliminates classical blockchain’s overheads.
Architecture provided by the distributed trust was used to
reduce the processing Hme of authentication. However, the
proposed architecture does not take into account the compa-
rability and energy resources constraints of loT devices. The
lack of routing in its hierarchical structure among IoT devi-
ces can also further lead to security problems and more
energy consumption. Similar to this work, Dorriet al. [3] pro-
posed a blockchain-based architecture for loT users that
describes the architecture of the example of a smart home. [t
uses two types of public and local blockehains for communi-
cation and uses a blockchain-based authentication mecha-
nism. In their evaluation, the Cooja simulator was used, and
compared with the BC-based approach. Their results demon-
strated that there was a decrease in overhead and delay due
to clustering of nodes in a network overlay. They do not con-
sider investigating the applications of framework to other
IoT domains, also their work does not take into account the
significant challenges and aspects of loT, energy consump-
tion and availability.

In [28], a distributed coud architecture of a classical
blockchain was provided, where the fog node located on
the edge of the network consists of distributed SDN control-
lers in the network. Their architecture consists of three
layers of cloud, fog, and devices, and the distributed cloud
architecture was based on low-cost and blockchain on-
demand access. In our view, this architecture requires con-
sideration of the principles and challenges posed by IoT,
such as energy consumption, communication between devi-
ces, and respurce limitations of IoT devices.

Sharma et al. [29] developed a hybrid network architec-
ture for smart city based on the idea of blockchain. This
hybrid architecture is divided into two core network and
edge network to achieve efficiency. This hybrid architecture
utilizes centralized features and distributed nebwork archi-
tecture and uses a design for the POW to maintain security
and privacy. The evaluation of the architecture addresses
aspects such as delay, hash rate, and block, but does not
consider the IoT energy consumption issues and security
analysis. Furthermore, efficient deployment of edge nodes
and enabling of caching technique at the edge nodes seem
to be challenging in this hybrid network architecture.

Similarly, the authors in [30], proposed a smart-city-
based block-VN-based car network architecture. Block-VIN
is a reliable and secure architecture that operates in a dis-
tributed manner based on a distributed transmission man-
agement system. They considered a network system of
vehicles with the blockchain and used network-centered

paradigms and the data on vehicles. In their tested scenario,
this study explores the principles of inter-vehicular network
design, while not addressing the evaluation parameters and
IoT challenges.

Hammi et al. [31] designed a robust, transparent, flexible,
and energy efficient mechanism called BCTrust that uses
the classical blockchain authentication mechanism for com-
putation, storage, and energy limitation. This work consid-
ered wireless sensor networks as a part of the loT. It uses a
cluster structure and a cluster head called CPAN, which has
an encryption key and allows secure transmission of trans-
actions through a blockchain. The direction in evaluating
this method is the use of the C language and the Ethereum
blockchain. It must be said that this mechanism does not
have a significant influence on the effectiveness of compari-
sons on performance metrics, including energy.

In [32], blockchain was used for building the IoT systems
as well as their control and configuration. In their method,
Ethereum was used because of the possibility of using smart
contracts. In this work, the keys are managed using RSA
public key encryption, so that the public keys are stored in
Ethereum and private keys are kept on separate devices for
easy configuration and management. Limitations such as
memory of loT devices were not taken into account for
maintaining the whole chain and their energy consumption
in this worlk.

3 PROPOSED ARCHITECTURE

In the proposed architecture, distributed network manage-
ment for [oT devices is implemented using an IoT-tailored
blockchain and SDN controller in a cluster structure. Fig. 1
illustrates a high-level representation of the proposed archi-
tecture in which the SDN controllers are connected to one
blockchain, so that IoT devices can communicate. SDN con-
trollers generate a distributed P2P network, such as what is
seen in Bitcoin. The two main purposes of this architecture
are to enhance the security of communication between ToT
devices, and to reduce energy consumption among them.

Large networks usually cannot operate efficiently with-
out organized structures, which is why we were motivated
to use a cluster structure [33]. In this architecture, each clus-
ter is called an SDN domain. To reduce the network delay
and overhead in each SDN domain, the SDN controller acts
as a chuster head. Each SDN domain will have a coordinator
{cluster head) responsible for the activation of IoT devices.
The heterogeneous loT devices are among other compo-
nents in this architecture that are connected to the SDN con-
troller. The controller is the coordinator of each cluster, and
it responds to needs, enforces policies, and monitors the use
of IoT devices in each SDMN domain. Cloud storage is
another component of this architecture used for storing
transactions and public blockchains between SDN control-
lers and in some cases, used when ToT devices are to store
their data in the cloud.

Centrally managed systems are a good target for illegal
exploitation and cybercrime attacks [34]. The nature of the
FP2P of a blockchain protects the security and integrity of
data and the elimination of the SPOF, which creates the
incentive for us to use these features of the blockchain in a
distributed relationship between the SDN controllers in the
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Fig. 1. Proposed cluster architecture using blockchain-based SDN controllers.

proposed architectural cluster structure. The P2P network
distributed between controllers and the removal of inter-
mediaries for secure communication contributes to creating
a secure and comparable design in the proposed architec-
ture. The P2P connection among the IoT devices can be
observed inside the SDN domain.

We utilized public and private blockchains in our archi-
tecture. Public and private blockchains share the common
principles of distributed ledger technology, supporting
decentralized P2 networks, where each participant main-
tains a replica of a shared append-only ledger of digitally
signed transactions. In our context a public blockchain is
created by cluster heads and stored between cluster heads
(as shown in Fig. 2).

In the public blockchain, a new SDN controller with IoT
devices can be added to this cluster architecture as if a new

Pubilic Blockchain betwean S0ON controllers

Fig. 2. Public blockchain between SON controllers in proposed architecture.

block is generated, and the history of completed transactions
among the controllers would be available for it. A public
blockchain network is completely open and SDN domains
can join and partidpate in the network. One of the draw-
backs of a public blockchain is the substantal amount of
computational power that is necessary to maintain a distrib-
uted ledger at a large scale. To resolve this issue, we used a
cluster-based structure in our architecture, In the public
blockchain, we have considered the limitations in energy
consumption and processing power, and we have solved the
energy and security problem by the removal of the appropri-
ate POW through the SDN controller and the authentication
method used in each cluster. Blocks (SDN controller with
IoT devices) are joined to the public blockchain without the
need of POW process, which decreases the appending over-
head and energy consumption significantly in the public
blockchain. Also, rescurce limitatons of 1oT devices are not
practically suited for high level and complex security meth-
ods thus, we used the SDN controller for managing required
processes in each SDN domain via a private blockchain.

In the architecture, the private blockchain is placed
between the SDN controller and IoT devices in a SDN
domain, as shown in Fig. 3. A private blockchain network
requires an invitation and must be validated by either the
network starter or by a set of rules put in place by the net-
work starter. We used authentication method in each SDN
domain through SDN controller. In the private blockchain,
the SDN controller uses an authentication and verification
method (as explained in Section 3.2). Due to the specificity
of private blockchains, the identity of the individuals
involved in the transactions is clear. Such individuals are
allowed access to data that are relevant to them. In each
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Fig. 3. Private blockchain between SDN controller and loT devices.

S5DN domain, there is a private blockchain that keeps track
of transactions and has a policy energy effidency to enforce
IoT devices policy for incoming and outgoing transactions.
All transactions to or from the SDN domain are stored in a
private blockchain.

Each SDN controller (cluster head) has a unique public
key, known by other SDN controllers in the network, used
for generating new blocks or adding new SDN domain so
that other SDM controllers could authorize the block genera-
tor. Each IoT devices is free to change its SDN domain or
cluster if it experiences excessive energy consumption or
delays. When an IoT device in a SDN domain is authenti-
cated by the controller, the cluster head will store iks identity
under a transaction in the public blockchain. Then, the clus-
ter head shares a public key and a private key to carry out
the exchanges of that [oT device with its own SDN controller
and other IoT devices. Whenever an ToT device intends to
migrate to another cluster, it sends a request for membership
to the new cluster head. The destination cluster head checks
the public blockchain in order to ensure the identity of the
applicant loT device. When the new cluster head verifies the
identity of the applicant IoT device, it sends a request for

Public Key A1
Output Ad

i on public key
Block add to BC

— \\‘

\-\.

Fig. 4. Secure file transfer between two loT devices in an SDN domain.

o
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getting the public key related to that loT device to the cluster
head of the previous ToT device. After receiving this key, the
cluster also confirms this new ToT device, and this transac-
tion is registered in the public blockchain.

The public and private blockchain are employed for pro-
viding secure access control to the IoT devices and their
data. Besides, each blockchain generates an immutable
time-ordered history of transactions that is linkable to other
tiers for giving specific services in the SDN domains.

File Transfer Between loT Devices in an SDN
Domain in the Proposed Architecture

In our proposed architecture, each loT device has a public
and private key that securely carry out transactions in
blockchain by the policies of the SON controller. If an IoT
device is to send a packet into its cluster, it publishes it
using its public key and signs it with its private key. Consid-
ering the public key of the sender, other members check the
authenticity of the packet sent in the block format. If the IoT
device is allowed to share the file, other members in the
cluster will authenticate it, and this block will be stored in
the private blockchain and the file is sent to the recipient. If
the IoT device is to send a file to the receiver outside of its
cluster, after the public key is published, the SDN controller
notices that there is an IoT device in the other cluster and
requests its membership to its cluster head. Eventually, after
the IoT device is transferred to the desired cluster, the file
will be sent to the recipient.

Let’s assume, there is a private blockchain among the IoT
devices inside a cluster (A1, A2, A3, and A4), as shown in
Fig. 4, the following steps will be taken for the file transfer
process:

3.1

Step 1. Al wants to transfer its file to Ad

Step 2. A transaction is signed by Al, it is published with
the public key and signed with the private key of
the transaction (file).

The block is broadcasted using the public key
across the entire network. Tf there is no ToT device
in this cluster, the SDN controller will send that
ToT device to another cluster (SDN controller).

The network loT devices authenticate the transaction
according to the public key. In fact, by considering
the public key, the sender authenticates the packets.

./.r :‘|/ \.\'I. M
| | [
 — -‘_ B o e
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File
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Step 4.
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Step 5. A block is added to the chain, which makes trans-
actional transparency.

Step 6. The file is transferred from the sender to the receiver,
and only the receiver can decode the file.

3.2 Enhancing Security and Energy Efficiency
in the Proposed Architecture

Open (public) blockchains basically use a consensus mecha-
nism known as POW to commit a new block into the ledger.
Because the use of POW which requires a lot of resources, in
terms of energy or processing resources, using blockchains in
IoT domain has been almost impractical [3]. Moreover, the
issue of comparability requires a consensus among miners
and also increases the delay. Hence, we propose a cluster
structure used by the SDN controller and an authentication
method with distributed trust (presented in Algorithm 1) to
solve the POW problem at public POW-based blockchains
(known as classical blockchains), which will be reducing
time overheads and energy consumption). Communications
within clusters and between cluster heads are regarded as
transactions in public and private blockchains. Blocks are
added to the public blockchain without the POW, which
completely reduces the overhead imposed by original POW.
For the authentication method by the SDN controller, we use
distributed trust to ensure that the received blocks are valid
and to decrease the overhead for verifying blocks. When a
block is generated, its hash is created by the SDN controller.
Whenever its data changes, its hash changes and is calculated
by the controller. The hash of the block is what makes the
chain, and this whole approach provides a secure method.

In IoT devices within the proposed architecture, we have
the ability to share data, carry out transactions, and consider
features via smart contracts. Furthermore, we have hetero-
geneous devices with security and multiple energy resour-
ces in each SDN domain. Hence, it is necessary o present a
suitable routing protocol in the proposed architecture in
order to take into account the energy efficiency and energy
consumption for IoT devices in each SDN domain. Using
the SDN Controller available in each SDN domain, the pos-
sibility of presentation of network services to ToT devices
are provided by the controller. The proposed protocol can
prevent the access of malicious and selfish nodes to the
SDN domain, so that in addibon to increasing security, it
can decrease energy consumption, as loT devices are mostly
low-power and have little computational ability. Energy
consumphion plays an important role in data transfer in
each SDN domain. The security and energy efficiency mech-
anisms are summarized in a flowchart, as shown in Fig. 5.

As depicted in the figure, [oT devices must first register
in the SDN controller. The SDN controller gives a unique IP
address to each IoT device in each SDN domain, then a pub-
lic and a private key are allocated to it. The SDN controller
is aware of the energy status of the IoT devices and moni-
tors its activities and transactions. In each private block-
chain of each SDM domain, a set of data are available from
the energy sources and energy remaining from loT devices.
Each loT device has the capability to calculate the remaining
energy of its neighbor for the packet transfer. Each loT
device sends packets based on the amount of energy sent to
the controller or other devices for the transaction. If the
amount of energy exceeds the threshold, it transfers its
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Fig. 5. Flowchart of the security and energy efficiency mechanisms in
proposed architecture.

packet, or uses other neighboring nodes. The controller of
the nodes with malicious behavior or selfishly send packets
to neighbors, blocks their energy resources when they tres-
pass the threshold. And further, it registers their IDs in the
public blockchain so that they cannot register in other clus-
ters. A node registered in an SDN controller is authenticated
in another SDIN domain because its public key is valid in the
public blockchain. For other SDN controllers, if a node has
energy below the threshold, it can migrate to other SDN
domains. In order to maintain the SDN domain’s lifelime, if
nodes are below the threshold and are not listed in blacklist,
they can migrate to another SDN domain and receive their
private keys from the new SDN controller for the transac-
Hon. When IoT devices are in the different clusters, the SDMN
controller can move to another cluster because its public
keys are stored and authenticated in the block The pro-
posed algorithm used in each SDN domain for increasing
security and decreasing energy consumption is formally
presented in Algorithm 1.

The SDN controller enables various services to be pro-
vided by ToT devices and makes the network efficient. By
the controllers in the proposed architecture, the possibility
of communication of the ToT devices to the two different
SDN domains is provided. In fact, the controller provides a
secure network with the help of the blockchain technology,
which uses P2ZP communication. The features of each IoT
device in our architecture include the source and destina-
tion [P addresses, public and private keys, and amount of
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energy. SDN controllers have a list of blocked devices
(blacklist) and performed transactions.

Algorithm 1. Security and Energy Efficiency

1: Parameters:
C: object / / C is the SDN controller
C: object / / C is the SDN controller
a: object / / a is the IoT device
E: double// amount of IoT device energy
FK1, PE2: Key // the public and private key
Msg: Message
authList: AddressList // list of the IoT device
Blacklist: AddressList // list of the IoT device is blocked
ID: Address / / IP address of [oT device
Fub_BC, Pri_BC: Blockchain
Th: double/ / threshold of energy
2: Function: RejesterlOTdevices (AddressList list, Addressid)
/ /record ID address in Private Blockchain
/ { give public and private key
S Sretumn IP address of ToT device in SDN domain
3 Function: MonitoringbySDNeotroller (AddressList list)
/ /monitor behavior and transaction between IoT devices
4: Function: CalculatingEnergy&maliciouslOT (AddressList
list, double e, AddressList blacklist)
/ / find information about neighbors
/ /detect selfish & malicious behavior by IOT
/ /calculate the residual energy of IoT device
5: Function: MigrationlOTdevice (AddressList blacklist,
Blockchain Pub_ BC)
/ /ToT devices able to migrate base on energy consumption
to other SDN // domain
6: Function: Routing (AddressList blacklist, Blockchain Pub_
BC, Blockchain Pri BC, AddressList list, double ¢) //IoT
device will transmit the packet base on energy value

7:  begin
8: C — this
9: a {msg) — receive ()
10: Rejester = RejesterlOTdevices (AddressList list, Address
id)
11: AuthList = pub_BC.S5endCall (msg: address)
12: Monitor = Monitoringby SDN cotroller (AddressList list)

13: Behavior = CalculatingEnergy&maliciousIOT (Address-
List list, double ¢, AddressList blacklist)
14: If (ID = malicious or selfish) then
15: ID = blacklist. AddressList STATE
Elseif (energy ID = th) STATE
S= Routing (AddressList blacklist, Blockchain Pub_
BC, Blockehain Pri BC, AddressList list, double &)

STATE
Send (C: address, msg)
16: Else
17 ID = MigrationlOTdevice (AddressList blacklist,

Blockchain Pub BC)
18: If (a. Rejester (msg, PK1, PK2)) then FPri BC.S (msg:
address)
19: end

The protocol presented below is used to achieve energy
efficiency. A summary of notations used in the paper is
given in Table 1.

In short distances, Equation (1) is used to calculate the
transmission energy based on the distance and the environ-
ment's features. At near distancesb =2

TABLE 1

Motations
Motations Description
Te The transmission energy
B The size of the packet
E The energy required to accept the packet
b The energy dissipation in channels
d Distance between the two nodes
dt Distances threshold
R Receiving energy
A Current energy of each IoT
C Calculated remaining energy
Ei Primary energy
Etotall Energy consumed by controllers and ToT devices
Mit The number of transactions
m The number of controllers
i The number of IoT devices
H Energy consumed by IoT devices
w The number of various paths
Ec v consumed by controller
Ad ith IoT device at rate
i Probability of the packets must send
Umii) Probability of m packets in the ith [oT devices
pi Rate of packet receives
Wii The mean packet processing time

T=Bxd if d<d,. (1)

For long distances, Equation (2) is used (b =4)
T=BxExd if d> dt. (2)

Consumed energy of packets received for each IoT devi-
ces is calculated via Equation (3). R is the receiving energy

B=ExB. (3

Current energy of each ToT device is calculated via Equa-
tion (4) (A)

A=TxR (4)

The remaining energy is calculated via Equation (C)
where Ei is the primary energy of each IoT node

C=FEi-A (3]

3.3 lllustrative Example: Smart City Case Study
Smart cities are a frame for addressing the unique chal-
lenges of living in cities by combining new technologies
like, Internet of Things, transaction management, and busi-
ness planning [35]. In this section, we illustrate the use of
our architecture in a smart city environment. Based on our
proposed architectural features, we use the cluster structure
of scaleability to resolve geographic problems. We have the
communications between clusters in the smart city that they
are SDN domains with ToT devices. SDN controllers are the
coordinator of the each SDN domain and monitors ToT
devices' activities. With the help of the proposed architec-
ture equipped with blockchain and SDN, we get a secure
and energy efficient communication in smart cites, we used
routing protocol that it is appropriate for loT limitations.
Fig. 6, shows a possible architecture of loT nodes in a smart
city using our approach.
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Depending on the need, there is the possibility of migra-
tion of IoT devices form SDN domain including lack of
energy, delays in the response from the SDN controller or dis-
placement in the geographical range. Referring to the figure,
device A can use the communication path via device B for
transmitting packets to device C because less distance and
less energy are spending on transmission instead of transmit-
ting to device C directly. Also, they are securely interacted by
private blockchain in this SDN domain. In the SDN domain
routing protocol focus on security and energy effident com-
munication based on the algorithm presented in the previous
section. Device D will be able to use the communication path
via device A for taking packet data from another cluster. The
routing information between two SDN domains being set up
on the SDON controller and public blockchain then become
updated in the SDN domain. Finally, the messages will be
exchanged between both devices.

4 EVALUATION RESULTS AND ANALYSIS

We first evaluate the throughput, performance, and energy
efficiency of the proposed architecture using simulation
(Section 4.1). Further, we present the analytical evaluation
of the proposed routing protocol (Section 4.2). Then, we
evaluate the proposed routing protocol in the proposed
architecture and compare it with well-known routing proto-
cols, and two energy-aware IoT protocols (Section 4.3}
Finally, we present a comparative summary between simu-
lation and analytical results (Section 4.4).

4.1 Performance Evaluation

In this part, we present the implementation details, the test-
ing environment and evaluation of the proposed architecture
in terms of throughput, performance, and energy efficiency.
In our work, the mininet-wifi simulator [36] and the open-
daylight controller [34] were used to implement the SDN
domain. For implementing blockchain parts, Pyethereum
tester tool [37] under Ethereum platform was utilized (Ether-
eumn platform in Ubuntu 18.04 LTS platform was installed).
Pyethereum was used to test and evaluate public and private
blockchains without interacting with the blockchain itself for
the experiment purpose. We integrated blockchain and SDN
for transmitted secured file or document sharing between
IoT devices among the SDN domains. We installed the
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TABLE 2
Stimulation Parameters

Simulation Parameters Values

Simulator mininet-wifi/ Ethereum /
Pyethereum

Number of SDN controllers [

Type of SDN controller Cpendaylight

Number of IoT devices a0

Number of SDN domain (&

Simulation time 100 s

Mobility model Random waypoint model

Traffic Type Constant Bit Rate (CBR)

ToT devices speed 10 m/s

Type of Antenna Antenna,/Omni Antenna

MAC protocol Mac/B02.11

Initial Energy value of loT 10-15j

device

Initial Trust value 5j

Area 1000 m * 1000 m

Packet size 512 Byte

Ethereum in a virtual machine (VM) which has different IP
addresses with other VMs, and mininet-wifi for creation of
other SDN domains. This SDN topology was remotely con-
nected to opendaylight SDN controller. The simulation envi-
ronment consists of 6 clusters, Le., 68 SDN domains, and the
opendaylight controller is as a cluster head in each cluster
connected to the IoT devices. In each cluster, 15 Node [oTs
come with different energy resources that can be moved fo
other clusters if there is a delay in connection and a reduction
in energy consumption. In fact, we consider the mobility
affects of IoT nodes during our simulations, and the maxi-
mum speed of loT devices are 10 m/s. The cloud storage was
directly connected to the opendaylight controller and was
used to store blockchains, data, and block retrievals. In order
to compare the proposed architecture’s overhead, another
scenario (pair work) was created for simulation. In this case,
we used the Blockchain Fundamental (BCF) that uses hash-
ing and POW (i.e., classical blockchain). BCF does not con-
sider the limitations of ToT devices and cluster structures. In
fact, the POW has an energy and time overhead for IoT devi-
ces. The routing protocol whose algorithm was described in
the previous secton is used in our opendaylight controller
architecture that offers the energy efficiency features fto
reduce the energy consumption of loT devices.

We ran the simulation for 100 seconds, during which 1924
transactions were generated and the average result is 10 simu-
lations. The metrics that were used in this evaluation include:
Throughput, Packet overload, Time overhead, Response time,
Energy consumption, and Bandwidth and delay efficiency.
Table 2 shows the used simulation parameters,

Throughput. The number of transaction requests among
IoT devices in a netwaork, is referred to as the total through-
put time or total transaction time of transactions. In Fig. 7,
the difference throughput of our proposed architectural
approach and the BCF method can be observed. As we used
the cluster structure and optimized algorithm for loT nodes,
it helped to reduce the time overhead and processing by
improving the throughput compared to BCF.

Facket Overload. The length of packets sent in classic BCF,
using encryption, hashing, and POW increases the payload
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TABLE 3
Evaluation of the Packet Overhead Between Proposed
Architecture and BCF Method
Type of Packet Flow BCF (Bytes) Proposed Architecture
1oT devices to the controller 3z 4
SDN controller to storage 48 4
IoT device to IoT 18 4
ToT devices to storage 16 4
35+ ) BCF method '
J Proposed Architectre|
<
25 4
Ex-
= 15

-
Stiwe ransaction Access mmsaction Siore ransaction SO controller
time period form storage 1o controller authenticatin

Fig. 8. Comparison of time overhead of the proposed architectural with
that of the BCF meathod.

and packet header size. While in our method, by removing
the POW and using the lower layer header [38] and the
proper irradiation mechanism for the ToT network, there is
less packet overhead as seen in Table 3.

Owerload Time, The processing time of each transaction,
when the controller responds to requests. Fig. § illustrates
that the classic BCF method takes more time to process
packets than the proposed method because it has more
encryption and more POW operation in the classic method.
In addition, our method uses the proper protocol for IoT
nodes, which is a fast and energy efficient packet transmis-
sions protocol.

Response Time. 1t refers to the file transfer time between
two loT devices, which in our proposed method, we can

1200 B RO ncihod

I Fropossed Architecture
1000

B00 +

G600

Response time (ms)

32 64 128 2568 512
Size of File (KB)

Fig. 8. Comparison of the response time of the proposed architacture
with that of the BCF method.

BCF method
Propossed Architectun:

Consumed Energy {mj)

0T device

SN controller

clowd stomge

Fig. 10. Comparison of the energy consumption of the proposed archi-
tectura with that of the BCF method.

observe an improvement compared to the classic method
because of using the custom routing protocol in the control-
ler, Fig. 9 shows the average response time for file transfer
with different sizes between IoT nodes, in which our
method has less overhead than the BCF method.

Energy Consumption. Energy consumed by controllers
and loT devise involved in the transaction. The energy con-
sumption can be calculated using the Equation (6)

Etotall = Nt x T + [(m x Ec) + (i x EI)]. (6)

The BCF method for encryption, POW, and hashing is
more energy consuming by controller and IoT devices dur-
ing simulation. We also used the efficient energy routing
protocol for transmitting and receiving packets in the pro-
posed cluster architecture. The results of this comparison
are shown in Fig. 10.

Bandwidth and Delay Efficiency. The data transfer latency
in the proposed blockchain-based architecture can be
improved using the SDN controller, As previously illus-
trated in the steps of the file transfer between loT devices
for an SDN domain, the efficiency of the proposed architec-
ture can be also assessed in terms of delay and bandwidth.
Generally, SDN controllers monitor the loT activities in
each cluster. In some cases, two given loT devices may not
be in the same cluster during file transfer. Therefore, there
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are various paths between source and destination in our
scenario which an SDN controller can select for transferring.
In this particular evaluation, we consider the mobility
model and the traffic type in form of the random waypoint
model and constant bit rate (CBR) respectively. We also
increased the number of packets from 500 to 4,000 packets
with data size 1,000 byte to 3,500 bytes for this examination.
The proposed architecture compared with the BCF method
has less delay since the BCF method does not consider the
amount of traffic and delay in each cluster. In Fig. 11, the
latency of the BCF method is increased from 0.5 to 1.8 ns by
growing the data size since the packets are in the queune and
waiting for processing. However, the proposed architecture
has less delay owing to having a cluster structure. The vari-
ous paths between source and destination represents the
number of various paths in the proposed architecture for
sending, and the SDN controller concurrently sends data
from various paths to reduce the transmission delay in the
clusters. Also, this action causes a decrease in consuming
bandwidth in each cluster and finally the entire network
during transferring packets. As depicted in Fig. 11, with the
proliferation of packets transferring at the path among loT
devices in the clusters, the proposed architecture is more
efficient than BCF method that increases the use of band-
width from (.8 to 10 Mbps as the S5DN controller considers
the traffic of another cluster and sends packets through the
most efficient path.

4.2 Analytical Evaluation of the Proposed
Routing Protocol

In addition to the simulation results, this part presents the
analytical evaluation based on a queueing theory to further
evaluate the performance parameters: throughput, end-to-
end delay, and energy in the proposed routing protocol,
which are compared with the simulation results inSection 4.4.
We have considered a queueing model for proposed routing
protocol [12], as illustrated in Fig, 12, The SDN controller and
IoT devices are modeled as queueing systems to capture the
time cost of the clusters.

To analyze the performance parameters of our model, we
have used an M /H /2/1 theory of queuing model [39], since
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we are dealing with loT devices with a limited energy capac-
ity. We assume that the average packet arrival rate in the ith
IoT device is Ai, and that the arrivals in different IoT devices
are autonomous. Some incorrect and malicious packets must
send to the SDN controller that this happens (o). here,
M/H /2/1 which means packets arrive at the ith ToT device at
rate Al and the service time is represented by Ai = p and
Ai % (1 — p) distribution. At this time, g, with probability p,
while it receives service at rate p, with probability 1 — p. X
state is defined by x couple (x, y), where x is all the packets in
the IoT device and Y is the existing service stage. In our case,
y can be only 1 or 2. The stationary distribution of our queue
in the ith loT device can be gained by putting on the Matrix-
Geometric Technique [40]. We indicate the stationary proba-
bility vector ()i} in the ensuing equations

Qi) = (Q(i)g, Qi) Qi)s. - - - Qi) 0 ) (7)
P =% et | (8)
Qo=1-p )}

Qi) = (1 — p)p™. (10}

The mean number of packets in the queueing system can be
caleulated as

N;=) Kni (11)
=1
N:=)Y(1-p)f (12)
k=1
Ni=(1-p)) ko*=(1-p)pY k" (13)
k=1 fe=1

Because kp'~! can be written as kp*~! = £, respectively

Ni = (1- Jii"—{l— ot i” (14)
; ZOBrmy P\ 2P |
Therefore, 312, p* = 22, pF — 1 =7 —1=1&
We have achieved
s d( p
N:=(1 Pjpdp(l—p) (15)
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Based on the Little law [41], the average packet process-
ing ime in the ith IoT device can be assumed by

Ws = %NE = ﬁ (18)
Wg= if’“—‘tﬁi_ (19)
i=1 E.;-—l}k

4.3 Evaluation of the Proposed Routing Protocol
Our proposed routing protocol is built upon the cluster
structure and the energy and computational limitations of
[oT devices. The protocol utilizes the security features of the
blockchain for improving security in line with the require-
ments of energy effidency, and SDN controller for authenti-
cation and werification method in each cluster. Also, the
stability feature is provided via SON controllers for the pro-
posed protocol. The proposed protocol can adapt to consid-
erable changes that may happen during routing in each
cluster via existing SDN controllers in the same cluster or
adjacent SDN controllers in neighbor clusters. As a result,
our architecture provides stability for the proposed proto-
col. The stability of proposed protocol is managed by SDN
controller since it considers the behavior of the proposed
protocol during routing for selecting optimal path in other
to reducing energy consumption.

In this part, we present the comparison results of the pro-
posed routing protocol with the routing reference protocols
[41] including AODV, AOMDV, and DSDV. In addition, we
compared the proposed routing protocol with two cluster-
ing and energy aware IoT protocols: Energy Efficient
Secured Cluster based Distributed Fault Diagnosis protocol
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Fig. 14. Comparison of end-to-end delay of the proposed protocol with
that of EESCFD, SMSN, AQDY, AOMDV and DSDV protocols in mobil-
ity scenario.

(EESCFD) [42], and Secure Mobile Sensor Network (SMSN)
[43], based on the parameters of throughput, end-to-end
delay, and energy with mobility affects.

Throughput. Throughput refers to the data rate that a
node can send packets over the network. In fact, it is the
number of packets successfully delivered from the origin to
the destination [37]. Fig. 13 shows the throughput compari-
son between the sixth protocols.

As observed from the figure, the average throughput values
of the proposed protocol increase more than those of EESCFD
SMSN, AOMDV, AODV and DSDV, and maintain its vahie as
the ime increases from 10 ko 50 5. This could be mainly because
of the proper receiving of packets and less packet drop. Also,
with the increase of connections, the possibility of link failures
increases while the proposed protocol via SDN controllers can
manage the connections better in each clusters. The average
throughput is plateau with the time varying from 40 sec
because the amount of dropping packets increases at the time
of interface queue as the buffer is getting full.

Awverage End to End Delay. The average time of the packet
sent from the source until the time the packet is derived in
the destination, which includes delay in routing, delay in
release, and transmission Hime [38]. The results of this par-
Heular comparison are shown in Fig. 14.

Fig. 14 illustrates the average end-to-end delay versus time
by taking the each ime delay which we considered as simula-
tion time for the six routing protocols. It shows that the pro-
posed protocol performs with less delay than EESCFD,
SMSN, AODV, AOMDV and DSDV with time varying from
10s-60s when simulation is started. As the simulation time
increases, the average end-to-end delay increases because of
number of packets generates by each source increases,

Energy. Energy expresses the percentage of energy con-
sumed by all existing IoT devices in the network. In Fig. 15,
the energy consumption of our protocol and other protocols
are based on the number of connections and mobility.

As observed in the figure, it shows the consumption
energy between the proposed protocol with that of EESCFD,
SMSN, AODV, AOMDV and DSDV in mobility scenario. All
five protocols consume more energy than proposed protocol.
The reason is that our protocol benefits from an energy
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Fig. 15. Comparison of energy of the proposed protocol with that of
EESCFD, SMSN, AODV, AOMDY, and DSDV protocols in mobility
scenario.

efficient approach in which routing table get updated based
on node conditional and energy levelin each cluster via SDN
controller. Also, the results show that EESCFD protocol con-
sumes less energy since it similarly uses a cluster based
structure. DSDV protocol consumes more energy compared
toall protocols. The reason could be that in DSDV lots of link
failure occurs, and mostly dropped packets will be needed to
retransmit on a same path. Overall, the results indicate that
our routing protocol has better performance and efficiency
than the peer routing protocols. This could indicate that the
protocol would be promising for use in the proposed archi-
tecture for [oT devices.

4.4 Comparison of Simulation
and Analytical Results

By and large, both simulation and analytical evaluation are
maodeling approaches, which help at providing an idea of
model performance under various conditions. In fact, the
analytical model is a mathematical absiraction that can be
extended to address various working conditions and the
simulation models prepare results for a special use case and
should be run several times to balance the effect of numerical
calculations. In this section, the simulation results will be
compared to the analytical results of the proposed routing
protocol. It is noteworthy that the simulation parameters
that have been used for the simulation are listed in Table 2.

Fig. 16 presents the comparison of the throughput, end-
to-end delay, and energy metrics which were calculated via
our analytical evaluation in Section 4.2 and the simulation
results achieved in Section 4.3. According to the compari-
son, we have 97 percent accuracy in the achieved results in
the throughput, end-to-end delay and energy between sim-
ulation and analytical results. Consequently, the results con-
firm our analytical model.

5 CoONCLUSION
Given the growing trend of loT and the increasing needs

for more intelligent and smart services, there exist many
challenges and limitations in terms of security, privacy, and
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Fig. 16. Comparison of results calculated using our analytical evaluation
and simulation result.

computing power that will need the urgent attention of
research community. In order to mitigate some of these chal-
lenges, we presented an architecture for the loT network, using
two new emerging technologies, SDN and blockchain, In the
cluster structure of the proposed architecture, private and pub-
lic blockchains are used tailored for the IoT network. Using the
routing protocol designed for IoT devices in the SDN control-
ler and removing POW from the mix, our method managed to
achieve a significant impact on reducing energy consumption
and increasing the security of communication between IoT
devices. Qur proposed architecture is superior to BCF method
in terms of throughput, performance and energy efficiency,
while it offers a better routing protocol that outperformed
EESCFD, SMSN, AODV, AOMDV and DSDWV protocols. For
future work, we intend to provide a high-level P4 architecture
with the feature of the blockchain in the ToT domain and com-
pare its efficiency parameters with our architecture.
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