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Abstract— In the era of ubiquitous intelligence, the Internet
of Things (IoT) holds the promise as a breakthrough technology
to enable diverse applications that benefit societal problems. Yet
interconnecting myriad heterogeneous IoT devices across various
application domains remain a security challenge. Decentralized
technology has recently emerged as a powerful primitive in
building distributed applications to facilitate secure transactions
between mutually distrustful parties in a trustworthy manner.
Unfortunately, these decentralized protocols demand computing
resources and power far beyond the reach of resource-constrained
IoT devices, preventing the full adoption of distributed consensus
platform in the IoT setting. In this article, we address the key bot-
tleneck to enable blockchain in resource-constrained IoT devices.
We propose a lightweight implementation of proof-of-work (PoW)
mining with reconfigurable hardware primitives. By replacing the
hash and cryptographic functions in classic blockchain protocol
with secure and efficient hardware implementations, our pro-
posed solution can significantly reduce hardware resources and
power overheads of PoW mining, while improving the transaction
speed of large-scale IoT systems. Finally, we demonstrate the
algorithm by proposing an antispoofing solution for GPS naviga-
tion among lightweight IoT devices. As a replacement for position
computation, a mining process generates the expected coordinates
with the correct initial value and function configuration.

Index Terms— Blockchain, configurable nonlinear feedback
shift register (CNLFSR), Internet of Things (IoT) security, light-
weight hardware primitives, physical unclonable function (PUF).

I. INTRODUCTION

THE advent of smart and connected devices has led to
the rapid growth of the Internet of Things (IoT). Many

IoT-enabled applications have already started to revolutionize
areas such as telemedicine, industrial controls, and smart
buildings, and others are poised to address emerging societal
needs like intelligent infrastructure, energy exchange, and food
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Fig. 1. (a) Network topology of a typical IoT system. (b) P2P network
used in blockchain. (c) Hierarchical network topology used in the proposed
PCBChain consisting of both full nodes and lightweight nodes.

security [1]. As illustrated in Fig. 1(a), a typical IoT net-
work often employs a hierarchical topology that uses various
standard communication protocols to connect the local edge
devices via network gateways to a central cloud service [2].
Despite IoTs’ enormous potentials in enabling groundbreaking
technology, there are many challenges related to its interop-
erability and security. For example, current IoT systems are
often owned and operated by individual IoT service provider
via their proprietary cloud resources, creating information
silos and preventing data sharing and integration. Furthermore,
when information is centralized, its security hinges on the
security purview of a single service provider, which could be
concerning for mission-critical systems. Even if the service
provider has perfect security, it is also unclear which authority
should own such centralized control. To enable the adoption
of IoT systems that interconnect crosscutting sectors and
application domains supported by noncooperating vendors,
there is a pressing need to invoke trustworthy participation
from various scales of IoTs in a distributed and decentralized
manner.

Blockchain is a novel fully distributed public ledger in
the form of a growing list of records linked together using
cryptography that is maintained purely by a peer-to-peer (P2P)
network of anonymous users/nodes. It was first introduced
through the now famous cryptocurrency known as Bitcoin [3].
The use of a cryptographically linked list guarantees the
integrity of the record, since, once written, the data on the
blockchain are immutable and cannot be changed without
breaking the cryptographic seal. While every node in the
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network has open access to the public ledger, only the node
that can successfully solve the cryptographic puzzle, known
as proof-of-work (PoW) mining, is allowed to append a new
block. The design of the PoW puzzle guarantees that the
chance of solving the puzzle is equally distributed among
nodes that have the same computing power, and the system
is secure if no single node is able to amass more than 50%
of the network’s computing power. Fig. 1(b) shows how
blockchain is established through P2P communication between
distributed nodes in the network. Through its PoW-based
distributed consensus, blockchain obviates the need for a
trusted intermediary and hence avoids the common pitfalls of
a centralized architecture [3].

Recognizing the potential of distributed consensus in tack-
ling the challenges in IoT systems, researchers from both
academia and industry are interested in exploring the potential
of incorporating blockchain in IoT applications [4], [5]. Nev-
ertheless, the complex computation involved in the blockchain
protocol poses new bottlenecks for resource-constrained IoT
devices [6]. In the fully distributed blockchain network, every
mining node has to handle all the cryptographic computations
individually. As the system grows in scale, the computational
cost increases exponentially. Indeed, energy consumption con-
cern is not specific to IoT blockchain applications: it also
presents a universal challenge to the classic blockchain net-
work. The energy consumption of a single Bitcoin transaction
can power a U.S. household for 14.46 days [7], and the overall
power demand of the Bitcoin network has skyrocketed to
more than 40 TWh, which is close to the amount of power
consumed by the entire country of Bangladesh [7]. Although
alternative proof mechanisms have been proposed to replace
the power-hungry PoW mining [8], cryptography remains the
most computationally dominant operation, even with these new
alternatives. Specifically, the elliptic curve digital signature
algorithm (ECDSA) and secure hash algorithm (SHA-256)
consume major hardware resources, and dominate the power
consumption in the system, making distributed consensus with
decentralized architectures less efficient and less practical for
IoT applications [9], [10].

As a first step to tackle this challenge, we propose a
novel blockchain mining system, with new hardware primitive
design, resource-friendly implementation, and secure solution
in the context of IoT applications. These hardware primitives
can substitute the standard cryptographic functions used in
the classic blockchain protocol and significantly reduce the
resource and power consumption without compromising the
security level, and can be generally applicable to other types
of consensus protocols. In addition to the cryptographic sub-
stitution, we propose a modified consensus protocol using
these hardware primitives. Fig. 1(c) illustrates the hierarchical
network topology adopted in our proposed IoT framework.
We assume that typical IoT systems consist of two types
of network nodes—full nodes and lightweight nodes. The
former (typically an IoT gateway or microserver) is not
as resource-constrained as the latter (typically low-power
IoT edge devices), and therefore can fully support clas-
sic blockchain protocols and participate in its distributed
mining to ensure the security of the full nodes and their

connectivity. Therefore, the key problem we address in this
article is establishing a distributed consensus locally among
all the lightweight nodes connected to the secure full node.
A discussion on ensuring the connectivity and security of
the resource-rich full nodes is out of the scope of our
current solution. More specifically, our solution leverages
the concept of a physical unclonable function (PUF) and
a configurable nonlinear feedback shift register (CNLFSR)
to replace ECDSA and SHA-256 in blockchain PoW min-
ing. The proposed PUF-CNLFSR-Blockchain (PCBChain)
framework aims to achieve comparable functionality to that
of blockchain PoW mining with low hardware cost and
power consumption, which can enable blockchain technol-
ogy in myriads of lightweight IoT devices. It opens a new
avenue for exploring hardware-protocol codesign solutions
for secure distributed IoT applications. To demonstrate the
efficacy of this approach in real applications, we implement
the PCBChain framework and the embedded functionalities of
GPS defense modules on FPGAs. The design uses a pure hard-
ware mining method to calculate the coordinates and ensures
communication encryption complexity in different attack
scenarios.

We make the following contributions in this article.

1) We develop the PUF and CNLFSR solution to estab-
lish new hardware-based cryptographic primitives and
enable resource-efficient authentication and mining with
reconfigurable security levels.

2) We propose a hardware-protocol codesign framework to
facilitate distributed consensus in resource-constrained
IoT devices for blockchain applications.

3) We implement PCBChain and GPS spoofing solutions
in a real system, and demonstrate a significant resource
saving (97%) and performance boost (50×) over the
classic blockchain.

II. BACKGROUND AND RELATED WORK

A. IoT and Hardware Security

IoT technology has been continuously gaining popularity in
the past few years, but, their security is far from ideal. A wide
variety of off-the-shelf IoT devices have been found to be
missing basic security protections [11]. To better understand
the threat landscape, researchers have conducted in-depth
threat analysis at each communication layer and proposed
numerous protection mechanisms [12]. However, many of
the security mechanisms assume similar deployment environ-
ments among IoT devices and traditional servers, which can
be prohibitively expensive for resource-constrained devices.
To tackle the contention between security and performance,
hardware security primitives have drawn attentions from both
industry and academia. PUF, due to its unique physical fin-
gerprint, shows promise for the lightweight device identifi-
cation [13]. Similarly, radio frequency identification (RFID)
can track and monitor objects with tags, which has been
widely applied to IoTs [14]. Additionally, hardware LFSR is
also popular for pseudorandom number generation in the IoT
domain [15].
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B. Blockchain and Distributed Consensus

Blockchain, the technology behind Bitcoin, is one of the
most widely cited distributed consensus protocols [3]. Differ-
ent from traditional distributed security protocols, where secu-
rity is guaranteed by cryptography [16] and a fault-tolerance
protocol [17], the security of Bitcoin is based on financial
incentives during the new block generation process, also
known as mining. It is assumed that most of the distributed
consensus participants are rational and incentivized to follow
the protocol. The joint computation by the consensus network
remains correct as long as majority of the participants follow
the protocol faithfully. This is the intuition behind the 50%
rule of Bitcoin. However, since blockchains are designed to be
anonymous, an adversary can simply launch a Sybil attack [18]
on the network to gain the majority by impersonating multiple
participants. To prevent this, the mining nodes in the network
has to solve a computationally expensive crypto puzzle to
propose a new block. The additional requirement to show PoW
by solving a crypto puzzle not only gives new incentives for
miners, but also effectively requires the attacker to own more
than 50% of the collective power of the entire network to
launch attacks. While PoW works effectively in defending
against Sybil attacks, it is an enormous waste of energy.
As a result, researchers from both academia and industry have
looked into alternatives such as proof-of-useful-work [19],
proof-of-stack (PoS) [20], proof-of-authority [21], and proof-
of-elapsed-time [22]. Despite these emerging developments
and improvements in the distributed consensus protocol, cryp-
tographic operations such as signature verification and hash-
ing remain the fundamental building blocks of any modern
distributed consensus protocol and are basic requirements for
all participants.

C. Blockchain in IoT

Recognizing the potential of blockchain-based distributed
applications, several recent works have attempted to apply
such distributed consensus protocols to IoT infrastructure [23],
[24]. However, their mining operations are often highly
centralized on full resource nodes. As a result, deploy-
ment of computation intensive distributed consensus protocols
on resource-constrained IoT devices remains an open chal-
lenge [25]–[27]. The power consumption and hardware cost
are not well balanced, considering the limited improvement
of security. Meanwhile, not all the security problems in IoT
devices can be addressed by the existing blockchain proto-
cols [12]. Package tampering and IC counterfeiting require
complementary innovations in hardware primitives [28], [29].
Hence, we shoot for the new generation of the blockchain
design and protocol that can not only achieve the best trade-off
of system performance but also prevent IoTs from remote
attacks, hardware counterfeiting, and tampering adversaries.

III. PCBCHAIN SYSTEM DESIGN

A. System Architecture

The newly proposed PCBChain takes a different approach
to tackle the conflict between energy-intensive PoW consensus

and low-energy requirement of IoT devices. As illustrated
in Fig. 1(c), our proposed PCBChain is built on a hierarchical
IoT network, consisting of many subsystems at the first level,
each of which includes a full nodes and multiple lightweight
nodes. These subsystems can exchange information via a P2P
network and the standard blockchain protocol. A full node
serves as the hub of a subsystem and commands its connected
lightweight nodes. They constitute the second layer of the IoT
network using ad hoc wireless communication. By applying
this semidistributed topology, the PCBChain can significantly
improve the scalability of the network by degrading a large
scale of network, i.e., one billion nodes, to 100 000 or even one
million subsystems, in which there are hundreds of lightweight
nodes controlled by a full node. This architecture relieves a
centralized cloud server of heavy burden through the combina-
tion of regional parallel computation and P2P communication
among subsystems. The packet traffic and data management
in a large amount of IoT network are now shared by all the
full nodes.

Compared with a centralized IoT topology that relies
on complicate challenge handshake authentication proto-
cols (CHAPs) to ensure security, the PCBChain subsystem also
simplifies the authentication and lets nodes check the behavior
of each other. In this article, we present our design hardware
and protocol design for each of the subsystem as well as
the high-level composition. Fig. 2 presents such a PCBChain
subsystem and zooms in on internal block diagrams of the full
node and one of the lightweight nodes.

1) PCBChain Full Node: The full node, which is nonex-
istent in the traditional PoW architecture, is designed to
release the resource and computation burden to enable PoW
on lightweight IoTs. The full node has two roles to perform: it
communicates with other full nodes in the main network with
the classic PoW protocol and works as a trusted administrator
in its own subsystem with our PCBChain protocol. The
PCBChain part that we focus on contains six modules: a
subsystem controller, true random number generator (TRNG),
database, graphic user interface (GUI), user application, and
ad hoc Wi-Fi. The controller implemented in the FPGA
manages all the operations among lightweight nodes. The
operating data is provided by an off-chain database, which
is stored in the external memory on the FPGA platform. The
TRNG in the full node leverages its PUF and CNLFSR to
generate the address of challenge-response pairs (CRPs) for
node authentication and symmetric key encryption [30]. Full
nodes also enable auxiliary GUIs, user applications, and ad
hoc Wi-Fi communication among nodes. With those modules,
a full node can assign the proper mining tasks to its lightweight
nodes.

2) PCBChain Lightweight Node: A lightweight node, which
serves as a simple IoT device and mining unit, aims to mini-
mize the extra resource utilization of PoW while sustaining the
high security level, so that the attack cost is prominently higher
than the transaction value to deter malicious attackers. With
this purpose in mind, we apply two resource-saving techniques
to these nodes: CNLFSR-based mining and bistable ring
PUF (BRPUF)-based cryptographic functions to replace the
SHA-256 and ECDSA in classic blockchain protocols,
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Fig. 2. Block diagram and experimental setup of the proposed PCBChain
system.

as detailed in Section IV. Unlike traditional PoW, whose
nodes are completely independent, PCBChain lightweight
nodes work partially in slave mode, since only indispensable
components are reserved internally while other functions are
merged to the full node. A finite-state machine (FSM) con-
troller combines these primitives and other modules as one
essential PoW node by fetching mining information from the
corresponding full node. The FSM also exchanges transactions
with other lightweight nodes in the subsystem. For security
reasons, one lightweight node is not allowed to communicate
with nodes in other subsystems directly, but can transfer the
packet to the external network through its own full node.

B. Consensus Protocol

The trust-building process of the classic fully distributed
PoW protocol follows the three steps shown in Fig. 3(a):
mining with the SHA-256 hash function, broadcasting the
mined block, and verifying transactions in the mined block.
In step 1, a mining node runs the one-way hash function
(SHA-256) to exhaustively search for the nonce that results in
successfully mining a unit coin (indicated by the light bulb)
and the right to append a new block to the public ledger. In the
example of Bitcoin, the block contains Bitcoin payment trans-
actions to transfer Bitcoin values between different addresses.
Then this successful node signs the freshly minted block
with its private key, using ECDSA for an encrypted digital
signature. This signed block is broadcast to its neighboring
nodes and propagated in the network. Therefore, to support the
basic PoW mining in classic blockchain, each node needs to
perform repeated SHA-256 and ECDSA signature generation
and verification steps, which can be very resource-intensive. To
alleviate the computational demand from the lightweight node,
our proposed PCBChain modifies the PoW consensus protocol
into four steps that require coordination between the full

Fig. 3. (a) Classic blockchain PoW protocol. (b) Semidecentralized consensus
protocol in PCBChain.

node and lightweight nodes—authentication, configuration,
mining, and verification. The four-step protocol is presented
in Fig. 3(b) and described as following.

1) Hardware Authentication: To set up a new network or
enroll any new device, initialization authentication, marked as
Step 0 in Fig. 3, is required to establish trusted communication
among nodes and ensure the security of subsequent operations.
During the initialization, each lightweight node equipped with
PUF receives a challenge from the full node and sends a
response back. Credibility depends on how many bits in the
response match the corresponding data stored in the full node
local memory. Even though a raw response may contain bit
errors due to the instability of PUF, we avoid using additional
hardware resources for error correction. Instead, the full node
supports fuzzy authentication to tolerate the errors [31].

2) Mining Function Configuration: After the authentication,
in step 1, we distribute the mining function to each lightweight
node by configuring their CNLFSR modules, which involves
two mmax-bit binary strings: the CNLFSR polynomial function
setting parameter F and the mining cycle T . F is sent to
the CNLFSR lookup tables (LUTs) to configure the bitwise
operation gate to build the mining function. T is used to
define how many shift operations need to execute before the
mining result is checked. We define m as the valid length of
the configured part in the CNLFSR, but it is no larger than
a maximum number mmax. Thus, the mining cycle can be
as large as 2T (mmax−1) + 2T (mmax−2) + · · · + 2T (0). To avoid
shared function leakage during the broadcast, we apply a
private PUF-based stream cipher for each lightweight node.
First, the controller of the full node fetches the second pair
of c and r for the target lightweight node, which should be
different from the first CRP used for authentication. The secret
key r can encrypt T and F , while c is sent to the target directly.
Only the lightweight node that has the correct PUF can decrypt
T and F . The lightweight node first uses c to generate the
corresponding r from its PUF. Then the FSM can decrypt T
and F using the bitwise XNOR operation as follows:

r = PUF(c)

T = r ⊕ enc(T )

F = r ⊕ enc(F). (1)

It is important to note that due to PUF instability, a few bit
errors in the response cannot be avoided. This can be a serious
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flaw for blockchain as the shared polynomial function would
be completely different in each node. To solve this problem,
we apply the bit selection strategy in the full node and helper
data checking in the lightweight node [29]. Only stable CRPs
of PUFs and the corresponding helper data are stored in the
full node, which ensures a failure rate below 10−6.

3) CNLFSR-Based Mining: After all the lightweight nodes
are configured with the same function, the full node launches
the mining progress by sending the lightweight node an input
consisting of a transaction plus a nonce. The CNLFSR module
inside each lightweight node then shifts the register value in
each clock cycle until the time reaches the predefault threshold
2T (m−1) + 2T (m−2) + · · · + 2T (0) (m ≤ mmax). A successful
mining result should start with a fixed number of “0"s. The
values to the right are appended to a new block in a public
ledger that records the transactions locally.

4) Signature Generation and Verification: To simplify the
hefty signature generation algorithm in classic blockchain,
public PUF (PPUF) is used to replace the asymmetric cryptog-
raphy in step 3. The security is based on the unclonable feature
of hardware circuits and the execution-simulation gap (ESG)
principle of PPUFs. For the private PUF encryption, all the
CNLFSRs in the lightweight nodes are configured to be the
same polynomial function without leaking any secret infor-
mation to the unauthenticated nodes. Thus, even though the
original CNLFSR can be physically cloned, attackers have to
try all the configuration patterns before retrieving the correct
initial register values. Considering the worst case of using
LFSRs, the ESG between the fcomplex and fcompact is given
by

Cycles of fcomplex =
mmax∑
i=1

(2i − 1)

Cycles of fcompact = 2m − 1 −
m∑

i=1

(2T (i)−1)

ESG = Cycles of fcomplex − Cycles of fcompact.

(2)

Hence, attackers cannot solve the puzzle within the polyno-
mial time when the register maximum length mmax is large
enough, while an authenticated node can find the solution
quickly. Based on the ESG mechanism, we are able to
broadcast the data in a secure way and avoid using any
asymmetric cryptographic algorithm. Consequently, the ver-
ification process in the lightweight nodes removes the need
for complex asymmetric cryptographic modules. Since the
PPUF guarantees the data security, any authenticated node
can decrypt the received register value by running its own
CNLFSR, which is denoted as fcompact in (2). If the validity
of the value is confirmed, a new transaction is added to the
blockchain.

IV. HARDWARE DESIGN AND IMPLEMENTATION

In the hardware layer, we introduce three security primitives
that are used in the PCBChain—CNLFSR, BRPUF, and PPUF.

Fig. 4. (a) Fibonacci LFSR architecture. (b) Proposed 32-bit CNLFSR design.

A. CNLFSR

A mining function usually refers to a cryptographic hashing
algorithm, which is a one-way function with strong secu-
rity properties but high cost. Similar to other cryptographic
algorithms, most secure hashes are slow in software imple-
mentation and resource-hungry in hardware implementations.
Therefore, a low-cost yet secure primitive is required for the
PoW in lightweight IoT devices. Due to the simple construc-
tion of circuit, LFSR is widely used for pseudorandom number
generation in cryptography applications [32] and is especially
attractive as a low-cost implementation in IoT devices com-
paring to a complex mining function such as SHA-256. The
LFSR, as shown in Fig. 4(a), only requires 32 flip-flops and
three gates, but has the capability to provide the maximum
period of 232−1. However, a classic Fibonacci LFSR is known
to be weak against a Berlekamp–Massey attack [33], which
makes a guess and simulates the LFSR up to a symbol to
see if it is correct. We address the problem by designing a
configurable linear feedback shift register on an FPGA. In the
linear function part of Fig. 4(b), a LUT is added before each D
flip-flop (DFF) [34]. The SRAM-based LUT can be configured
as a multiplexer (MUX) to customize the initial value in the
DFF. AN LUT based logic gate (LG) is added below each
DFF, which serves as a MUX or bitwise XOR operational unit.
By initializing LUT cells with the corresponding functionality
and changing the selection input value, we can configure the
polynomial function of a CLFSR for each mining process
to increase the linear complexity [35]. The implementation
uses Xilinx Vivado tool and standard Xilinx 7 series FPGAs
configurable logic blocks [34], [36]. As a further security
improvement, our design involves nonlinear feedback shift
registers (NLFSRs) in the nonlinear function part of Fig. 4(b).
Another LG combines both outputs to enable the CNLFSR
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Fig. 5. 32-bit BRPUF design.

to reconfigure the function and switch between nonlinear and
linear mode. Given that the linear complexity bounds between
2n−1 +n and 2n −1 for each NLFSR, their combination offers
stronger resistance against the Berlekamp–Massey algorithm
attack [37].

B. BRPUF

A PUF is a physical entity that generates unique results from
random uncontrollable variables in the manufacturing process.
Given the same challenge, each PUF reacts with a different
response, called a CRP. The BRPUF was first proposed
in 2011 [38], and has a limited cost and decent reliability
compared to other types of delay PUFs. Its FPGA design, with
32 stages of duplicated NOR gates, is shown in Fig. 5, which
contains a 32-bit challenge and a 1-bit response. Each basic
stage consists of two NOR gates: a MUX at the gate outputs
and a DEMUX at the gate inputs. The MUX and the DEMUX
share a select signal which is one bit out of the 32-bit challenge
signal. This signal selects either the upper or the lower paths
of the MUX and the DEMUX, which provide different delays
and determine the 1-bit output after the stabilization process.
By storing the challenge in an LFSR, we are able to generate a
32-bit response with the same challenge. The response
includes 232 patterns and will be the initial value of the
CNLFSR. The BRPUF requires low hardware resource uti-
lization on FPGA and application-specific integrated circuits
(ASICs). For example, the NOR gate, MUX, and DEMUX
can be implemented with one LUT. A 32-stage BRPUF only
requires 128 LUTs in total. It is noted that the delay-based
PUF exerts rigorous timing constraints to the internal wires,
which make placement and routing a critical step during the
implementation. The details can be found in our previous
works [39], [40]. Due to the low cost and secure features
of BRPUF, it can be applied in our lightweight blockchain
infrastructure for node authentication, stream cipher, and ran-
dom number generation.

C. PPUF

A PPUF is another concept involved in our PCBChain for
low-cost asymmetric key cryptography [41]. Though it is a
hardware puzzle, the circuit is public so that the delay of each
gate can be simulated, which is extremely time consuming.
As the ESG described in (2), the hardware circuit is regarded
as a private key ( fcompact) whereas the simulation based on
the digital library is a public key ( fcomplex). When mmax is

much larger than m, the ESG between fcomplex and fcompact
can establish a secure hardware-based n-to-n public key com-
munication with low cost. To build such an asymmetric key
algorithm, PCBChain requires no additional hardware, simply
combining the existing BRPUF and CNLFSR. Authorized
by the BRPUF, the legit-configured CNLFSR in each node
provides the mining result as an “encrypted” transaction.
It takes other authenticated nodes fcompact cycles to decrypt the
packet, and further verify the correctness of the mining result.
A cloned node, which contains a counterfeiting PUF and fails
in the PUF authentication, have to spend much longer time
trying every possible pattern on its unconfigured CNLFSR to
obtain the transaction value.

V. SECURITY ANALYSIS

In this section, we present the security properties of
PCBChain using theoretical formulations, and we illustrate
how certain well-known attacks can be mitigated in our
proposed solution under a typical IoT system setting.

A. PCBChain Mining Security

Generally, using LFSRs directly as hash functions or stream
ciphers needs further artifices to counteract the weaknesses
implicit in the linearity. Otherwise it is regarded as insecure
because the Berlekamp–Massey algorithm can find the shortest
LFSR length n for a given binary output sequence within
O(n2) operations [42]. A common solution is to combine
several LFSRs to build a keystream with the desired statistical
properties, which is known as Geffe generator [43]. However,
this keystream is also easily broken by correlation attacks,
which significantly reduce the breaking effort compared to
brute-force attacks. To improve the security, correlation immu-
nity is commonly required between each LFSR subset and
the final combination output. Mathematically, for any inde-
pendent n binary random variables x0, . . . , xn−1, if the array
y = f (x0, . . . , xn−1) is independent of any random vector
(xi1 , . . . , xik ) with 0 < i1 < · · · < ik < n, then the function f
is kth order correlation immune. When the Boolean function f
holds a low-order correlation immunity, it is more susceptible
to a correlation attack. To improve the resistance against
cryptoanalytic attack, PCBChain uses NLFSRs with dynamic
configurations, which avoids the use of the same function by
issuing a new configuration pattern in the next mining process.
According to Table I, while sequences generated by an LFSR
of order n have a fixed linear complexity of n, an NLFSR
provides a lower bound of 2n−1 + n and upper bound of
2n − 1 when n is larger than 2 [44]. When we combine
two linear functions with bitwise logic operations, the output
linear complexity turns out to be only the sum or product of
two input linear complexity. When the nonlinear function is
involved, the output linear complexity � is determined not
only by the two shift registers, but also by the logic function.
With variations in the register length, the CNLFSR guarantees
the security of the mining function within the polynomial
time. In Table I, we list the linear complexity of the LFSR,
NLFSR, and CNLFSR. Compared to SHA-256 used in typical
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TABLE I

COMPLEXITY OF MINING FUNCTIONS

Fig. 6. ESG between the configured CNLFSR and the unauthenticated
lightweight node.

blockchain protocols [45], breaking a CNLFSR can be more
difficult when n is large enough.

B. PCBChain Digital Signature Security

Fundamentally, asymmetric cryptographic algorithms make
a ciphertext encrypted by anyone impossible to decrypt in
polynomial time, while another key holder can easily find the
plaintext. The ESG generated from the PPUF determines the
security level of the nodes’ digital signature. Ideally, fcomplex
should be much larger than fcompact to ensure the complexity
of the cryptographic algorithm. According to (2), fcomplex has
a fixed complexity since the register maximum length mmax is
physically preset. fcompact, however, can be variable. Given
a different configuration F , T in (2) has a flexible range
from m to 2m − 1 − m. As the shaded area shown in Fig. 6,
ESG grows exponentially as mmax increases. According to
the estimate, we can safely assume that the asymmetric key
cryptographic algorithm in our PCBChain is secure, given
sufficient CNLFSR length.

C. System-Level Security

The 51% attack is a well-known adversary for PoW systems,
where the adversary can potentially control more than 50%
of the network’s computing power to halt new transactions
or to allow double spending. In any IoT-based blockchain
architecture, it is often desirable to keep the energy cost per
block/transaction as low as possible. This requirement, how-
ever, creates a fundamental contention with the requirement
that it would be very difficult for the adversary to obtain more
than 51% of the computation power of the network. Using
the on-demand Cloud infrastructure, attackers can scale up

the computation significantly with marginal cost, compared
to IoT devices. As a result, the PCBChain topology cannot
defend against an attacker who compromises one of the IoT
sensors to delegate the mining computation to an external
entity. However, the original design of crypto puzzle was to
prevent the Sybil attack in the block proposing stage [18],
and in our PCBChain, due to the use of PUFs, it becomes
possible to detect and attribute an anomaly to an individual
device. One way to build an anomaly detector is to examine
the deviation of the block mining rate of a device from its
expected mining power. On the other hand, since full node
has the privilege of selecting the configured equation, it is able
to specify a certain lightweight node with the shortest mining
time. As seen in the application that we will introduce in the
next section, a lightweight node with the correct CNLFSR
initial value and configuration can achieve the expected output
within much fewer calculation iterations, compared to other
nodes with random initial values. Even if more than half of the
lightweight nodes in a subsystem are controlled by attackers,
a “cheating note” offered by the full node can still make
a specified node win the mining competition. Consequently,
the PCBChain tackles the 51% challenge from a different
angle, thanks to its unique design and protocol.

VI. PCBCHAIN APPLICATIONS

Our lightweight blockchain design can be applied to many
embedded systems, such as smart homes and home medical
devices. PCBChain also efficiently solves the identity and
integrity problems in a supply chain. Moreover, it helps build
secure communication among untrusted objects, for example,
unmanned drones with IoT networks. In this section, we pro-
pose a low-power and low-cost blockchain approach to protect
GPS coordinates during insecure communication.

A. Military GPS Attack Assumptions and Scenarios

We simplify a military GPS navigation system to a full
node and several lightweight nodes, which can be mapped
to the elements in the PCBChain subsystem. The full node
acts as the commander of this system, sending coordinates
to other individuals in the network as their next destination.
Lightweight nodes follow the instructions of the commander
and move to the expected locations. Our assumptions on the
GPS attacks are as follows.

1) Lightweight nodes have the PCBChain information pre-
stored in the off-Chain of a full node. The data are shared
only to the full node, and attackers cannot access this
off-Chain physically or remotely.

2) Attackers can break any well-known or conven-
tional cryptography during real-time communication and
obtain the broadcast content among nodes. Attackers
can also modify the encrypted packet in the wireless
network.

3) Attackers have no knowledge of the hardware primi-
tives in either the full node or the lightweight nodes.
The lightweight node has secure tampering resistance,
so physical attacks and information leakage are not taken
into consideration.
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4) Since the PUF and CNLFSR are secure, attackers need
additional time to guess the PUF type and the keys to
decrypt the authentication, configuration, and verifica-
tion packets.

5) Once the lightweight node moves to the next coordinate,
the previous location information becomes invalid. Thus,
an efficient attack must solve the problem before the
position update of the victim.

Attacks, hence, may occur under two conditions. The first
case is a man-in-the-middle attack, which is based on the
assumption that the conventional cryptography of commu-
nication is broken and the location content is disclosed.
The expected coordinate is maliciously modified to mislead
lightweight nodes about the next position. To convince the
full node, the new coordinate reported by the corresponding
lightweight node will also be altered to match the intended
result and pass the verification. The second method of attack
is to decrypt the response sent from the lightweight node
directly and obtain its latest location information. According
to these assumptions, the software encryption algorithms are
broken fast enough before the node moves to the next position.
Unfortunately, the existing solutions show poor efficiency and
low security level on lightweight IoT devices [46]. Neverthe-
less, the proposed PCBChain exploits the hardware primitive
security to find an answer against information modification
and leakage.

B. PCBChain-Based GPS Antispoofing System

We apply the same architecture of Fig. 2 to the GPS security
solution. The difference is that the CNLFSR initial value
(xn, yn), configuration data (�xn,�yn), and mining result
(xn+1, yn+1) are meaningful coordinates in this application.
As illustrated in Fig. 7, an isolated off-chain database provides
the crypto-CRPs and coordinates on the scheduled paths for
all the lightweight nodes of the subnetwork. This database
helps the full node to determine which node takes the shortest
time for mining while arriving the specified location. The
stored data are encrypted to ensure the information security.
Any remote access to the off-chain directly is not allowed as
well. The full node in the subsystem is the only one that has
privilege to physical access to the off-chain database. To trans-
fer the moving instruction (�xn,�yn) securely, the full node
encrypts it with different symmetric keys ks and broadcasts
Enc(�xn,�yn, ks) in the subsystem. Each lightweight node
can decrypt a corresponding packet with its PUF. The con-
figured nodes start mining with the current position (xn, yn)
and the decrypted (�xn,�yn). In the example, lightweight
node 1 is expected to finish the mining first. The generated
(xn+1, yn+1) denotes the next position to go. An encrypted
packet Enc(xn+1, yn+1, ka) will be broadcast to other nodes
for verification. The time gap for different roles will be
discussed in the later section.

This PCBChain application contains three prerequisites for
successful navigation: 1) a full node knows the initial value of
each node; 2) the mining function configured by (�xn,�yn)
satisfies the equation (xn+1, yn+1) = (xn, yn) + (�xn,�yn);
and 3) a specified lightweight node (lightweight node 1 in

the example) that is expected to moving along the direction
vector (�xn,�yn) can calculate the result (xn+1, yn+1) within
a shorter time than other nodes. To prove that a full node can
always find a shortest path for a certain node, we actually
compare the ratio between fcompact and fcomplex. Because all
the initial values are uniformed to fit the same CNLFSR, both
functions are fixed to the same configuration. While fcompact
defines the shortest path 1© from (xn, yn) to (xn+1, yn+1),
other nodes that take longer mining time must have their initial
values located on the path 2©. Given a random initial value,
the probability that it is enclosed on the path 2© is equal
to ( fcompact/ fcomplex). According to (2), when m � mmax,
( fcompact/ fcomplex) → 0. As a result, a targeted node can be
guaranteed to win a mining.

Given those constraints, a full node is able to assign
verifiable moving tasks to any node in the subsystem, and any
malicious modification of the packets can be detected by the
transparent computation shared among all the nodes. To launch
a successful man-in-the-middle attack, one have to model the
hardware architecture to create the correct fault injection value
and pass the verification. We will prove that such a modeling
attack is not feasible for the BRPUF-CNLFSR structure. To
guarantee the broadcast result security, we will also demon-
strate that only the full node and configured lightweight nodes
are able to verify the mining output. Any brute force attack
cannot extract the encrypted coordinates within the polynomial
time.

C. Cryptography Modeling Attack and CNLFSR Defense

We first discuss the cryptographic attack model and how
PCBChain prevents a spoofing attack. According to the
previous assumption, man-in-the-middle attackers cannot get
access to the hardware devices. To pass the authentication or
decrypt Enc(�xn,�yn, ks) to obtain the configuration function
(�xn,�yn), adversaries have to apply a modeling attack to
build the digital library of a PUF and predict the key (response)
according to the ks (challenge). With the PUF response, it is
easier to calculate where a lightweight node is expected to
go. Furthermore, the adversary can modify (�xn,�yn) to
maliciously change the destination to (x ′

n+1, y ′
n+1). Finally,

to convince the full node that the command is executed cor-
rectly, attackers have to replace the packet with the computed
(xn+1, yn+1) instead of (x ′

n+1, y ′
n+1).

To build the PUF model and predict the responses of
BRPUF, attackers have to know the PUF type and col-
lect enough CRPs between a full node and lightweight
nodes. Unfortunately, without knowledge of the PUF structure,
remote attackers cannot build an effective attack model. More-
over, only the authentication CRP can be directly measured,
which occurs once when there is a new node joining the
subsystem. To obtain the other CRPs, the adversary first must
solve each NLFSR problem and operate the bitwise XOR

to decrypt one response in reverse. According to Table I,
any NLFSR indicates a minimum complexity of 2n−1 + n.
Therefore, the difficulty of breaking PCBChain is much harder
and more time-consuming than breaking a conventional PUF
modeling attack.
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Fig. 7. Workflow of PCBChain based GPS security solution.

Due to the nonlinear property of PCBChain, traditional
arbiter PUF modeling methods such as logistic regression can-
not be applied here [47]. Instead, we use an open-source deep
learning algorithm to attack universal PUFs and NLFSR [48].
Since PCBChain uses combined hardware primitives, we need
to build our own model first. Considering a BRPUF with
mmax-bit challenges C , when an inverter ring is formed and
released from an all “0" state, the stabilization process settles
on a “0101,” “1010,” or N OT RE ADY state, according to
the process variation and system noise, which leads to 2n

different converging results. The delay difference of odd stages
is defined as �ωo = (ω1, ω3, . . . , ωn−3, ωn−1), and that of
even stages is represented as �ωe = (ω2, ω4, . . . , ωn−2, ωn).
Given the corresponding challenge vector sets ��o and ��e,
the total delay time difference � can be expressed as � =
�ωo

T ��o − �ωe
T ��e. Hence the 1-bit response r can be calculated

with a sign function

r = sgn(�) = sgn
( �ωo

T ��o − �ωe
T ��e

)
. (3)

For the CNLFSR modeling, we discuss the linear part and
nonlinear part separately. The linear function is a polynomial
of degree n shown in a form like f (x) = anxn + an−1xn−1 +
· · ·+ a2x2 + a1x + a0. The real numbers can be replaced by a
weight vector �ωL = (ωL0, ωL1, . . . , ωLn−1, ωLn ). We can eas-
ily build a model fL for an LFSR containing ((φ(2n − 1))/n)
functions, in which φ denotes the Euler phi function. However,
the number of cyclically equivalent sequences defined by de
Bruijn has 22n−1−n possibilities, which makes NLFSR model-
ing harder than that of LFSR [49]. To follow the default form,
we also use the Boolean function F to describe the NLFSR
f (x0, x1, . . . , xn−1) = x0+F(x1, . . . , xn−1) [49]. Considering
the modeling and computing complexity, we focus on the
NLFSR function fN of order 32 or less. The combined fC

for the mining function output therefore can be expressed with
linear and nonlinear parts

fL = �ωL
T �xi

fN = �ωN
T ( �xi

T �xi �xi �xi
)

fC = fL + fN . (4)

Given a response set generated by the BRPUF as the CNLFSR
initial value, the system model is no longer a simple PUF or

LFSR. In an experiment shown in the later section, we will
prove that the decryption of (xn+1, yn+1) is still a hard
problem with deep learning technology.

D. Brute Force Attack and Time Gap Defense

As shown in Fig. 7, the second attack scenario is a brute
force decryption of the broadcast packet from lightweight
node 1. In the example, three roles are involved during the
verification process: the full node, lightweight nodes, and the
brute force attacker. To maintain a normal working status
of the subsystem, the verification duration of the full node
and lightweight nodes should be short. On the attacker side,
the decryption time must be long enough to build a time gap.
The security assessment depends on whether the attacker can
solve the mathematical problems before the current coordinate
becomes invalid.

The full node, which has all the knowledge of the sub-
system, verifies Enc(xn+1, yn+1, ka) by executing the same
mining function, which is defined as Hash(�xn,�yn). Thus,
the verification duration is equal to the mining time of the
lightweight node that broadcasts the new position information.
As illustrated in Fig. 7, the calculation complexity is abstracted
as the shortest path from the former coordinate (xn, yn) to the
new location (xn+1, yn+1), which takes the following time to
verify:

t1 =
m∑

i=1

(2T (i)−1) × tclk (5)

where tclk is the system clock frequency. Obviously, the veri-
fication duration t1 is controlled by the valid CNLFSR length
m and the corresponding configuration function T (i).

On the other hand, all the lightweight nodes share the
same CNLFSR configuration but do not know the initial value
(xn, yn) generated by the PUF on lightweight node 1. Since
the CNLFSR is a one-way function, we cannot reverse the
function to calculate (xn, yn) directly. It is noted that even
though the recorded process (xn−1, yn−1) to (xn, yn) in the
last mining can indicate the initial position of the current
mining by default, the actual (xn, yn) should be generated by
the PUF privately and kept confidentially until verification is
done. Hence it is impossible to replicate the calculation path
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1© as well. To prove Enc(xn+1, yn+1, ka) as a correct mining
result, we have to follow the path 2© shown in Fig. 7. Given
the proper m and T (i), the path 2© can be set with a longer
time than t1, but much shorter compared to random collisions

t2 =
(

2m − 1 −
m∑

i=1

(2T (i)−1)

)
× tclk. (6)

The attackers, however, are unable to decrypt the PUF
response, CNLFSR configuration function T (i), and the max-
imum length mmax. Eventually, an adversary has to try all the
configuration functions with the length varying from 2 to mmax
until a collision is found. The average probability of collisions
requires a computation time of t3 to reach

t3 = 1

2

mmax∑
i=1

(2i − 1) × tclk. (7)

If mmax is large, the verification gap is sufficient to prevent
brute force attacks.

VII. EVALUATION RESULTS

We evaluate the performance of PCBChain by implementing
one full node and two lightweight nodes on three Zed-
boards, as shown in Fig. 2. Considering the measurement
period in reality, the CNLFSR and BRPUF are configured
to 32-bit mode. The maximum execution round is set to
232 − 220 = 4 293 918 720, which takes a Zedboard about
43 seconds to accomplish. All the measurements are performed
at the normal working temperature and supply voltages of
FPGAs. To compare the mining function and digital signature,
we also implement a classic PoW with SHA-256 and ECDSA
on KC705 board. As described in the manual [34], both
platforms use Xilinx 7 series FPGAs, which have the same
structure and cells. Additionally, SHA-256 is tested on a
Raspberry Pi.

A. Mining Function Performance

We first compare the mining performance of CNLFSRs
with that of the typical SHA-256 function implemented on
Xilinx FPGA and Raspberry Pi platforms. The classic software
SHA-256 is tested on the Cortex-A9 SoC of a Raspberry Pi.
The classic hardware SHA-256 is evaluated by a Kintex-7
FPGA on a KC705 board. The CNLFSR is implemented on
the embedded Artix-7 of a Zedboard. As Table II shows,
although the resources for the software approach are hard
to estimate, the required processor is equivalent to 26 mil-
lion transistors. Between the cheaper hardware implementa-
tions, the SHA-256 requires far more LUTs and FFs than
a CNLFSR does. While the Zedboard offers the slowest
clock speed, the proposed CNLFSR performs with the high-
est mining rate. Moreover, the power consumption of both
SHA-256 approaches is much more than that of the CNLFSR.
To make a fair comparison of mining functions on dif-
ferent platforms, we evaluate not only the platform power
but also the energy cost for each hash execution. Hard-
ware approaches, especially for CNLFSR of PCBChain,
are much more energy-efficient and thus more suitable for

TABLE II

MINING FUNCTIONS PERFORMANCE COMPARISON

low-power IoT devices. We make thorough randomness assess-
ments according to 15 NIST tests [50], which prove the
CNLFSR output to be random. The SHA-256 can generate
unique hash values approaching 50% differences with various
inputs. In PCBChain, the hamming distance heavily relies
on the output of the BRPUF, which varies from 45% to
55%. Finally, we provide the stability performance between
the SHA-256 and CNLFSR. While both the CNLFSR and
SHA-256 are deterministic hash functions with 100% output
accuracy, the BRPUF output is known to generate up to
2.16% bit errors in responses [38]. With bit selection strategy,
the failure rate of the mining function is reduced to 10−6.

B. Digital Signature Performance

Table III presents the digital signature performance with
three different approaches: ARM-based classic ECDSA [51],
FPGA-based classic ECDSA, and CNLFSR/BRPUF-based
ESG. Compared to the resource usage for the software
and hardware ECDSA, the verification cost of PCBChain is
extremely low. To meet the timing, we slow down the clock for
the ECDSA implementation on the FPGA. Even so, the signa-
ture generation and verification speed are still much faster than
that for the software approach. Furthermore, the PCBChain
generation and verification progress requires less time than the
hardware ECDSA does. Since we apply ESG methodology in
PCBChain, there is no additional cryptographic process. Thus
the signature generation time in PCBChain is 0. Although
there is no traditional decryption for PCBChain, a lightweight
node still needs to run the CNLFSR for 220 − 1 cycles
to obtain the transaction and nonce. Thus the PCBChain
verification takes 10 ms in our settings. Although the power
consumption of classic software PoW is not given in the
previous work [51], it is easy to estimate the bound on ARM7.
Because the processing time is much longer than that with
the other methods, the software approach shows poor energy
efficiency. By comparing the overall performance of different
digital signatures, PCBChain still performs with the best
trade-off.

C. PCBChain System Performance

Based on the measured results, we are able to simulate the
performance of PCBChain with a large scale system of IoT
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TABLE III

DIGITAL SIGNATURE PERFORMANCE COMPARISON

Fig. 8. Relationship between the number of lightweight nodes and (a) total
LUT resource usage. (b) Full node memory space. (c) TPS of a full node
PCBChain. (d) TPS of multiple full node PCBChain.

devices. Fig. 8(a) shows the LUT utilization of the whole
system, which indicates that a PCBChain subsystem with
over 6000 lightweight nodes demand for fewer resources than
200 classic blockchain nodes implemented on FPGAs [10].
While our design fits lightweight nodes into low-cost IoT
devices, the full node requires more space to store CRPs and
the blockchain information. Fig. 8(b) presents the minimum
memory needed for one-time mining. Using a subsystem with
6250 lightweight nodes as an example, the full node should
provide 10-MB memory for the PCBChain mining progress;
there is no memory cost for lightweight nodes.

Another key performance metric of a blockchain system
is its transactions per second (TPS) rate. Latencies such as
mining, wireless transfer, memory operations, and other factors
are considered during the simulation. As indicated in Fig. 8(c),
when all the lightweight nodes rely on only one full node in
a centralized configuration, the transaction rate is low, experi-
encing bottleneck due to limited data transfer parallelization.
Instead of using the traditional IoT network, we adopt a
semicentralized topology by distributing the lightweight nodes
among multiple full nodes, with each full node connecting
to a certain number of lightweight nodes. Fig. 8(d) indicates
that the TPS rate can reach 350, which is 50 times faster
than the upper bound of Bitcoin. This result suggests that the

TABLE IV

DIFFERENT LIGHTWEIGHT BLOCKCHAIN SYSTEM COMPARISON

scalability issue of the blockchain-based IoT can be solved by
constructing such a hierarchical topology.

We compare the key performance with two similar frame-
works in Table IV. One resource efficient PoW, RE M , relies
on the software guard extensions (SGX) framework [19].
Another design called Microchain is built with standard ARM
core [52]. Both solutions use SHA-256 as the mining func-
tion. Leveraging the hardware primitives of our PCBChain,
the lightweight nodes require less software overhead compared
to the REM, but the full node demands extra resources for
computation. Though the hardware cost is not specified in
other works, it is important to note that our PCBChain is the
only one that can execute mining without microprocessors,
and the cost is less than 600 LUTs. The Microchain owns
a communication complexity of O(K 2) during the voting
process, in which K is the linear scale to the committee size.
On the other hand, the PCBChain and RE M have a scale
complexity of O(K ) due to the different protocol type. When
the block size varies among 512 KB, 1 MB, 2 MB, and 4 MB,
the average throughout of PCBChain is 4.8 MB/h, which is
higher than that of the other PoW, but slower than the PoS
solution. Nevertheless, the high throughout of PoS is based
on sacrificing the security level against Bribe attack, whose
cost is 50× lower than PoW Bribe attack [53].

D. GPS Security Evaluation

To evaluate the security level of our GPS antispoofing
solution, three 32-bit BRPUF instances are implemented on the
Zynq reprogrammable logic side of different Zedboards. Each
BRPUF is connected with a CNLFSR, and the response is used
as the initial value of the CNLFSR. Hence the mining output is
determined by different PUF responses and function configu-
rations. In the first step, we use the 32-bit CRPs and CNLFSR
outputs for training to build the PCBChain model and estimate
a prediction rate of its output. Considering the limited memory
resources of FPGAs, we store only 6250 reliable and random
CRPs on the FPGA block RAMs as the input. With the help
of bit selection algorithms for PUFs, we are able to generate
deterministic initial values for the mining functions, which
eliminate the system level errors in the PCBChain output. The
training process thus achieves the highest prediction rate to
evaluate the lower bound of the PCBChain system security
against modeling attacks. Fig. 9 shows the prediction ratio
after training using different models. By applying the BRPUF
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Fig. 9. Matched bit ratio of PCBChain output using modeling attacks.

Fig. 10. Secure time threshold against the brute force attack during
verification.

model proposed in (3), over 90% of the PUF outputs can
be forecast. It is noted that the rate does not reflect the
difficulty of decrypting a packet, since attackers cannot obtain
the responses directly. Relatively, the CNLFSR model provides
an accuracy of under 70% when the training samples are fewer
than 6250. When we combine those two primitives, the curve
becomes very flat, which means the predication rate of the
model are no better than a guess from random binary strings.
Hence we can safely claim that the cryptography model cannot
be established with the limited samples and time, and attackers
are not provided with sufficient data to decrypt the coordinate
information.

Further, we evaluate the brute force attack on verification
in this application. Based on our assumptions, one of the
time constraints is that a lightweight node should move from
(xn−1, yn−1) to (xn, yn) within t3. Compared to the worst
case shown in Fig. 6, the mining time of the lightweight
node can be ignored when T (i) and m are always selected to
intentionally form a short path from (xn, yn) to (xn+1, yn+1).
In such a case, we can test the time bound of a lightweight
node being transported to avoid brute force attacks. The shaded
area in Fig. 10 represents the secure area that meets the time
constraint, with a regular system clock of 100 MHz. The
trend indicates that a register length larger than 25 bits is
more realistic for lightweight nodes to move to the next loca-
tion before the current configuration is broken. For example,
a 32-bit CNLFSR provides a 7-min secure time window
in Fig. 10. If the distance between two coordinates requires

more time to cover, we should consider extending the maxi-
mum length of CNLFSRs.

VIII. CONCLUSION

This article takes the first step to explore the potential
of using lightweight hardware implementation for blockchain
mining in IoT systems. Leveraging two proven hard-
ware primitives—PUF and —LFSR, our solution extends
their usage into BRPUF and CNLFSR to replace the
key resource-hungry mining (SHA-256) and digital signa-
ture (ECDSA) algorithms in classic blockchain PoW mining.
A PCBChain protocol is proposed to modify the consensus for
resource-constrained lightweight nodes with cooperation from
resource-rich full nodes. We also analyze security issues at the
component, protocol, and system levels. With this technology,
we further discuss how PCBChain helps improve the security
level in a GPS antispoofing application. Empirical results
reveal significant reductions in hardware resources and power
compared to the classic PoW, while achieving a better TPS
rate with high scalability.
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