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Abstract. In this paper we present a method based on linear program-
ming that facilitates reliable safety verification of hybrid dynamical sys-
tems subject to perturbation inputs over the infinite time horizon. The
verification algorithm applies the probably approximately correct (PAC)
learning framework and consequently can be regarded as statistically
formal verification in the sense that it provides formal safety guarantees
expressed using error probabilities and confidences. The safety of hybrid
systems in this framework is verified via the computation of so-called
PAC barrier certificates, which can be computed by solving a linear pro-
gramming problem. Based on scenario approaches, the linear program is
constructed by a family of independent and identically distributed state
samples. In this way we can conduct verification of hybrid dynamical
systems that existing methods are not capable of dealing with. Some
preliminary experiments demonstrate the performance of our approach.

Keywords: Hybrid systems + Probably approximately safe - Linear
program

1 Introduction

The complexity of today’s technological applications induces a quest for automa-
tion, leading to autonomous cyber-physical systems [9]. Many of these systems
operate in safety-critical contexts and hence become safety-critical systems them-
selves. Being safety-critical, they have to reliably sustain safety despite pertur-
bations. The propagation of these perturbations however tends to be highly non-
linear and combine continuous and discrete dynamics. Such combined dynam-
ics yield a hybrid dynamical system involving interacting discrete-event and
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continuous-variable dynamics. Hybrid dynamical systems are important in appli-
cations such as robotics, manufacturing systems and bio-molecular networks, and
have been at the center of intense research activity in computer-aided verifica-
tion, control theory, and applied mathematics [2].

The process of verifying with mathematical rigor that a hybrid dynami-
cal system behaves correctly is a well-established branch of formal methods in
computer science [1]. Unfortunately, many decision problems underlying formal
verification of hybrid systems are undecidable [17]. Even surprisingly simple
dynamical systems combining discrete and continuous dynamics feature unde-
cidable state-reachability problems, like multi-priced timed automata with stop-
watch prices [13] or three-dimensional piecewise constant derivative systems [3].
General undecidability renders sound yet incomplete automatic verification
methods as well as methods providing a controlled approximation error attrac-
tive, e.g. [10,14,26], which nevertheless are computationally expensive. Although
sophisticated heuristics have been developed to improve scalability of the tech-
niques, automatic key-press formal verification of real-world systems is still con-
sidered to be impractical [30]. Techniques for simulation-based verification can
prove fruitful in this regard for systems over finite time horizons, as they combine
the scalability of simulation with rigorous coverage criteria supporting either a
complete or a statistical verification through generalization from samples [23,38].

In this paper we propose a linear programming based method that facilitates
reliable, in the sense of featuring a rigorously quantified confidence in the ver-
ification verdict, safety verification of hybrid systems subject to perturbations
over the infinite time horizon. Akin to [11], the verification algorithm applies the
framework of PAC learning theory [15] to adjust the effort invested in generating
samples to a desired confidence in the verification verdict. Given a confidence
B € (0,1), the objective is to compute a probability € € (0,1) such that the prob-
ability of initial continuous states leading to the satisfiability of safety properties
is larger than 1—e¢, with at least 1— /3 confidence. Such verification in our method
is studied by learning a so-called PAC barrier certificate with respect to € and 3,
which withat least 1 — 8 confidence is indeed a barrier certificate with probabil-
ity larger than 1 — e. The computation is based on scenario approaches [6] and
linear interval inequalities [28], which encodes as a linear programming problem.
The linear program is constructed using linear interval inequalities and a family
of independent and identically distributed state samples extracted from the ini-
tial set. Based on the computed solution to this linear program, confidence level
B € (0,1) and number of samples, we compute a probability measure e based
on scenario approaches such that the computed solution to the linear program
forms a PAC barrier certificate with respect to ¢ and 3. Consequently we con-
clude that the probability of initial continuous states leading to the satisfiability
of safety properties is larger than 1 — ¢, with confidence higher than 1 — 3. Some
examples demonstrate the performance and merits of our approach.
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2 Preliminaries

In this section we introduce hybrid systems, the safety verification problem,
scenario approaches and linear interval inequalities. The following notations are
used throughout this paper: C!(R") is the set of continuously differentiable func-
tions from R™ to R. R>g denotes the set of nonnegative real values and R
denotes the set of positive reals. Vectors are denoted by boldface letters.

2.1 Hybrid Systems
A hybrid system is a tuple H = (X, L, X, Xy, Inv, F,T) [24]:

— X C R"™ is the continuous state space;

— L is a finite set of locations and we will in the sequel denote its cardinality
by M = |L| with L ={1,...,M};

— The overall state space of the system is X = L x X, and a state of the system
is denoted by (I,x) € L x X;

— Xo C X is the set of initial states;

— Inv: L — 2% is the invariant, which assigns to each location [ a set Inv(l) C
X that contains all possible continuous states while at location [;

~ F : X — 2% is a set of vector fields. F assigns to each (I,z) € X a set
F(l,z) C R™ which constrains the evolution of the continuous state according
to the differential inclusion & € F(I, x);

— T C X x X is a relation capturing discrete transitions between two locations.
Here a transition ((I', "), (I,x)) € T indicates that from the state (I, ') the
system can undergo a discrete jump to the state (I, x).

We assume that the uncertainty in the continuous flow is caused by some per-
turbation inputs in the manner: F(l,z) = {€ € R" | & = fi(x,d), for some d €
D(1)}, where fi(x,d) is a vector field that governs the flow of the system at loca-
tion I, and d is a vector of perturbation inputs that takes value in D(l) C R".

Trajectories of the hybrid system H starting from some initial state (lo, ) €
X are concatenations of steps, with each step either being a continuous flow
or a discrete transition, with the endpoint of each step matching the startpoint
of the next step, and with the first step starting in (lo, o) € Xo. During a
continuous flow, the discrete location [ is maintained and the continuous state
evolves according to the differential inclusion & € F(l,x), as long as @ remains
inside the invariant set Inv(l). At a state (I3, 1) a discrete transition to (la, 2)
can occur iff ((I1,21), (I2,2)) € T. We then say that x; € G, 1, = {x1 € X' |
((I1,21), (I2,2)) € T for some x € X} and z2 € Ry, ,(x1), where Ry, 4, : &1 —
{z € X | ((lh,21),(lo,x)) € T}. If Gy is empty then no discrete transition
from location I’ to location [ is possible and the associated reset map undefined.
Although not explicitly stated, it is assumed that the description of the hybrid
system given above is well-posed. For example, (I, ) € X, automatically implies
that € Inv(l), and ((I’, '), (I, x)) € T implies that ' € Inv(l’) and € Inv(l).

Given a system H and a set of unsafe states X, C X, the classical safety
verification problem is concerned with proving that no trajectory of the hybrid
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system H originating from the set X of initial states can ever enter the unsafe
region X,,. If this property holds, the hybrid system H is safe. Unfortunately,
such safety verification problem is undecidable generally and consequently is
challenging, even for systems with simple dynamics. In this paper we relax the
notion of safety, replacing qualitative safety (no trajectory may ever reach an
unsafe state) by quantitative safety (the probability of unsafe behaviors stays
below a quantitative safety target with some specified confidence). We call a
system satisfying the latter property probably approzimately safe. Its concept is
formally introduced in Definition 1. The probably approximate safety verifica-
tion applies the PAC learning framework [15] and consequently can be regarded
as statistically formal verification in the sense that it provides formal safety
guarantees expressed using error probabilities and confidence.

Suppose Ini(l) = {x | (l,z) € Xo} is endowed with a o—algebra D; and
that a probability Pr; over Ini(l) is assigned, where [ € L. In addition, we
assume Ini = Ini(1) X ... x Ini(M) is endowed with a o—algebra D’ and that
a probability Pr over D’ is assigned. Obviously, Pr = Pry X ... X Pry,.

Definition 1. A hybrid system H is probably approximately safe with respect
to the set Ini, € € (0,1) and B € (0,1) (or, PAS(e,8)) if with at least 1 — (3
confidence, Pr(C) > 1 — ¢, where C = Ini’(1) X ... X Ini'(M) is a subset of the
set Ini and Ini’(l) C Ini(l) is a set of continuous states xs in the location ] € L
such that trajectories of H starting from (1, x) never enter the unsafe region X,.

Besides, we in this paper restrict the invariant set Inv(l), disturbance set
D(1), unsafe set Uns(l), guard set Gy; and initial set Ini(l) to the interval form
for I € L, where Uns(l) = {x | (I,x) € X,}. The probability distribution Pr;
is assumed to be uniform distribution over Ini(l) for [ € L. We need to point
out here that our method is not limited to this particular probability distribu-
tion. This feature is reflected in scenario approaches, which will be introduced in
Subsect. 2.2. To some extent, the assumption of uniform distribution over Ini(l)
for I € L is reasonable since every continuous state in Ini(l) is of equal impor-
tance especially for safety-critical systems. Any state leading to a violation of the
safety property will result in a systems failure. Ideally, we wish that the hybrid
system is safe for every initial state. As mentioned before, this is challenging to
verify with mathematical rigor. Inspired by machine learning theory, we attempt
to use a family of random finite states in Ini(l) to learn safety information of
hybrid systems in the PAC framework and would expect to verify systems that
existing verification methods are not capable of dealing with.

2.2 Scenario Approaches

The scenario optimization has been shown as an intuitive and effective way
to deal with chance-constrained optimization [4,5] based on finite randomiza-
tion of the constraints at the expense of giving probabilistic guarantees on the
robustness of the solution. Concretely, consider the chance-constrained optimiza-
tion:
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min J(x)
TeR™ (1)
st.P({deA| max g;(x,8) <0}) >1—¢,

F=1

where § € A C R", J : R™ — R is a convex function and g; : R™® x R" — R
for j =1,...,ny,. Besides, {x € R™ | maxj=1,.. n,, g;(x,d) < 0} is convex and
closed for fixed §. Any « satisfying the chance constraint of (1) is referred to as
an e—level feasible solution. It is assumed that A is endowed with a o—algebra
D and that P is a probability measure defined over D.

The scenario approach substitutes the chance constraint in (1) with a finite
number of hard constraints, each corresponding to a different realization 6%,
k=1,...,N of the uncertain parameter 9, extracted independently according
to the probability distribution P. This leads to the convex optimization:

@

s.t. max gj(sc,é(i)) <0,i=1,...,N.

J=1,..nm

(2)

Assumption 1. The convezx optimization (2) is feasible for all possible multi-
sample extractions (6, ..., 6(N)) € AN and its feasibility region has a non-
empty interior. Moreover, the solution x* of (2) exists and is unique.

One can allow for violating part of the sample constraints to improve the
optimal value by removing some sample constraints. Any removal algorithm .4
can be used when removing constraints in (2) [4]. The randomized program (2)
where k constraints are removed by A is expressed as

22ip, 7 (@)

s.t.  max gj(x,09)<0,ie{l,..., N} \A@GWY, ... 60

J=1,...;nm

3)

and its solution is indicated as x**. We assume the following:

Assumption 2. x** almost surely violates all the k removed constraints.

Theorem 1 [4,5]. Let 8 € (0,1) be any small confidence value. If N and k
are such that (kﬂg_l) Zf:gnfl (];[)ei(l — )Nt < 3, where m is the number of

optimization variables, then with probability at least 1 — 3, we have that P({6 €
A|maxj—i,..n,, 9j(@**,8) <0})>1—e

In Theorem 1, 1 — 3 is the N-fold probability PY in AN = Ax Ax---x A, ie.,
the set to which the extracted sample (5(1), . ,J(N)) belongs.
2.3 Linear Interval Inequalities

A system of linear interval inequalities is formulated as Aly < b!, where AT =
{A: A< A< A} (component-wise inequalities) is an m x n interval matrix
and b = {b : b < b < b}(component-wise inequalities) is an m—dimensional
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interval vector. A yq is called a strong solution to the system of linear interval
inequalities if it satisfies Ayy < b for each A € A’ and b € b’. We denote the
set of all strong solutions by Y, and Y is given as follows.

Theorem 2 [28]. Y = {y; —y2: Ay — Ays < b,y; > 0,92 > 0}.

A strong solution can be computed by solving a linear programming problem
based on Theorem 2. Based on this, for a parametric polynomial of the form
B(x,c) = Y cr CaT™, Where cq’s are parametric coefficients making B(z, c)
non-positive over an interval € I, can be obtained in the way: (1) For each
monomial £ (a € M), we use interval arithmetic to obtain its lower and upper
bounds 1%~ and I respectively over the interval I, and yield a linear interval
inequality Y, oI, 1T ]cq < 0. (2) According to Theorem 2, by replacing
each variable ¢, with a difference of two variables c,1 and cq2, Where cq1 > 0
and cq2 > 0, we can replace [I*~,I%V]c, by I%Vcq1 — [* cq2 and arrive at
a linear inequality »°, v [I*Fca1 — I* ca2] < 0, denoted as ¥[cq1, Caz]. We
denote the above procedure as linear_interval_inequalities (B(x,c¢),I). For
more details, please refer to [27,29,35]. If (ca1,Ca2)acm, Where there exists an
a € M such that cq1 — cq2 # 0, is found, the polynomial B is obtained by
substituting c, with cq1 — ca2.

3 Probably Approximate Safety Verification

In this section we detail our approach for conducting probably approximate
safety verification of hybrid systems via the computation of so-called PAC barrier
certificates. The concept of PAC barrier certificates is introduced in Subsect. 3.1.
The computation method is formulated in Subsect. 3.2.

3.1 PAC Barrier Certificates

A popular approach to safety verification for hybrid systems employs barrier
certificates, which partition the state space X into two regions containing for-
ward reachable states of the initial states and backward reachable states of the
unsafe states, respectively. There are several variants of barrier certificates and
accordingly diverse methods for computing them, e.g., [7,20-22,24,32,37]. In
this paper we employ exponential-condition-based barrier certificates from [21]
as an instance serving to illustrate our method, which however is not confined to
this particular variant of barrier certificates. Exponential-condition-based barrier
certificates form the core of Theorem 3 underneath.

Theorem 3 ([21]). Let H = (X, L, X, Xo, Inv, F,T) be a hybrid system. Given
Sx={NeR|leL}and So ={ov, € Rxo | ((1,-),,-)) € T}, if there exists
a family of functions (By(x) € C*(R™))er such that for all | € L, the following
constraints hold

(1) Bi(x) > 0,Vx € Uns(l), (2) Bi(x) < 0,Vz € Ini(l),

0B
(3) 5 (@ fi(z,d) + \By(w) < 0.Y(x,d) € Inv(1) x D), (4)
(4) Bl(;c) — O'Z/JBZ/(ZC/) < O,V(CL’I,.’B) € Gy X Rl/,l(:c’),



242 B. Xue et al.

then the safety of the hybrid system H is guaranteed, i.e., no trajectories starting
from (I,x) forl € L and x € Ini(l) will enter the unsafe state set X,,.

Based on Theorem 3, semi-definite programming based methods were pro-
posed in [21] to synthesize barrier certificates for polynomial hybrid systems. In
order to be able to automatically compute similar certificates for a much wider
class of systems, we verify probably approximate safety of hybrid systems and
provide a proof of this property via the computation of PAC barrier certificates.
The concept of PAC barrier certificates is formally presented in Definition 2.

Definition 2. Let H = (X, L, X, Xo, Inv, F,T) be a hybrid system. Given Sy =
{MeR|lel}and Sy, ={ov; € R0 | ((1,-),V,)) € T}, a family of functions
(Bi(z) € CH(R™))ier is a family of PAC barrier certificates with respect to € €
(0,1) and B € (0,1) (or, PACBC(¢, 3) ), if they satisfy the following constraints:

1. for eachl € L andl' € L,

(1) Bl(w) > O,Vsc S Uns(l), (2) Bl({l)) — O'Z/JBU(QJ/) < O,V(w',w) S Gl',l X RZ/J((B/),

(3) %(m)ﬁ(m,d) + MBi(@) < 0,¥(z,d) € Tnv(l) x D(I).

()
2. with confidence of at least 1 — 3, Pr(C) > 1 — ¢, where C = {y € Ini |
Bi(x;) <0,l € L} withy = (x1,...,xp) and 2; € Ini(l).

The PACBC(¢, 3) is an exact barrier certificate for the system H with the
initial set Ujer{(l,x) | € € Ini(l) A B;(x) < 0}. That is, no trajectories starting
from Ujer{(l, ) | * € Ini({)AB;(x) < 0} will enter X, and the set Ujer.{(I, ) |
x € Ini(l) A Bi(z) < 0} is an under-approximation of the set of initial states
rendering H safe, e.g.,[33,34,36]. However, it is just a PAC barrier certificate for
the system H with the initial set Xj.

Theorem 4. If (B)(z) € C}(R")),cr, is PACBC(e, 3), the system H is PAS(e, 3).

Proof. Let C = {y € Ini | Bi(x;) < 0,! € L}, where y = (x1,...,x)) with
@; € Ini(l). From constraint (5) in Definition 2, we have that trajectories starting
from Ujer{(l,x) | ® € Ini(I) A Bi(x) < 0} cannot enter X,,. Also, since Pr(C) >
1 — e with at least 1 — 3 confidence, H is PAS(e, 3) from Definition 1. O

Corollary 1 is an immediate consequence of Definition 2 and Theorem 3.

Corollary 1. Suppose that (Bj(xz) € C*(R"));cr is PACBC(e, 3). If Ini(l) C
{z € Ini(l) | B;(x) < 0} forl € L, the hybrid system H is safe.

Another benefit of computing PACBC(¢, 3) is to conduct probabilistic safety
verification of hybrid systems.

Corollary 2. Suppose that (B;(z) € C1(R"));er, is PACBC(e, 3). If Pr(C) > 1—¢,
where C = {y € Ini | Bi(x;) < 0 forl € L} withy = (x1,...,zp) and
x; € Ini(l), then Pr;(Cy) > 1 —¢€ forl € L, where Cy is a set of states xs in
Ini(l) such that trajectories starting from (I, x) never enter X,.
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Proof. Since Pr = Pry X ... x Pr;, we have that Pr;(C]) > 1 — ¢, where C] =
{z € Ini(l) | B;(x) < 0}. Also, since C] C Cj, we have the conclusion. O

[31] developed a tool ProbReach to address the probabilistic safety verifica-
tion problem in Corollary 2 for hybrid systems. Since reachable set computation
based techniques are used in [31], it is limited to safety verification of hybrid sys-
tems over finite time horizons. [19] proposed a bilinear semidefinite programming
based method to compute probabilistic barrier certificates for polynomial hybrid
systems. Unfortunately, the bilinear semidefinite program falls within nonlinear
programming framework and is notoriously hard to solve.

3.2 Probably Approximate Safety Verification

In this section we present our linear programming based method for synthesiz-
ing PACBC(e, 3) and thus conducting probably approximate safety verification
of hybrid systems. The linear program is constructed based on linear interval
inequalities and scenario approaches.

We first select barrier certificate templates (Bi(¢i 1, - -, ¢1,i,, ))ier such that
(1) Bi(ciay---,cri,®) € CLR™) is a linear function in ¢ 1,...,¢,;, for € R™,
where (Cl,j)?’:l are unknown parameters and i; > 1 is a positive integer. For
convenience ¢; is used to denote (¢ 1, ...,¢;;,) in the rest of this paper. (2) Let
Cr ={x € Ini(l) | Bi(¢;,x) =r} for r € R,

Pr;(C,) =0,Vl € L,¥r € R. (6)

This requirement is to ensure that the solution computed by scenario approaches
satisfies Assumption 2, which will be reflected in Lemma 1. Generally, polynomial
functions satisfy the requirement (6).

Under the assumption that e is given (later, we will introduce how to give
an appropriate €), we try to compute (¢;);er, by solving the following chance-
constrained optimization:

M
,min 6+ wz/I o B(ey, z)de, (7)
l:1 ni
s.t.Pr({y € Ini \rlnaLxB(cl,zcl)Sﬁ})Zl—e, (8)
€
0<0< U, )
for each [ € Landl e L : (10)
Bi(x) — ( > 0,Vx € Uns(l), (11)
B
O (@) fi.d) + NBu(x) < 0.9(a,d) € Tov(l) x D), (12
Bl(m) — O’lllel/(:B/) < O,V(ZB/, a:) € Gy X Rl/J(:L‘/), (13)

where y = (@1, ..., znm) with &; € Ini(l), oy € R>o, ¢ € Ryp and A; € R are
given, and Uy is a user-defined positive bound for 6. wys, I = 1,..., M, are given
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positive values such that Zf\il w; = 1. In (7), w; for I € L represents the relative
significance of the Iy, set Ini(l). The minimum operator on flni(l) B(¢, x)dx
aims to find ¢; such that {x € Ini(l) | B(¢;, ) < 0}, which is a set of states xs
such that trajectories starting from (I, ) never enter X,, is as large as possible.
Solving the chance-constrained optimization (7)—(13) directly is notoriously
hard. It generally falls within the nonlinear programming framework and is an
NP-hard problem. Below we show the use of scenario approaches and linear
interval inequalities to encode (7)—(13) as a linear programming problem, whose
solution provides a family of PAC barrier certificates with respect to € and S.
We first relax constraints (11)—(13) to linear constraints over ¢; using linear
interval inequalities. For this sake, we first construct a family of interval boxes
(Fi)itt ()2t and (I, )i such that Uns(l) € Uit I, Tav(l) x D(1) C

Ufi’{]fnv(l) and Gy; C Ufi’{[ém, respectively. Then, for ¢ = 1,...,k1, we

obtain a linear relaxation 1 ;[c1, ca ] of the constraint —Bj(¢,z) + ¢ < 0
for @ € Uns(l) based on linear_interval_inequalities(—Bi(c;, ) + G, Iy),
where (; € Ry is a user-defined small positive value. If (e1,,ca;) satisfies
/\f;iwl,i[cl,l, c21], —Bi(c1,;— ¢z, ) < 0 for € Uns(l). Analogously, we obtain
linear relaxations /\fi’{d)zi[cl,l, c2,1] and /\fi{’l/)&i[clyl, ¢, of constraints (12) and
(13), respectively. Therefore, if (c1,, c2,1)1er satisfies

k k k
Nt rilens ean] \ AiZivsalenss ean) \ Ai2ivsalens eanl,  (14)

(Bi(c1, — €21, ))ier, satisfies constraints (11), (12) and (13). For ease of expo-
sition, we denote (14) by ;[c1,, €2,].

Next, we substitute the chance constraint (8) with N hard constraints, which
are constructed based on N independent and identically distributed samples

(y:)Y, with y;, = (:EM, . ,:L'M7i) extracted from the set Ini according to the
probabilistic distribution Pr, where «;; € Ini(l) for I = 1,..., M. The N hard
constraints over ¢; and 6 are maxer, Bi(¢;, @) < 0,4 = 1,..., N. Obviously,

Bi(cp,x1,;) < 0 is a linear function in ¢; and 6.
Finally, we obtain a linear relaxation (15) over (¢;;) and € for solving (7)-
(13),

M
min 0+ E w; B(ei) — e, x)dx
ci1,i=1,2,l€L,0 =1 Ini(l)

s.t. for each 1=1,...,N: IIDBEXBl(Cl,z —co %) <0,
v ;

for each le L: (1) w[[CLZ,CQ,l], (2)0<6< Ug,ciy <Ug,i=1,2,
(15)
where U, € Ry is a pre-specified upper bound for ¢; ; for/ € L and i = 1,2, and
Up € Ry is pre-specified upper bound for 6. Let (c]1,¢51,...,¢] 51, €5 5, 0%)
be an optimal solution to the linear program (15).

Remark 1. After obtaining (cj,¢51,...,¢] y, €5 07,0%), Pr(C) can be esti-
mated based on the Chernoff-Hoeffding Bound [18] in the statistical context.
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The Chernoff-Hoeffding Bound formulates that with a confidence of at least
1-— 672N5/2, Pr(C)>p—¢ withp = NW/, where C' is defined in Definition 1 and
N is the number of sample states y;s such that max;er, Bi(ej; — ¢35, x1,i) < 0.
In the following we give a different estimation based on scenario approaches. The
difference between these two estimations will be presented in examples.

Based on the computed solution (€7 1,€54,...,€] 5, €5 5), we further relax
the linear program (15) as a new linear program over the single variable 0:

M
meine—i—ng/ B(ci, — ¢y, x)dz
=1 Ini(l)

s.t. for each i=1,...,N: I}laLxBl(ch —cy, ) <0,
p ; ;
for each € L: (1) ey ,e5,], (2)0<0<Up,c;) <Uei=1,2.

(16)
Obviously, (16) is feasible. Also, the optimal value of  is unique and equal to
0*. Assumption 1 is satisfied.
Then we remove samples from (1, ..., fBM,i),-]il such that max;cy, Bl(cil —
¢, @) > 0, and denote the indexes of removed constraints by {i1,...,ix},
leading eventually to the following linear program,

M
min 6 + Zwl/ B(ci, — ¢35, x)dx
0 = JmiQ)
s.t. for each i=1,...,N\ {i1,...,ix}: r}éaLXBg(c’{J —c5 i) <0,

for each € L: (1) ey ,c5,], (2)0<0<Up,ci) <Uci=1,2.
(17)
Let 6** be an optimal solution to the linear program (17). Obviously, 8** = 0.

Remark 2. Although the removed sample (x1j,...,%a,;) satisfies max;er, By
(ci;—¢c54,x15) > 0, where j € {i1,...,ix}, it does not indicate that the hybrid
system H starting from (I, x; ;) will enter X,,, since the existence of barrier cer-
tificates satisfying (4) is just a sufficient condition for justifying the safety of the
system.

The constraint removal algorithm A for obtaining (17) can be chosen as
) ) . k
Aly1,...,yn) = {i1, ..., i}, where (maxleL Bl(cﬁ{,l—czjl, :cl,i].))jzl are the first

k largest values in (maxleL Bl(CT,l*CZ,p a:“))ivzl Let z = (y1,...,yn). Accord-
ing to (6), Pr™¥ ({z € Ini™|#**(z) violates the k removed constraints}) = 1, sat-
isfying Assumption 2. This is formally stated in Lemma 1. Obviously, 6**(z) =
maXje, MaXie{1,... N}\{i1,...ir} Bi(€] ;= €5 ;, T1:). Herein, we shall write the opti-
mal solutions to (17) as 6**(z) to emphasize its stochastic nature.
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Lemma 1. Let A(yi,...,yn) = {i1,...,ir} in (17) and (maxer, Bi(ci (2) -
cs,(2), ml,z‘,-))f:l be the first k largest values in the family (max;cr, Bi(c ) (2) —

c;l(z),scl7i))i1. Then PN (S) = 1, where
S ={z € mi" | 0**(z) violates the k removed constraints}

and z = (Y1, YN), Yi = (®1,i,...,2Tm;) with x;; € Ini(l) for I € L and
1e{l,...,N}.

Proof. Let A= {z € Ini"|0**(2z) does not violate the k removed constraints}.

Let M = {1,...,N}, 20 = (Y1,0,----Yno) € A with y;o =
(@1,i05---,ZMi0) and @0 € Ini(l) for I € L and i € M, and M’ =
{i1,...,1x}. Consequently,

* * _ . * Lk .
s max Bi(ci(z0)—€5,(20), 1i0) = min, max Bi(cf 1 (z0)—¢5,(20), ®1,5,0)-

a ax B)(c} ,(z) — cb ,(2), x4
i max 1(e1(2) — e5(2), @14)

Let B = { z € Ini¥V . Obviously,

— : B * _ * .

jlél}\ftl,r{l&x Z(C1,l(z) cQ,l(z)ﬂwl,J)
A = B. Also, since Pr;({x € Ini(l) | Bi(ej; —¢5;,@) = r}) =0 forr € R
according to (6), we have that Pr({y € Ini | max;ey, Bi(ej,—c5 @) = r}) =0

for r € R. Therefore, Pr’¥(B)=0 and consequently Pr™ (4) = 0. O

Therefore, according to Theorem 1, if € satisfies Z?:o (]:]) €l -Vt < p,
(Bi(ei, — €55, @))ier is PACBC(e, B).
Theorem 5. If € satisfies Zf:o (N)ei(l —e)N=1 < 3, the system H is PAS(e, 3).

K3

Proof. We reformulate (16) equivalently as the following linear program over 6,

M
rrgin@ + Z w; / B(ci, — ¢35, x)dx
=1 )

Ini
s.t. for each i=1,...,N: IP%:XBZ(CTZ —c5,yi) <0,
A : ;
for each l € L: (1) ey ,c5,], (2) 056 <Up,c;; <U.i=12,
(18)
where B(ci; — ¢3,,yi) = Bi(e]; — ¢35, @) and y; = (T14,...,%n,) with

x;; € Ini(l) and ! € L. The number of variables in (18) is 1.

Optimal solutions to (18) are optimal solutions to (17), and vice versa. Obvi-
ously, (18) is feasible and has unique solution. Also, according to Lemmal,
Assumption 2 holds. Thus, according to Definition2 and Theorem 1, (Bi(c7 ; —
¢5,))ier i3 PACBC(¢, 8). Thus, the system H is PAS(e, 3) from Theorem4. O

If £ > 0, e satisfying Theorem 5 can be explicitly relaxed as the following
constraint according to inequation (8) in [5]:

62min{l,%[k‘—l—ln%—|—1/1n2%—|—2k;1n%]}. (19)
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If k£ = 0, € satisfying Theorem 5 can be explicitly relaxed as the following con-
straint according to inequation (4) in [6]:

e>1— V. (20)

Remark 3. One may compute the probability of continuous states leading to the
satisfiability of safety properties via calculating | o dPr, where C' = {x € Ini(1) |
Bi(er; —c5 @) <0} x ... x {x € Ini(M) | Bu(cy, — ¢3;,x) < 0}. Although
there are methods, e.g. [16], to compute fc dPr, we have to point out that this
computation is nontrivial generally, especially for high-dimensional systems.

4 Experiments

In this section we evaluate our method on some examples. Parameters that deter-
mine the performance of our method are presented in Table 1. All computations
were performed on MATLAB installed on an i7-7500U 2.70 GHz CPU with 32G
RAM running Windows 10. In our following computations, we adopt uniform
grid spacings when partitioning continuous state spaces.

Example 1. Consider a pendulum described by differential equations
& =y,y = —dosin(z) — d1y,

where Inv(1) = [—10,10]x[-10,10], Ini(1) = [—10,5]x[8, 10], Uns(1) = [9, 10] x
[7, 8] and D(l) = {(do,dl) | do € [0.9, 1.1],d1 S [0.9, 1.1]}.

The PAC barrier certificate template is co 4 c17 + coy + c3x? + cazy + cs5y2.
We first try to find a barrier certificate to verify whether this system is safe.
The sets Inv(1), Uns(1) and Ini(1) are partitioned into 10%, 1 and 10* inter-
val boxes, respectively. The system of linear constraints constructed by using

Table 1. dim,: dimension of the state space; dim,: dimension of the perturbation
space; k: number of removed samples; e: error level; 3: confidence level; N: number
of extracted samples; m: number of variables in (15); ¢: ¢;s in (7)—(13); o : oy s in
(7)=(13); v : wis in (7)—(13); w: weights w; in (15); U: upper bounds U, and Uy in (15);
T': computation times (seconds)

Benchmarks | Dimension | Parameter Time
dim, |dim, | M |€ 15 N |k m |C olylw U |T
Ex.3 2 |2 1 0.05 [107*2|10* 180 | 9 |107®|-|1|1 10| 19.10
Ex.4 2 0 2047 [107'?]10* 3559 | 25 [107°|1 1 3 10 140.73
Ex.4 2 0 2002 107"%[10* 9| 25/107%/1 1 5 10 39.79
Ex.4 2 0 |2 0008 10" 10" 0 25107 1|1 % 10 36.65
Ex.5 101 |1 1 0.05 107'?|10* 0203 [1073|—|1|1 |10|148.25
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linear_interval_inequalities(-,-) to encode the constraints in Theorem 3 is
infeasible and consequently we have no knowledge of the safety of this system.

However, if we partition Inv(l) and Uns(l) into 400 and 1 interval
boxes respectively, and then sample 10* states from Ini(1), we obtain a
PAC barrier certificate B(z,y). {(z,y) € Ini(1) | B(z,y) < 0} is illus-
trated in Fig.1. The number of removed samples is 180. Thus, the system is
PAS(0.021,10712). Note that the Chernoff-Hoeffding Bound indicates that the
system is PAS(0.052,10712).

This example also demonstrates that our approach can reduce the computa-
tional burden in safety verification of systems, albeit at the price of the computed
barrier certificate being only probably approximately correct.

Ezample 2. We consider a hybrid model of a two-tank system, taken from [8].
The hybrid model has a continuous component of the state-space of dimension
n = 2. It consists of 2 locations. The flow for each location is described by

1 ()= () = () - (e h)

\i\\\

e e v R P M R i
=3 ~
SSaaaaasn
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7
/
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i
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—5 o 5 0|

Fig.1. An illustration of probably approximate safety verification for Example 1.
Green, red and gray regions denote Ini(1), Uns(1) and {(z,y) € Inv(1) | B(z,y) < 0},
respectively. Blue curves denote vector fields when (do,d1) = (1,1). (Color figure
online)

The other parts of the hybrid automaton are:

Initial conditions: Ini(1) = [5.25,5.75] x [0,0.5] and Ini(2) = [4,6] x [1,1]
Unsafe regions: Uns(1) = [4,4.5] x [0,0.5] and Uns(2) = 0)
Invariants: Inv(1) = [4, 6] x [0,1] and Inv(2) = [4,6] x [1, 2]

Guards and resets: (a) G2 = [4,6] x [0.99,1] and Ry (Il = (x1> (b)

T2
_ 1\ _ [(T1
G2,1 = @ and R271 (1‘2) = <£L'2>

The PAC barrier certificate templates are polynomials of this form cq+cix+
c2y + c3x? + cawy + csy®. The sets Inv(1), Inv(2), Gy 2 are partitioned into 100, 1
and 1 interval boxes, respectively.

= o=

1. When no partition operator is implemented on Uns(1), the number k of
removed samples is 3559. According to (19), the system is PAS(0.359,10712).
Note that the Chernoff-Hoeffding Bound indicates that the system is
PAS(0.394,10712).
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2. When the unsafe set Uns(1) is partitioned into 25 interval boxes, the number
k of removed samples is 9. According to (19), the system is PAS(0.004, 10~12).
The Chernoff-Hoeffding Bound indicates that the system is PAS(0.039,10712).

3. When the unsafe set Uns(1) is partitioned into 100 interval boxes, the number
k of removed samples is 0. According to (20), the system is PAS(0.003,10~12).
The Chernoff-Hoeffding Bound indicates that the system is PAS(0.038, 10~ 12).
For this case we use the satisfiability checker iSAT3 [12] to obtain that the
computed PAC barrier certificate actually is a true barrier certificate satisfy-
ing (4), indicating that this system is safe.

The zero sublevel sets of the computed PACBC(e, 3) for these three cases are
illustrated in Fig.2. From this example we observe that the size of linear
program (15) depends on these two probability measures ¢ and 3.

Example 3. To demonstrate applicability of our approach to high-dimensional
systems, we consider a scalable non-polynomial example adapted from [25],
which we instantiate with a rather high continuous dimension of 101.

1

1 =d0+r.0( E Tig1 + Tit2),
ie{1,...,1}
1‘2 = ZL‘3,i33 = —1OSiD1‘2 — X9,
Tor = To41, o1 = —10sinzg — o,

where | = 50, D(1) = {dp | do € [0.9,1.1]}, Inv(1) = [-0.3,0.3]**1 Ini(1) =
[—0.30,0.00] x [—0.2,0.30]?" and Uns(1) = [-0.20, —0.15] x [—0.30, —0.25]*".

\\\Q\\\\\\\\\ \\Q\\\\\\\\ at \\\\\\\ \\\\\\\\\
IANNR SN
R PR R LIRS
\\§ W \ \
20 \\\\\\\\\x\\\\\\ S 20 \\\\\\\\\§\\\\\\ S 20 \\\\\\\\\kx\\\\\\ e
NN alianas
A A AT A Y
- \\\\\\\\\\\\\\\\\k\ - \\\\\\\\\\\\\\\\kk\ - \\\\\\\\\\\\\\\\§§\
\\\\\\\\\\\\\\\\\\§§ \\\\\\\\\\\\\\\\\\\§§ \\\\\\\\\\\\\\\\\\\§§
2 \\\\\\\\\\\\\\\\\\\\\ 2 \\\\\\\\\\\\\\\\\\\\\ 2 \\\\\\\\\\\\\\\\\\\\§

4.0 a5 5.0 55 6.0 4.0 a5 5.0 55 6.0 40 a5 5.0 55 6.0

Fig. 2. An illustration of probably approximate safety verification for Example 2 with
Case 1-3 (from left to right). Above: Gray region, Green region an Red region denote
{(z,y) € Inv(1) | Bi(z,y) < 0}, Ini(1) and Uns(1), respectively. Below: Gray region
and Green region denote {(z,y) € Inv(2) | Bz(z,y) < 0} and Ini(2), respectively.
(Color figure online)
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The PAC barrier certificate template is chosen as ¢o + 211211 c;x;. When no
partition operator is implemented on the invariant set Inv(1), unsafe set Uns(1)
and initial set Ini(1), the system of linear constraints constructed by using
linear_interval_inequalities(-,-) to encode the constraints in Theorem 3 is
infeasible. However, our method verifies that the system is PAS(0.003,10712)
when no partition operator is implemented on Inv(1) and Uns(1). Note that the
Chernoff-Hoeffding Bound indicates that the system is PAS(0.038,10712).

The dimensionality of this example demonstrates that our approach has great
potential to open up a promising prospect for formal verification of industrial-
scale (hybrid) systems by selecting appropriate €, 5 and barrier certificate tem-
plates. In order to further enhance the scalability of our approach, we will encode
constraint (5) using the scenario approach in our future work.

5 Conclusion

We have successfully leveraged the idea of scenario optimization to conduct
safety verification of hybrid systems over the infinite time horizon in the frame-
work of PAC learning theory. Based on scenario approaches and linear interval
inequalities, a linear programming based method was proposed to compute PAC
barrier functions and thus conduct probably approximate safety verification of
hybrid systems in the sense that with at least 1 — 3 confidence, the probability
that the system is safe is larger than 1 — e. We have demonstrated the perfor-
mance and merits of our approach on some benchmark examples.
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