2020 18th International Symposium on Modeling and Optimization in Mobile, Ad Hoc, and Wireless Networks (WiOpt — CCDWN Workshop)

Private Cache-aided Interference Alignment for
Multiuser Private Information Retrieval

Xiang Zhang*, Kai Wan', Hua Sun?, Mingyue Ji*, and Giuseppe Cairef
Department of Electrical and Computer Engineering, University of Utah*
Department of Electrical Engineering and Computer Science, Technische Universitit Berlin'
Department of Electrical Engineering, University of North Texast
Email: *{xiang.zhang, mingyue.ji} @utah.edu, f{kai.wan, caire} @tu-berlin.de, *hua.sun@unt.edu

Abstract—In the problem of cache-aided Multiuser Private
Information Retrieval (MuPIR), a set of K, cache-aided users
wish to download their desired messages from a set of N
distributed non-colluding databases each holding a library of K
independent messages. The communication load of this problem
is defined as the total number of bits downloaded (normalized
by the message length) by the users. The goal is to find the
optimal memory-load trade-off under the constraint of user
demand privacy, which ensures that any individual database
learns nothing about the demands of the users. In this paper, for
the MuPIR problem with K = 2 messages, K, = 2 users and
N > 2 databases, we provide achievability for the memory-load
pairs (N1, MLy and (2N=1H ) NAL) by constructing specific
achievable schemes based on the novel idea of Private Cache-
aided Interference Alignment (PCIA). We prove that the proposed
scheme is optimal if the cache placement is uncoded (i.e., users
directly cache a subset of the library bits). Computer-aided
investigation also shows that the proposed schemes are optimal
in general when N =2, 3.

I. INTRODUCTION

Introduced by Chor et al. in 1995 [1], the problem of private
information retrieval (PIR) seeks the most efficient way for a
user to retrieve a desired message from N distributed databases
(each holding a library of K messages) while keeping the
desired message identity private from the databases. Sun and
Jafar recently characterized the capacity of the PIR problem
as C = (1+ % + -~ﬁ)’1 [2], [3], which is achieved
by leveraging the idea of Blind Interference Alignment (BIA)
originally introduced to exploit the diversity of coherence
patterns in wireless interference networks [4].

Coded caching was originally proposed by Maddah-Ali
and Niesen (MAN) in [5] for a shared-link caching system
containing a server with a library of K equal-length files,
which is connected to K, users through a noiseless shared-
link, each of which can store M files in its cache. Each user
demands one file in the delivery phase. The MAN scheme uses
a combinatorial design in the placement phase so that during
the delivery phase multicast messages can simultaneously
satisfy the demands of multiple users. It was proved in [6] that
the MAN caching scheme is order optimal within a factor of 2
when K > K. In addition, the optimal memory-load tradeoff
was characterized in [5] for the case where K = K, = 2.!

! To the best of our knowledge, for the coded caching problem, this is the
only non-trivial case (i.e., min{ K, K, } > 2) where the exact optimality is
characterized for arbitrary memory size.

Under the constraint of uncoded cache placement and for
worst-case load, the MAN scheme was proved to be optimal
when K > K, [7].

Characterization of the optimal memory-load trade-off for
the cache-aided PIR problem, in which the effect of caching is
taken into account, has gained significant attentions recently.
Two different privacy models are commonly considered. In one
line of research [8]-[10], the user-against-database privacy
model is studied where individual databases are prevented
from learning the single-user’s demand. The author in [§]
studied the case where a single cache-aided user is connected
to a set of N replicated databases and showed that memory
sharing between the memory-load pairs (0, 14+ %+ - -+ #—)
and (K, 0) (i.e., split the messages and cache memory propor-
tionally and then implement two PIR schemes on independent
parts of the messages) is actually optimal if the databases are
aware of the user’s cached content. However, if the databases
are unaware of the user’s cached content, then there is an
“unawareness gain” in capacity as shown in [9], [10]. Another
line of research [11]-[13] deals with the user-against-user
privacy model where users are prevented from learning each
other’s demands. The authors in [11] first formulated the coded
caching with private demands problem where a shared-link
caching system with demand privacy, i.e., any user should not
learn anything about the demands of other users, was consid-
ered. The goal is to design efficient delivery schemes such
that the communication load is minimized while preserving
user demand privacy. Order optimal schemes were proposed
based on the novel concept of virtual user. In [14], the authors
studied the subpacketizaiton issues for this problem. Later,
coded caching with private demands was extended to the
Device-to-Device (D2D) network [12]. In general, the exact
capacity characterization remains open for these problems.

This paper formulates the problem of cache-aided multiuser
PIR (MuPIR), where each of the K, cache-equipped users
aims to retrieve a message from /N distributed databases
while preserving the privacy of user demands given that the
cached content of the users are known to the databases.
Based on the novel idea of Private Cache-aided Interference
Alignment (PCIA), we construct cache placement and private
delivery phases achieving the non-trivial memory-load pairs
(Nl Nily ang (2N=D NiLly for the MuPIR problem

2N "N 2N—1 ’2N—1
with K = 2 messages, K, = 2 users and N > 2 databases.
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Fig. 1. Cache-aided MuPIR system with N replicated databases, K inde-
pendent messages and K, cache-equipped users. The users are connected to
each DB via an error-free shared-link broadcast channel.

Different from the existing cache-aided interference algiment
schemes in [15]-[18] which were designed for the cache-aided
interference channels, our proposed private caching scheme is
to let each server deliver symmetric messages (in order to keep
privacy), each of which contains some uncached and undesired
symbols (interferences) of each user. Our main strategy is
to align these interferences for each user. We prove that the
proposed scheme is optimal under the constraint of uncoded
cache placement. Computer-aided investigation also shows that
the proposed schemes are optimal in general when N = 2, 3.

Notation Convention: | - | represents the cardinality of
aset. [n] == {1,2,---,n—1Ln}, [m: n = {mm+
1,m+2,---,n} and (m : n) := (mym +1,---,n) for
some integers m < n. For two sets A and B, let A\B :=
{r € A : x ¢ B}. For an index set Z, the notation Az
represents the set {A; : ¢ € Z}. When Z = [m : n], we
write Ay, as Ay, for simplicity. For an index vector

I = (iy,12,--- ,i,), the notation A; represents a new vector
Ar = (Ai, Aiy, -+, A;,). The operator & denotes the bit-
wise XOR. 0,, denotes the all-zero vector with length n, i.e.,
0, :=10,0,0,---,0].

n terms

II. PROBLEM FORMULATION

We consider a system with K, users, each of which aims
to privately retrieve a message from N > 2 replicated (non-
colluding) databases (DBs). Each DB stores K independent
messages, denoted by Wy, Wy, .- Wy, each of which is
uniformly distributed over [2%]. Each user is equipped with
a cache memory of size ML bits, where 0 < M < K.
Let the random variables Z1, Zs, - - - , Zk,, denote the cached
content of the users. The system operates in two phases, a
cache placement phase followed by a private delivery phase.
In the cache placement phase, the users fill up their cache
memory without the knowledge of their future demands. It is
assumed that the cached content of each user is a deterministic
function of the messages W.x and is known to all DBs. In the
private delivery phase, each user k € [K,] wishes to retrieve
a message Wy, where 0, € [K]. Let 6 := (01,05, ,0k,)
denote the demands of the users. We assume that 6 is

generated according to the uniform distribution over [K]X«,

Depending on 6 and Z,,Z,,---,Zk,, users cooperatively
generate N queries Q[le],Q[Qe], e ,Qgg], and then send the
query QL? ) to DB n. Upon receiving the query, DB n responds
with an answer A,'Lg broadcasted to all users. The answer AL‘? ]
is a deterministic function of the query received by DB n, i.e.,
QL? ], and the information available to DB n, i.e., W7.x and
7.k . Therefore,

After collecting all the answers from the N DBs, the users
should be able to recover their desired messages correctly with
the help of their caches. This decodability requirement can be
written as Yk € [K,]:

H(Wp, |QYN, AL 7)) = &4, )

where ¢; — 0 as L — co. When ¢; = 0, this corresponds to
the zero decoding error case.

To preserve the privacy of the users’ demands, from the
viewpoint of any individual DB, the demand vector 6 should
be independent of all the information available to that DB, i.e.,
the following privacy constraint should be satisfied Vn € [N]:

1(6; Q10 A9 W i, Z1.kc) = €9 3)

where ¢9 — 0 as L — oo.

The load (or transmission rate) of the MuPIR problem, de-
noted by R, is defined as the average (over random demands)
number of bits downloaded from the DBs per useful message
bit. Let D denote the total number of bits broadcasted from
the DBs, then

D _ Yl HAY

L — “4)

Note that R does not depend on 6, otherwise this leaks
information of the user demands to the DBs. A memory-
load pair (M, R) is said to be achievable if there exists a
MuPIR scheme satisfying the decodability constraint (2) and
the privacy constraint (3). The goal of the MuPIR problem is
to design the cache placement and the corresponding private
delivery phases such that the load is minimized. For any
0 < M < K, let R*(M) denote the minimal achievable load.
In addition, if users directly cache a subset of the library bits,
the placement phase is referred to as uncoded cache placement.
We denote the minimum achievable load under the constraint
of uncoded cache placement by R} (M).

III. MAIN RESULT

In this section we present the main results of this paper.

Theorem 1: For the cache-aided MuPIR problem with K =
2 messages, K, = 2 users and N > 2 DBs, the following
load is achievable

2(1- M), 0<M< 85
o N+1)(3—2M —_ 2(N—1
PN iy g NS O
2N ) 2N -1 <M<2
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Proof: The achievability proof of Theorem 1 is presented
in Section IV where specific schemes are constructed based
on the novel idea of PCIA achieving the memory-load pairs
(852, ML) and (22(%:1), SAL). In addition, the memory-
load pairs (0, 2) and (2, 0) are trivially achievable. By memory
sharing, the lower convex envelope of the above four corner
points can be achieved, which gives the achievable rate in
Theorem 1. [ |

Remark 1: Computer-aided investigation using the infor-
mation theory toolbox [19] showed that the achievable rate
provided in Theorem 1 is optimal when N = 2 and 3. 0

Theorem 2: For the cache-aided MuPIR problem with K =
2 messages, K,, = 2 users and N > 2 DBs, the optimal
memory-load trade-off under the constraint of uncoded cache
placement is given by

2(N—

N+1)(2-M 2(N—-1
e, b < <2

RZ(M)Z{

Proof: For the achievability part, the corner points in
Theorem 2 are the memory-load pairs (0, 2), (25%:})7 AEL),
and (2,0), which can be achieved by the same achievable
schemes as Theorem 1.

For the converse part, under the constraint of uncoded cache
placement, the converse bound for the original MAN caching
problem without privacy constraint in [7] is also the converse
for our considered problem. When M € [0, 1], it was proved

in [7] that

RI(M) 22— JM. ™)

In addition, the converse bound for the single-user cache-aided
PIR problem in [8] is also the converse for our considered
problem since increasing the number of users while keeping
demand privacy can only possibly increase the load. When
M €10,2],

RY(M) > (1—24) <1+]1V) - DR

By combining Eqs. (7) and (8), the converse bound of Eq. (6)
can be obtained, which coincides with the achievability. [ |

IV. ACHIEVABILITY

In this section we provide the proof of Theorems 1 and
2 by showing the achievability of the non-trivial memory-

load pairs (271, 23 ) and (22(%:}), SEL) for the MuPIR
problem with K = 2 messages, K, = 2 users and N > 2
DBs. The design of the achievable schemes utilizes the novel
idea of PCIA where certain undesired message symbols (i.e.,
interferences) are aligned into certain dimensions such that
the users can decode their desired messages by solving linear
equations after removing the aligned interference.
A. Achievability of (M, R) = (552, 25H)

In this section we present the achievability of the memory-
load pair (874, 25L). We first provide an example to illus-
trate the basic design idea and then generalize the proposed

scheme to arbitrary number of DBs.

Example 1: (Achievability of (%, %)) Consider the MuPIR
problem with K = 2 messages, K, = 2 users and N = 2
DBs. For simplicity, let W3, = A and Wy = B denote the
two messages. Let 6 = (61, 02) be the user demands. We next
show that the memory-load pair (, 2) can be achieved.

1) Cache placement: Assume that each message consists
of ' = 4 symbols over some finite field Fy, ie, A =
(Ah AQ, A3, A4), B = (Bl, Bs, Bs, B4) where Ai, B, €
F,,Vi € [4] for some prime power g. For this case, binary
field is sufficient for the proposed scheme to work. Each user
stores a linear combination of the message symbols, i.e.,

71 = {a1Aflg) +B1B1g)}, ©9)
Zy = {oAlyy+ BBy}, (10)

in which «;, 3;,Vi = 1,2 are the linear combination coeffi-
cients randomly picked from [F]!*2\{[0, 0]}. Without loss of
generality, we use the coefficients

ap=ay =01 =0 =[1,1]. (11)

2) Private delivery: In this phase, the users download
an answer from each DB. These answers take the form of
linear combinations of the message symbols. For different user
demands 8 = (601, 05), the linear combination coefficients are
designed accordingly such that the users can correctly decode
their desired messages while preserving demand privacy. More
specifically, the answer from DB 1 consists of two linear
combinations A[f]l and A[f]2 which are

A[f]l = u1,1Aa;2)+V1,1Ba:2), (12)
AE?]z = uLQA’(I;A)-i-VLQB’(I:;A). (13)

The answer from DB 2 consists of four linear combinations
A[f]l, A[;]Z, A[ﬁ, and A[zejl which are

AP = @Al (14)
AP} = eBl,, (15)
AYL = gsAl, (16)
AV = @B, (17)

in which the coefficients uj,1,Vvy,1,U1,2,V1,2,81,82,83,84 €
[F ]2 *2\{[0,0], [1, 1]} are subject to design. The answers can
be written in a more compact form as

TGk
[1(;]1 u;; 02 vy 09

A[1]2 02 w2 02 vy .

A2,1 — g1 02 02 02 Ag{l‘:ﬁl) (18)

A[Q]2 0y 02 g 02| Byl

46l 02 g3 0 O
75 0, 0, O

A[ ] 2 2 2 24

LA2 4]

We next show how these coefficients can be designed
according to different user demands (61, 63) such that decod-
abilty and privacy can be guaranteed. Due to space limitation,
we will only illustrate the case of (61,62) = (1,2) and omit
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other cases, which can be achieved similarly. In this case, users
1 and 2 request A and B respectively. We require that the
following six coefficient matrices to be full rank:?

PRI R e R I e R e
g1| |4 | &3] | 8| |82] |83]
and uy; and vy are chosen as

[alignment] uy; = g1, V12 = Ea. (20)

Now we show that with the above full rank and alignment
conditions the users can correctly decode their desired mes-
sages.

From Eq. (18), we obtain

_ Uiz Vip2
g3 0
Si — h A[(L?)] — o,B7T — BT
ince g4 = Vvi,2, we have Ay 84D (3.4) = V12D (3.4
i.e, the interferences Bs and B, are aligned. Removing the

interferences and due to rank([uy o;gs]) = 2, the symbols
A(3.4) can be solved from Eq. (21) as

1,2
Al

AT
3:4
2 &
Ao :

(3:4

: 1)

)
)

—1 1,2 1,2
AS _ uj 2 A[l(,2 ) _A[Z(A ) (22)
Ay g3 A[Q(’E’Q)]
From Eq. (18), we also obtain
1,2
A[l(l )l _ |:U171 V1,1:| AEI;‘.:Q) (23)
A[z(,lz’m] 02 & | | By

Since g1 = uy 1, we have A[z(,11’2)] = 81419 = w14,
i.e, the interferences A, Ao are aligned. Removing the inter-
ferences, B(1.2) can be solved from Eq. (23) as

o -e]

Hence, both users can correctly decode Az, Ay and By, Bs.

Now, user 1 still needs A, A while user 2 needs B3, Bj.
For user 1, the interference term BlB(Tl;g) in Z; can be
eliminated since B, B, are already available. Therefore, user
1 can decode A;, Ay from

Ay _ o -
Ay g1
Similarly, for user 2, the interference term agA(Tg: 4 can be

eliminated since A3, A4 are already available. Therefore, user
2 can decode Bs, B4 from

-1
Bs| _ |82
By g4
As a result, both users can correctly recover their desired
messages.

1,2 1,2
Al2) _ 4la2)

e
Al

(24)

Zl - ﬁlBazg)

1,2 (25)
A1)

T
Zy — oA,

)
1,2
A[2(74 )]

(26)

2 The way we choose the coefficients to satisfy these requirements will be
described later. Here we only present the conditions which are necessary for
correct decoding and preserving demand privacy.

We next show that how the specific coefficients are chosen
such that user demand privacy can be preserved.

Privacy: Due to the full rank requirements and alignment
conditions, it must hold that uy ;, vy, # [1,1],[0,0],Vi € [2]
and g; # [1,1],(0,0],V;j € [4]. Therefore, there are 2% = 16
choices for (uy1,vii,uie,via) € {[0,1],[1,0]}* . For
each choice, we can uniquely determine (g1, g2,83,84) €
{[0,1],[1,0]}* for each demand (6;,603) € [2]® according
to the corresponding full rank and alignment conditions. If
we employ each choice of the linear coefficients of the DBs
with equal probability, then for any choice of the DB 1
linear combination coefficients, (01, 62) is equally likely to
be (1,2),(2,1),(1,1) or (2,2) from the perspective of DB
1. On the other hand, there are also 2* = 16 choices for
[g1,82,83,84] € {[0,1],[1,0]}* . For each choice, we can
uniquely determine [u; 1,v1,1,u1,2,v1,2] € {[0,1], [1,0]}* for
each demand (61,6,) € [2]? according to the full rank and
alignment conditions therein. If we employ each choice of
the linear coefficients of the DBs with equal probability, then
for any choice of the DB 2 linear combination coefficients,
(01,02) is equally likely to be (1,2),(2,1),(1,1) or (2,2)
from the perspective of DB 2. Therefore, the proposed scheme
is private.

Performance: Since D = 6 linear combinations are down-
loaded in total, the achieved load is R = % = % O

We next present the general achievable schemes for arbitrary
number of databases. The cache placement and the correspond-
ing private delivery phases are formally described as follows.

1) Cache placement: Let W1 = A, W5 = B denote the two
messages. Each message is assumed to consist of F' = 2N
symbols over some finite field F,, i.e.,

(Alv"' aAQN)a
(Bi,--+, Ban).

A:
B:

27)
(28)

Each user then stores N —1 linear combinations of the message
symbols in its cache (therefore M = %), ie.,

Z1 = {aLjA(Tl:N) +Bl7jBa:N) :jE[N— 1]}7 (29)

Zy = {az,jA(TNH:zN) + B2, By y1an) 15 €[N - 1]}~
(30)
in which the linear combination coefficients o ;,3; j,Vi €
[2],Vj € [N — 1] are randomly picked from [F,|"*V\{On}
such that rank([ai,l;ai,2;~- ;Oéi,Nfl]) = N — 1 and
rank([Bi,1;Bi2; - ;Bin-1]) = N — 1,Vi € [2]. Let

Zit, Zi2, 5 Zi,N—1 denote the N — 1 stored linear com-
binations in Z;,Vi € [2], i.e., Vj € [N — 1]
AW a1 ALy + BBl (31)
Zaj = a2ﬁjA(TN+1;2N) +/32,jB(TN+1:2N)' (32)

2) Private delivery: The answer of each DB consists of
several linear combinations of the message symbols. More
specifically, the answer of DB n € [N — 1] consists of two
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linear combinations

A = waa Al + Ve Bl (33)

Aﬁsz = W 2Aly 108 + V2 Blviany, (34

and the answer of DB N consists of four linear combinations
AV = sdly, (35)

AV, = &Bly). (36)

Ag\o}}B = g3A(TN+1:2N)a (37)

AE\% = g4BEFN+1:2N)' (38)

The linear coefficients g1, 82, 3,84, Up,j, Vi j, V0 € [N —
1,Vj € [2] belong to [F,]'**M\{Oy} and are designed
according to the user demands.

In the private delivery phase, the users download all the
2N + 2 linear combinations from the N DBs. The linear
combination coefficients of the answers are chosen according
to @ such that both users can correctly decode their desired
messages. In the following, we will focus on the case of
6 = (1,2) and omit the other demands, which can be designed
similarly. In the case of (61,62) = (1,2), user 1 and 2 demand
message A and B respectively. We let
(39)

g1 =Uu1,1 =u21 = - =UN-1,1,

84 =Vi2=V22="'""=VN_12, (40)

and the linear coefficient vectors

g1,---,84,U12,...,UN-12,V11,---, VN-1,1

are picked independently and uniformly at random from
[F,]**N\{0x} such that with high probability,’ the following
six matrices are full rank

o B2.1 L Vi1
b : b : b : b
o N—1 BaN—1 uy_1,2 VN-1,1

g1 g4 g3 g2

a2 1 ﬁ1,1

, . . 41
g N_1 Bi,n-1
23 22

With such a design of the linear coefficients, we now
demonstrate that the users can correctly recover their desired
messages.

Due to the alignment condition of Eq.
have A[z(ij)] = g4B(TN+1:2N) = V172BEFN+1:2N) =

= VN,LQB(TNH:QN), i.e., the interfering symbols
B(nt1:2n) are aligned among the linear combinations

40), we

3 The base field ¢ is assumed to be large enough such that the probability
of the random matrices being full rank is arbitrarily close to 1.

A[(l 2 A[(l 2)] 7A[(l 2)] . Subtracting g4B(N+1 :2N) from
A[(l 2 A[(l 2)] : 7AEE[1_21)7]2, we obtain
A AT T
: = Alylony (42)
AEEII—QI)]Q A[z(f)] uy-—1,2 (V12
AE{) ,2)] g

Since the linear coefficient matrix on the RHS of Eq. (42) is
full rank, A(n41:2n) can be solved from

_ 1,2 1,2
s 1 A[1(,2 )l _14[2(74 )
A(TN+1;2N) = ' [(1,2)] : [(1,2)] (43)
Uuny-—1,2 AN 1,2 A2,4’
g3 A[(l :2)]

Therefore, both users can correctly decode the symbols
A(Nt1:2n). Similarly, due to the alignment condition of

Eq. (39), we have A[(12 = g1A(T1:N) = u171A(Tl:N) =

112A’1A(1:N) = ... = uN,LlA(TLN), ie., the interfer-
ing symbo]s A(1:n) are aligned among the linear combi-
nations  A{}?) A[ (12) ,Ags,lfl)’]l. Subtracting g1 4.y,
from Al()ll 2)], A[ (1 2 e ,Ags,lfl)’]l, we obtain
1 2)] [(1 2)]
A — A, Vi
: Bl (44
AESI 21)] _A[Q(,llﬁ)] VN_11 (1:N)
i 2

Since the linear coefficient matrix on the RHS of Eq. (44) is
full rank, B(;.n) can be solved from

_ 1,2 1,2
via 1 A[1<71 )] _A[2<,1 )]
BY = : : (45)
(1:N) VN_11 A%l 21)] A[ (1,2)]
g2 A[(l 2)]

Therefore, both users can correctly decode the packets B(y.n).

Now the message symbols Ay i2n) and Bi.y) are
available to both users. User 1 still needs A(L ~) and user 2
still needs B(n1:2n5). For user 1, since B(y.y) are already
available, it obtains N — 1 linear combinations of A(j.y)
according to Eq. (29). Together with Ags,lf = glA 1.v)» user
1 obtains N independent linear combinations of A(1 :N)» from
which A(1.y) can be solved as

ay 17 Zi1 — BBy,
I : (46)
UM = avon| | Zive = Biv-1BRLy,
1,2
g1 AESI,l .

Therefore, user 1 can correctly decode all the symbols
A(1:2ny of the desired message A. Similarly, for user 2,
since A( N+1:2n) are already available, it obtains N — 1 linear
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combinations of B(n1:2n) according to Eq. (30). Together
with Ags,l’f)] = g4B(TN 41:2N)> User 2 obtains N independent
linear combinations of B( 1.2, from which By 1.2v) can
be solved as

Bon 17 Z2 — a271AEFN+1:2N)
Bini1an) = : )
( ) B2, N-1 Za N-1— a27(N—)1A?N+1:2N)
1,2
g4 AE\,A ]

47)
Therefore, user 2 can correctly decode all the symbols B2
of the desired message B. As a result, both users can correctly
decode their desired messages.

Privacy: For any 6, for each DB n € [N — 1], its
answer contains one linear combinations of A(i.n), B(i:n)
and one linear combination of Ay 1.2n), B(n41:2n3), Which
are generated randomly and independently from its viewpoint.
For DB N, its answer contains four linear combinations
of A.ny, Avt1:2n8), Bi:ny, and B(ni1.2n) respectively,
which are generated randomly and independently from its
viewpoint. In addition, all of these linear combinations are
generated independently to the cache content of each user.
Since each individual DB does not know the exact full rank
and alignment conditions, the user demands (0;,62) can be
arbitrary from that DB’s point of view. As a result, the
proposed scheme is private.

Performance: Since D = 2N + 2 linear combinations are

downloaded in total, the achieved load is R = % = %

B. Achievability of (M, R) = (2N=1 N1

In this section we present the achievability of the memory-
load pair (22(%:}), Q%tll), which is also based on the PCIA
strategy. We provide an example first and then generalize the
scheme to arbitrary number of databases.

Example 2: (Achievability of (2,1)) Consider the same
setting as Example 1 and each user has a cache memory of
M = % messages. We assume that each message consists of
L=3 bitS, i.e., A= (Al, AQ, A3) and B = (Bl,BQ, B3)

1) Cache placement: The cache placement is

(48)
(49)

Zy = {A1, B},
ZQ = {AQ,BQ}.

2) Private delivery: The answer of each DB 1 consists
of a linear combination A[lg] = ulA(Tl:B) + VlB(T1;3) and

the answer of DB 2 consists of two linear combinations

A[;]l = glA(Tl:3) and A[z?]z = ggBaf’) where the linear
coefficients u; = [ul’l,ul?g,ulvg], Vi = [vl,lvvl,Qavl,S]a

g1 = [91,1,91,2,91,3] and g2 = [g2,1, 92,2, go,3] belong to
[Fo]1*3\{[0,0,0]} and are subject to design according to
different user demands (6;,65). The answers from the DBs
can be written in a more compact form as

A[e]

1(9 u; vi AT.

AP = e 0g] |8 (50)
ALl 0; g (1:3)

In the private delivery phase, the users download all the
three linear combinations from the two DBs. In the following,
we will only illustrate the case of (61,602) = (1,2). In this
case, we require that the following two coefficient matrices to
be full rank:*

{Ul,z U1,3],{U1,1 01,3]’ (51)
g12 91,3 92,1 92,3
and

[91,1,91,3] [U1,1,U1,3],

[92,2,923] = [v12,v13] (52)

i.e., the symbols A, A3 are aligned among the linear combi-

nations A[1(1,2)] and A[2(11’2)], the symbols By, B3 are aligned

among A[1(1,2)] and A[2(712’2)]. We next show that with the above

full rank and alignment conditions, both users can correctly
decode their desired messages.

For user 1, since [g22,92.3] = [v12,v1.3], we have

[v1,2,01,3)[B2, Bs]" = [92,2, 92,3][ B2, Bs]" A[z(,lzg)] -
g2,1B1. Then from Eq. (50), we obtain that
—1
Ay Ui,2 U1,3
= ’ ’ 53

[A:J [91,2 91,3 (53)

where
_ A[l(l.,?)] B A[2(712’2)] —g2,1B1 IRECE! Al v1,1 B

Y A[2(711’2)] 0 91,1 ! 0 1'

(54)
Since Ay, By are already stored by user 1, it can correctly
decode the desired symbols A, and Aj. For user 2, since
[91,1,91,3] = [U1,1,U1,3], we have [U1,17U1,3][A17A3]T =
[91.1,91.3][A1, A3]T = A[z(,11’2)] — g1,2A2. Then from Eq. (50),
we obtain that

B v v1]
1 1,1 V13 /

= ’ ’ 55
{BJ {92,1 92,3] Y (55)
where

1,2
y, _ A[1(12)] B |:A[2(,1172)] _ 9271A2:| B |:’u172] Ay [U1,2:| B
A[Q(’Q, ) 0 0 912

(56)
Since As, By are already stored by user 2, it can correctly
decode the desired symbols B; and Bs. Together with the
cached symbols, both users can recover their desired messages.
Next we show how to choose the specific linear coefficients
such that the user demand privacy can be preserved.
Privacy: From the full rank and alignment requirements, to
preserve demand privacy, it must hold that u; 3 = vy 3 = 1,
g1.3 = go.3 = 1 for any demand (01,6,) € [2]?. Therefore,
there are 2* = 16 choices for [u 1, u12,v1,1,v1,2] € {0,1}%
For each choice, we can uniquely determine the DB 2 linear
combination coefficients gy, gs for each (61,602) € [2]2. If
we employ each choice of the linear coefficients of the DBs

4 The way we choose the coefficients to satisfy these requirements will be
described later. Here we only present the conditions which are necessary for
correct decoding and preserving demand privacy.
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with equal probability, then for any choice of the DB 1
linear combination coefficients, (61,02) is equally likely to
be (1,2),(2,1),(1,1) or (2,2) from DB I’s perspective. On
the other hand, there are also 2* = 16 choices of the DB
2 linear coefficients [g1.1,91.2,92.1,92.2] € {0,1}* (note that
91,3 = g2,3 = 1). For each choice, we can uniquely determine
the DB 1 linear coefficients u;,v; for each (01,6,) € [2]2.
If we employ each choice of the linear coefficients of the
DBs with equal probability, then for any choice of the DB
2 linear combination coefficients, (1, 02) is equally likely to
be (1,2),(2,1),(1,1) or (2,2) from DB 2’s perspective. As a
result, the proposed scheme is private.

Performance: Since D = 3 linear combinations are down-
loaded in total, the achieved load is R = % =1. O

Next we present the general achievable schemes for arbi-
trary number of databases. The cache placement and private
delivery phases are formally described as follows.

1) Cache placement: Each message is assumed to consist
of ' = 2N — 1 symbols over some finite field, i.e., A =
(Al, AQ, s ,A2N71), B = (.Bl7 B27 s 7BQN,l) for which
A;,B; € F,,Vi € 2N — 1] where ¢ is assumed to be large
enough. The cache placement is

Zy = {Ain-1,Bin-1},
Zoy =

(57)
{An:2n—2, BNaN—2}. (58)

2) Private delivery: We first construct the answers from the

DBs. For DB n,n € [N — 1], the answer is
Alf) = unA(T1:2N—1) + VnBEFL2N—1)~ (59

For DB N, the answer consists of two linear combinations

Aggh = glAEFlQNfl)’ (60)
AV, = Bl (61)
in which the linear combination coefficients
u, = [Up1,Un2, " ,Un2on-1,Vn € [N — 1],
Vi = [Un1,VUn2,  ,Unon—1),Vn € [N — 1], g =

[91,1791,2, ce 791,2N—1] and gy = [92,1,92,27"' ,92,2N—1]
belong to [F,]'*ZN=D\{0,x_;} and are subject to design
according to different user demands (61, 62).

The answers can be written in a more compact form as

o
A[l ] up Vi
: AT
2N-—1
AE@LI = uy—1 VN-1 B% )] (62)
A[g] 0 (1:2N-1)
N1 81 2N-1
A[H] O2n—1 g2
N,

We will only consider the case of 8 =
following. We let Vn € [N — 1]:

(1,2) in the

[un,(lzN—l)a un,2N71]7 (63)
(64)

[gl,(l:N—l)»gl,2N71]
g2 (N:2N-1) Vn,(N:2N—1)5
i.e., the message symbols AﬁLN—U’ Ao are aligned among

A[1(1,2)]’A[2(1,2)]7 e ,Ags,lf) and the symbols B(y.an_1) are

aligned among 14[1(1’2)]7 A[2(1’2)], e ,AES,{’;)]. The linear com-

bination coefficients g1, g2, U, (N:2N-2)s Vi, (1:N-1), V1 €
[N — 1] are picked randomly (with uniform probability) and
independently from [F,J'*N=1\{0,y5_;} such that with
high probability the following two coefficient matrices are full
rank:

U1, (N:2N-1) [Vl,(l:N71)7U172N71]

) (65)
[VN71,(1:N71)7 UN—-12N-1
[82,(1:N—1), 92,2N—1]

UN_1,(N:2N—1)
81,(N:2N—1)

We next show that with such a design of linear coefficients,
both users can correctly decode their desired messages.

For user 1, due to the alignment of B(y.on—_1), we have
Al BT

N,2 82,(:N-1)P(1.n-1)
vn7(N:2N_1)B?N:2N71),Vn € [N — 1]. Subtracting AE&,%’;” -
g2,(1:N—1)BEFl;N,1) from A[l(l’Q)],A[z(l’Q)], . ,Agﬁ,lfl)] in Eq.
(62), together with A%{iz)] = g1A{ .oy 1), We obtain N
independent linear combinations of A(n.on—1), from which
A(n:2n—1) can be solved as

= g (van-1)Blyan 1) =

—1
Uy (N:2N—-1)

Alnan-y) = : y (66)
UN-1,(N:2N—1)
g1,(N:2N-1)
where
- (1,2 1,2
AT 4l )]+g2~,(13N*1)B(Tl:N71)
Y = | oo a0, T
AN — AN +g27(11N—1)B(1:N71)
Al:2)]
L N,
i Uy, (1:N-1) Vi,(1:N-1)
_ A@:Nl)‘|
B .
UN-—1,(1:N-1) VN-—1,(1:N-1) (1:N—-1)
| 81,(1:N-1) On—1
(67)

Since the symbols A(y.n_1), B(1.ny—1) are already cached by
user 1, it can correctly decode the symbols A(n.on—1) and
recover message A.

For user 2, due to the alignment of A(.n_1), Aon—1,
A2
N1
[g1,(1:n-1) 91,28 —1][A:N—1), Aan—1]"

gl,(N:2N—2)A(TN:2N—2) =

we have

W, (1:8-1)s Un2N—1][Aq:in-1), Aenv—1]",Vn € [N — 1].
Subtracting A} } - gl,(N:2N72)AEFN:2N72) from
AR AR AL together with Al =

ggB(TL2 N-1) We obtain N independent linear combinations

of B(1.ny_1), Ban—1, from which B.ny_1), Boy-1 can be
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solved as

1
[V1,(1:N=1), V1,2N 1]

BT .
(I:N-1) | _ : y/ (68)
Ban-1] [VN—1,(1:N-1)s UN—1,2N 1]
[gQ,(lzN—1),g2,2N—ﬂ
where
- Al(1,2 1,2
A[l( - AE&M Ty gl’(NizN—Q)AEFN:2N72)
g o :
1,2 1,2
A[Isil)] - AKM S gl7(N:2N—2)A(TN;2N—2)
Al1.2)]
L N1
Uy (N:2N-2) Vi,(N:2N—-2)
. AT
_ gFN:QN—Q)
UN_1 (N:2N-2) VN-1,(N:2N-2) B(N:2N—2)

ON_1

g2 (N:2N-2)
(69)

Since the symbols A(N:QN_Q), B(n:2n—2) are already
cached by wuser 2, it can correctly decode the symbols
B:n-1), Ban—1 and recover message B. Therefore, both
users can correctly decode their desired messages.

Privacy: First note that each DB only knows its own linear
combination coefficients and does not know what symbols are
aligned and what coefficients form full rank matrices (since
the linear coefficients are picked randomly and independently).
Since for different configurations of the symbol alignment
and full rank coefficient matrices, different messages can be
decoded by the users, each individual DB can not determine
the actual user demands (6i,02). Therefore, the proposed
scheme is private.

Performance: Since D = N + 1 linear combinations are

downloaded in total, the achieved load is R = % = ;}’thl.

V. CONCLUSION

In this paper, we formulated the problem of cache-aided
multiuser Private Information Retrieval (MuPIR) where the
users wish to retrieve a set of messages from a set of
distributed databases while keeping the user demands private
from any individual database. For the MuPIR problem with
two users, two messages and arbitrary number of databases,
general achievable schemes utilizing the novel idea of PCIA

were proposed for the memory-load pairs (£5%, ) and

2N » N
(25%:}), Q%tll). This is the very first achievability result
on the cache-aided MuPIR problem with arbitrary number
of databases. On-going directions include: 1) Characteriza-
tion of the optimal memory-load trade-off for the MuPIR
problem with two messages, two users and arbitrary number
of databases; 2) Extending the achievability to more general
cases where the number of messages, users and databases are
arbitrary. Future directions may include extension to colluding
databases and characterization of the optimal memory-load
trade-off under the assumption of uncoded cache placement.
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