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Abstract— Regenerating code is a class of distributed storage
codes that can optimally trade the bandwidth with the amount
of data stored per node to repair a failed node. There are
two extreme points in the optimal regenerating trade-off curve,
which correspond to minimum-storage regenerating (MSR)
and minimum-bandwidth regenerating (MBR). Recently, Reed-
Solomon (RS) code based regenerating codes (RS-RC) were
constructed under the product-matrix framework. It can also
achieve the maximum distance separable (MDS) property in
code regeneration and reconstruction. However, in case that
the network is hostile and the storage nodes could be com-
promised or packets be modified, the storage capacity and the
bandwidth required to regenerate or reconstruct the original
file can be significantly affected. In this paper, we propose
Hermitian code based regenerating codes (H-RC) by developing
constructions under the product-matrix framework for minimum
storage regenerating (H-MSR) and the minimum bandwidth
regenerating (H-MBR). We also propose data regeneration and
reconstruction algorithms for both H-MSR and H-MBR codes
under both error-free and hostile networks. We demonstrate
that the proposed algorithms can also successfully determine the
erroneous decodings in hostile networks. Theoretical evaluation
shows that our proposed H-RC can detect and correct more
errors in hostile networks well beyond the RS-RC with the same
code rate. Our analysis shows that the proposed H-RC have
lower computational complexity than the RS-RC for both code
regeneration and code reconstruction.

Index Terms— Regenerating code, Reed-Solomon code,

error-correction, Hermitian code.

I. INTRODUCTION

LOUD storage is an on-demand network data storage
C and access paradigm. To ensure accessibility of remotely
stored data at any time, a typical solution is to store data
across multiple servers or clouds, often in a replicated fashion.
However, data replication lacks flexibility in data recovery,
and requires costly secure data management when content
confidentiality is needed. Moreover, it is vulnerable to data
sabotage attacks.
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Distributed storage is an alternative approach to data repli-
cation, which can achieve an elegant tradeoff between the
costly secure data management and the cheap storage media.
The main idea is that: instead of storing the entire data in
one server, the data to be stored is split into n components
and stored across up to n servers. The original data can be
recovered only when the required number of components,
say k, are collected. In this way, the stored data is infor-
mation theoretically secure for anyone who can access up
to k — 1 data components. When individual components are
stored distributively across multiple cloud storage servers, each
cloud storage server only needs to ensure data integrity and
availability services. The costly data encryption and secure
key management are no longer needed. Moreover, distributed
storage can also increase data availability while reducing
network congestion, leading to increased resiliency.

A. Related Work

When a storage node in the distributed storage network
that employs the conventional (n,k) RS code (such as
OceanStore [1] and Total Recall [2]) fails, the replacement
node first connects to k£ nodes and recovers the whole file,
then regenerates the symbols stored in the failed node. This
approach is a waste of bandwidth because the whole file has
to be downloaded to recover a fraction of it. To overcome
this drawback, Dimakis er al. [3] introduced the conception
of {n,k,d,«, 3, B} regenerating code based on the network
coding. In the context of regenerating code, the replacement
node can regenerate the contents stored in a failed node by
downloading [ help symbols from each of d helper nodes.
Therefore, the total bandwidth required to regenerate a failed
node is v = df. v could be far less than the whole file B.
A data collector (DC) can reconstruct the original file stored
in the network by downloading « symbols from each of
k storage nodes. In [3], the authors proved that there is a
trade-off between bandwidth ~ and per node storage a. They
found two optimal points in the optimal tradeoff curve: min-
imum storage regeneration (MSR) and minimum bandwidth
regeneration (MBR) points. The existing work has largely
focused on the optimal regenerating codes design [4]-[8], and
implementation of the regenerating code.

The regenerating code can be divided into functional regen-
eration and exact regeneration. In the functional regener-
ation, the replacement node regenerates a new component
that can functionally replace a failed component instead of
being the same as the originally stored component. In [9],
the data regeneration was formulated as a multicast network
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coding problem. The paper also constructed functional regen-
erating code. A random linear regenerating codes for dis-
tributed storage systems was implemented in [10]. It has
been proved that by allowing data exchange among the
replacement nodes, a better trade-off between repair bandwidth
~ and per node storage « can be achieved [11]. In [12],
the authors proposed a functional regenerating code with less
computational complexity through binary operations. In the
exact regeneration, the replacement node regenerates the exact
symbols of a failed node. In [13], the authors proposed to
reduce the regeneration bandwidth through algebraic align-
ment. A code structure for exact regeneration using inter-
ference alignment technique was provided in [14]. In [15],
RS code based MSR (RS-MSR) code and MBR (RS-MBR)
code were explicitly constructed. It was the first work that
allows independent selection of the node number n in the
network. It also presented optimal exact regeneration methods
for the MBR and MSR codes under the product-matrix frame-
work. In [16], repair performance of the RS codes was studied.
A code construction that could achieve performance better
than space-sharing between the minimum storage regenerating
codes and the minimum bandwidth regenerating codes was
proposed in [17].

However, none of these works considered code regeneration
under possible node corruption or adversarial manipulation
attacks in hostile networks. In fact, all these schemes will fail
in both regeneration and reconstruction if some storage nodes
could provide incorrect responses to the requests.

For general verification of the contents stored in distributed
storage, many schemes were proposed. In [18], the verification
cost for both the client read and write operations in workloads
with idle periods was analyzed. In [19], the authors proposed
to use erasure-coding and threshold cryptography to achieve
storage efficiency and resilience. To check data integrity of
the regenerating code in hostile networks, CRC code was
adopted in [20]. Unfortunately, the CRC checks can be easily
manipulated by the malicious nodes, resulting in failure of
regeneration and reconstruction. In [21], data integrity protec-
tion (DIP) was designed under a mobile Byzantine adversarial
model to enable a client to verify the integrity of outsourced
data against general or malicious corruptions in distributed
storage.

For corrupted node detection and correction in regener-
ating codes, the following studies were conducted. In [22],
the Byzantine fault tolerance of regenerating codes was stud-
ied. The amount of information that can be safely stored
against passive eavesdropping and active adversarial attacks
based on the regeneration structure was discussed in [23].
In [24], error resilience of the RS code based regenerating code
in the network with both errors and erasures was evaluated.
The paper provided the theoretical error correction capability.
In [25], the authors discussed the optimal trade-off between
the storage space and the repair bandwidth in presence of
two types of wiretapper. In [26], the authors revealed some
general properties of MSR codes and a generally applicable
upper bound on secrecy capacity with passive eavesdroppers in
the storage network. A secure MSR coding scheme that could
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overcome the limitations of previous eavesdropper model was
proposed in [27]. The achievable trade-off regions between
the normalized storage capacity and repair bandwidth for the
secure exact-repair regenerating codes against an eavesdropper
were studied in [28].

Nevertheless, since regenerating codes in these works are
all an extension of the maximum distance separable (MDS)
code, the error correction capability is constrained by the
MDS bound. Moreover, none of the schemes presented is able
to determine whether the errors in network are successfully
corrected.

B. Our Contributions

In this paper, we develop Hermitian code based regenera-
tion codes (H-RC) under the product-matrix framework [15].
Compared with the existing RS code based regeneration codes
(RS-RC), the proposed H-RC can correct more errors and can
always determine whether the error correction is successful.
The performance breakthrough in error correction is achieved
through our discovery that the Hermitian code is composed
of the direct sum of multiple layers of RS codes [29], with
parameters of each layer determined by the Hermitian curve.
More specifically, the major contributions of this paper can be
summarized as follows:

1) We develop a novel construction of H-RC at the MSR
(H-MSR) and the MBR (H-MBR) points. The design
is based on our discovery that each Hermitian code
can be decomposed into multiple RS codes. There-
fore, we can construct the H-MSR and the H-MBR
codes by concurrent processing of multiple layers of
RS codes.

2) We propose data regeneration and reconstruction algo-
rithms for the H-MSR and the H-MBR codes in both
error-free and hostile networks. Our construction is fun-
damentally different from the general network communi-
cation based data reconstruction due in part by our focus
on the capability in regeneration and reconstruction of
the corrupted code components.

3) We design efficient algorithms that can achieve sig-
nificant performance improvement in error correction
over the RS-RC. More specifically, the error correc-
tion capability of the RS-RC is well beyond the MDS
bound due to the structure of the underlying Hermitian
code.

4) We provide theoretical proof that the proposed algo-
rithms can successfully detect erroneous decodings in
hostile networks.

C. Organization

The rest of this paper is organized as follows: The prelimi-
nary of this paper is presented in Section II. In Section III, our
proposed encoding of H-MSR code is described. In Section IV,
regeneration of the H-MSR code is discussed. Reconstruction
of the H-MSR code is analyzed in Section V. In Section VI,
our proposed encoding of the H-MBR code is described.
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TABLE I
q3 RATIONAL POINTS OF THE HERMITIAN CURVE

Py,0 = (0,00)
Po,1 = (0,601)

P1o=(1,¢+6o)
Pi1=(1,9+061)

Pog—1=1(0,04-1) Pirg-1=1,0+04-1)

Pp_y o= (¢q2_2’¢(q2_2)(q+1)+1 1 6o)
Pp_yy = (67 72,9l ~2a++1 4 gy)

Pp14-1= (¢q2727¢(q272)(q+1)+1 +05-1)

In Section VII, regeneration of the H-MBR code is dis-
cussed. Reconstruction of the H-MBR code is analyzed
in Section VIII. We conduct performance analysis in
Section IX. The paper is concluded in Section X.

II. PRELIMINARY AND ASSUMPTIONS
A. Regenerating Code

Regenerating code was first introduced in [3]. It is a
linear code over the finite field F, with a set of parameters
{n,k,d,«, 3, B}, where ¢ is a prime number or some power
of a prime number. A file of size B is stored in n storage
nodes, each of which stores o symbols. A replacement node
can regenerate the contents of a failed node by downloading
8 symbols from each of d randomly selected storage nodes.
So the total bandwidth needed to regenerate a failed node is
v = df. The data collector (DC) can reconstruct the whole
file by downloading v symbols from each of k£ < d randomly
selected storage nodes. In [3], the following theoretical bound
was derived:

k—1
B <Y minfa, (d—i)B}. (1)
=0

From equation (1), a trade-off between the regeneration band-
width ~ and the storage requirement o was derived. There are
two special cases: the minimum storage regeneration (MSR)
point, where the storage parameter « is minimized:
B Bd
kE'k(d—k+1))’
and the minimum bandwidth regeneration (MBR) point, where
the regeneration bandwidth v is minimized:

2Bd 2Bd 3)
2kd — k2 + k" 2kd— k2 + k)

(amsr, YMSR) = < (2)

(aMBR, YMBR) = (

B. Regenerating Code Construction Under the
Product-Matrix Framework

In [15], the authors proposed the product-matrix framework
and constructed the RS-MSR and RS-MBR codes. Under the
product-matrix framework, data encoding, regeneration and
reconstruction are carried out in the form of matrices. Let V'
be a data matrix with the size d x a, ¥ be an n x d encoding
matrix, and W be the corresponding codeword matrix with
the size n X a. The encoding of the codeword matrix can be
written as W = WV. Then each row of the codeword matrix
W, =¥,V (0 <¢ <n-—1)is stored in one of the storage
nodes, where ¥, is the i*" row of U. For data regeneration,
the replacement node will request help symbols p; (0 <4 <
d—1) from d storage nodes, where p; = Wicbz, z 1is the failed

node and @ is the vector comprised of the first o elements in
the encoding vector ¥ .. Upon receiving all the requested help
symbols, the replacement node can regenerate the symbols in
the failed node. For data reconstruction, the data collecter will
request symbols W; (0 < ¢ < k—1) stored in k storage nodes
and reconstruct the original data.

At the MSR point, the RS-MSR code was constructed
for the parameters d = 2k — 2, « = k— 1, § = 1 and

B = a(a+1). The message matrix V' is defined as V' = E:

where S, T are symmetric matrices with the upper-triangular
part filled by data symbols. The encoding matrix ¥ is defined
as U = [®,AP], where ® is a Vandermonde matrix and
A is a diagonal matrix with all the elements \; (0 < i <
n — 1) different from each other. To regenerate the symbols
stored in a failed node z, the replacement node collects d
help symbols from d helper nodes and obtains the followinjg
vector: Wyepqair VO, where Whepair = [UF, U1, ..., 0L, ]
is a d x d invertible matrix. Then the replacement node can
calculate the vector (V®I)T = &,V = &,[S,T] and
regenerate the symbols through W, = ¢S+ X, ¢, T =V, V.
A data reconstruction algorithm to reconstuct the original file
is also proposed. The details of the data reconstruction can be
found in [15].

At the MBR point, the RS-MBR code was constructed for
the parameters « = d, § = 1 and B = k(2d — k + 1)/2.

S T

T 0
S is a k x k symmetic matrix with the upper-triangular part
filled by data symbols, and T is a k X (d — k) matrix filled
by data symbols. The encoding matrix ¥ is a Vandermonde
matrix. To regenerate the symbols stored in a failed node
z, the replacement node collects d help symbols from d
helper nodes and obtains the following vector: \Ilrepm-rV\IlzT,
where V,.cpqir = [\IIOT,\IllT, .. .,\I/dT_JT is a d X d invert-
ible matrix. Then the replacement node can calculate the
vector (VUT)T = W,V = W,, which consists of the
exact symbols in the failed node z. For data reconstruction,
[15] also proposed an algorithm to reconstruct the original
data.

)

The message matrix V' is defined as V' = , where

C. Hermitian Code

A Hermitian curve H(q) over 2 in affine coordinates is
defined by:

H(g) 1 y? +y =2t “)

There are ¢ points that satisfy equation (4), denoted as
.P()’()7 ceey P()’qfl, e ]:)(12_1707 ceey Pq2—1,q—1 (SCC Table I),



3960

where 0,01, ...,0,—1 are the g solutions to y? +y = 0 and
¢ is a primitive element in F 2. Define

LmQ) = {fo(x) +yfi(x)+ - +y7 " fe-1(2) |
deg fi(x) < k(1),1=0,1,...,q— 1}, (5)
where
k() =max{t|tg+1l(g+1) <m}+1, (6)

m > ¢*> — 1. A codeword of the Hermitian code [29] H,, is
defined as

(Q(P0,0)7 RS Q(PO,q—l)a R Q(Pq271,0)5 R Q(Pq271,q71)) )
(7N

where ¢ € L(mQ). The dimension of the message can be
calculated as dim(H,,) = ?;01 (deg fi(z) + 1).

According to the decoding algorithm proposed in [29], H.,
could be viewed as the concatenation of ¢ extended RS codes
(¢%,k(1)), 1 =0,1,...,q — 1. This inspires us to incorporate
q MSR codes into the H-MSR code construction. For more
information of the Hermitian code, please refer to [29].

D. Adversarial Model

In this paper, our adversarial model is similar as the one
adopted in [24]. We assume some network nodes may be cor-
rupted due to hardware failure or communication errors, and/or
be controlled by malicious users. As a result, upon request,
these nodes may provide incorrect responses to disrupt data
regeneration and reconstruction. These incorrect responses
are described as errors/erasures in [24]. We assume that the
malicious users can take full control of up to 7 (7 < n) storage
nodes and perform possible collusion attacks. Other than
information stored in the compromised nodes, the adversary is
unable to obtain the contents or the distribution of the encoding
vectors in other intact nodes.

We will refer the corrupted and the compromised symbols
as bogus symbols. We will also use corrupted nodes, malicious
nodes and compromised nodes interchangeably throughout the

paper.

III. ENCODING OF THE H-MSR CODE

Motivated by [15], in this section we construct H-MSR code
with d = 2k — 2 = 2« under the similar product-matrix
framework. The code with d > 2k — 2 can be derived the
same way through truncating operations. As we have discussed
earlier, Hermitian code can be decomposed into ¢ RS codes.
Therefore, our construction consists of concurrent processing
of ¢ RS-MSR codes. We also present an encoding example at
the end of this section.

Let a, ..., q—1 be a strictly decreasing integer sequence
satisfying 0 < oy < k(1), 0 <1 < g—1, where «; corresponds
to the parameter « for the underlying regenerating code. The
least common multiple of ag,...,aq—1 is A. Suppose the
data contains B = AZ?;Ol (o + 1) message symbols from
the finite field F2. In practice, if the size of the actual data
is larger than B symbols, we can fragment it into blocks of
size B and process each block individually.
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TABLE 11
NOTATIONS
strictly decreasing regeneration parameter « for the It7
ay, underlying RS-MSR code of the H-MSR code, or the
0 <1< q—1 | regeneration parameter « for the ith underlying RS-
MBR code of the H-MBR code
the regeneration parameters d, k for the I*" underlying
di, ky, RS-MSR code of the H-MSR code, or the regeneration
0<1<q—1 | parameters d, k for the th underlying RS-MBR code of
the H-MBR code
A least common multiple of ag,...,aq—1
S, T data matrices for the H-MSR code
ST, data matrices for the /** underlying RS-MSR code of
’ the H-MSR code
q2 X «; Vandermonde matrix, can be viewed as the
P encoding matrix for the I*" underlying RS-MBR code
of the H-MBR code
D " row of the matrix ®;
D, From the i7" to the j*® rows of the matrix ®;
U, [, AD]
U, it row of U; = [®;, Ad]
7T From the i7" to the 5™ rows of the matrix ¥;
P; point on the Hermitian curve
o(P;1) Hermitian codeword for the point P; ;
B Hermitian coefficient matrix for node 7
f; vectors related to data matrix S, stored in node %
gi vectors related to data matrix 7", stored in node 7
M data matrix for the H-MBR code
M, data matrix for the I** underlying RS-MBR code of the
H-MBR code
u; vectors related to data matrix M, stored in node %
Y H-MSR/H-MBR codeword matrix
Y; H-MSR/H-MBR codeword submatrix, stored in node %
v codeword matrix with the coefficient matrix B; removed
g in node %
Y, Ith row of Y;
Vit sub-row vectors of Y; ; with the size 1 x oy
Pl help symbols of H-MSR/H-MBR code sent from node
v % in error-free networks during regeneration
- help symbols of H-MSR/H-MBR code sent from node
Pipe 4 in hostile networks during regeneration

We arrange the B symbols into two matrices S, 1" as

following:
So To
| 5] Ea
S=1| .|, T=| . |, (8)
Sq-1 Tg—
where
Sl = [81717Sl,27"'75l,14/a1]5
CZjl - [T‘l,lvz—‘l,Q;"'aCTl,A/al]- (9)

S (0<1<¢qg—11<j<A/w)is a symmetric matrix
of size a; x oy with the upper-triangular entries filled by data
symbols. Thus S; ; contains a;(c;+1)/2 symbols. The number
of columns of each submatrix S;, 0 <[ < g — 1, is the same:
a; - AJay = A. The size of matrix S is (Z?;OI ) X A. So it
contains 37—, [ (eq +1)/2]A/a; = 437 (ey + 1) data
symbols.

T,;(0<1<g¢g—-1,1<j < A/a) is constructed in the
same way as S; ;. So 7' contains the other % 21;01 (ay + 1)
data symbols.
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Ilustration of storing the codeword matrices in distributed storage

Fig. 1.
nodes.

Definition 1: For a Hermitian code H,, over IF;2, we encode
matrix Maim (3, )xa = [M1, Ms ..., M4] by encoding each
column M;, i = 1,2,..., A, individually using H,,. The
codeword matrix is defined as

Hm(M> = [Hm,(Ml)7 Hm,(MQ)7 cee 7Hm,(MA>]7 (10)

where H,,,(M;) has the following form (¢ € L(mQ)):

[Q(PO,O)v ceey Q(PO,qfl)v SRR Q(qu—l,())v ceey Q(qu—l,q—l)]T~
(11

The elements of M; are viewed as the coefficients of the
polynomials fo(x),..., f;—1(z) in ¢ when M; is encoded.

Let
1 0 0 . 0
1 1 1 .. 1
o= | 0 ¢? gt (12)
Lot (e (g

be a Vandermonde matrix, where ¢ is the primitive element
in F 2 defined in section II-C and 0 <[ < g — 1.

Let A = diag(Ao, A1,...,A;2_1) be a diagonal matrix,
where \; (0 <i < q2 — 1) is chosen using the following two
criteria: (i) All \;’s are different. (ii) Any d; = 2ay rows of
the matrix [®;, A®;] (0 <[ < g—1) are linearly independent.

For the ¢ x ¢ identity matrix I, define

Ay =M1 (0<i<q®—1)and I'=diag(Ag, A1,..., A1)
(13)

For distributed storage, we encode each pair of matrices
(S,T) using the encoding of H-MSR code algorithm defined
below.

Algorithm 1: Encoding of H-MSR code
Step 1: Encode the data matrices S, T defined in equation (8)

using a Hermitian code #H,,, over FF ;2 with parameters
k() (0 <1< qg—1)and m (m > ¢* —1). Denote
the generated ¢® x A codeword matrices as H,, ()

and H.,(T).

Step 2: Compute the ¢° x A codeword matrix Y = H,,,(S)+
T M (T).

Step 3: Divide Y into ¢? submatrices Yy, ..., Y2 of size

g X A and store each submatrix in a storage node as
shown in Fig. 1.
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For encoding of H-MSR code, we have the following
theorem.

Theorem 1: The encoding of H-MSR code described in
Algorithm 1 can achieve the MSR point in distributed storage.

Proof: The proof will be divided into three steps.

First, we study the structure of the codeword matrix
Hm(S). Since every column of the matrix is an indepen-
dent Hermitian codeword, without loss of generality we will
decode the first column h = [hoo,...,hoq-1,---,Rg2_1,0,
cee hqz_Lq_l]T as an example. Arrange the ¢° rational points
of the Hermitian curve following the order in Table I, we can
find that for each i,7 = 0,1,...,¢> — 1, the rational points
Pio,Pi1,...,P; 41 all have the same first coordinate.

Suppose o € L(mQ), o(Pi1) = fo(Pii) +y(Pig) f1(Pig) +

A (Y(Pia) " o1 (Piy), 0<i < ¢ = 1,0 <1 < g -
1,deg fi(x) = ay — 1. Since P, o, Pi1,...,P;4—1 all have
the same first coordinate and f;(P;;) is only applied to the
first coordinate of P;;, we have f;(P;;) = f;(¢° ), meaning
fj(P;,1) does not depend on [, where sy = —o00,s; =i — 1
for : > 1, and ¢~ °° = 0. Therefore, we can derive q2 sets of
equations for 0 < ¢ < q2 —1:

fo(@* Ay (Pio) f1(¢°) +. ..+ [y(Pio)]* " fo-1(¢°) = hio
Jo(@% Ay (Pin) f1(¢%)+. . .+ [y(Pin)]? ! fg-1(¢°) = hin

If we store the codeword matrix in storage nodes according
to Fig. 1, then each set of the equations corresponds to a
storage node. As we mentioned above, the set of equations
in equation (14) can be derived from storage node 7. If we
treat y(F; ;)’s as coefficients, then the coefficient matrix B;
in equation (14) is a Vandermonde matrix:

L y(Pio) y(Pio)t™"
1 y(Pia) y(Pi1)1t

Bi=|. . _ _ . (15)
1 y(Pi’qfl) y(Pi’qfl)qil

Let h; = [hi0,hi1,-..,hiq—1]". Then the solution f; =
[fo(¢°), f1(¢°), ..., f4—1(¢°)]T can be expressed as:

f, = B, 'h;. (16)

From all the ¢? storage nodes, we can get vectors F; =
[£100), f1(1), .., fuldT=2)T, 1 =0,...,q— 1, which can be
viewed as extended RS codes.

Now consider all the columns of H,,(S), we can get the
following equation:

.5, = F 5, (17)

where F ; = []-'l(l), . ..,Fl(al)],() <l<qg-1,1<j< A/,
and ]-'l(t) corresponds to the #** column of the submatrix S ;.

Second, we will consider the structure of the codeword
matrix H,, (7). Because the encoding process for H,,(T) is
the same as that of H,,,(S), for I'H,,,(T"), we can derive

ADT; = AGy;,

where G; = [9:(0), ¢i(1), ... ,gl(d)qz’Q)]T, g is a polynomial
defined the same as f; with coefficients from the columns of

(18)
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the data matrix T, G;; = [G,...,G{*Y],0 <1< q—1,1<
j < A/, and gf“ corresponds to the t*" column of the
submatrix 77 ;.

Third, we will study the optimality of the code in the
sense of the MSR point. For ®,5;; + A®;1;;,0 < [ <
qg—1,1 < j < A/ay, since S;;,T;; are symmetric and
satisfy the requirements for MSR point according to [15] with
parameters d = 2a;,k = oy + 1l,aa = o, = 1,B =
ay(ag + 1). By encoding S, T using H,,,(S) + ', (T') and
distributing Yy, ..., Y,2_; into q* storage nodes, each row of
the matrix ;5 ; + A®T;;,0<1<¢g—-1,1<j <A/,
can be derived in a corresponding storage node. Because
®,5,; + AP, ; achieves the MSR point, data related to
matrices Sy ;,77,;,0 <1 < ¢g—1,1<j < A/ay, can be
regenerated at the MSR point. Therefore, Algorithm 1 can
achieve the MSR point. [ ]

According to [29], the Hermitian code ., could be viewed
as the concatenation of ¢ RS codes. For H-MSR code, we have
a similar result:

Theorem 2: The H-MSR code could be viewed as the
concatenation of ¢ RS-MSR codes. Each storage node contains
symbols related to each of the ¢ RS-MSR codes encoded in
Algorithm 1.

Proof: (sketch) According to equation (17) and (18) in
the proof of Theorem 1, the H-MSR code can be viewed as
q concatenated RS-MSR codes, where the encoding matrix of
the I*" RS-MSR code, 0 <[ < ¢ — 1, is

U, = (@, AD)). (19)

Similar to equation (16) in the proof of Theorem 1, for any
column Col(Y;) of the submatrix ¥; in storage node i, we have
the following equation:

fi+Aigi = B, 'Col(Y;)
= [fo(@") + Xigo(6"). F1(6™) + Xiga (%),
o Fa1(6%) + Xigg—1(0°)]T,

where g; = [go(6°), g1(6°), . - ., gg—1(¢")]", with fi(¢**)+
Aigi(¢%") corresponding to the I RS-MSR code, 0 < I <
q — 1. The codewords related to all of the ¢ RS-MSR codes
are stored in each of the storage node 1. [ |

In [15], construction of the RS-MSR code under the
product-matrix framework was proposed along with data
regeneration and reconstruction algorithms. While Theorem 1
provides theoretic construction and efficient algorithms of the
H-MSR code, Theorem 2 presents the relationship between
H-MSR and RS-MSR codes, which makes the construction of
the H-MSR code under the product-matrix framework more
intuitive.

Example 1: Fig. 2 is an illustrative example with parameters
q= 3,00 =4,a1 = 3, a2 = 2. For this setting, the totall num-
ber of symbols B to be stored is LCM(«vg, aq, cva) (IZ (g +
1) =12 x (5+4 + 3) = 144, where LCM standszf(?r least
common multiple. Data matrix S stores the first 72 symbols.
Data matrix 7" has the same structure and stores data symbols
from b7o to b143. When we encode S, T using Algorithm 1,
each column of the matrix .S and 7" will be encoded first by the

(20)
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[Tbo b1 b2 B3] Pro b bio big] [bao bar bas bos]|
b1 bs b5 be| b1 bia bis big| [b21 baa bas  bog
by b5 by bs| b1z bis bir big| [boz bas bor bos
bs be bs bo| [b13 big bis big| |b2s bas bas bag
|rb30 ba1 (b3 bsr

544-i lrb48 bsg b50-i

532-i b3s-i |rb42 LYES

b3411b37  b3g bao' 143 bgs bag!'bsg b1 bsa!

b3y b3y 535_, ,_538 bao 541_, ,_b44 bas b47_I ,_b50 bs2 553_,

54 bsse ibsr bsgt 1bgo betr s Dear 1bgs  beme tbeg  bror
1 [} LI ] [} [} [} 1

1 1 LI}
| tb55  bse! tbss  bsg! tbe1

bea! b

d L

[} [} 1
bes! 'be7  bes! tbro b7l |

Fig. 2. An illustrative example of matrix S.

Hermitian code, resulting in the q3 x A =27 x 12 codeword
matrix Y. Then the 3 x 12 submatrices Yp,...,Ys will be
stored in 9 storage nodes. As we have elaborated in the proof
of Theorem 1, the 4 x 4 submatrices with solid line brackets
in Fig. 2 corresponds to the MSR code with aig = 4, the 3 x 3
submatrices with long dash line brackets corresponds to the
MSR code with a; = 3 and the 2 x 2 submatrices with short
dash line brackets corresponds to the MSR code with aig = 2.

IV. REGENERATION OF THE H-MSR CODE

In this section, we will first discuss the regeneration of
the H-MSR code in error-free network. Then we will discuss
regeneration in hostile networks.

A. Regeneration in Error-Free Networks

The main idea of the regeneration algorithms is to regener-
ate the /' RS-MSR code described in the proof of Theorem 2
by downloading help symbols from d; = 2a; nodes, where d;
(0 <1 < q—1) represents the regeneration parameter d for
the I*" RS-MSR code.

Suppose node z fails, we try to regenerate the exact H-MSR
code symbols of node z in a replacement node z’. For
convenience, we assume dg; = 2a = 0 and define

W,

Wir1,

Ui = : , 21

Ly

where W, ;, ¢ < ¢t < j, is the t*" row of U;. Each node i,
0 < i < ¢® — 1, only stores its own encoding vector W1,
0 <1 < g — 1. Replacement node 2’ sends integer j from
g — 1 to 0 in descending order to d; — d;4; helper nodes
that it has not requested before. Upon receiving the integer j,
helper node ¢ calculates Y; = B, 1Yi, which eliminates the
coefficient matrix B; from the codeword matrix. Since the
I*" row of Y; corresponds to the symbols related to the I*"
RS-MSR code (0 < I < j), node i can divide the [th
row of 1:1 into 1 x oy row vectors ¥;;; (1 <t < A/ay).
Define Yi; = [¥i1,1,¥i1,2:--,Yii,4/a,]- Then for every
0 <l <gjand 1l <t < A/a, node i can calculate the
help symbol p;;; = yi,l,tézl, where @ ; is the 2t row of
the encoding matrix ®; defined in equation (12).
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for ap =4 foray =3 for ap =2

Fig. 3. An illustrative example of the H-MSR data regeneration.

Since d;, > d;, for I3 < I, for efficiency consideration,
only dy—1 helper nodes need to provide symbols p; ;+ (0 <
l<g—1and 1 <t < A/q) for all the ¢ RS-MSR codes,
while d; — dj;1 nodes only need to provide symbols p; ;¢
O0<l<jand 1l <t < A/q) for the first j + 1 RS-MSR
codes (0 < j < q—2). In this way, the total number of symbols
Pise (1<t < A/oy) for the I*" RS-MSR code that the helper
nodes need to provide is dg—1 + Z‘;;IQ (dj —dj+1) = di.

Once the replacement node 2’ receives all the requested
symbols, it can regenerate the symbols stored in the failed
node z. The entire process is summarized in the following
algorithm:

Algorithm 2: 2’ regenerates symbols of the failed node z

Step 1: Calculate the regenerated symbols y . ; ;: For every
0<l<g—1land 1l <t < A/q, calculate the
regenerated symbols based on p;;; from d; helper
nodes similar to [15]. Without loss of generality,
we assume 0 <7 < d; — 1:

Step 1.1: Let p = [Do,1,, P1,1,t5 - - -
the equation: ¥g_,4,—1,X = P.

~ T
,Ddy—1,1,¢]" , solve

Step 1.2: Since x = [jsft} o7, and
It '
Sit, T are symmetric,c, we can calculate

xT =[®,,84, P, ,T14).
Step 1.3: Compute y. ;¢ = .15, + P11, =
St

wz,l Tl,t . -
Regenerate symbols of the failed node z: Let Y,
be a ¢ x A matrix with the [*" row defined as Y., =
Vet Y2i,4/a,) (0 <1 < q—1). The symbols
of the failed node z can be generated as: Y, =Y, =
B.Y..

Theorem 1 guarantees that Algorithm 2 can achieve the
MSR point for data regeneration of the H-MSR code. More-
over, from Algorithm 2, we can derive the equivalent storage
parameters for each symbol block of size B; = A(a; + 1):
d=2a,k=a+1,a=A,=A4/a;,0<1<qg—1 and
equation (2) of the MSR point holds for these parameters.

Example 2: Fig. 3 is an example for the data regeneration
of the H-MSR code illustrated in Fig. 2 with parameters

Step 2:
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q=3,00 =4,a1 = 3,as = 2. According to the order of the
points on the Hermitian curve in equation (11), the distribution
of the codeword matrix Y in Algorithm 1 and the analysis in
equation (14), symbols for cvg, oy and e are stored in each of
the storage nodes simultaneously. When storage node 0 fails,
the contents stored in node O can be regenerated according to
Algorithm 2 as shown in Fig. 3: o requires help symbols from
dy = 8 nodes, «a; requires help symbols from d; = 6 nodes,
ag requires help symbols from dy = 4 nodes.

B. Regeneration in Hostile Networks

In case that the network environment is hostile, Algorithm 2
may not be able to regenerate the failed node due to possible
bogus symbols received in the responses. In fact, even if the
replacement node 2z’ can derive the symbol matrix Y,/ using
Algorithm 2, it cannot verify the correctness of the result.

We develop two modes for the helper nodes to regenerate
the contents of a failed storage node in hostile networks: detec-
tion mode and recovery mode. The purpose of the detection
mode is to detect whether the received help symbols contain
errors. Once errors are detected, the recovery mode will be
used to correct the errors and locate the malicious nodes.

1) Detection Mode: In the detection mode, the replacement
node 2z’ will send requests in the way similar to that of the
error-free networks in Section IV-A. The only difference is that
when j = ¢g—1, 2’ sends requests to d,_1—d,+1 nodes instead
of d,—1 — d,; nodes. The regeneration algorithm is described
in Algorithm 3 with the detection probability characterized in
Lemma 1 and Theorem 3.

Algorithm 3 (Detection Mode): z' detects the bogus sym-
bols and regenerates the symbols of the failed node z in hostile
networks.

Step 1: Error Detection: For every 0 < [ < ¢ — 1 and
1 <t < A/q;, we can calculate the regenerated
symbols using the help symbols p} ; ; = pii¢ + €0
from helper node . If p;;; has been modified by
the malicious node i, we have ¢;;; € F,2\{0}.
Otherwise, we have ¢;;, = 0. To detect whether
there are i's such that e;; # 0, we will compare
regenerated symbols calculated from two sets of
helper nodes. Without loss of generality, we assume
0<1¢<d.

Step 1.1: Let pi' = (B, Phser-- D104 >
where the symbols are collected from node 0 to node
d; — 1, and solve the equation Wg_,q,—1;x1 = p1’.

Step 1.2: Let po’ = [p) 1, Ph -+ Digy 1) » Where
the symbols are collected from node 1 to node d;, and
solve the equation ¥y_,4, ;X2 = P5.

Step 1.3: If x; = X9, no error has been detected.
Compute y. ;¢ = P15+ + AP ;T as described
in Algorithm 2. Otherwise, at least one error has been
detected in the help symbols. Exit the algorithm and
switch to recovery regeneration mode.

Failed Node Regeneration: Let Y, be a ¢q x
A matrix with the [** row defined as Y,; =
Vo1 3 Y2i,4/a,) (0 <1 < q—1). The symbols
of the failed node z can be regenerated as: Y, =
Y. = B.Y..

Step 2:
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Lemma 1: Let e¢; = e;;, (i = 0,---,d;) be defined as
in Algorithm 3, x; = \Ilaidlfu[eo, coyeq—1]t and X9 =
\Ill__lmlhl[el, ...,eq,]T. Then when the number of malicious
nodes in the d; + 1 helper nodes is no more than d;, the prob-
ability that %X; = X5 is at most 1/¢>.

The proof of this lemma is given in the Appendix.

Theorem 3 (H-MSR Regeneration—Detection Mode): When
the number of malicious nodes in the d; + 1 helper nodes of
Algorithm 3 is no more than d;, the probability for the bogus
symbols sent from the malicious nodes to be detected is at
least 1 — 1/

The proof of this theorem is given in the Appendix.

2) Recovery Mode: Once the replacement node 2’ detects
errors using Algorithm 3, it will send integer j = ¢ — 1 to all
the other ¢® — 1 nodes in the network requesting help symbols.
Helper node ¢ will provide help symbols similar to that of
Section IV-A. 2’ can regenerate symbols using Algorithm 4.

Algorithm 4 (Recovery Mode): z' regenerates symbols of
the failed node z in hostile networks.

Step 1: Calculate the regenerated symbols y. ;;: For [ =
g—1to0and ¢t =1 to A/ay, we can regenerate
the symbols when the errors in the ¢? — 1 received
help symbols p; ; , can be corrected. Without loss of
generality, we assume 0 < i < ¢% — 2.
Step 1.1: Let p' = [p(; 014 ,pﬁ;2_2717t]T.
Substitute p} ; , in p’ with the symbol ® representing
an erasure if node i has been detected to be corrupted.
Step 1.2: Since ¥(_,,2_5;x = p’, p’ can be viewed
as an MDS code with parameters (¢> —1,d;, ¢*> —d;).
Decode p’ to p’,,,. If the i*" position symbols of p’.,,
and p’ are different, mark node 7 as corrupted. If the
number of corrupted nodes detected is larger than
q*> —di_1 — 1 for I > 0, flag the decoding as failure
and exit the algorithm.
Step 1.3: Solve x in Wg_,p2_o;X Py and
compute y. ;¢ = P, 151+ + AP, ;T;+ as described
in Algorithm 2. _
Regenerate symbols of the failed node z: Let Y, be
a g x A matrix with the I*" row defined as Y., =
[S’z,l,l; . '7yz,l,A/al]a 0<1<q—1 The symbols
of the failed node can be regenerated as z: Y, =
Y. = B.Y..

For data regeneration described in Algorithm 4, we have the
following theorem:

Theorem 4 (H-MSR Regeneration—Recovery Mode): For
data regeneration, the number of errors that the H-MSR code
can correct is

Step 2:

TH-msk = q(¢* —dg—1 — 1)/2]. (22)

Proof: Since H-MSR code can be viewed as ¢ MDS
codes with parameters (¢ — 1,d;,q> —d;), 1 =0,...,q — 1,
a; < k(1) and k(1) is strictly decreasing, we can choose the
sequence «; to be strictly decreasing so that d; is also strictly
decreasing. For the ¢ MDS codes, the minimum distance of the
(¢*> = 1,dg—1,q*> — dg—1) code is the largest. In Algorithm 4,
this code is decoded first and it can correct up to 7,1 =
|(¢* — dq—1 — 1)/2] errors, where |z] is the floor function
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of x. Next the code (¢> — 1,d;,¢*> —d;), |l = q—2,...,0,
will be decoded sequentially. The (¢ — 1,d;, ¢*> — d;) code
can correct at least 7, = 7, errors when P —dog—1> Tg—1-
Thus, the total number of errors that the H-MSR code can
correct is Ty nmsr = qTg—1 = q|(¢® — dy—1 — 1)/2]. [ |

V. RECONSTRUCTION OF THE H-MSR CODE

In this section, we will first discuss reconstruction of the
H-MSR code in error-free networks. Then we will discuss
reconstruction of the H-MSR code when there are corrupted
nodes in the network.

A. Reconstruction in Error-Free Networks

The main idea of the algorithms is to reconstruct the [*"
RS-MSR code, 0 <[ < ¢ — 1, by downloading help symbols
from k; = a;+1 nodes, where k; represents the reconstruction
parameter k of the /' RS-MSR code in the H-MSR code.

The reconstruction includes two major steps. For conve-
nience, we assume k, = 0. First, DC sends integer j to
kj — kj+1 helper nodes that it has not sent requests before
for j from ¢ — 1 to 0 in descending order. Upon receiving
the requested integer j, node i will calculate Y; = B, 1Yi,
which eliminates the coefficient matrix B; from the codeword
matrix. Since the [*" row of Y; is related to the symbols of
the I*" RS-MSR code (0 < I < j), node i will provide the "
row of Y;: Y;; to the DC. Thus j indicates that DC requests
symbols related to the first j +1 RS-MSR codes.

Since ki, > ki, if {1 < lo, for efficiency consi(ieration, only
kq—1 helper nodes need to provide symbols of Y;; (0 < <
q — 1) related to all of the ¢ RS-MSR codes. Then k; — k;j11
nodes only need to provide symbols of Y; ;, 0 <[ < j, which
are related to the first j +1 RS-MSR codes for 0 < 57 < ¢—2.
In this way, the total number of helper nodes that need to
provide symbols of Y;; related to the [** RS-MSR code is
kg—1+ Z?;f(kj —kji1) = ki

Second, after DC receives all the requested symbols, it can
reconstruct the original file using the following algorithm:

Algorithm 5: DC reconstructs the original file
Step 1: Prepare data: For every 0 <1 < g — 1, divide the
response symbol vector Y;; from the i‘" node into
A/aq equal row vectors: [¥i1,1,¥i,1,2s- - Yil, Aol
Without loss of generality, we assume 0 < i < k;—1.
Reconstruct data matrices: Forevery 0 <[ < ¢—1
and 1 < t < A/ay, DC reconstructs the matrices
related to the original file:

Step 2.1: Let Ry = (Y0051 100 Yh 124"
we have the equation: Wg_,p, 1 %Z = Ry
according to the encoding algorithm. }

Step 2.2: DC reconstructs S; ¢, T+ using techniques
similar to [15].

Reconstruct original file: DC reconstructs the orig-
inal file from all the matrices S; ¢, 77+ 0 <1 <¢g—1
and 1 <t < A/qy.

Step 2:

Step 3:

B. Reconstruction in Hostile Networks

Similar to the regeneration algorithms, the reconstruction
algorithms in error-free networks do not work in hostile
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networks. Even if the data collector can derive the symbol
matrices .S, T using Algorithm 5, it cannot verify whether the
result is correct or not. There are two modes for the original
file to be reconstructed in hostile networks: detection mode,
which detects whether the received symbols contain errors,
and recovery mode, which will correct errors and locate the
malicious nodes.

1) Detection Mode: In detection mode, DC requests help
symbols in the way similar to that of the error-free networks
in Section V-A. The only difference is that when j = ¢ — 1,
DC will send requests to k;_1 — k4 + 1 nodes instead of
kq—1 — k, nodes. The reconstruction algorithm is described
in Algorithm 6 with the detection probability described in
Theorem 5.

Algorithm 6 (Detection Mode): DC detects the bogus sym-
bols to reconstruct the original file in hostile networks

Step 1: Prepare data: For every 0 < I < q—1, we can divide
the symbol vector YL , into A/cy equal row vectors:

[yg,l,hyfi,l,% .. ’7y2,l,A/a,]' Y'Z,l = Yi,l +e; is the
response from the i*" storage node. If ?i,l has been
modified by the malicious node %, we have e;; €
F;“Q\{O}. To detect whether there are i’s such that
e;; # 0, we will compare reconstructed symbols
calculated from two sets of storage nodes. Without
loss of generality, we assume 0 < 7 < k;.
Reconstruct data matrices: Forevery 0 <[ < ¢—1
and 1 < t < A/q;, DC reconstructs the matrices
related to the original file:

Step 2.1: Let Ry, , = [0, 00 Yo i
which are the symbols collected from node 0 to node

Step 2:

]T

i

ki — 1 = «y, then we have Ug_,,, % = /l,l,t’

Solve 51,7} using the method same to algorithm 5.

Step 2.2: Let Ry, = [ygfl’t, o ,yg_Lw

Yo 14", which are the symbols collected from

node 0 to node k; = «; + 1 except node oy, then
Vosa—1,0| [S2| 5

we have [ T U Ry ;4. Solve S5, T

using the method same to algorithm 5.

Step 2.3: If [Sl, Tl] = [SQ,TQ], let [Sl,t; Tl,t] =
[S1,Ty]. Otherwise, errors are detected in the
received symbols. Exit the algorithm and switch to
recovery reconstruction mode.

Reconstruct original file: DC reconstructs the orig-
inal file from all the matrices Sy ¢, 717, 0 <1 < g—1
and 1 <t < A/qy.

Step 3:

Theorem 5 (H-MSR Reconstruction—Detection Mode):
When the number of malicious nodes in the k; + 1 nodes of
Algorithm 6 is less than k; + 1, the probability for the bogus
symbols sent from the malicious nodes to be detected is at
least 1 — (1/¢2)*(®1=2),

The proof of this theorem is given in the Appendix.

2) Recovery Mode: Once DC detects errors using Algo-
rithm 6, it will send integer j = ¢—1 to all the ¢ nodes in the
network requesting symbols. The reconstruction procedures
are described in Algorithm 7.
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Algorithm 7 (Recovery Mode): DC reconstructs the original
file in hostile networks

Step 1: Prepare data: For [ = 0 to ¢ — 1, divide the
symbol vector Y}, into A/c; equal row vectors:
Vit Yisos - ,%71714/&[]. Without loss of general-
ity, we assume 0 < i < q2 — 1.
Reconstruct data matrices: For [ = ¢ — 1 to 0 and
t =1to A/ay, DC reconstructs the matrices related
to the original file when the errors in the received
symbol vectors yg’ ;¢ from q* storage nodes can be
corrected:
Step 2.1: Let R}, = [30, 5710 s ¥ib 104"
Substitute y; ; , in 12, with the symbol ® represent-
ing an erasure vector if node i has been detected to
be corrupted.
Step 2.2: Solve .S; +, T} ; using the method described
in section V-C. If symbols from node ¢ are detected to
be erroneous during the calculation, mark node 7 as
corrupted. If the number of corrupted nodes detected
is larger than ¢ — k;_; for [ > 0, flag the decoding
failure and exit the algorithm.
Recover original file: DC recovers the original file
from all the matrices S;;, 774 0 <1 < ¢—1 and
1<t < A/Ozl.

For data reconstruction described in Algorithm 7, we have
the following theorem:

Theorem 6 (H-MSR Reconstruction—Recovery Mode): For
data reconstruction, the number of errors that the H-MSR code
can correct is

Step 2:

Step 3:

TH-MSR—REC = QL(QQ - kqfl)/2J- (23)

Proof: Similar to the proof of Theorem 4, for data recon-
struction Algorithm 7, H-MSR code can be viewed as ¢
MDS codes with parameters (¢ — 1,k — 1,¢%> — k; + 1).
The decoding for the reconstruction is performed from the
code with the largest minimum distance to the code with the
smallest minimum distance as in the data regeneration case.
Therefore, we have results similar to that of equation (22).

C. Recover Matrices Sy, T, From ¢’ Storage Nodes

Reconstruction of data matrices S, 7;; using symbols
collected from k storage nodes was first proposed in [15],
which is also employed in our proposed Algorithms 5 and 6.
When the symbols 1327” collected are bogus for some [, ¢,
we propose the following technique to correct errors and
recover the matrices Sj¢, 77+ from q® storage nodes. (For
convenience, we write R;, in Algorithm 7 as R'):

For R’ in Algorithm 7 and ¥; = [D;, AD;], we have
/
0, [?,} =R’ and
®,8'dT + AD;T'®] = R'®T. (24)
Let C = ©,5'®7, D = &, 7’37, and R’ = R'®7, then
C+AD=FR. (25)
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Since C, D are both symmetric, we can solve the non-diagonal
elements of them as follows:

{ Cij+A\NiD;; = E;]

26
Cm‘ + )\jDi,j = R;,i' (26)

Because matrices C' and D have the same structure, we only
focus on C (corresponding to S’). It is straightforward to see
that if node 7 is malicious and there are errors in the i*" row
of R’, there will be errors in the i*" row of R’. Furthermore,
there will be errors in the " row and i*" column of C. Define
S'®] = S, we have

5 =C. (27)

Here we can view each column of C' as a (¢°>—1, ay, ¢>—ay)
MDS code because ®; is a Vandermonde matrix. The length
of the code is ¢> — 1 since the diagonal elements of C is
unknown. Suppose node j is uncorrupted. If the number of
erasures o (corresponding to the previously detected corrupted
nodes) and the number of the corrupted nodes 7 that have not
been detected satisfy:

o+2r+1<¢®—ay, (28)

then the ;' column of C' can be recovered and the error
locations (corresponding to the corrupted nodes) can be pin-
pointed. The non-diagonal elements of C' can be recovered.
So DC can reconstruct .S; ; using the method similar to [15].
For T} ;, the recovering process is similar.

VI. ENCODING OF THE H-MBR CODE

In this section, we propose the H-MBR code based on the
MBR point with 3 = 1 under the product-matrix framework.
According to equation (3), we have d = «.

Let a, ..., q—1 be a strictly decreasing integer sequence
satisfying 0 < a; < k(l), 0 <1 < g — 1. The least common
multiple of ag, ..., aq—1 is A. Let ko, ..., kq—1 be an integer
sequence satisfying 0 < k; < «;, 0 < 1 < g — 1. Suppose
the data contains B = AN " (ki(2a; — k +1)/(2a))
message symbols from the finite field IF 2. In practice, if the
size of the actual data is larger than B symbols, we can
fragment it into blocks of size B and process each block

individually.
We arrange the B symbols into matrix M as below:
My
M,
M = . , (29)
M,y
where
Ml = [Ml,laMl,27 7Ml,A/a1]a (30)
_ |5 Ty
Ml,j |::Zjl?; 0 ) (31)

and S;; (0 <1 <q¢g—-1,1<j < A/ay) is a symmetric
matrix of size k; x k; with the upper-triangular entries filled
by data symbols. T; ; is a k; x (a; — k;) matrix. Thus M ;
contains k;(2a; — k; 4+ 1)/2 symbols, M; contains Ak;(2a; —
ki +1)/(2cy) symbols and M contains B symbols.
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For distributed storage, we encode M using Algorithm 8:
Algorithm 8: Encoding H-MBR Code

Step 1: First we encode the data matrices M defined above
using a Hermitian code H,,, over IF ;= with parameters
k() (0<1<g—1)andm (m > ¢*>—1). The ¢*x A
codeword matrix can be written as Y = H,, (M).
Then we divide the codeword matrix Y into ¢
submatrices Yp,...,Y;2_; of size ¢ x A and store
one submatrix in each of the ¢? storage nodes as
shown in Fig. 1.

Step 2:

Then we have the following theorem:

Theorem 7: By processing the data symbols using
Algorithm 8, we can achieve the MBR point in distributed
storage.

Proof: Similar to the proof of Theorem 1, we can get the
following equation considering all the columns of H,, (M ):

&My = Uy, (32)
where Up; = U7, ..., U*,0<1<q—1,1<j< A/,
I/{l(t) corresponds to the tt" column of the submatrix M, ;,
each element of 4 = [u;(0),ui(1), ..., u;(¢7 ~2)]7 can be
derived from a distinct storage node, and ®; is defined in
equation (12).

Next we will study the optimality of the code in the sense
of the MBR point. For &;M; ;, 0 <1 <¢g—-1,1<j <A/«
M, ; is symmetric and satisfies the requirements for MBR
point according to [15] with parameters d = oy, k = kj,a =
a, B =1,B = k(20q — ki + 1)/2. By encoding M using
H (M) and distributing Yy, ..., Y,2_; into ¢? storage nodes,
each row of the matrix ®;M; ;, 0 <1 <g—1,1<5 < Alay,
can be derived in a corresponding storage node. Because
®;M; ; achieves the MBR point, data related to matrices
M j;,0<1<q¢g—-1,1<35< A/ay, can be regenerated
at the MBR point. Therefore, Algorithm 8 can achieve the
MBR point. [ ]

Similar to the decomposition of the H-MSR code into ¢
concatenated RS-MSR codes, we have Theorem 8. In [15],
the RS-MBR code under the product-matrix framework was
explicitly constructed along with the corresponding algo-
rithms for data regeneration and reconstruction. According
to Theorem 8, the construction of the H-MBR code under
the product-matrix framework is feasible intuitively. Then we
provide accurate algorithms and strict proofs to demonstrate
the correctness and efficacy of the H-MBR code in the paper.

Theorem 8: The H-MBR code could be viewed as the
concatenation of ¢ RS-MBR codes. Every storage node will
contain symbols related to each of the ¢ RS-MBR codes
encoded using Algorithm 8.

Proof: (sketch) According to equation (32) in the proof of
theorem 7, the H-MBR code can be viewed as ¢ concatenated
RS-MSR codes, where the encoding matrix of the [t RS-MSR
codeis ¢; for0 <[ <q—1.

For any column Col(Y;) of the submatrix Y; in storage
node ¢, we have the following equation:

w; =B} Col(Y:) = [uo(¢"), ur (67 ). . g1 (6°)]7. (33)
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With u;(¢%),0 < | < g—1 corresponding to the [ RS-MBR
code, the codewords related to all of the ¢ RS-MBR codes are
stored in each of the storage node <. [ ]

VII. REGENERATION OF THE H-MBR CODE

In this section, we will first discuss regeneration of the
H-MBR code in error-free networks. Then we will discuss
regeneration in hostile networks.

A. Regeneration in Error-Free Networks

The main idea of the regeneration algorithms is similar to
that of the H-MSR code: regenerate the [*h RS-MBR code,
0 <1 < q—1, by downloading help symbols from d; = o
nodes, where d; is the regeneration parameter d for the [*"
RS-MBR code in the H-MBR code regeneration.

Suppose node z fails, we use Algorithm 9 to regenerate
the exact H-MBR code symbols of node z. For convenience,
we suppose dq = g = 0 and define

Dy

Diq1y

D= : , (34)

Q1

where ®;;, i <t < j, is the t'" row of ®,.

Similar to the H-MSR code, replacement node 2z’ will
send requests to helper nodes in the way same as that in
Section IV-A. Upon receiving the request integer j, helper
node ¢ will calculate and send the help symbols similar to that
of Section IV-A.

When the replacement node 2’ receives all the requested
symbols, it can regenerate the symbols stored in the failed
node z using the following algorithm:

Algorithm 9: z' regenerates symbols of the failed node z
Step 1: Calculate the regenerated symbols y ; ;: For every
0<l<g—1land 1l <t < A/q, calculate the
regenerated symbols based on p;;+ from d; helper
nodes, using techniques similar to [15]. Without loss
of generality, we assume 0 <7 < d; — 1.

Step 1.1: Let p = [Po,1,6, P1,i,ts - - - » Pdy—1,1,¢] " » solve
the equation: ®¢_,q,—1,X = p.

Step 1.2: Since x = Ml,tq)ZTl and M , is symmetric,
we can calculate y, ;, = x* = ®, ;M ,.
Regenerate symbols of the failed node z: Let 572
be a ¢ x A matrix with the [*" row defined as Y., =
Yoids > Yai,4/a],0 <1 < g — 1. Calculate the
regenerated symbols of the failed node z: Y, =
Y. = B.Y..

For Algorithm 9 we can derive the equivalent storage
parameters for each symbol block of size B; = Ak;(2a; —k;+
1)/Qu):d=ap,k=k,a=A,0=A/a,0<1<qg—1
and equation (3) of the MBR point holds for these parameters.
Theorem 7 guarantees that Algorithm 9 can achieve the MBR
point for data regeneration of the H-MBR code.

Step 2:

B. Regeneration in Hostile Networks

In hostile networks, Algorithm 9 may be unable to regen-
erate the failed node due to possible bogus symbols received
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in the responses. In fact, even if the replacement node z’ can
derive the symbol matrix Y., using Algorithm 9, it cannot
verify the correctness of the result.

Similar to the H-MSR code, there are two modes for the
helper nodes to regenerate the H-MBR code of a failed storage
node in hostile networks. One mode is the detection mode. The
purpose of this mode is to detect possible errors in the symbols
received from the helper nodes. Once errors are detected,
the recovery mode will be used to correct the errors and locate
the malicious nodes.

1) Detection Mode: In the detection mode, both the replace-
ment node 2’ and the helper nodes will exchange information
similar to that of the error-free networks in Section VII-A.
The only difference is that when j = g — 1, 2’ sends requests
to dg—1 — dy + 1 nodes instead of d,—1 — d, nodes. The
regeneration algorithm is described in Algorithm 10 with the
detection probability characterized in Theorem 9.

Algorithm 10 (Detection Mode): z' detects the bogus sym-
bols and regenerates the symbols of the failed node z in hostile
networks

Step 1: Error Detection: For every 0 < [ < ¢ — 1 and
1 <t < A/q;, we can calculate the regenerated
symbols using the help symbols p} ; ; = pii¢ + €10
from helper node i. If p; ; ; has been modified by the
malicious node i, we have e;; ; € F;2\{0}. To detect
whether there are i’s such that e;;; # 0, we will
compare regenerated symbols calculated from two
sets of helper nodes. Without loss of generality,
we assume 0 < 7 < d.

Step 1.1: Let pi' = (B, Phser-- D104 >
where the symbols are collected from node 0 to node
d; — 1, and solve the equation ®¢_.q,—1,;%x1 = P}.
Step 1.2: Let po’ = [p) 1, Ph g4+ - Digy 1) » Where
the symbols are collected from node 1 to node d;, and
solve the equation ®;_,4, ;X2 = p2’.

Step 1.3: If x; = xo, compute y,;, = ®, ;M
as described in Algorithm 9. Otherwise, errors are
detected in the help symbols. Exit the algorithm and
switch to recovery regeneration mode.

Failed Node Regeneration: Let Y, be a ¢ X
A matrix with the [** row defined as Y., =
Vet 3 Y2i,4/a,0:0 < 1< g — 1. Calculate the
regenerated symbols of the failed node z: Y., =
Y. = B.Y..

Step 2:

Theorem 9 (H-MBR Regeneration—Detection Mode): When
the number of malicious nodes in the d; + 1 helper nodes of
Algorithm 10 is less than d; + 1, the probability for the bogus
symbols sent from the malicious nodes to be detected is at
least 1 — 1/

The proof of this theorem is given in the Appendix.

2) Recovery Mode: Once the replacement node 2’ detects
errors using Algorithm 10, it will send integer 7 = ¢—1 to all
the other ¢® — 1 nodes in the network requesting help symbols.
2" can regenerate symbols using Algorithm 11.

Algorithm 11 (Recovery Mode): z' regenerates symbols of
the failed node z in hostile networks
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Step 1: Calculate the regenerated symbols y. ;.: For [ =
g—1to0and ¢t =1 to A/, we can regenerate
the symbols when the errors in the ¢? — 1 received
help symbols Aﬁ;’ 1.+ can be corrected. Without loss of
generality, we assume 0 < ¢ < q2 — 2.

Step 1.1: Let p' = [P, 0 145--- ,ﬁ;2_2717t]T.
Substitute p; , , in p’ with the symbol ® representing
an erasure if node 7 has been detected to be corrupted.
Step 1.2: Since ®(_,,2_o,;x = p’, p’ can be viewed
as an MDS code with parameters (¢> —1,d;, ¢*> —d;).
Decode p’ to p’,,,. If the i*" position symbols of p’,,,
and p’ are different, mark node 7 as corrupted. If the
number of corrupted nodes detected is larger than
q®>—d;_1 —1 for | > 0, flag the decoding failure and
exit the algorithm.

Step 1.3: Solve x in ®j_,,2_5;x = p,,. Compute
Yzt = ®. M, as described in Algorithm 9. B

Regenerate symbols of the failed node z: Let Y,
be a ¢ x A matrix with the [*" row defined as Y., =
Yeits-o s Yai,4/0,,0 < 1 < g — 1. Calculate
the regenerated symbols of the failed node: Y, =
Y, = B.Y..

For data regeneration described in Algorithm 11, since the
structures of the underlying Hermitian codes of H-MSR code
and H-MBR code with the same code rates are the same,
we have a similar result as that in Theorem 4.

Theorem 10 (H-MBR Regeneration—Recovery Mode): For
data regeneration, the number of errors that the H-MBR code
can correct is

Step 2:

TH-mBR = q(¢* — dg—1 — 1)/2]. (35)

VIII. RECONSTRUCTION OF THE H-MBR CODE

In this section, we will first discuss reconstruction of the
H-MBR code in error-free networks. Then we will discuss
reconstruction when there are corrupted nodes in the network.

A. Reconstruction in Error-Free Networks

The main idea of the reconstruction algorithms is similar to
that of the H-MSR code: reconstruct the /! RS-MBR code,
0 <! < g—1, by downloading help symbols from k; nodes,
where k; represents the reconstruction parameter k for the [*"
RS-MBR code in the H-MBR code. We use Algorithm 12
in the network for the data collector DC to reconstruct the
original file. For convenience, we suppose kq = 0.

Similar to the H-MSR code described in Section V-A,
DC will send requests to storage nodes. Upon receiving the
request integer j, node ¢ will calculate and send symbols. After
DC receives all the requested symbols, it can reconstruct the
original file using the following algorithm:

Algorithm 12: DC reconstructs the original file
Step 1: Prepare Data: For every 0 < I < q—1, divide
the symbol vector Y;; from the i** node into Alay
equal row vectors: [¥; 1,1, ¥,1,2, - - Yi,l,A/a,)- With-
out loss of generality, we assume 0 < i < k; — 1.
Reconstruct data matrices: Forevery 0 <[ < ¢g—1
and 1 < t < A/q;, DC reconstructs the matrices
related to the original file:

Step 2:
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Step 2.1: Let Ry = (Y0, 51000 k124"
we have the equation: ®o_,1, 1, M; ; = R;; accord-
ing to the encoding algorithm.

Step 2.2: DC reconstructs M;; using techniques
similar to that of [15].

Reconstruct original file: DC reconstructs the orig-
inal file from all the matrices M;;, 0 <[ < ¢g—1
and 1 <t < A/qy.

Step 3:

B. Reconstruction in Hostile Networks

Similar to the H-MSR code, the reconstruction algorithms
for H-MBR code in error-free networks do not work in hostile
networks. Even if the data collector can calculate the symbol
matrices M using Algorithm 12, it cannot verify whether
the result is correct or not. There are two modes for the
original file to be reconstructed in hostile networks. One
mode is the detection mode, in which no error has been
found in the symbols received from the storage nodes. Once
errors are detected in the detection mode, the recovery mode
will be used to correct the errors and locate the malicious
nodes.

1) Detection Mode: In the detection mode, DC will send
requests in the way similar to that of the error-free networks
in Section VIII-A. The only difference is that when j = g —1,
DC will send requests to k;_1 — k4 + 1 nodes instead of
kq—1 — kg nodes. Storage nodes will send symbols similar
to that of the error-free networks in Section VIII-A. The
reconstruction algorithm is described in Algorithm 13 with
the detection probability described in Theorem 11.

Algorithm 13 (Detection Mode): DC detects the
bogus symbols to reconstruct the original file in hostile
networks

Step 1: Prepare data: For every 0 < [ < g—1, we can divide
the symbol vector Y7 ; into A/ equal row vectors:
Vi1 Yisos - 7yg,l,A/a,]‘ Y., =Y +e;is the
response from the i*" storage node. If ?z‘,l has been
modified by the malicious node i, we have e;; €
F(‘;‘Q\{O} To detect whether there are i’s such that
e;; # 0, we will compare reconstructed symbols
calculated from two sets of storage nodes. Without
loss of generality, we assume 0 < i < k;.
Reconstruct data matrices: Forevery 0 <[ < ¢—1
and 1 <t < A/ay, DC can reconstruct the matrices
related to the original file:
Step 2.1: Let R, = [y, 4, i _1,.]" which
are the symbols collected from node 0 to node k; —1,
then we have ®g_ 5, —1, M1 = R’U,t. Solve M using
the method same to algorithm 12.
Step 2.2: Let R}, , = [y7,,,...,¥i ;J", which
are the symbols collected from node 1 to node k;,
then we have ®1_,5, | My = R/Q,l,t' Solve M5 using
the method same to algorithm 12.
Step 2.3: If My = My, let M;; = M;. Otherwise,
errors are detected in the received symbols. Exit
the algorithm and switch to recovery reconstruction
mode.

Step 2:
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Step 3: Reconstruct original file: DC reconstructs the orig-
inal file from all the matrices M;;, 0 <[ < ¢ —1
and 1 <t < A/wy.

Theorem 11 (H-MBR Reconstruction—Detection Mode):
When the number of malicious nodes in the k; + 1 nodes
of Algorithm 13 is less than k; + 1, the probability for the
bogus symbols sent from the malicious nodes to be detected
is at least 1 — 1/¢%.

The proof of this theorem is given in the Appendix.

2) Recovery Mode: Once DC detects errors using
Algorithm 13, it will send integer j = ¢— 1 to all the ¢ nodes
in the network requesting symbols. Storage node ¢ will use the
way similar to that of the error-free networks in Section VIII-
A to send symbols. The reconstruct procedures are described
in Algorithm 14.

Algorithm 14 (Recovery Mode): DC reconstructs the origi-

nal file in hostile networks
Step 1: Prepare data: For every 0 < I < q—1, divide
the symbol vector Y} ; into A/ equal row vectors:
(Vi1 Yigas - ,y;’l}A/al]. Without loss of general-
ity, we assume 0 < i < q2 —1.
Reconstruct data matrices: For [ = ¢ — 1 to 0 and
t =1to A/ay, DC reconstructs the matrices related
to the original file when the errors in the received
symbol vectors yg’ ;¢ from q* storage nodes can be
corrected:
Step 2.1: Let Rj, = [y0, 571>V 104"
substitute y; ; , in R] , with the symbol © represent-
ing an erasure vector if node 7 has been detected to
be corrupted.
Step 2.2: Solve M;,; using the method in
section VIII-C. If symbols from node ¢ are detected
to be erroneous during the calculation, mark node ¢ as
corrupted. If the number of corrupted nodes detected
is larger than ¢ — k;_; for [ > 0, flag the decoding
failure and exit the algorithm.

Reconstruct original file: DC reconstructs the orig-

inal file from all the matrices M;;, 0 <1 < ¢ —1

and 1 <t < A/ay.

For data reconstruction described in Algorithm 14, since
the structures of the underlying Hermitian codes of H-MSR
code and H-MBR code with the same code rates are the same,
we have a similar result as that in Theorem 6.

Theorem 12 (H-MBR Reconstruction—Recovery Mode): For
data reconstruction, the number of errors that the H-MBR code
can correct is

Step 2:

Step 3:

TH—MBR—REC = QL(QQ - kq—l)/QJ- (36)

C. Recover Matrices M, ; From q¢* Storage Nodes

Reconstruction of data matrices M;; using symbols col-
lected from k storage nodes was first proposed in [15], which
is also employed in our proposed Algorithms 12 and 13. When
there are bogus symbols p ; ; sent by the corrupted nodes for
certain [, ¢, we can recover the matrices M;; as follows (For
convenience, we write R;,t in Algorithm 14 as R'):
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For R’ in Algorithm 14, we have ®; M’ = R/, where &, =
[@l(l), <I>l(2)], R = [R}, R}). <I>l(1),R’1 are ¢ x k; submatrices
and <I>l(2), R) are ¢ x (a; — k;) submatrices.

According to equation (31), we have

oM =[S + DT oM T = (R, R).  (37)

For R, = <I>l(1)T’ , we can view each column of R} as a
(¢%, k1,q*> — k; +1) MDS code because ®; is a Vandermonde
matrix. If the number of erasures ¢ (corresponding to the pre-
viously detected corrupted nodes) and the number of corrupted
nodes 7 that have not been detected satisfy:

o+2r <q¢*—k, (38)

then all the columns of 7" can be recovered and the error loca-
tions (corresponding to the corrupted nodes) can be pinpointed.
After T has been recovered, we can recover S’ following the
same process because <I>l(1)S’ = R} — <I>l(2)T’T. So DC can
reconstruct M .

IX. PERFORMANCE ANALYSIS

In this section, we analyze the performance of the H-MSR
code and compare it with the performance of the RS-MSR
code. The comparison between the H-MBR code and the
RS-MBR code is the same. Therefore, it will be skipped here.

A. Scalable Error Correction

1) Error Correction for Data Regeneration: The RS-MSR
code introduced in [24] can correct up to 7 errors by down-
loading symbols from d + 27 nodes. However, the number of
errors contained in the received help symbols may vary. When
there is no error or the number of errors is far less than 7,
downloading help symbols from too many nodes is a waste
of bandwidth. On the other hand, when the number of errors
is larger than 7, the decoding process will fail without being
detected. In this case, the symbols stored in the replacement
node will be erroneous. If this erroneous node becomes a
helper node later, the errors will propagate to other nodes.

The H-MSR code can detect the erroneous decodings using
Algorithm 3. If no error is detected, regeneration of the
H-MSR only needs to download help symbols from one more
node than the regeneration in error-free networks, while the
extra cost for the RS-MSR code is 27. If errors are detected in
the help symbols, the H-MSR code can correct the errors using
Algorithm 4. Moreover, the algorithm can determine whether
the decoding is successful, while the RS-MSR code is unable
to provide such information.

2) Error Correction for Data Reconstruction: The evalu-
ation result is similar to the data regeneration. The RS-MSR
code can correct up to 7 errors with support from 27 additional
helper nodes. The H-MSR code is more flexible. For error
detection, it only requires symbols from one additional node
using Algorithm 6. The errors can then be corrected using
Algorithm 7. The algorithm can also determine whether the
decoding is successful.



3970

B. Error Correction Performance

For data regeneration described in Algorithm 4, according
to Theorem 4 and equation (22), the H-MSR code can correct
TH—MSR = qL(qQ - dq_l - 1)/2J errors, while the (q3 —q,

?;01 di,¢®—q— Z?;ol d; + 1) RS-MSR code with the same
rate can correct Trs_ sk = |(¢° —q — ?2_01 d;)/2] errors.
Therefore, we have the following theorem.

Theorem 13: For data regeneration, the number of errors
that the H-MSR code and the RS-MSR code can correct satisfy
TH-MSR > TRS—MSR When q > 3.

Proof: For Trs—ysr, we have

(+-o51)

(@ —q—adgr — 2(g—1))/2]

L 2
_ glg - 1)
= |a(¢® —dg1 = 1)/2- TJ

< glg? —dyr 2= LD

TRS—MSR = (39)

IN

For 7 _prsr, we have
TH-msk = ql(¢* —dg—1 —1)/2].

When ¢ = 3, it is easy to verify that 77 _arsr > TRS—MSR-
When ¢ > 3, We can rewrite equation (40) as

(40)

TH-msr > q(¢> —dg1 —1)/2—q/2. (41)
The gap between 77— prsr and Trs—arsr 1S at least
ql¢—1) q ¢*—3q
1 0 3 42
1 5 7 o ba>3 (42)
so we have TH—MSR > TRS—MSR- n

Example 3: Suppose ¢ = 4 and m = 37, the Hermitian
curve is defined by y* +y = x° over F4. From the previous
discussion, we have x(0) = 10,x(1) = 9,k(2) = 7, k(3) = 6.
Choose g = 6,1 = b, = 4,a3 = 3. So dy = 12,
d1 =10, do = 8,ds = 6. According to the analysis above,
we have Ty_psr = 413 = 4[(15 — 6)/2] = 16, which is
larger than Tps_asr = | (60 — 36)/2| = 12.

We also show that the maximum number of malicious nodes
from which errors can be corrected by the H-MSR code
in Fig. 4. The parameter ¢ of the Hermitian code increases
from 4 to 16. Take ¢ = 5 as an example. We choose
dy =14,dy = 12,dy = 10,d3 = 8,d4 = 6. According to the
decoding process in Algorithm 4, the 4" layer with dy = 6
will be decoded first. The equivalent MDS code in this layer is
a (24, 6, 19) code and can correct 9 errors. Next we decode the
3rd layer with d3 = 8 and equivalent MDS code (24, 8, 17).
For this layer, the symbols corresponding to the errors detected
in the 4'" layer will be viewed as erasures. Thus the 3" layer
code can correct up to 3 more errors. For the first layer with
dy = 14, the equivalent MDS code is (24, 14, 11). It can
correct at most 10 erasures. Therefore, the 37¢ layer code can
correct at most 1 more error. In the decodings of subsequent
layers, symbols from the 10 nodes will be regarded as erasures.
Thus for ¢ = 5 in the figure, the maximum number of nodes
from which errors can be corrected is 10.
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Fig. 4. Comparison of the H-MSR code and the RS-MSR code for the

number of corrupted/manipulated nodes from which errors can be corrected.

For this code, the overall code dimension for the 5 layers
is Z?:o d; = 50. For RS code with comparable performance,
the code would be (24, 10, 15). This code can correct only
7 errors, which is less than the manipulated/malicious helper
nodes that the H-MSR code can correct.

For data reconstruction described in Algorithm 7, according
to Theorem 6 and equation (23), the number of errors that
H-MSR code can correct is 7y_ymsr-rec = ql(¢® —
kq—1)/2]. Similarly, we can conclude that for data reconstruc-
tion the H-MSR code has better error correction capability than
the RS-MSR code under the same code rate.

C. Complexity Discussion

For the complexity of the H-MSR code, we only consider
the recovery mode, which needs the most amount of com-
putation. For the H-MSR regeneration, compared with the
RS-MSR code, the H-MSR code will slightly increase the
complexity of the helper nodes. For each helper node, the extra
operation is a matrix multiplication between B, 1 and ;.
The complexity is O(g?). Similar to [29], for a replacement
node to correct possible errors and regenerate original symbols
using Algorithm 4, we can derive that the complexity to
regenerate symbols for the H-MSR code is O(g°). For the
RS-MSR code with the same code dimension as stated in
Theorem 13, the complexity would be O((¢%)?) = O(q°).
For the reconstruction, compared with the RS-MSR code,
the additional complexity of the H-MSR code for each storage
node is also O(g?). To correct possible errors and recover
original symbols, the computational complexity for DC to
reconstruct the data is O(q®) for the H-MSR code and O(q°)
for the RS-MSR code.

X. CONCLUSION

In this paper, we developed a Hermitian code based min-
imum storage regeneration (H-MSR) code and a Hermitian
code based minimum bandwidth regeneration (H-MBR) code
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for distributed storage under the product-matrix framework.
Due to the structure of Hermitian code, our proposed codes can
significantly improve the performance of the regenerating code
under malicious attacks. In particular, these codes can deal
with errors beyond the maximum distance separable (MDS)
code. Our theoretical analyses demonstrate that the H-MSR/
H-MBR codes have lower complexity than the RS based
minimum storage regeneration (RS-MSR) code and the RS
based minimum bandwidth regeneration (RS-MBR) code in
both regeneration and reconstruction. As a future research task,
we will further analyze the optimal design of regenerating code
based on the Hermitian-like codes.

APPENDIX
A. Proof of Lemma 1
Since Wo_,4,—1, and ¥_,4, ; are full rank matrices, we can
get their corresponding inverse matrices. X; = Xg is equivalent

to Voq,—1,0%1 = Yoq,—1,1X2.
First, we have

Wody—1,%1 = [eo, €1, .-+ eq—1]" (43)
Suppose \Ilf_lmlhl = [no,M,--.,Nd,—1), then we have:
U = {(1) :;zﬂ A< <d0<s <di—1. (44)
L -1 T
Wosa—1,%2=Wosa,— 1,1V g [€1, €2, .. €q)]
:\IIO—Hi[—l,l [7707 cee 777(1[—1] [617 .. 7edl]T
=[r20,€1,. -, eq-1)" (45)

To calculate x99, we first derive the expression of Wy ;.
Because Wy, Vs ,..., V4 are linearly independent, they
can be viewed as a set of bases of the d; dimensional linear
space. So we have

d,
Vo= ¢y, (46)
r=1
where (. # 0, r = 1,...,d;, because any d; vectors out of
Vo1, W1,4,..., ¥4, are linearly independent. Then

dy
$2,0:< CT\IIT,I> [7707 My andl—l][ela €2,... 7edl]T
r=1

(47)

If
(48)

d,
€0 = Z Crér,

r=1
then Wo_,q,—1,%X1 = Yoq,—1,X2 and X1 = Xa.
The number of errors corresponds to the number of mali-
cious nodes. When only one element of eg,e1,...,eq, is
nonzero, since (i, ..., (q, are all nonzero, equation (48) will
never hold. In this case, the probability that X; = x5 is 0.
When there are more than one nonzero elements, it means
there are more than one malicious nodes. If the number of
malicious nodes is less than d; 4+ 1, they will not be able
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to collude to solve the coefficients (, in (46). In this case,
the probability that X; = X2 holds will be 1/¢?. In summary,
the probability that X; = X5 is at most 1/¢>. O

B. Proof of Theorem 3
Since Wo_,q,—1, and ¥q_,4,; are full rank matrices, x; can

be calculated by (for convenience, we use e; to represent e; ; ;)

-1 ~ ~ T
X1 = ‘1’0—>dl—1,l [po,z,t + €0,y Pd—1,1,t + 6@-1}

=x+ \Ilgidl_u[eo, €1,y ed,,l]T
Xo can be calculated in the same way:
X2:X+\I/;_1>dl7l[61,€2,...,€d,]T:X+)A(2. (50)

If X1 = X9, Algorithm 3 will fail to detect the errors. So we
will focus on the relationship between X; and X5. According
to Lemma 1, when the number of malicious nodes in the d;+1
helper nodes is less than d; + 1, the probability that x; = x5
is at most 1/¢>. So the probability that x; # x2, equivalent
to the detection probability, is at least 1 — 1/¢>. O

C. Proof of Theorem 5

We arrange this proof as follows. We will first study the
requirements for S; = S,77 = T5 in Algorithm 6 which
will lead to the failure of the Algorithm when there are
bogus symbols. Then we will study the corresponding failure
probabilities depending on different values of \; of the matrix
A defined in section III.

For convenience we write e;;; as e; in the proof, e; €
IFZ;’ for 0 < ¢ < o7 +1, R/l,l,t as R} and R’Zl,t as R).
We also writt Uoa, 1 = [Posayis A, Posa, 1], where
Aal = diag()\o, /\17 .. ')‘Ozz)'

Step 1. Derive the requirements: For R} = Ry + Ei,
€

where £ = as defined in Algorithm 6, we have:

€y,

T T
P00y, 151P0 0,0 + Aoy Po—ar 1 T1P) 0,

=R1®(s0,,0 T E1P0 0,00 (51

Suppose C = (I)Oﬁahlslq)(j)jﬁm,l?Dl = (I)Oﬁal;lqu)(j)jﬁm,l’
we can write equation (51) as:

Ci+ Dy D1 = Ri®L o+ E1®L,, = Ri+ Er. (52)

It is easy to see that 'y and D; are symmetric, so we have

) (53)
Ciij+AjDiij=Riji+ Eiji

{Cl,i,j +AiD1ij = Riij+ Eiig
where Cl,i,j,D1,i,j,§1,i,j,ﬁ1,i,j are the elements in the
ith row, jt* column of Ci, Dy, R, E: respectively. Solve
equation (53) for all the i,5 (i # 7,0 < i < ,0 < j <
a; — 1), we can get the corresponding C' ; ;, D1,; ;. Because
the structure of Cy and D; are the same, we will only focus
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on (' (corresponding to S7) in the proof. The calculation for
D1 (corresponding to 77%) is the same.

D
Do 150l = | M ST, 6T a7 = C
0=, IP1*F0—=a;,l — : LU0, F1,00 -5 Ty 1) — “1-
(ba[,l

(54
So the elements of the it" row of C (except the element in
the diagonal position) can be written as:

®; 15, [(I)g:la cey ‘I’inLza ‘I)iT+1,z7 cees ‘I)gz,,l]
=[C1,i,0,--,Crii—1,Clii41, - > Cliall- (55)
D
@ bl
Let Q = , then  is an «; x «; full rank matrix,
Qalfl,l
and we can derive S; from
01
Qs =| : |, (56)
O,

where ©; = [C1i—1,0,---,C1,i-1,i-2,C1,i—1,is - - - .Clim1,04] -
(@0, @ 5, @@L T =1,

For R, = Ry + E» in Algorithm 6, we can get 0S5 the
same way. If Q.57 = Q2S5s, Algorithm 6 will fail to detect the
errors. This will happen if all the rows of €257 and 2S5 are
the same. So we will focus on the i*" row of QS; and Q.55.

Step 2. Calculate the failure probabilities: Depending on
the values of \;, we discuss two cases:

(a) If none of the \; (0 < i < o) equals to 0, we can solve
C1,i,j in equation (53):

~ ~ - T’
Cl ,:>‘J’R1,i7j — ARy €%y B e;®;,
00 AzAJ Az )\]
=Ni,ij+ Quij-
In equation (57), N1 ; j represents the original solution without

errors, while (1 ; ; represents the impact of the errors. So the
it" row of S, can be written as:

—1
[C1,i,05 -+ Cii—1, Criyit1s - -+, Chiiag | - 115

(57)

1
= [N1,i,05- -+ Nijiyi—1, N1jiit 1y s Nijisa ] - 117
1
+ Q1,105+ > Q1ii—1, Qiit1, -+ Qi) - 117
=& + 01, (58)
where II; ; = [<I>0TJ, cey @inl’l, <I>iT+1’l, ce @Zl’l]. & corre-

sponds to the part independent of the errors. d; ; is the error
part and can be further expanded as:

HT HT ®»T &7
51— ezq’o,z ezq’i—l,l ech)iJrLl elq)azvl It
1,i= .
T
T T T T
e0<I>i!l eiflq)i’l ei+1<I>i’l ealfbi’l H71
- g0y ) PIRIEIRIEY 171'.
Ao Aic1 Ait1 A
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The first part of equation (59) can be reduced as follows:

T T T T
e;®g, P, ey, P, -1
VR vt v R v Li
€i T T T T -1
=5 AT SR SRR SR B | by (60)
3
€;
i
So we have:
T T ) T . T
5= &P, eo®i, ei1®;, eir1®i,
1,0 — - PR ’ ’
i Ao Aic1 i1
T
eaz,(I)i,l !
) 1,
Aoy "
T
ei@“
= — P, (61)
X P1,i
€o
For R, = Ry + F> in Algorithm 6 where Ey = S,
eOt],fl
ear‘rl

we can derive Cy ; j, then 255 the same way. The i*" row of
2S5 can be written as:

€;
& +02: =&+ + — p2is (62)
> A )
%
eOCI)El ei—l@zl e71+1<1>z?l e”l—lq%?jl
where p2i = |: X U T hor 0 gm0 Aapa
T
St P L T, = (@, .., 7, &7, o
Xaj+1 2,40 H12,4 = 0,00 Fi—1,0> Ti4+1,00 0 Fog—1,0
T
¢(lfl-‘,-l,l]’

Because II; ; is a full rank matrix, p; ; = p2,; is equivalent
to p1,:1l;; = p2,II;,;. Similar to the proof of Lemma 1,

o
-1 T 1r=s
suppose I, ; = , we have n; @, = 0r#s So
7704[—1
Moy +1
T T
ei—1®;, ein1®;
p1illi; = Y \ ;
i—1 i+1
T T
eawlq)i,l €q, q)i,l 63
) )\ ) )\ ) ( )
Ot],*l g
T T
ei—1®;, ein1®;
p2illi; = |..., \ \ ;
i—1 i+1
T
eawlq)i,l 4
) )\ 71"2,0/1 N (6 )
Ot],*l
T T T T T
Because @g ;... @i i Py P10 Pyyry are

linearly independent, they can be viewed as a set of bases
of the «; dimensional linear space. So we have

ap+1
ol = Y ¢l (65)
r=0,r#1,0y
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Thus
el,1<I>Zl el+1<I>z/l eal,lcbgl
xQ, = ) ) ye ey ’
“ Aic1 Aig1 Aag—1
[S7 1(I> ufl
) (S
ol r=0,r#1,0y
OL[-’rl T
e, ®;,
= > ¢ (66)
r=0,r#i,0 T
If
eq, 7 atl
“A’ Dy o (0<z<al—1) 67)
o r=0,r#1,qy r

p1,; and py; will be equal, so are 057 and €S5. Therefore,
Algorithm 6 will fail.

For the error e; (0 < ¢ < «; + 1), the following equation
holds:

T 1A ~ ~ A
[(I)O I8 q)l [EERER) (I)alfl,l] - [ei,07 €ily-ny ei,alfl] = €.
(68)
T T T . . .
Because [, @7 ;,..., P, ] is a full rank matrix, there is

a one-to-one mapping between e; and €;. Equation (67) can
be written as:

R a;+1
e;m = Y gr S (0<i<a—1). (69
Rl r=0,r#i,q; Ar

When the number of malicious nodes in the k; + 1 nodes is
less than k; + 1, the malicious nodes can collude to satisfy
equation (69) for at most one particular 7. So the probability
that equation (69) holds is 1/¢? for at least a; — 1 out of a; i's
between 0 and «o; — 1. If we consider equation (69) for all the
i’s simultaneously, the probability will be at most (1/¢?)* L.
As discussed before, the probability for 77 = T will be at
most (1/¢%)* 1. In this case, the detection probability is at
least 1 — (1/¢2)*(=1),

(b) If one of the \; (0 < ¢ < ) equals to 0, we can assume
Ao = 0 without loss of generality. When ¢ = 0, the solution
for equation (53) is:

Cio,=Rio,;+ e()@}jl = N0+ Q1,0 (70)
Similar to equations (58), (59) and (60), we have 61y = eq.
For R, = Ry + E», it is easy to see that 02,0 = ep. So the
first rows of S and €255 are the same no matter what the
error vector eg is.

When ¢ > 0,7 = 0, the solution for equation (53) is:

Ciio=Riio+0- ‘I)OTJ + eo‘I)Zl = Niio0+ Qui0, (71)
where 0 is a zero row vector. When ¢ > 0, 7 > 0, the solution
has the same expression as equation (57). In this case, for the
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it" (i > 0) row of 05y, equation (59) can be written as:
5= ez‘I’z 1,1 ezq’z+1l eiq)z;l,l -1
1,2 PR /\z ) )\'L PR /\z 1,4
N Q)T ei_l@zl e¢+1(1>z:l
R VIl Nig1
o7,
., (K iy (72)
o
The first part of equation (72) can be divided into two parts:
5y eiq’iT—l,l eiq)iT—i-l,l eiq)z;l,l -1
VR s vt i v R v 1i
e;®f, -1
- /\‘/ ,0,...,0| II; |
€ 1
NN [‘I’o 1:0, .., O] ;. (73)
So equation (72) can be further written as:
€; e; ),
] e = — q)T )
1, Az )\’L €0 il
ei1®f, ein1®], ea, P} -1
HP VEC I VS| Aoy 1d
€
= — — P14 74
N P, (74)

By employing the same derivation in case (a), for 1 < i <
a; — 1, p1,; and po; will be equal if

ar;+1

(SPY @T er l
)I\ Z Gr——" — Goeo @],
1 r=1,r#i,0 Ar
e, o7,
OTO (75)
bori e,
=) Gy (76)
Aal r=1,r#i,0y

When the number of malicious nodes in the k; + 1 nodes
is less than k; + 1, similar to case (a), the probability that
equation (76) holds is 1/¢? for at least o, — 2 out of y — 1 i’s
between 1 and o; — 1. If we consider equation (76) for all the
i’s simultaneously, the probability will be at most (1/¢2)* 2.
Here the probability for 77 = T» will be at most (1/¢?)* 2.
In this case, the detection probability is 1 — (1/¢?)?(®=2),
Combining both cases, the detection probability is at least
1 —(1/¢?)(=2), O

D. Proof of Theorem 9

Similar to the proof of Theorem 3, we can write
)
(78)

—1 T ~
X1=X + fboﬁdliu[eo, ce€d—1] =X+ X,

1 T ~
Xo=X + <I>1_>dl7l[61, cooeq]t =X+ Xo.

Since ®g_,q,—1,1, P1—q,,; are full rank matrices like the
matrices Wo_,q,—1,7, Y14, in the proof of Lemma 1 and any
d; vectors out of @ ;, @1 ,..., Py, ; are linearly independent,
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the rest of this proof is similar to that of Lemma 1. When the
number of malicious nodes in the d; + 1 helper nodes is less
than d; + 1, the probability for X; = X5 is at most 1/q2.
Therefore, the detection probability is at least 1 —1/¢. [

E. Proof of Theorem 11

For convenience, we write e;;, as e; in the proof, e; €

[e%] . / / / /

[Fpel® for 0 < i < ky, Rl,l,t as R} and R2,l,t as RY.
€

€1

In Algorithm 13, Ry’ = Ry + Q1 where Q1 = . Let

€r—1
Posy 10 = (B 11 P 1) B = [Riy, Rio] and

Q1 = [Q1,1,Q1,2], where ‘I’(()gkl_17l,R1,1,Q1,1 are k; x ki
submatrices and @gﬁkhl’l,RLg,QLg are k; x (aq — k)
submatrices.
According to equation (31), we have
Loy -1, M1 = [‘I’((H)k, 151 + ‘boi)k, 1,1T1Ta q)éllklf1,zT1]
=[Ri1+Qi1,Ri2+ Q12 (79)

Since (I)o k-1 is a submatrix of a Vandermonde matrix, it is
a full rank matrix. So we have

Ti=(®6, 1) Riz+H@0 ) Qe =T+T1, (80)
S1= [¢82k, ]71(R171 + Q11— (I)E)i)k,,q,lTlT)
[¢82k; ]71(R171_‘1>EH)1€, 1,1TT) (81)
+ [‘béllk, 1,1]71(621,1 _q)(()lk;fl lfT)
:S"’[q’(()llk, ]71(621,1 q)éi)k, 1l ) S+Sl
For R, = R + Q2 in Algorithm 13, Ilet
Ry = [Ry1,R22],Q2 = [Q21,Q22] and @1, =

1 2
(@09, @2 ] where Ra1,Q21,®
submatrices and Rj2, @22, ®

submatrices. Similarly, we have

(1)
15k, are ki x ki

&)k,,,z are kil X (Oél — kl)

Ty [<I>§2k, ] "R+ [0, ] 1Q22_T+Tz, (82)
S = S+[ 1~>k1 ] (Q21 1%]@, ) S+SQ (83)

If T1 Tg and 51 = Sg, Algorithm 13 will fail to detect the
bogus symbols. So we will focus on Tl, Tg and Sl, Sg
Suppose Iy ; = [eg,...,en-1]",1a; = [e1,...,ex]T
are the j",1 < j < a; — ki, columns of Q12 and Q22
respectively, where e; € Fg2. Since @élik _y, and (bgik; .
are Vandermonde matrices and have the same relatlonshlp as
that of between Wo_,4,—1,; and ¥;_,4, ;, similar to the proof
of Lemma 1, we can prove that when the number of malicious
nodes in the k; 4+ 1 nodes is less than k; + 1, the probability of
[@f)ll,ﬂ 11]*1H1,j = [<I>(11_)>kl )7l ; is at most 1/¢?. Thus
the probability for 7y = T is at most 1/¢2(*=*1)_ Through
the same procedure, we can derive that the probability of
5'1 = Sg is at most 1/ g*¥t. The probability for both 51 = Sg
and Ty = T, is at most 1 /q**t. So the detection probability
is at least 1 — 1/¢?. O
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