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ABSTRACT 

In this paper, we assess the security and testability of the state-of­
the-art design-for-security (DFS) architectures in the presence of 
scan-chain locking/obfuscation, a group of solution that has previ­
ously proposed to restrict unauthorized access to the scan chain. 
We discuss the key leakage vulnerability in the recently published 
prior-art DFS architectures. This leakage relies on the potential 
glitches in the DFS architecture that could lead the adversary to 
make a leakage condition in the circuit. Also, we demonstrate that 
the state-of-the-art DFS architectures impose some substantial ar­
chitectural drawbacks that moderately affect both test flow and 
design constraints. We propose a new DFS architecture for building 
a secure scan chain architecture while addressing the potential of 
key leakage. The proposed architecture allows the designer to per­
form the structural test with no limitation, enabling an untrusted 
foundry to utilize the scan chain for manufacturing fault testing 
without having a need to access the scan chain. Our proposed solu­
tion poses negligible limitation/overhead on the test flow, as well 
as the design criteria. 
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1 INTRODUCTION 

The large cost of building semiconductor fabrication foundries, the 
ever-increasing density ofICs using smaller technology nodes, and 
significant maintenance and operation costs of the semiconductor 
facilities, have forced many high-tech companies to outsource many 
design stages, including the fabrication [1], making IC supply chain 
a global one. This financially and economically sensible vertical 
supply-chain model, however, has raised many security and trust 
concerns including but not limited to IP piracy, reverse engineering, 
and IC overproduction [13]. 

To combat these threats, amongst many countermeasure solu­
tions, logic obfuscation [5] introduces a form of post-manufacturing 
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programming into the design, making the functionality of the cir­
cuit dependent to the programming values, referred to as the key. 
After fabrication, when the design house receives the fabricated !Cs, 
the correct key is programmed into a tamper-proof non-volatile 
memory (tpNVM) [18], reducing the functionality of the IP to the 
correct functionality. If the inserted key is not the correct key, the 
obfuscated design implement a different bogus function, generating 
a different output response (output corruption) to the same input. 

In 2015, the introduction of the Boolean satisfiability (SAT) at­
tack [ 11, 17] challenged the validity/strength of all prior logic ob­
fuscation solutions. The SAT attack was able to easily break logic 
obfuscation solutions in a matter of seconds to minutes, shatter­
ing the false sense of security of all prior-art logic obfuscation 
solutions. The original SAT attack is applicable to combinational 
circuits. However, the existence of the much-needed scan chain 
for functional and structural testing, makes the sequential circuits 
also vulnerable to this attack when an adversary gains access to 
the scan chain. 

After the introduction of the SAT attack, a wide range of new 
logic obfuscation solutions have been introduced in the literature 
to combat/prevent the SAT attack. These countermeasures could be 
divided into logic obfuscation solutions aiming to (1) formulate and 
apply a SAT-resilient logic obfuscation solution, and those aiming 
to (2) restrict unauthorized access to the scan chain. 

Regarding the former category, they could be further broken 
down into (a) logical SAT-hard solutions such as SFLL [15] and 
Full-lock [2], and (b) behavioural SAT-inapplicable obfuscation 
techniques, such as cyclic logic locking [6], or Delay Logic Lock­
ing (DLL) [24]. Logical SAT-hard solutions aim at increasing either 
the number of SAT attack iterations [15] or the number of recur­
sive calls in each iteration of the SAT attack to a sufficiently large 
number [2]. However, the problem with this group is either the 
extremely low output corruption (in SFLL [15]) or a large area 
overhead (in Full-lock [2]). On the other hand, the behavioural 
SAT-inapplicable obfuscation techniques aim to build techniques 
in a way that cannot be modeled using the SAT attack, such as 
cycles that traps the SAT solver or delay locking that cannot be 
modeled by the SAT attack. However, this breed was later broken 
by SAT inspired attacks on cyclic obfuscation such as CycSAT [3] 
and satisfiability modulo theory (SMT) [9] attack. 

Blocking unauthorized access to the scan chain as the latter cat­
egory [8, 19, 21-23] limits the access of an adversary only to the 
primary inputs and primary outputs (PI/PO). Expanding on the SAT 
attack, it was later shown, that an adversary can still attack a sequen­
tial circuit with no access to the scan chain by using unrolling-based 
SAT attack [12] or a bounded-model-checking (BMC) attack [10]. 
However, these sequential attacks are far weaker than pure SAT 
and are mostly applicable to moderately small sequential circuits. 
Since the sequential attacks are not scalable, by blocking the scan 
chain, and applying many of the prior logic obfuscation techniques, 
a moderately size obfuscated netlist could easily resist such attacks. 
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