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ABSTRACT

This paper focuses on the detection of cyber-attack on a
communication channel and simultaneous radar health
monitoring for a connected vehicle. A semi-autonomous adaptive
cruise control (SA-ACC) vehicle is considered which has
wireless communication with its immediately preceding vehicle
to operate at small time-gap distances without creating string
instability. However, the reliability of the wireless connectivity is
critical for ensuring safe vehicle operation. The presence of two
unknown inputs related to both sensor failure and cyber-attack
seemingly poses a difficult estimation challenge. The dynamic
system is first represented in descriptor system form. An observer
with estimation error dynamics decoupled from the cyber-attack
signal is developed. The performance of the observer is
extensively evaluated in simulations. The estimation system is
able to detect either a fault in the velocity measurement radar
channel or a cyber-attack. Also, the proposed observer-based
controller achieves resilient SA-ACC system under the cyber-
attacks. The fundamental estimation algorithm developed herein
can be extended in the future to enable cyber-attack detection in
more complex connected vehicle architectures.

Keywords: Resilient control, observer, cyber-attack, sensor
fault, and connected vehicle

1. INTRODUCTION

Vehicle-to-vehicle (V2V) and infrastructure-to-vehicle
(I2V) communication can provide a number of benefits to future
intelligent vehicle system. These benefits include improvements
in fuel economy using knowledge of future vehicle trajectories,
enhancement of safety by blocking of shock wave propagation,
and improvements in traffic capacity by enabling closer vehicle
following [1-3]. All of these benefits are obtained by enhancing
currently available adaptive cruise control (ACC) systems using
V2V and 12V communications [1-3].

One of the most basic connected vehicle architectures
involves the ACC vehicle communicating with just one other
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vehicle, its immediate preceding vehicle in the same lane.
Results published about 15 years ago show how string stability
can be enhanced by this inter-vehicle communication [1]. Such
a system was called a “semi-autonomous adaptive cruise control
(SA-ACC)” system in [1]. Specifically, the allowable time-gap
between vehicle / is normally required to be no smaller than the
value

h > 2t (1)

where 7 is the time constant of the vehicle’s lower loop
dynamics involving the engine and driveline system [4].
However, if inter-vehicle communication from the immediately
preceding vehicle is available (i.e., the preceding vehicle’s
acceleration is wirelessly transmitted to the ACC vehicle), then
the time gap can be made much smaller and higher traffic flow
can be achieved with no risk of shock wave propagation. This is
because equation (1) no longer has to be satisfied.

This paper relates to SA-ACC systems and develops an
estimation algorithm that can detect cyber-attacks on the
communication channel with the preceding vehicle and can also
monitor the health of the velocity measurement radar channel.
An elegant solution that decouples the cyber-attack signal in the
failures from the estimation error dynamics is developed.

It should be noted that potential attack threats on inter-
vehicular communication systems and on sensor systems have
been discussed previously in literature [5-7]. False data injection
and denial of service attack can lead to significant problems in
autonomous vehicles and connected vehicle systems that use
inter-vehicular communication. Also, sensor faults can be a
serious source of problems for many intelligent transportation
systems. An attacker can obtain access to the internal system of
the vehicle or transmit false data to the control system. Thus, it
is necessary to have a resilient system for autonomous and/or
connected vehicles that can be secure against cyber-attacks and
sensor faults.

Recently, several researchers have focused on cyber-attacks
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and sensor fault problems for connected vehicle systems. For an
autonomous vehicle using an acceleration sensor and a radar, a
sliding mode observer is used to detect sensor faults in [8]. In
[9], two different observer techniques are proposed to estimate a
vehicle’s speed sensor fault. Authors in [10] proposed a sliding
mode observer to detect and estimate denial of service attack for
a connected vehicle. False data injection on acceleration
information via V2V communication and sensor (LIDAR or
radar) faults are considered and Hidden Markov Model-based
attack detection method is proposed for cooperative adaptive
cruise control applications in [11]. Most papers in literatures
handle either cyber-attacks or sensor faults.

This paper is organized as follows. In the next section, a
brief review of the SA-ACC system is provided. In Section 3, a
model based on measurable states is developed from the SA-
ACC system. An observer for cyber-attack and sensor fault
estimation is proposed in Section 4. Results of simulation studies
and discussion is presented in Section 5. Conclusions are
presented in Section 6.

2. SA-ACC SYSTEM

The SA-ACC system aims to obtain high traffic capacity and
small inter-vehicle spacing while using communication from
only the preceding vehicle on the highway. The constant time
gap spacing policy is utilized to design the controller of the SA-
ACC system.

In the presence of actuator dynamics represented by a first-
order lag, the vehicle model of the SA-ACC vehicle is described
as

T.'fi + xl = usyn (2)

where 7 is a lag constant associated with the lower dynamics of
the vehicle, x; is the /" vehicle position and u,, is the control
input of the i™ vehicle. If the SA-ACC vehicle maintained a
constant distance from the preceding vehicle, then the spacing
error for the i vehicle in a string of vehicles would be defined
as

& =X —Xj_1+1L; (3)

where L; would be the desired constant spacing between
vehicles.

However, a controller designed by using the constant
spacing policy based on equation (3) would need wireless access
to the lead vehicle speed and acceleration, in addition to
preceding vehicle acceleration in order to maintain string
stability in a string of autonomous vehicles. Therefore, in order
to avoid requiring communication from the lead vehicle, the
constant time-gap spacing policy is utilized to design a controller
using only preceding vehicle information. The desired spacing
between vehicles in the constant time-gap spacing policy is not
constant but is linear function of speed:

Desired spacing = L; + hx; “4)

where L; is a constant and h is time gap. The spacing error in
the constant time-gap spacing policy is therefore

ETL' =&+ hxl =X;— Xj_1+ Li + hxl (5)
Based on equation (5), the controller is given by

Usyn = —k1¥;_1 + (kg + hkiky)%;
1 . ke .
~ (1 — hkqky)é — —=& — koX;

where X;_; is the acceleration of the preceding vehicle obtained
by using inter-vehicle communication. k; and k, are controller
design parameters. A detailed procedure to obtain the controller
and determine its parameters can be found in [1].

3. NEW MODEL FOR SA-ACC SYSTEM

In this section, we develop a model incorporating relative
motion between the preceding and following vehicle with the
following vehicle using the SA-ACC system. The model is in
terms of measurable variables (relative distance and velocity
between the vehicles). Also, model for false data injection and
denial of service cyber-attacks is presented.
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Figure 1: Preceding and following vehicles.

3.1 SA-ACC System Model
As shown in Figure 1, the radar-measured spacing distance
for the i vehicle to the preceding vehicle can be defined as

8i = Xi—1 —x; —liq (7)
where [;_; is the length of the preceding vehicle. Then, we have

8 =Xi1— %
8 =X%_1—% (®)

6 = X1 — X;

By using equation (7) and (8), the controller becomes
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Usyn = (hkqky)¥i_q — ko — (ky + hk,k;)6;

1 k
k
- 72 (Li —li—1)

Fortunately, the time lag constant associated with the preceding
vehicle does not need to be known, since we directly obtain the
acceleration information of the preceding vehicle using wireless
communication. Thus, without considering its lower order
dynamics, the preceding vehicle model can be represented as

Xi—1 = Qj—1
Xi—1 =10

(10)

Substituting from equation (9) into equation (2) and using
equation (10), we obtain

o 1 1 g
61- = ;(1 — hklkz)ai_l - ; (1- ky — hk1k2)5i

1 ky

- (1= hlegky)8; = 226, (11)
ky ke

+ %+ (L= i)

Finally, with a state vector x = [§; §; §&;]7, we have state
space model:

TR
%= ke ks (k—k)|[%] T

od T T T wn LG (12)
IS A A

0 [%x+] O |a;_1+ 0 -
ky/T ks/t kp(Li —Li—1)/h]*

where ks is 1 — hkik,. X; can be easily obtained by using
sensors on the vehicle and a;_; is obtained by using inter-
vehicle communication that can be the subject of cyber-attack.

Since a radar measures the relative distance and velocity, we
have output equation as

oo o 5-1:
v=lp 1 ol|é (13)

i

Equation (12) and (13) can be represented by the following
compact form:

XxX=Ax+Bu+Fa;_{1+4

y = Cx (14)
where
0 1 0
A= 0 0 1 ],
|—k,/th  —k3/th (ky —k3)/7
0 0
B=| o ,F=l0], 1)
ky /T ks/t
[ 0
I T
ko (Li — 1) /Th

Now, we also consider the model for two classes of cyber-
attacks (false data injection and denial of service attacks)
on the inter-vehicle wireless communication.

3.2 Cyber-Attack Model

We introduce a new variable y as the signal (transmitted
data: acceleration of preceding vehicle) obtained from inter-
vehicle communication. Thus, the system model becomes

X=Ax+Bu+Fu+A (16)
y =Cx

False data injection attacks transmit false data to the control
system or modify the transmitted data in the control system.
Since the transmitted data can be corrupted by the false data
injection attack, u is defined as

U=a;_q1+ fa (17)

Denial of Service (DoS) attacks can keep the inter-vehicle
communication network busy and can cause delays and
congestions in the inter-vehicle communication channel.
Therefore, the denial of service attacks can be modeled as the
delay signal:

ut) = a;_1(t — 74) (18)

where 74 is unknown delay. By applying Taylor’s theorem to
equation (18) and assuming higher order terms negligible, the
delay signal can be approximated as

u(t) = a;_1(t) —t4a;-1(t) (19)

Using the notation f; = —74d;_,(t) and omit time variable t
for the sake of simplicity, the delay signal can be presented as
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K=ai1+fq 20)

It is noted that equation (20) has the same structure as equation
(17). Therefore, the two classes of the cyber-attacks can be
modeled as

u=a;_q+f 2n

where f, is either f, or f;. It is noted that f. is assumed to
be a constant or slowly varying.

4, OBSERVER AND CONTROLLER FOR RESILIENT

SA-ACC SYSTEM

Instead of using the system model (16), we develop a model
for the detection of cyber-attacks and sensor faults. The model
involves cyber-attack and sensor fault terms. As a result, an
observer designed corresponding the model can be developed to
estimate the unknown cyber-attack and sensor fault terms so as
to detect the cyber-attacks and sensor faults. The model is
derived based on two assumptions.

First, we assume that the system is not corrupted by cyber-
attacks (the system rejects cyber-attacks).

Second assumption is that sensor fault occurs only at the
velocity measurement channel of the radar.

Based on the assumptions and using equation (21), the
model (16) can be presented with unknown inputs f. and f;

X =Ax+Bu+ Fu+A—Ff,

y=Cx+Df (22)

where D = [0 1]”. By estimating unknown inputs f, and f;,
the cyber-attack and sensor fault can be detected.

An unknown input observer that can estimate states and
unknown inputs will be presented. Then, resilient control method
under the cyber-attack will be proposed.

For unknown input estimation, a number of observer design
methods have been proposed in literature. A proportional-
integral observer was proposed to estimate the states and
unknown inputs in [12]. An unknown input estimation method
based on nonlinear observer design and dynamic model
inversion is proposed in [13]. Another approach is designing
observer for descriptor system that adding unknown input to the
state vector [14]. In this paper, an observer design method based
on descriptor systems is proposed to detect and estimate the
unknown inputs due to cyber-attacks and sensor faults.

4.1 Descriptor System for Radar Sensor Fault

In order to deal with the radar sensor fault, f; is considered
as a state of the system. Using the new state vector, original
system is converted to the descriptor system form. The state
vector with f; is defined as

E=1[s; 6 6 fIT (23)

With the state vector (23), the system (22) is rewritten under the
descriptor from:

Eé=A,§+Bu+Fu+A-Ff.

(24)
y=C§
Detailed matrices in equation (24) are defined as
=[I 0 =
E [nx ]' Ae [A 0]' (25)
C.,=[c D]

where I, is the identity matrix of dimension n, (size of state

vector X).
Since the matrix D is full column rank, the following
condition holds:

rank ([é]) = rank( I’Cl,x g]) =ng (26)

4.2 Unknown Input Observer for Cyber-Attack and
Sensor Fault Estimation

Let us consider the following observer structure to estimate
states and unknown inputs simultaneously:

2=Nz+Ly+Mu+Gu+Tf, +P,A
§=2z+Qyy 27)

fJe=H@ -9
The matrices N, L, M, G, T, P,, Q, and H are observer
parameters to be designed such that the estimation error £ = & —

& converges towards zero.
By using equation (24) and (27), the estimation error is

E = (1 - QzCe)f —Z (28)

From the rank condition (26), there exist matrices P, and
Q, such that

PE +Q,Co = I, (29)

Also, P, and Q, can be computed as follow:

e a-(EE)

Therefore, the estimation error dynamics can be written as
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E=PEE—2 (3D
Theorem 1: Consider the system (24) and observer (27). If there
exist the symmetric matrix P >0 and the matrix R of

appropriate dimensions such that

N =P,A, — KC,

L=K+NQ,
M = P,B (32)
G = P,F
T = —P,F
and
PA, —P,F1" P,A, —PF
P P z4le z
[ 0 0 ] + [ 0 0 ] (33)
—[C., O]TR—RT[C, 0]+2aP <0
then, the observer gain [K H]” is given by
[k H]" =P~'RT (34)

and with this value of the observer gain, the estimation error of
the observer (27) converges exponentially towards zero.
Therefore, the observer can estimate both unknown inputs due to
the cyber-attacks and sensor faults simultaneously.

Proof: Using the system (24) and observer (27), the estimation
error dynamics (31) is rewritten as

é = N’;f'i' (PZAe —-N-— LCe + NQzCe)E
+(BB-Mu+ (PF-—Gp (35
~ P Ffe =T,

The observer parameters are defined as (32). Then, equation (35)
becomes

&= (P,A, — KC,)é — P,Ff. (36)

Using the observer (27) and the assumption that fc = 0, we have
augmented system:

é _ (Per_KCe) _PzF Sg
- Y

Rearrange equation (37), then we have

E]z[[ngle —%F]_[Z][Ce O]]E] (38)

It should be noted that the estimation error dynamics is
decoupled from u and p. Thus, the observer (27) is allowed to
estimate the state of the system and unknown inputs
independently of the signal that may be corrupted by cyber-
attacks or sensor faults.

In order to find a gain for the exponential stable system for
equation (38), we require that the following differential
inequality is satisfied:

V< -=2aV (39)

where V is the Lyapunov function candidate defined as

~T -
v:[?] p[f} (40)
fe fe

for observer design and « is a positive constant. The inequality
(39) implies the exponential stability of the system [15]. By
calculating the derivative of the Lyapunov function, we have

éTPe +eTPé +2aeTPe <0 (41)

where e = [§  f]7. Equation (41) is satisfied when following
condition is satisfied:

[ 51 o v+

d R HIC

(42)
+2aP <0

By introducing a new variable R = [K H]P, Equation (42)
becomes

P,A, —PF|" P,A, —P,F
S R AT S
—[C, O0]"R—RT[C, 0]+ 2aP <0

(43)

4.3 Cyber-Attack and Sensor Fault Detection

In this section, we discuss how to detect cyber-attacks and
sensor faults based on the estimated terms £, and f; from the
proposed unknown input observer.

If there are no cyber-attack and sensor fault i.e., the model
(22) is the same as actual system (14), estimated unknown inputs
fc and fs converge to zero. If cyber-attack exists (f, # 0), fc
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becomes non-zero and cyber-attack can be detected. It is noted
that f, may not converge to true value due to discrepancy
between the actual system and the system model for the observer.
However, still £, can be used to detect the cyber-attack since f,
cannot be zero under the cyber-attack.

If sensor fault occurs, non-zero value of f; is obtained from
the observer. It is noted that f, may not be zero due to
discrepancy between the actual system and the system model for
the observer even though cyber-attack does not occur.

As a result, we propose two-step approach to detect cyber-
attacks or sensor faults. First, the system checks the value of f;
to find if there exist any sensor faults. If the value of f; exceeds
certain threshold, i.e., sensor fault occurs at velocity channels of
the radar, the system alerts the driver and changes to manual
driving from SA-ACC operation. Second, if there is no sensor
fault, the system checks the value of f,. If the value of f,
exceeds certain threshold, i.e., cyber-attack occurs, the system
switches the controller and can achieve resilient control for SA-
ACC system, as shown in Figure 2.

Following vehicle

Preceding vehicle

( Radar sensing
E I i <
i, i, & u

u v
Controller

.| Observer-based

O
Controller 1
ry Switching
signal
8,8, 8, fu
8, 6uu
» Observer N

Figure 2: Resilient control for SA-ACC system.

4.4 Controller for Resilient SA-ACC System
Resilient control for SA-ACC system can be accomplished
by utilizing the controller follow, instead of using the controller

(6):
Usyn = (hkqyky)p — koxt; — (kq + hk,k,);

1 s ky .
+o (1= hkikz); + 4= 6; (44)

k, )
- P L=l =~ (k)

This controller leads the actual system to exact match with
the model (22). Hence, the proposed unknown input observer
with the controller (44) guarantees that the estimation error of
states and unknown inputs converges exponentially towards
zero, and accomplishes resilient control for SA-ACC under the
cyber-attack.

5. SIMULATION STUDIES AND DISCUSSION
The developed observer based on the descriptor system for
the cyber-attack and sensor fault detection and controllers

described in the previous section has been evaluated using
simulations. For the SA-ACC system the system and controller
parameters are T =04, l;_ =5, L; =73, h=05, k; =
—0.8, k, = 2.5 and k; = 2.

We solve equation (32) — (34) for the observer gain using
the LMI toolbox in MATLAB. The observer gain is with the
exponential stability parameter ¢ = 3.5:

17.3524 4.5678
K = 237.1617 64.2509
271.4056 69.4228 (45)

—244.0019 -60.2509
H =[-762.0394 —196.6185]

The preceding vehicle is initially driving with 10m/s and the
following vehicle is stopped and the initial distance between the
preceding and following vehicles is 10m. Gaussian noise
~N(0,6%[cm]) and ~N(0,60%[cm/s]) are added to the
range and velocity measurements respectively. The upper and
lower values of the thresholds for sensor fault and cyber-attack
detection are set as +3. In practice, the threshold can be set
based on the sensor noise. If the system switches the controller
to equation (44) for resilient control under cyber-attacks, we
utilize 1 for the value of h.

5.1 Simulation Results with Sensor Faults

we evaluate the performance of the proposed observer for
the radar sensor fault detection. The sensor fault is modeled by
adding false data f;, to the velocity measurement respectively.
We consider the sensor fault in the velocity measurement
channel of the radar. The sensor fault is generated as

P {10, t>10
710, otherwise

Due to the sensor fault, the following vehicle perceives an
abrupt increase of the velocity of the preceding vehicle. As
shown in Figure 3, the following vehicle is controlled to increase
the velocity of the vehicle to maintain the desired distance based
on the wrong information. As a result, collision (§; < 0) occurs
at 19.28 seconds as shown in Fig. 3. Fig. 4 shows the results of
the proposed observer. The proposed observer successfully
estimates the false data due to the sensor fault in the velocity
channel of the radar and detect the fault immediately at 10
seconds.

(46)

5.2 Simulation Results with Cyber-Attacks

First, false data injection cyber-attack on the acceleration
information is simulated, as shown in Figure 5 and 6. The inter-
vehicle communication is attacked by injecting follow values on
the acceleration information of the preceding vehicle:

3(t—10), t>10

Ja = { 0, otherwise “47)
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Figure 3: Behavior of SA-ACC system in the presence of the sensor
fault in the velocity measurement channel of the radar.
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Figure 4: Acceleration of the preceding vehicle, cyber-attack
estimation and sensor fault estimation in the presence of the sensor fault
in the velocity measurement channel of the radar.

Due to the cyber-attack, the following vehicle receives
wrong information such that the preceding vehicle is
accelerating as shown in Figure 5. This will likely result in a
collision. Figure 6 shows the performance of the controller with
the proposed observer. Once the cyber-attack is detected at 11.23
seconds in Figure 5, the system switches to the controller based
on the proposed observer as shown in Figure 2 and maintains the
desired distance with larger time gap while the cyber-attack
exists as shown in Figure 6. Also, it is shown that the proposed
observer estimates the injected false data f, successfully.

Simulation studies also conducted to evaluate the SA-ACC
system with the proposed observer in the presence of the DoS
cyber-attack. DoS attack on the inter-vehicle communication
channel is considered and it causes communication delay. We

e
———
o

Inter-vehicle
communication
=Y
=)
T
\
\
\

Time [sec]
Figure 5: Acceleration of the preceding vehicle, cyber-attack
estimation and sensor fault estimation in the presence of the false data
injection cyber-attack on the communication channel.

w/o cyber-attack and sensor fault

w/o cyber-attack and sensor fault (varying h)
---------- Control w/o observer

————— Observer based control (varying h)

20 . . . |
0 5 10 15 20

Time [sec]
Figure 6: Behavior of SA-ACC system in the presence of the false
data injection cyber-attack on the communication channel.

assume that the following vehicle receives the signal u(t) as
follows:

ai_l(t), t < t1
ai_1(t), t<t<t+14 (48)
ai_1(t—143), t=t;+14

u(t) =

where t; =10 and 75 =5. The true acceleration of the
preceding vehicle and the delay signal due to DoS attack are
shown in Figure 7. The preceding vehicle starts to decelerate at
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Figure 7: Acceleration of the preceding vehicle, cyber-attack
estimation and sensor fault estimation in the presence of the denial of
service cyber-attack on the communication channel.
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Figure 8: Behavior of SA-ACC system in the presence of the denial

of service cyber-attack on the communication channel.

10 seconds. However, because of the DoS cyber-attack, the
following vehicle receives delay signal and cannot perceive the
deceleration of the preceding vehicle. As a result, the SA-ACC
system without using the proposed controller and observer
cannot maintain desired distance between the preceding and
following vehicles as shown in Figure 8. This may lead to fail to
maintain of string stability. The proposed observer estimates
false data due to the DoS cyber-attack successfully and detect the
DoS attack at 10.26 seconds as shown in Figure 7. Furthermore,
Figure 8 shows that the following vehicle maintains desired
distance to the preceding vehicle even in the presence of DoS

cyber-attack using the proposed observer-based controller.

6. CONCLUSION

This paper developed an observer for detection of cyber-
attack on a communication channel while also simultaneously
monitoring the health of the velocity measurement radar channel
for a connected vehicle. A semi-autonomous adaptive cruise
control (SA-ACC) vehicle was considered which used wireless
communication with its immediately preceding vehicle in the
same lane. The wireless connectivity enabled the vehicle to
operate at small time-gap distances without creating string
instability. However, the reliability of the wireless connectivity
was critical for ensuring safe vehicle operation and a cyber-
attack in this channel needed to be detected autonomously. The
presence of two unknown inputs related to both sensor failure
and cyber-attack seemingly posed a difficult estimation
challenge.

The dynamic system was first represented in descriptor
system form. Then an observer with estimation error dynamics
decoupled from the cyber-attack signal was developed.

The performance of the observer was extensively evaluated
in simulations. Simulation results showed that the estimation
system was able to detect either a fault in the velocity
measurement radar channel or a cyber-attack. Also, the proposed
observer-based controller achieves resilient SA-ACC system
under the cyber-attacks. The fundamental estimation algorithm
developed herein can be extended in the future to enable cyber-
attack detection in more complex connected vehicle
architectures.
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