Hidden Terminal Emulation: An Attack in Dense IoT Networks in the
Shared Spectrum Operation

Moinul Hossain and Jiang Xie
Department of Electrical and Computer Engineering
The University of North Carolina at Charlotte
Email: {mhossai4, Linda.Xie} @uncc.edu

Abstract—The Internet of Things (IoT) has been rapidly taking
steps towards commercialization. However, the dense deployment
of IoT nodes—that may follow different wireless technologies—
in the shared spectrum creates a new challenge to solve: secure
coordination among co-located IoT nodes from different IoT
networks. In this paper, we shed light on this unique challenge,
and we illustrate how this challenge has the potential to create
a novel vulnerability where an attacker can pose as a hidden
terminal (by manipulating its radiation patterns) and interfere
with transmissions from its hidden counterparts, namely hidden
terminal emulation (HTE) attack. As the dense deployment of
IoT nodes will aggravate such hidden terminal interference, it
facilitates the HTE attacker plausible deniability to interfere
with its hidden counterparts. This paper is the first to present
a theoretical analysis of the feasibility of HTE attacks (i.e.,
successful impersonation of hidden terminals), to illustrate how
it is affected by the density of IoT nodes, and to provide insights
on secure IoT deployment.

I. INTRODUCTION

A new path to infinite possibilities has emerged with the
advent of the Internet of Things (IoT) [1]. IoT consists of
devices that possess the ability to generate, to process, and to
exchange data. This data encompasses critical control, privacy-
sensitive, and security information; hence, [oT requires thor-
ough security analysis before its widespread deployment.

IoT is envisioned as a ubiquitous technology that will in-
tricately integrate our surrounding devices and solve complex
real-life problems. Such a broad scope requires an enormous
amount of IoT deployment. As a result, it creates a unique
situation where there will be numerous IoT devices in a small
physical space, and these 10T devices will vie for the radio
resource. Researchers have developed different solutions to
this radio resource challenge [2]-[5], and spectrum sharing
stands out as one of the prominent solutions because of its
greater impact on efficient use of the radio resource [6], [7].

Intuitively, proprietary users can manage the network oper-
ation efficiently because of their sole control over their own
licensed spectrum. However, heterogeneous wireless networks
and technologies who share the same spectrum, require an
appropriate global solution for secured coordination among
them. Otherwise, it may potentially create new security vul-
nerabilities and hinder the spectrum sharing process [8]-[15].

Motivations: The dense deployment of IoT devices can bring
a new vulnerability where attackers can exploit natural hidden
terminal interference to corrupt transmissions of particular
victim IoT devices [11]. Fig. 1 provides an illustration of
this natural interference, where nodes B2 and B4 are hidden
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Fig. 1. Hidden terminal interference between coexisting IoT networks.
terminals to nodes Al, A3, and A5, and vice versa. These
two sets of nodes belong to two different networks, and each
of these two sets is unknown to transmissions of the other
set. Therefore, it is highly probable that if nodes of these two
sets utilize the same radio channel at the same time, they can
create interference with the reception of nodes A2 and A4.

The concurrent transmissions from hidden nodes act as an
interference at the corresponding exposed receiver(s), and it
is difficult to differentiate between a benign node (i.e., benign
hidden terminal) and a malicious interference source. More-
over, traditional IoT devices cannot incorporate sophisticated
localization mechanisms [16]-[18] to probe and detect location
spoofing because of their hardware constraints. Therefore, if
an attacker can impersonate a hidden node to a particular
IoT node (by manipulating radiation pattern), it can capitalize
on this natural interference scenario to corrupt the attempted
transmissions from the IoT node. This can be a life-threatening
attack if a perpetrator compromises a critical medical IoT
device (e.g., oxygen pump, pacemaker) or a vehicle operation
controller [19]-[21]. Hence, there is an urgent need for a
comprehensive and rigorous investigation of this vulnerability.

Challenges: The underlying principle of the HTE attack is
to spoof a different location where it can emulate the physical
behavior of a benign hidden node. In Fig. 2(a), the attacker
tries to impersonate a hidden terminal to nodes A1, A3, and
Ab; it exposes its identity only to nodes A2, A4, and A6
through smart array antennas. The intelligent exploitation of
smart array antennas enables the attacker to create a different
physical scenario than the real one, which is represented in
Fig. 2(b). Here, the attacker tries to interrupt packets from Al,
A3, and A5 to A2 and A4. Though location spoofing attacks
have been studied for quite a few years, to the best of our
knowledge, no work considered spoofing a location that will
create a hidden terminal scenario. In addition, creating such a
scenario in a dense IoT network offers additional challenges
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and raises a feasibility question of perpetrating this attack.
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(a) The real scenario. (b) The emulated scenario.
Fig. 2. The hidden terminal emulation attack.

Contributions: In this paper, we study these challenges and
propose solutions. The novel contributions of this paper are
summarized in the following:

1. We propose a reactive attack model based|on location
spoofing, where the HTE attacker attacks by imperson-
ating a hidden i icti
model, the attacker emulates a hidden terminal by ma-

nipulating its antenna radiation pattern.

2. We formulate HTE as a nonlinear feasibility problem that
is based on smart antenna array synthesis. We solve the
problem using semidefinite relaxation (SDR) in conjunc-
tion with a heuristic local-search algorithm.

Related Work on Location Spoofing: As discussed, an HTE
attacker tries to emulate the radiation characteristics of a
hidden terminal and creates a different physical scenario than
the actual one (Fig. 2). Thereby, we compare it to conven-
tional location spoofing attacks in the localization paradigm,
especially with received signal strength (RSS) based methods.
In [16], it is experimentally shown that, by manipulating the
RSS at the anchors, the localization method can be made futile.
Directional antennas are exploited in [22], where the attackers
have the ability to bias the location estimation to a direction of
their choice. In [23], a mathematical analysis of beamforming-
based perfect location spoofing against RSS-based localization
techniques is proposed, where an attacker mimics the path-loss
signature at the anchor nodes to manipulate the results of RSS-
based localization algorithms. The vulnerability of WLAN-
based Skyhook positioning system [24] is investigated in [25]
where authors demonstrated the susceptibility of Skyhook
against location spoofing attacks.

However, location spoofing is more challenging in an expo-
nentially denser network environment. Unlike previous works,
we address these challenges and formulate a mathematical
model to test the feasibility of the HTE attack.

II. THE HIDDEN TERMINAL EMULATION ATTACK

In the literature, location forging is considered a localization
problem, and anchor nodes—specially equipped to locate any
node—play an important role in detecting location forging
attacks. However, in most IoT applications, IoT nodes may not
be equipped with localization capabilities; hence, in dense IoT
scenarios, off-the-shelf location spoofing detection methods
cannot be directly applied. Thereby, a different approach is
taken [11] to analyze the HTE attack, which is conducted in

two sequential phases: the reconnaissance and emulation phase
and the reactive interference phase.

The Reconnaissance and Emulation Phase: In this phase, the
primary [task of an HTE attacker is to successfully emulate
the radiation characteristics of a benign hidden terminal to
the neighbors of the victim(s). In this paper, we consider
the expolsed node(s) as victim(s) (e.g., A2 and/or A4 in Fig.
2), and the attacker is motivated to reactively interfere with
transmissions originating from the hidden nodes (e.g., A1, A3,
and/or A5 in Fig. 2) that are destined for the victim node(s).

With conventional omnidirectional radios, realizing HTE
attack is not possible because the path-loss vector would be the
same at leach direction. An attacker, however, can use smart
antenna’s beamforming capability to solve this problem and
mimic the signal characteristics of the spoofed location. To
achieve this, the attacker first obtains the geometric locations
of the 10T nodes by wardriving [26] and other off-the-shelf
techniques, such as the angle of arrival and distance to the
transmitter. Then, it deduces an optimal antenna configuration
les the emulation of a hidden terminal. Please note
that, as complex localization schemes are highly unlikely to
be present in general IoT nodes, an attacker does not require
to mimic the exact RSS signature of the spoofed location;
instead, it must maintain an average signal strength equal to
or above Ry (i.e., the receiver sensitivity threshold) at the
exposed node(s) and an average signal strength lower than
St (i.e., the carrier sensing threshold) at the hidden nodes.

The Reactive Interference Phase: In this phase, the HTE
attacker continues to sense the operating band through wide-
band sensing and sniffs the band for request-to-send (RTS)
and clear-to-send (CTS) messages addressed to or from the
victim node, respectively. Afterward, it deliberately interferes
transmissions from nodes Al, A3, and A5, that are destined
to the victim node (e.g., A4). However, the choice of inter-
ference rate depends on the strategy of the attacker; it may
interfere with each transmission or randomly choose to jam.
An interference strategy is proposed in [11].

Summary: The HTE attacker utilizes the smart antenna
array technology that is widely available for communication
purposes and weaponizes this technology to perpetrate the
attack. A wide range of distinct attack strategies can be studied
from the proposed generalized attack strategy.

III. THE RECONNAISSANCE AND EMULATION PHASE

As discussed, in reality, IoT nodes are unlikely to have
necessary tools to analyze RSS readings that are received from
different IoT nodes of different networks, and this makes low-
powered, computationally limited IoT nodes more vulnerable
to the HTE attack. In the remainder of this work, we consider
that the HTE attacker is equipped with a circular smart antenna
array that consists of N isotropic elements put on a circle
with a radius 7, and the " antenna element is placed with
the phase angle ¢;. The beamforming-pattern for the circular
smart antenna is characterized by,

Neie
G(0) = wiexp {j%ﬂrcos(e -9, (1)
i=1
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Fig. 3. Problem formulation of the HTE attack.

where A is the signal wavelength, 6 represents the direction
to the respective IoT node, and w = [wy,wa, - ,wn,,.] is
the complex weight vector that can be tuned to change the
radiation pattern. Here, the circular array antenna is chosen
to illustrate the formulation of the analysis because it can
produce flexible asymmetric radiation patterns and can deflect
a beam through 27. Nonetheless, the analysis is not limited
to circular antenna array; a different antenna model with a
different geometric form can be incorporated by replacing its
corresponding beamforming equation in (1).

However, designing such an attack model requires realistic
limitations to consider, such as smart antenna design and

where |Pr,(6) represents the received signal strength at dis-
tance d along the direction §. Now, for m exposed nodes and
n hidden nodes,

Po|G(6E,)|?

PRdi (6131) = %7 (6)
Po|G(051,)

Pry, (On;) = %7 @)

where { =1,2,--- mand j=1,2,--- ,n.
From ([), the beamforming directional gain in the direction of
the 74, |node can be written as,

relative distances to each 10T nodes. Therefore, it is probable
that not all locations are feasible to perpetrate this attack.

A. Problem Overview

To understand how we analyze the condition that an attacker
at a certain location can launch the HTE attack, let us look at
the illustration in Fig. 3 where an attacker is trying to reveal
its transmission to nodes E1, E2, and E3 and to hide its
transmission from nodes H1, H2, and H3. In order to reduce
the radio coverage at unwanted directions and to steer the radio
transmission to intended directions, we use the log-distance
path-loss model to infer the mean RSSs at given distances.
According to the log-distance path-loss model, the mean path-
loss at distance d is,

PL4(dB) = 10alog,, d + PLa, (dB), )
where PLg, is the path loss at the reference distance dp = 1m

and « is the path-loss exponent. Moreover, the path-loss at
distance d can be expressed as,

PL4(dB) = Py(dBm) — Pr,(dBm), 3)
where P, is the required transmission power to keep a good
connection with the receiver if omni-directional antenna is
used and Ppg, is the received signal strength at distance d.
Therefore, combining (2) and (3), we have,
_ P 0
" PLode’

For a smart antenna with steering capacity, the transmission

Pr, “4)

power in direction @ is represented by Py|G(6)|? instead of
FPy. So we rewrite (4) as,
_ RIGO)
Pr,(0) = PLods (5)

G(Op,)I* = |weil, @®)
where
- P :
explj =7 cos(0r, — ¢1)]
explj 7 cos(O, — ¢2)]
c; = . . ©))
.2
| expli T eos(O, — )] |
Letting,
.
hz:[io]ch 7::1,2,"'7777/
PLo(dg,)™
o(dg;) . (10)
Po 5 .
gjz[ia]QcJ, ]:1,2,"',’”
PLo(dn,)
the feasibility of HTE attack can be modeled as,
find any w
subject to  |[whi|> > R, i=1,---,m (11)
|VVI—Ig]'|2 < Sth7 .] = 17 ) T

where Ry and Sy, represent the receiver sensitivity and carrier
sensing threshold, respectively. It can be seen that the above
problem belongs to the class of quadratically constrained
quadratic programming (QCQP) problems. The constraints
are concave homogeneous quadratic constraints. The problem
contains a special case of the problem considered in [27];
hence, it is NP-hard.

B. Solving HTE Problem

As the feasibility problem of HTE defined in (11) is an
NP-hard problem, it is not possible to analyze the properties
of HTE by directly solving it. Therefore, we first formulate
the derivation of a relaxed problem, which will incorporate
a solution that provides an upper bound for the feasibility
answers to the HTE problem; that is, if the relaxed problem
is infeasible, (11) is definitely infeasible. Afterward, we pro-
vide a randomization technique, which in most of the cases
finds a feasible solution through a local search around the
point generated by the relaxed problem. This randomization
algorithm essentially serves with a lower bound on the HTE
problem (11); that is, if the randomization algorithm can find
a feasible solution, (11) is certainly feasible.

Relaxation: To deduce the relaxed problem, first, we include
an objective function to the problem (11); therefore, when
multiple solutions exist, the one with the minimum objective
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value is returned. We reformulate the HTE fi
to minimizing the transmission power probl

minimizey,  ||w]||3
subject to  |why|*> > Ry, i =1
(wgi|® < Sin, j=1
where || - ||2 stands for the Euclidean norm

Now using the fact that h ww®h = trace
trace(-) represents the trace of a matrix, (11

minimizex trace(X)

subject to  trace(XQ) > Rin, =
trace(XQ) < Sin, j=
X > 0,
rank(X) =1,

where X = wwfl, Q = hh?l, rank(-) de
a matrix, and X > 0 means that X is a K
semidefinite matrix.

Note that since (11) is an NP-hard pro
Therefore, in the following, a heuristic solu
analyze a relaxed version of (13). The relax
the observation that (13) is almost similar
programming problem except for the last g
rank(X) = 1, which is non-convex. As a sen|
can be solved in polynomial time, we relax
the rank constraint and deduce an SDR prol
trace(X)
trace(XQ) > R, @ =
trace(XQ) < Sin, j =
X>0

minimizex

subject to

pasibility problem
em,

Lo ,m (12)
’...771/

of a vector.
h” ww h) where
) can recast as,

—

s ,m

—

B )

13)

notes the rank of
lermitian positive

blem, so is (13).
tion is utilized to
ation is based on
to a semidefinite
onstraint; that is,
ridefinite problem
13) by discarding
blem,

[y

o m
(14)
,n

—

The optimal solution X,,,; of the SDR problem provides a

lower bound for the objective value of (12
does not yield in a solution, (11) is infeasibl
the feasible region of the actual problem

subset of the feasible region of the relax
However, the solution X,,; of the SDR p
necessarily solve the NP-hard problem. Non
relaxation of a general QCQP problem resul
bi-dual problem, which is the closest convg

). If the problem
e. This is because
11) is actually a
ed problem (14).
roblem does not
etheless, the rank
s in the Lagrange
X problem to the
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Fig. 4. The channel access schedule.
In our application, first, to deduce the candidate vectors, the
eigencomposition of X,,,; is expressed in the form,

Xopt = AVA', (15)
and the candidate beamforming vector in the form,
Weani = AVY/2N, (16)

is selected as a candidate vector, where A is a unitary
matrix of eigenvectors, V is a diagonal matrix of eigen-
values, and )\; is the random vector that consists of uni-
formly distributed independent random variables on the unit
circle in the complex plane. It helps us to ensure that
Wean Wi, = AVIZNAT (V2N H = trace(VANT) =
trace(V) = trace(Xop¢). If any constraint in (12) is not met
by Wean,i» @ new randomization round begins. If multiple
feasible candidates are found, the one with the smallest norm
is selected.

Summary: We formulate a numerical method to test the
feasibility of the emulation phase. (11) belongs to the class
of QCQP problems. It contains a special case of the problem
considered in [27]; hence, it is NP-hard, and it is not possible
to analyze the properties by directly solving it. Therefore,
we first formulate the derivation of a relaxed problem which
will provide an upper bound for the feasibility answers to the
emulation problem; that is, if the relaxed problem is infeasible,
(11) is definitely infeasible. Afterward, we use a randomization
technique which finds a feasible solution through a local
search around the point generated by the relaxed problem.
This randomization algorithm essentially serves as a lower
bound on the HTE problem (11); that is, if the randomization
algorithm can find a feasible solution, (11) is certainly feasible.

IV. PERFORMANCE ANALYSIS

In this section, we simulate the SDR problem and the
randomization algorithm described in Section III to analyze
the feasibility of HTE attack under different scenarios.

A. Simulation Setup

the optimal solution for the HTE problem, it conforms to other
constraints in (13), which means that it could be close to the
feasible region of the original HTE problem. Based on this
observation, we employ a local-search based randomization
algorithm to search for a feasible solution to (11).
Randomization Algorithm: If the solution X,,; is rank-
one, w can be deduced by finding the principal eigenvector
corresponding to only the non-zero eigenvalue. However, as
the SDR relaxes the rank-one constraint, X,,; may not be
rank-one in reality. Similar to [27], once the SDR problem
is solved, a randomized technique can be used to obtain an
approximate solution to the original HTE feasibility problem.
Numerous randomization techniques have been proposed so
far, and we modify the one proposed in [27]. The general
idea of this method is to create a set of candidate vectors
{Weani}, (L = number of randomizations) using Xopt
and choose the optimal solution from these candidate vectors.

In the simulation, this work considers a possible beam-
forming aiming error (79 = 1°) when the attacker directs its
beam towards a certain direction. Hence, G(0) is replaced by
G(0 £ p). First, we analyze the feasibility of HTE attacks
with the fixed location of the victim or exposed nodes and
under randomly generated locations of the hidden nodes. We
consider a 20 x 20 2-D space. The path-loss exponent o = 3.5,
victim’s true location is (0,0) (with two victims (0,5) and
(0,—5)), the required transmit power when omnidirectional
antenna is used Py = 10 dBm, receiving antenna sensitivity
Ry, = —70 dBm, carrier sensing threshold Sy, = —100 dBm,
and the path loss at d, = 1m is P; = 30 dB.

IoT Node Model: We consider that the victim IoT node
has n neighbors in its radio range, and they use omni-
directional antennas for communications. Every benign IoT
node is equipped with one radio for spectrum sensing and one
radio for control information exchange and data transmission.
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Channel Access: In shared spectrum operations, each trans-
mission attempt of an IoT node must be preceded by a
sensing interval. As shown in Fig. 4, IoT nodes employ longer
fine-sensing to sense the current channel before initiating a
transmission, and they continue to sense the channel—using
shorter fast-sensing—during the transmission to negate the
collision with co-located IoT nodes. An IoT node is allowed
to access a channel when it finds the channel available. After
accessing the channel, two IoT nodes exchange RTS/CTS
messages to reserve the channel.

Though the scope of this paper is to illustrate the PHY-
layer constraints and configurations of the attacker (i.e., the
reconnaissance and emulation phase), we incorporate MAC-
layer information to help readers grasp a more comprehensive
overview of the HTE attack.

B. Success Rate of HTE

We use the Monte Carlo simulation to estimate the success
rate of HTE attacks—in terms of successfully impersonating as
a hidden terminal—with different combinations of the number
of antenna elements (/V.;.) and the number of hidden nodes
(n). In each simulation, the location of each node is randomly
generated, except the victim node (i.e., (0, 0)).

For each combination, totally 1000 trial runs are launched,
and the values in Table I represent the average of these
trials. The table contains the number of times where the SDR
problem finds a solution (Agspr), the number of times where
the randomization algorithm finds a feasible solution (A;pcqr),
and how tightly these two results are bounded (Ajocai/AsDR)-
As the SDR solution provides an upper bound and the local-
search provides a lower bound on the original HTE feasibility
problem, the number of times that the original problem has
feasible solutions lie between Agppr and Ajocar-

TABLE T
SUCCESSFUL CASES
l n [ Nele:4 [ Nele:6 [ Nele:8 [ Nele:10 l
. 84/30 T41/137 | 154/149 | 310/303
95% 97% 97% 98%
- 71/65 1127107 | 121/113 | 289/271
92% 96% 93% 94%
. 62/53 98/92 T17/102 | 258/230
85% 94% 87% 89%
T4/12 73760 217/186
8 2/0 86% 82% 86%
5/3 29/22 91/67
10 0/0 60% 1% 74%

Table I demonstrates two important trends. First, both Agpg
and Aj,.q increases as we increase the number of antenna
elements (Ng). It happens because a smart array antenna
with more antenna elements offers more flexibility in tuning
the radiation pattern; hence, it makes an attacker more capable
to perpetrate HTE attacks. In addition, mathematically, more
antenna elements means that w is more tunable and hence
larger degree of freedom in solving the problem. Second, both
Agspr and Aj,.q decrease as n increases. Intuitively, we can
understand that adding more hidden nodes represents adding
more constraints to the original problem; hence, reducing
the feasible space. We can also observe the feasibility of
HTE attack with a comparatively lower number of antenna
elements than the number of hidden nodes. In the simulation,
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Fig. 5. The geometric statistics of HTE feasibility problem.
we observe only two cases where HTE is not feasible, i.e.,
n = {8,10} and N, = 4. It signifies the weakness of dense
IoT deployment against the HTE attack.
C. Impact of Exposed and Hidden Node Density

In this part, we investigate how the feasibility of HTE is
impacted by the number of exposed or victim nodes (m) and
hidden nodes (n), more importantly, how the relative positions
and angles of all nodes impact the feasibility problem. In the
simulation, all nodes are fixed, and we vary the true location
of the attacker along a square grid in the simulated 2-D space
to identify the location where the attacker can find a feasible
solution and can launch HTE attacks. A group of simulations
are shown in Fig. 5. The parameters used in generating the
figure are Ny = 10, m = 1, and n = {4, 6,8,10}. In Fig. 5
and 6, the locations marked by green filled squares, blue filled
circles, red unfilled diamonds, and blue pluses represent the
location of the victim(s) (m), hidden nodes (n), SDR feasible
points, and HTE feasible points, respectively.

Hidden Node Density: In the figure, most of the locations
where SDR is feasible, are also marked by blue pluses; it
means that solutions to the HTE feasibility problem are tightly
bounded by solutions to the SDR and the randomization algo-
rithm. By comparing the figures in Fig. 5, we can observe that
as the number of hidden nodes in the attacker’s transmission
range increases, the number of locations where HTE is feasible
decreases. It indicates that the higher density of IoT nodes
is less susceptible to HTE attacks. Thereby it provides an
important understanding of secure IoT deployments.

Guard Against HTE Attacks: This analysis is insightful
to trace the physical location of HTE attackers. If we can
determine the presence of the HTE attacker (using a different
method), this analysis has the potential to help us narrow
down possible hiding locations of the HTE attacker, as HTE
can be launched from only certain places. Furthermore, this
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Fig. 6. Attack efficiency vs risk of detection.
analysis is also helpful for finding the weaknesses in critical
IoT infrastructure in the shared spectrum operation; therefore,
it can help design a robust IoT network.

Attack Efficiency vs Risk of Exposure: Intuitively, an attacker
must utilize its resources to maximize its attack objective, i.e.,
attacking more IoT nodes. However, it must also take into
account the risk of detection. From Fig. 5 and Fig. 6, we can
observe that, as we increase the number of victim nodes or
exposed nodes from m = 1 to m = 2, the feasible space to
launch the attack decreases. Thereby, it also increases the risk
of exposing the attacker’s location. Hence, considering this
observation, an attacker must trade-off between the reward of
attack and the cost of exposure.

V. CONCLUSION

In this paper, we discussed a vulnerability that the dense
IoT deployment will likely bring, i.e., interference from im-
personating hidden terminals of external IoT networks, and we
illustrated how an HTE attacker can exploit this vulnerability
by manipulating its antenna radiation pattern. This work is
among the first to foresee this vulnerability of IoT deployment,
study it, and, to the best of our knowledge, the first to propose
an attack feasibility study based on array antenna synthesis.
We utilized the SDR technique and a randomization algorithm
to efficiently solve the HTE feasibility problem. Simulation
results indicate that the proposed method provides a strong
approximation to the HTE feasibility problem. In addition, the
observation from the simulation results provides an attacker’s
conundrum to trade-off between the attack efficiency (i.e.,
attacking more victims) and the risk of exposure. Lastly, the
analysis and observation provide insightful guidance to narrow
down the probable locations of an HTE attacker.
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