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Abstract— As continuous health monitoring and treatment
outside of the traditional clinical environment has become
of interest to healthcare providers and governments, the
manufacturers of miniaturized wireless biomedical devices
have sought to facilitate this idea. Much research has been
devoted to smart-and-connected health technologies of various
form factors including injectables, implantables, ingestibles,
and wearables. Such devices are constrained in physical size,
power-consumption budget, storage capacity, and computing
power. Yet, they handle sensitive, private information and
require trust as they directly affect the health of the patient
by means of stimulation and/or drug delivery. In this work,
we discuss the role of security as a fundamental component of
these devices. We propose a generic layered model to support
lightweight and cost-effective implementation of data security
and protection mechanisms against possible attacks.

Index Terms—Security, biomedical applications, next-
generation biomedical devices, injectables, implantables (IMD),
ingestibles, wearables.

I. INTRODUCTION

W ireless miniaturized biomedical devices have gained
tremendous attention for remote health monitoring and

treatment in recent years [1]–[3]. The demand for smart-
and-connected health devices is expected to continue ris-
ing worldwide [4], as their contribution to the reduction of
healthcare costs becomes more prominent. They are suited for
outpatient use and can be deployed in a rural or low-resource
environment. Because of their convenience, low-cost, and easy
access, smart-and-connected health devices are thought to
support the transformation from traditional reactive (symptom-
based) medicine towards proactive healthcare [5], which will
create even more demand [6].

While fully functional wireless miniaturized biomedical
devices are regularly presented, they are still generally con-
sidered to be emerging devices. We distinguish four primary
categories: i) injectables, injected into human tissue; ii) im-
plantables, implanted inside the human body by means of
surgery; iii) ingestibles, swallowed by a human like regu-
lar pills; iv) wearables, worn outside of the human body.
Nowadays, various injectables, implantables, ingestibles, and
wearables are proposed for smart drug delivery [7], [8], stimu-
lation [9], [10], monitoring of vital signs (e.g., heart rate, blood
pressure, blood oxygen saturation, pH, etc.) [11], [12], and bio
electrical activity (e.g., bioimpedance, electrocardiogram, and
electromyography) [13], [14].

Fig. 1: A typical biomedical system (adopted from [18]).

Despite the significant achievements in device functional-
ity, wireless miniaturized biomedical devices are extremely
vulnerable to security threats [15]–[17]. While these devices
bring considerable conveniences, they also produce various
privacy and security risks [18]. Indeed, these devices collect
and transmit sensitive private information and affect the hu-
man body by employing stimulation and drug delivery [15]–
[17]. Yet, security of biomedical devices all too often is an
afterthought. Instead, the traditional focus has been on features
and functionality, rather than security. Accordingly, it may be
observed that a large number of novel and even mature designs
overlook proper protection mechanisms on the architectural
level [7]–[13], [19].

In a typical next-generation biomedical system, demon-
strated in Fig. 1, a biomedical device wirelessly (unilat-
erally/bilaterally) linked to an external controller (a smart-
phone/watch, a laptop, or a custom device) that may serve
as a gateway and send the user data to a cloud server
for processing, and then to a dashboard for informing the
authorized users [18]. In most of the current solutions, pro-
tection mechanisms are known to be usually implemented
by starting from the gateway [20]. Yet, the lack of security
on the core of a biomedical device makes the whole system
vulnerable. Therefore, security should be built into the design
of biomedical devices [21] with a holistic approach.

In this work, a theoretical model for the lightweight imple-
mentation of data security for the next-generation miniaturized
wireless biomedical devices is proposed. The consequent sec-
tions are organized as follows. Section II provides background
on security challenges in these devices. Afterwards, Section III
describes the developed model. Finally, Section IV concludes
the paper.

II. SECURITY CHALLENGES IN THE NEXT-GENERATION
MINIATURIZED WIRELESS BIOMEDICAL DEVICES

The injectable, implantable, ingestible, and wearable next-
generation wireless biomedical devices are known to have
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highly reduced area, weight, power, storage, and computing
capabilities [21]. These limitations also affect the security
features that may be available for them. For example, con-
straints in area put a limit on the complexity of cryptographic
algorithms that can be implemented. Constraints in power put
a limit on the complexity of cryptographic computations, as
well as communication bandwidth and range. The constraints
in storage and in processing ability imply that only simple
cryptographic algorithms can be supported [22]. As a result,
the design of security protocols and algorithms cannot be done
in isolation, but rather must take these resource limitations in
mind [23]. For example, while asymmetric cryptography may
be desirable [24], it may be too expensive for these devices.
Hence, dedicated lightweight security mechanisms should be
developed [22].

Simultaneously, these devices may be equipped with a
wide range of sensors/actuators and employ various com-
munication/power delivery schemes. All these interfaces may
be thought as channels where the attacker can maliciously
interact with the target [25]. For a typical wireless biomedical
device, we identify five such channels. Three input channels
include the control channel, the sensors’ channel, and the
power delivery channel. Two output channels entail the data
channel and the actuators’ channel. We will briefly elaborate
these channels in terms of the most possible attacks.

The Control channel includes the commands received from
an external controller. They may be passively eavesdropped
and replayed to cause malfunctioning or denial of service
(DoS) for the device, or used to analyze and disclose the
patient’s treatment. These signals may also be actively altered
to harm the user. By exploiting the breaches in this channel,
an attacker can elevate privileges to cause malfunctioning/DoS
or repudiate malicious intervention. Pairing with a counterfeit
controller may expose the device to any of the above threats.

The Sensors’ channel spans the read out of physiological
values from various sensors integrated in the device. This
channel may be exposed to fault injection attacks, sensor’s
spoofing, physical destruction of a sensor, disturbing the
interconnection of sensors, or altering sensor data, etc.

The Power Delivery channel reflects the way how the
energy is delivered to, and harvested by the device. This
channel may be exploited to perform side channel attacks, such
as monitoring power consumption while a device performs
secret key operations. Another possible attack scenario for
this channel, in case of the use of the wireless power link,
is exceeding the power limit to cause DoS.

The Data channel represents the sensitive and private user
information transmitted by the device. These data may be
eavesdropped and disclosed, or tampered with to false the
input for treatment, etc.

The Actuators’ channel represents different mechanisms that
can be triggered to stimulate the user. In case of being exposed
to physical attacks, they would harm the user because of
malfunctioning or DoS.

Assuming that the rest elements of the system, shown in
Fig. 1, are secured, an overall attacker’s model for wireless
biomedical devices may be depicted as in Fig. 2. Besides
input/output (I/O) and physical attacks, other possible threats

Fig. 2: Attacker’s model for wireless biomedical devices (colors from green
to red reflect the increase in the severity level of attacks).

include memory attacks and hardware attacks, which reveals
that these devices have many possible attack surfaces.

Being limited in available resources and having multiple
attack surfaces, biomedical devices should employ protective
mechanisms that do not put the patient safety at risk in
emergency [22]. It means that while these devices, as all other
devices, need the server-side authentication to ensure that all
commands are authorized, the first responder must access the
device even when the normal authentication method is no
longer available in an emergency case scenario. Therefore, it
is preferable to exclude the patient from the authentication
schemes like the 2-factor protocol proposed in [26]. Such
straightforward approaches as disregarding authentication and
authorization in emergency seem to introduce many plausible
threats. Therefore, because of this hardship, authentication in
medical devices is still an open problem [22].

There are many other challenges for these devices. For
instance, healthcare personnel must be able to detect and
communicate with the secured device in various environments
(different medical institutions, countries, etc.). Moreover, these
devices should comply with different legal and administrative
measures, e.g., the laws on cross-border data transfer [21]. All
these issues complicate the problem of embedding security
mechanisms into tiny wireless biomedical devices.

Taking into account the above limitations, it might be
appropriate to talk about the trade-offs between security and
other performance parameters of the system. While it is
not a trivial task to keep balance between security towards
power, area, and computation optimisations [27], biomedical
devices should contain, at least, some basic guards against the
most possible attacks. Moreover, if designers adhere to well-
understood principles and practices, building secure devices
is repeatable [24]. That is why it is so important for devel-
opers to be armed with a generic model which would help
implementing lightweight data security mechanisms in their
designs.
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III. THE PROPOSED MODEL FOR THE LIGHTWEIGHT
IMPLEMENTATION OF DATA SECURITY

While a small number of lightweight schemes to imple-
ment security for biomedical devices, as in [28], have been
proposed, most of the lately released miniaturized wireless
biomedical devices, among which injectables [29], implanta-
bles [9], ingestibles [12], [30], and wearables [31], are found
to be lack of protective mechanisms. Only a few of relatively
more resource-rich wearables, like [14], have some security
mechanisms on board.

In order to guard a device, it is important to identify its
main assets, or the resources that must be kept secured. They
may include user’s personal data, therapies, etc. [32]. From the
perspective of different stakeholders, various resources may
be considered as the most valuable assets for a particular
device. For miniaturized wireless biomedical devices, the
manufacturer, the user, and the hospital appear to be the primal
stakeholders. Focusing on different assets means that different
security measures must be employed. Security is never free
and may cause extra overhead (exceeding a tight power budget,
increasing time delays or memory usage, etc.) [22]. However,
ad-hoc security is insufficient for these devices.

Obviously, there are no generic countermeasures that would
protect a device from all the classes of attacks [27]. In each
particular case, threat modeling should be performed [33].
At the same time, the existence of a generic model for
the lightweight implementation of data security would stand
developers in good stead to start protecting their emerging
designs of miniaturized wireless biomedical devices.

We propose to structure the lightweight implementation of
data security in a three-layer model, shown in the Fig. 3, where
the layers are formed as follows:

I) Layer 1 is the most basic layer which includes data
integrity and mutual authentication. Two-way authenti-
cation implies that both the biomedical device and the
controller (see Fig. 1) verify each other. So, only the
commands/data received from authenticated parties are
processed. Integrity is the property of data items that
have not been altered in an unauthorized manner since
they were created, transmitted, or stored [34].

II) Layer 2 includes the properties of layer 1 and the privacy
of data. Privacy means the use of individually identifiable
health information and the freedom from illegal gather-
ing [34], [35].

III) Layer 3 includes the properties of both previous lay-
ers and the confidentiality of data. Confidentiality is a
property that data are not made available or disclosed to
unauthorized persons or processes [34].

The hardware requirements for the aforementioned layers
are discussed below. Secure wireless biomedical devices con-
tain a hardware-based root of trust [24] that ensures authen-
ticity and enables secure identification. The on-chip root of
trust may be available in the form of (i) a unique ID/secret
key stored in a one-time programmable memory (OTP) like
e-fuses/antifuses [23], and (ii) physically unclonable functions
(PUFs) [36]. These hardware primitives result in static (ran-
dom, but stable and repeatable corressponding to input chal-

Fig. 3: Three-layer model for the lightweight implementation of data
security.

lenges) entropy. In terms of dynamic on-the-fly entropy gener-
ation, true random number generators (TRNGs) [37] are used
to produce session keys, nonces, initialization vectors, and
seeds for pseudo-random number generators (PRNGs) [23].
Some examples of available lightweight two-way authentica-
tion schemes for the electronic health systems may be found
in [38].

The data monitored and exchanged by miniaturized wireless
biomedical devices needs to be protected in terms of integrity.
In order to ensure physical integrity, various types of circuit
level sensors (e.g., light, temperature, power, or clock sensors,
etc.) may be added to the design [27]. If a chip ID/secret key
is stored in an OTP, layout obfuscation techniques, as in [39],
may be applied to circumvent physical attacks, such as optical
readout and layout scanning [23].

The privacy layer has to ensure that medical devices take ad-
equate precaution to protect the privacy and anonymity of their
users as it is required by such regulatory acts as the HIPAA
Privacy Rule [35]. This reflects indirectly onto the complexity
of security protocols. For example, all protocol exchanges
must be unique through the use of randomness. Public identi-
fiers must be obfuscated or hidden through encryption and/or
randomization. This complicates the use of public identifiers
such as those used in preshared-key designs [26]. Instead,
to guarantee untraceability, identities must be systematically
rotated [40]. Another aspect of privacy is that the medical-
device data may not be revealed to an untrusted server even
when it is desirable to have server-side computations on that
data; the recent discussion on COVID-19 contact tracing is
a good example of this tension between privacy and public
health [41]. This indicates the potential of novel privacy-
friendly solutions based on homomorphic computing or multi-
party computation.

The confidentiality of the plaintexts is typically imple-
mented with authenticated encryption with associated data
(AEAD) primitives that also ensure the integrity of the ci-
phertexts [42], and with light-weight cryptographic protocol
frameworks such as STROBE [43] and BLINKER [44].

IV. CONCLUSION

In this paper, we have proposed a generic model for the
lightweight implementation of data security for the next-
generation miniaturized wireless biomedical devices. This
model contains three layers. The first layer involves the data
integrity and mutual authentication. The next layer, built on
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top of the above one, includes the data privacy. The last layer,
while contains the properties of both previous layers, also
introduces the data confidentiality. To mitigate and prevent at-
tacks, the next-generation wireless biomedical devices should
be equipped with protection mechanisms providing, at least,
basic security properties. Yet each particular device requires
performing a separate threat modelling, the existing general-
purpose threat models seem to be hardly applied for these
devices. Our dedicated model aims to bridge this gap and
appears to be a good basic step towards embedding security
in these emerging designs.
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