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ABSTRACT

Log analysis is a technique of deriving knowledge from log files
containing records of events in a computer system. A common
application of log analysis is to derive critical information about a
system’s security issues and intrusions, which subsequently leads
to being able to identify and potentially stop intruders attacking
the system. However, many systems produce a high volume of log
data with high frequency, posing serious challenges in analysis.
This paper contributes with a systematic literature review and dis-
cusses current trends, advancements, and future directions in log
security analysis within the past decade. We summarized current
research strategies with respect to technology approaches from
34 current publications. We identified limitations that poses chal-
lenges to future research and opened discussion on issues towards
logging mechanism in the software systems. Findings of this study
are relevant for software systems as well as software parts of the
Internet of Things (IoT) systems.

CCS CONCEPTS

+ Software and its engineering — Software maintenance tools;
Software infrastructure; « Information systems — Web log

analysis; Query log analysis; Data mining; « Networks — Net-

work experimentation; Cloud computing.

KEYWORDS

Log Analysis, Log Mining, Anomaly Detection, Intrusion Detection,
Machine Learning

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

RACS 20, October 13-16, 2020, Gwangju, Republic of Korea

© 2020 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 978-1-4503-8025-6/20/10...$15.00
https://doi.org/10.1145/3400286.3418261

kfrajtak@gmail.com

175

ptisnovs@redhat.com

ACM Reference Format:

Jan Svacina, Jackson Raffety, Connor Woodahl, Brooklynn Stone, Tomas
Cerny, Miroslav Bures, Dongwan Shin, Karel Frajtak, and Pavel Tisnovsky.
2020. On Vulnerability and Security Log analysis: A Systematic Literature
Review on Recent Trends. In International Conference on Research in Adaptive
and Convergent Systems (RACS °20), October 13-16, 2020, Gwangju, Republic
of Korea. ACM, New York, NY, USA, 6 pages. https://doi.org/10.1145/3400286.
3418261

1 INTRODUCTION

Software systems produce large amounts of log data as the program
executes. These logs are usually produced in order to help the de-
velopers and system administrators detect defects, runtime errors,
and unexpected output. These logs can also be used for intrusion
detection. Through the tracking of key events in log data, anoma-
lous behavior and signatures can be identified as attack or intrusion
of the system and mitigated. Unfortunately, most software systems
produce an inordinate amount of log data, making it an infeasible
task to analyze the logs manually. Moreover, it is often the case that
threats cannot be detected from individual log entries, but from a
pattern of log entries spread throughout the file [33]. To this end,
the automation of analyzing the log data becomes necessary.

In the cybersecurity of software systems, most effort is put in
the protection against external threats [43]. Internal threats and
intrusion detection are often overlooked fields due to the difficulty
of the task [43]. If left overlooked, a large monetary loss can be
accumulated due to the lack of action in attacking these threats [15].
The longer these threats are allowed to fester within the system,
the more damage is caused. Log analysis is one of the most popu-
lar methods of detecting these threats. Traditionally, one or more
experts would manually analyze the logs for anomalies, but as sys-
tems grow exponentially, so does the number of experts required to
efficiently and accurately do their job [18] and automation becomes
a necessity.

The goal of this study is to identify relevant existing works and
determine what the current fields of research are and their progress.
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We performed a systematic approach [38] to collect, filter, and ana-
lyze the available research publications. In our research, we sum-
marized numerous different strategies and methods in analyzing
logs for security purposes. Anomaly detection, machine learning,
and clustering were all dominant topics in the papers we identified
and assessed, with a noticed trend in the increase in popularity of
machine learning. Along with these methods, we also identified
current limitations and problems in the subject, which have been
addressed but require more research. Such fields include real-time
analysis [4], multi-source analysis [37], speed and accuracy of the
algorithms [47], and universal log formatting [44]. In this paper,
we report in detail on these findings. Discussed trends and issues
are relevant for a wide variety of software systems or components
using logging mechanisms. These systems include enterprise and
control software systems as well as software components of the
Internet of Things (IoT) systems, in which various security vul-
nerabilities are reported as a significant issue in the recent period
[2,7].

The rest of the paper is organized as follows: Section 2 contains
the motivation for this paper, as well as related work discovered.
In Section 3, we discuss the method we used in our research and
our established research questions. Section 4 discusses the results
and findings to our research, as well as answers to our research
questions. Threats to the validity of our research are addressed in
Section 5. Finally, we conclude and summarize the results of our
work in Section 6.

2 MOTIVATION AND RELATED WORK

Several factors incentivized the decision to carry out this research.
First off, while many studies exist regarding the topic of log analysis,
few if any focus on both the process of analysis and security aspects.
Second, three similar studies dating up to as late as 2016 were found
[1, 14, 20], so a more up to date study is needed. Third, a mapping
study over the work and research about the topic of log analysis
and security will benefit peer researchers trying to address research
questions concerning this topic.

The most recent study by ElTayeby et al. [14] was similar in
structure and methodology, but used logs for a different purpose.
While their work was used to analyze logs, their research was to
extract user interaction and insights from log analysis rather than
anomalies and security aspects of a system. Therefore, the papers
reviewed in their survey on the topic of log analysis would be a
complement to our research, yet deviates from ours due to the
difference in focus.

The research performed by Hussain et al. is in the form of a map-
ping study as well. It provides insights into how to pre-process web
logs, effectively removing the majority of unneeded information.
Since this mapping study was created in 2010, it only covers web us-
age mining techniques between the years 2000 and 2010. Therefore,
our study provides more relevant research, which includes cloud-
based systems, machine learning, and high-end security techniques,
which were not as prevalent in the early 2000’s.

Finally, the research performed by Agosti et al. [20] is similar in
concept to our study, as it is a mapping study over the research per-
formed over log analysis from the previous decade. Their research
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covers Web search engines, log analysis, and Digital Library Sys-
tems log analysis. However, this mapping study provides a similar
issue to the previous study in that it presents outdated research.
It also lacks a focus on security, which is the main focus of our
mapping study.

3 METHOD

In this study, we followed a process for gathering data, analyz-
ing the data, and delivering results based on our findings, similar
to a methodology presented by Kitchenham et al. [26]. As a soft-
ware engineering-focused research team, we took advantage of the
systematic approach known as a mapping study [38].

In the first stage of a mapping study, we defined the research
questions and over the time, refined them in order to represent a
holistic approach to our topic: Security and Log Analysis. Once
a rough draft of research questions was developed, we defined
search terms that would be used in our search query across various
databases. Once existing related works were identified, we filtered
out papers that did not fit the scope of our study. After refining our
research questions, search query, and related works, we assessed
the remaining papers and found information that assisted us in
answering our research questions.

After a discussion of possible research directions, we formed the
following research questions:

e RQ1: What topics/subjects have been addressed in the log
analysis research, and what is their distribution? (log mining,
log security)?

e RQ2: What are the existing strategies, tools, and techniques
for log analysis and security?

e RQ3: What kinds of benchmarks (industrial or otherwise)
are used to evaluate log taxonomy/analysis techniques?

e RQ4: What are the possible directions for future research?

e RQ5: How much information can be extracted from logs?

We provide a summary of our results to these questions in the
discussion portion of our results.

Based on practices used in [38], our research direction of log
analysis and log type classification indicated that we would be using
indexing servers ACM, IEEE, Science Direct, and SpringerLink. The
resulting search string for ACM, IEEE, Science Direct, and Springer
Link can be found under listing 1.

For our discussion regarding log analysis and security, a search
string would need to combine the two to produce the desired pa-
per topics. The search string then becomes a set of two phrases
combined with an AND. The first part of the search string will pull
papers related to log analysis and log mining. Combined with the
second portion, which specifies topics related to threats, attacks,
compromise, anomalies, and other security-related terms, the search
results are narrowed down to log analysis and security/intrusion
detection.

The results of our search query can be found in Table 1 [1]. The
first step in narrowing down the results was to eliminate papers
with unrelated or far off topics based on the title of the paper.
We selected 34 relevant papers from 1374 publications for further
analysis. Next, we read through the abstract of each paper, ruling
out papers that went into topics, which were unrelated to log mining
and security.
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Listing 1: The Search Query for Research Indexing Sites

(log mining OR log analysis) AND (insider threats OR insider attack OR compromise
OR access control OR access policy OR SIEM OR intrusion* OR anomal* OR privacx* )

Table 1: Search Query Results for Various Index Sites

Indexer Found results Used results
ACM DL 199 8
IEEE Xplore 130 11
SpringerLink 224 10
ScienceDirect 821! 5
Total 1374 34

Finally, once we narrowed down the related works to 34 papers,
we studied the various topics covered by other researchers, analyzed
their findings, and have presented our final analysis in the following
portions of this paper (Although 37 related papers were found and
used, we have chosen to cite 34 due to brevity and papers with
related topics).

4 RESULTS

In this section, we present findings of this study split to existing
strategies and discussion of current problems and possible future
research directions.

4.1 Existing Strategies

The traditional method of detecting security issues through log files
has required that an expert manually examine the log files them-
selves. However, this is often infeasible due to the large amounts
of log data produced in modern applications. For this reason, nu-
merous strategies to automate the process of analyzing logs for
security threats and intrusion detection have been made.

Strategies for intrusion detection can generally be placed in one
of two categories: signature-based detection and anomaly-based
detection. Signature-based detection relies on a set of rules as input
to determine which patterns of logs should be flagged. These rules
are generally derived from past or known attack patterns. While this
strategy works for attacks that match the set of rules and is simple,
they fail to identify and flag novel types of attack. Anomaly-based
detection instead determines which sort of behavior is abnormal
by comparing it to other logs in the same stream. This strategy
allows for all anomalous events to be captured, even those which
signature-based detection would detect. However, this strategy
tends to have numerous amounts of false-positive flags, as not all
anomalous behavior are examples of intrusion. One paper claimed
that anomaly-based detection works poorly on it’s own, and works
best when paired with signature-based detection [23], and another
created a hybrid method using both signature and anomaly-based
detection [35]. However, of the works we reviewed, a majority were
focused solely on anomaly detection [5, 6, 15, 18, 19, 23, 27, 36, 40—
42, 46].

ISince ScienceDirect limits the number of boolean connectors we combined the results
using BibDesk tool [34])
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In most of the analyzed studies, machine learning was a topic
that held some importance in the paper [3, 6, 18, 23, 29, 32, 39-41].
The previously mentioned strategy, anomaly-based detection, use
machine learning as the core of the algorithm. While anomaly-based
detection is typically supervised learning, the degree to which it
is supervised differs depending on the implementation. The use of
machine learning also differs. While used in anomaly-detection, it
is also used to determine the semantic meaning of log messages in
order to classify and analyze them. One work [3] discussed using
Natural Language Processing for this purpose.

Clustering is a specific branch of machine learning with a unique
focus in log-analysis. Over time, it becomes difficult to detect attacks
by analyzing individual log statements. Thus, clustering is often
used to group log statements together and then compare clusters
with each other to determine anomalies. A decent number of papers
discussed clustering in use with log analysis [13, 18, 22, 31, 36, 41].
A very recent survey [30] goes in-depth into the applications of log
clustering for security purposes.

4.2 Answers to RQ’s and Discussion

From our research with related work, we can answer RQ1 (What
topics/subjects have been addressed in the log analysis research,
and what is their distribution?) with numerous aforementioned
directions. Topics such as log mining and anomaly detection were
present in the majority of the papers. Machine learning, log security,
intrusion detection, and clustering were also present in many papers
found in our related work.

The answer to RQ2 (What are the existing strategies, tools, and
techniques for log taxonomy?) is a very long list of different tech-
niques and tools found in our related work. The most common tech-
nique was machine learning found within four papers [3, 6, 39, 40].
We found three papers performing a comparative study over avail-
able log analyzers and numerous techniques [18, 22, 24]. The topic
of clustering algorithms being used as method for log can be found
within [13, 18, 22, 30, 36, 41]. Three papers created their own tool
or process: Dilaf [5], Beehive[44], and UiLog [48]. Several other
processes were used such as: process mining[36], text analysis[21],
word frequency [27] and [47], data mining [16], event correlation[4],
statistical analysis [17], and the use of tree structures[25]. Lastly,
one paper tried to explore the idea of leveraging bioinformatics
tools by using a method for re-coding log data into the alphabet
used for representing amino acid sequences, which enables the
application of high-performance bioinformatics tools for outlier
detection in the domain of log data processing [43].

In regard to RQ3 (What kinds of benchmarks (industrial or oth-
erwise) are used to evaluate log analysis techniques?), number of
publications used logs from web based systems [32], [40], [16], [21],
[23], [20], two systems used cloud based systems [48], [24] and
finally two publications used IoT (Internet of Things) systems [15],
[39]. Other publications did not specified further the source of their
benchmarks.
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Table 2: Papers
ID Ref Paper Title Year
1 [17] Abnormality analysis of streamed log data 2014
2 [19] AD2: Anomaly detection on active directory log data for insider threat monitoring 2015
3 [33] Investigating event log analysis with minimum apriori information 2013
4 [27] Multidimensional Log Analysis 2016
5 [35] Operational-Log Analysis for Big Data Systems: Challenges and Solutions 2016
6 [42] An Approach of Anomaly Diagnosis with Logs for Distributed Services in Communication Network 2017
Information System

7 [48] UiLog: Improving Log-Based Fault Diagnosis by Log Analysis 2016
8 [24] Cloud Log Forensics 2016
9 [22] Towards structured log analysis 2012
10 [5] Incremental Analysis of Large-Scale System Logs for Anomaly Detection 2019
11 [28] Scalable intrusion detection systems log analysis using cloud computing infrastructure 2013
12 [18] Experience Report: System Log Analysis for Anomaly Detection 2016
13 [44] Beehive: large-scale log analysis for detecting suspicious activity in enterprise networks 2013
14 [43] Discovering Insider Threats from Log Data with High-Performance Bioinformatics Tools 2016
15 [12] Semantic Mediation for A Posteriori Log Analysis 2019
16 [13] Taming the logs - Vocabularies for semantic security analysis 2018
17 [36] Discovering process models for the analysis of application failures under uncertainty of event logs 2020
18 [3] Detect and correlate information system events through verbose logging messages analysis 2018
19 [30] System log clustering approaches for cyber security applications: A survey 2020
20 [41] Graph clustering and anomaly detection of access control log for forensic purposes 2017
21 [4] Insider Threat Detection Using Log Analysis and Event Correlation 2015
22 [6] Execution anomaly detection in large-scale systems through console log analysis 2018
23 [21] Normalizing Security Events with a Hierarchical Knowledge Base 2015
24 [23] Online anomaly detection using dimensionality reduction techniques for HTTP log analysis 2015
25 [25] Fast attack detection system using log analysis and attack tree generation 2018
26 [37] Hercule: attack story reconstruction via community discovery on correlated log graph 2016
27 [15] A log mining approach for process monitoring in SCADA 2012
28 [16] Visualization of System Log Files for Post-incident Analysis and Response 2014
29 [32] Improving the system log analysis with language model and semi-supervised classifier 2019
30 [39] Mining system logs to learn error predictors: a case study of a telemetry system 2014
31 [40] Anomaly Detection from Network Logs Using Diffusion Maps 2011
32 [47] Improving Log-Based Fault Diagnosis by Log Classification 2014
33 [29] Practical Machine Learning for Cloud Intrusion Detection: Challenges and the Way Forward 2017
34 [45] Digging Evidence for Violation of Cloud Security Compliance with Knowledge Learned from Logs 2018

RQ4 (What are the possible directions for future research?) has
multiple suggestions for future research. Most suggestions for fu-
ture research centered around converting their tools or methods
from post occurrence to real-time analysis [5, 6, 13, 30]. Other sug-
gestions for future research were to improve the tools and methods
introduced by the research paper [5, 28, 43, 44] to make the results
of log analysis more efficient or accurate. Lastly, one suggestion
for future research was to look for alternate sources for anomaly
detection other than logs.

To answer RQ5(How much information can be extracted from
logs?), we did an analysis to conclude that most, if not all, necessary
information about a system for security and anomalies are avail-
able within logs if extracted properly [35]. This information can
lead to system deviation [15], mitigation strategies [15], malicious
behavior[36], system performance, and system health [24].
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4.3 Current Problems and Future Research

A problem addressed by numerous papers is that most log analyses
are performed post-mortem. While these analyses can alert system
administrators of attacks, they cannot quickly address the attack
while in action. As a result, more emphasis has been put on real-
time approaches to intrusion detection. Multiple existing works
[4, 25, 30, 47] look into real-time log analysis. One work [4] found
that a real-time analysis was actually able to improve performance,
as well as security, due to being able to stop threats in real-time.
Another issue addressed by a few studies is that as the scale of
systems increase, the number of log files increases as well. With sep-
arated statements, attacks can become impossible to detect by ana-
lyzing only a single source. Multi-source log analysis then becomes
necessary to correctly identify anomalies and threats. Research by
Pei et al. proposed a fast and accurate intrusion detection system
using multi-source log analysis, called HERCULE [37]. Their study
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showed low false-flag rates and high accuracy. Their suggested
future research idea was to experiment with log files distributed
across multiple hosts.

Because machine learning is used so frequently, tackling the
limitations of machine learning are also areas of future research.
These algorithms tend to be very resource-intensive and slow. These
limitations also pose problems with the above strategies. Real-time
analysis is hindered by the slow speed of machine learning, and
multi-source log analysis is bogged down even more. Another area
to look into is to reduce the number of false flags from the results
by being able to accurately identify log statements that are rare,
but not anomalous [6].

Another discussed topic is the inconsistent formatting of logs
across different files and systems[35, 44]. These different formats
can make clustering, analysis, and anomaly detection much more
difficult. One paper’s solution to this problem and recommendation
for future work from their research was to standardize log format
[22].

5 THREATS TO VALIDITY

The main threat to validity for this mapping study is the omission of
relevant research. To mitigate this threat, the aforementioned search
strings used for finding research papers were made to be as broad as
possible, and the resulting paper counts for each database confirm
that. While our broad search string allowed for a vast amount of
resulting papers, we only allowed for papers from 2010 or later,
which could potentially omit valid yet older research. Lastly, we
manually reviewed the resulting papers, reading the title, abstract,
and keywords to filter from the hundreds of results, which might
have lead to research wrongly left out. In the next step, we had
multiple reviewers for each potentially applicable paper so as not to
have a single researcher invalidate the research. If either reviewer
believed it was applicable, we left it for the deeper analysis so as
not to leave out potentially applicable research.

6 CONCLUSION

Security intrusions in a computer system lead to severe conse-
quences and monetary losses if left undetected. Manual analysis of
a log file for intrusion detection is ineffective and has limited re-
sources. However, an automatic approach has challenges in terms of
data volume and velocity. In the past decade, researchers conducted
numerous studies in tackling the issue using various techniques.
In this paper, we selected 34 relevant papers on security aspects of
log analysis form 1374 publications between 2010 and 2020.

We analyzed papers based on the research questions and identi-
fied their relevant characteristics, and common techniques, such as
machine learning, data mining, and text analysis. Next, we identi-
fied areas that pose significant challenges in the current research,
for instance, real-time analysis, universal log formatting, and multi-
source analysis. Our study contains publications relevant to web
systems, cloud computing, and IoT (Internet of Things).

In future research, we are going to focus on categorizing types
of log and their distribution. Next, we want to focus on detecting
similar log items across multiple log files. Our long term goal is
to create a complex approach that encompass security analysis
together with failure prediction [11] and constraint checking [10].
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Furthermore, we also aim to connect security log analysis together
with source code [8, 9].
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