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Abstract. Recently, there has been a lot of interest in studying the
transfer of assets across different blockchains in the form of cross-chain
atomic swaps. Unfortunately, the current candidates of atomic swaps
(hash-lock time contracts) offer no privacy; the identities as well as the
exact trade that happened between any two parties is publicly visible.
In this work, we explore the different notions of privacy that we can hope
for in an atomic swap protocol. Concretely, we define an atomic swap as
a two-party protocol and formalize the different notions of privacy in
the form of anonymity, confidentiality and indistinguishability of swap
transactions.

As a building block, we abstract out the primitive of Atomic Release
of Secrets (ARS) which captures atomic exchange of a secret for a pre-
decided transaction. We then show how ARS can be used to build privacy-
preserving cross-chain swaps.

We also show that the recently introduced notion of adapter signa-
tures [Poel8, Warl7] is a concrete instantiation of ARS under the frame-
work of Schnorr signatures [Sch91] and thus, construct a private cross-
chain swap using Schnorr signatures.

1 Introduction

A key attraction of distributed ledgers is that they can replace a trusted party
or an escrow service, for parties wishing to transact. Assets can be held and
transferred according to programmable logic that the network evaluates a.k.a
through a smart contract. A natural scenario to consider is the transfer of assets
across different blockchains. Such a transfer is often referred to as an cross-chain
atomic swap. Unfortunately, such a protocol offers no privacy; the identities as
well as the exact trade that happened between any two parties is publicly visible.
In this work, we explore the different notions of privacy that we can hope for
in an atomic swap protocol. We might want to hide the identities of the parties
involved in the swap so that we have an anonymous swap, we may want to
hide the amounts transferred as part of the swap so that we have confidential
transactions in a swap. We may also want to hide the fact that an atomic swap
ever happened. These different notions of privacy may not be comparable and
maybe specific to individual chains that are part of the swap, and in fact the
different notions may have some trade-offs as we soon elaborate.

Suppose that Alice and Bob want to engage in an atomic cross-chain swap
as follows: Alice is willing to trade her 5 ether for Bob’s 2 BTC. Typically,
they can proceed to do such an atomic swap through a hash-lock time contract



(HTLC) [PD16]. An HTLC is a contract with a hash value y associated with it,
and on input a value s such that H(s) = y, the contract is executed and the
specified amount gets transferred as per the contract. HTLC also has a time-out
T associated such that if a valid s is not produced until time 7" then the amount
is refunded to the party that initiates the contract.

The atomic swap protocol comprises of the following steps: First, Alice chooses
a secret s and publishes on the Bitcoin blockchain an HTLC with y = H(s)
paying Bob 2 BTC, and with time-out Tp. After confirming that this contract
satisfies pre-decided conditions, Bob publishes on the Ethereum blockchain an
HTLC with the same y paying Alice 5 ether with timelock T4 = T — A. Bob
chooses A such that it leaves enough time for Bob to claim 2 BTC after Alice
has claimed her ether amount. If the contract looks correct, Alice claims 5 ether
and in the process reveals s. Bob can then claim the 2 BTC using the same s.

Unfortunately, such a protocol offers no privacy; the identities as well as
the exact trade that happened between any two parties is publicly visible. In
this work, we explore the different notions of privacy that we can hope for in
an atomic swap protocol. We might want to hide the identities of the parties
involved in the swap so that we have an anonymous swap, we may want to
hide the amounts transferred as part of the swap so that we have confidential
transactions in a swap. We may also want to hide the fact that an atomic swap
ever happened. These different notions of privacy may not be comparable and
maybe specific to individual chains that are part of the swap, and in fact the
different notions may have some trade-offs as we soon elaborate.

1.1 Owur Contributions

In this work, we initiate the study of privacy in cross-chain swaps. Concretely,
our contributions are as follows:

— Formalizing Privacy in Cross-Chain Atomic Swaps. We define an atomic
swap as a two-party protocol and formalize the different notions of privacy
in the form of anonymity, confidentiality and indistinguishability of swap
transactions.

— Private Swaps from Atomic Release of Secrets. We abstract out the primitive
of Atomic Release of Secrets (ARS) which captures atomic exchange of a
secret for a pre-decided transaction. We then show how ARS can be used to
build privacy-preserving cross-chain swaps.

— Instantiating Atomic Release of Secrets. We show that the recently intro-
duced notion of adapter signatures [Poel8, Warl7| is a concrete instantia-
tion of ARS under the framework of Schnorr signatures [Sch91]. This in turn
enables a private cross-chain swap using Schnorr signatures.

1.2 Related Work

Poon and Dryja [PD16] gave the first atomic swap protocol in the form of an
HTLC contracts, several works [Nol13, BCD*14] have extended that protocol.



Herlihy [Her18] formalized the notion of cross-chain atomic swaps for the first
time, and generalized the definition to a swap across multiple parties. Cross-
chain swap for some specific cases has been studied, for example Bitcoin and
Ethereum [Prel8].

There has been a lot of work around ensuring fairness in atomic swaps [DEF,
HLY19]. These works focus on appropriate punishments to the misbehaving
party, whereas the guarantees that we want in a two-party swap are that ei-
ther both assets are transferred or none of them are.

There has been extensive work on how different chains can communicate
with each other [Kwol5, HHK18, Thol5]. Though privacy has been extensively
studied in context of individual blockchains [SCGT14, NM*16, GM17, Max15],
there has been no formal study of privacy in the context of cross-chain swaps.

1.3 A Simple Privacy-Preserving Atomic Cross-Chain Swap

As a starting point, we describe a protocol for an atomic cross-chain swap with
the following privacy guarantee: It is impossible to link transactions across two
chains that are part of an atomic swap. Moreover, the transactions on both the
chains are indistinguishable from regular transactions on that chain.

Note that in the HTLC-based contract described above, the same hash value
y is associated with both the contracts and hence, the transactions on both the
chains are easily identifiable as being part of one atomic swap. We use a similar
framework as above for our protocol, but instead of using the same value y, we
use two different values y4,yp such that z = y4 — yp is computable only by
Alice, Bob, and for any other observer the values y4,yp are unlinkable.

We assume public-key infrastructure (PKI); When Alice and Bob decide (off-
chain) to execute an atomic swap, they can find each other’s public key pk 4, pk.
Alice and Bob can use the PKI to then execute a key-exchange protocol such as
Diffie-Hellman key-exchange [DH76], to agree on a shared key.

We also assume that Alice and Bob agree on a (possibly pseudorandom)
value z € Z,, which could be a time-stamp of their off-chain communication or
some function of key-exchange value of their public-keys (For instance, z can
be a function of g*® which is the value of Diffie-Hellman key-exchange between
Alice and Bob). Note that this z is computable or known to only Alice and Bob.

The protocol is as follows:

1. Alice chooses a secret s4 and publishes on the Bitcoin blockchain an HTLC
with Y4 = ¢°4 paying Bob 2 BTC, and with time-out Tz. Note that the
hash function we are using here is modular exponentiation H(s4) = g*4.

2. After confirming that this contract satisfies predecided conditions, Bob pub-
lishes on the Ethereum blockchain an HTLC with yg = ya - g = g%4 ™=
paying Alice 5 ether with timelock Ty = T — A.

3. If the contract looks correct, Alice computes sg = s4 + z. She then claims
5 ether from Bob’s contract, and in the process reveals sp.

4. Bob can then claim the 2 BTC from Alice’s contract using s4 = sp — 2.



Since z is computable or known only to Alice and Bob, the values s4, sp are
unlinkable to any other observer, thus the transactions on either of the chains
are indistinguishable from regular transactions.

2 Formalizing Privacy in Atomic Swaps

We will now formally define a private atomic swap protocol over two indepen-
dent ledgers each with certain privacy properties. The underlying ledger will
be captured through an abstract primitive of a Transaction over a distributed
ledger.

Let coin be the native currency of the underlying ledger L. Let tx(A, B, z, L)
denote a transaction that transfers x coins from A to B. A transaction tx should
satisfy the following properties:

— Correctness: A tx is a proof of transfer of assets on the ledger, namely un-
conditional transfer of x coins from A to B on L.

— Transaction Non-malleability. This property requires that no bounded ad-
versary can alter any of the data or any of the transactions published so
far.

— Balance. This property requires that no bounded adversary can own more
money than what he minted or received via payments from others.

A transaction may additionally satisfy following properties:

— Confidentiality: A transaction tx hides the amount of assets being transferred
that is, two transactions between A and B for two different amounts look
indistinguishable, denoted by =. More formally, for any two amounts xg, z1,

tx(A4, B, zo, L) = tx(A, B,x1, L)

— Anonymity: A transaction tx hides the identities of the parties involved in
it. More formally, for any two pairs of identities (Ao, Bo), (A1, B1),

tX(AOa BO?':Ca L) ~ tX(Ala Blv'ra L)

2.1 Private Atomic Swap Protocol

We will now formalize a private atomic swap protocol PAS over two ledgers L1, Lo
with native currencies coiny, coing respectively. Assume that the swap takes place
between parties Alice(A) and Bob(B), where Alice is willing to trade z; coing
with zo coing of Bob. Such a protocol will be denoted by PAS(A, B, z1, 22, L1, L2).
In more detail,

PAS(A, B, 21,22, Ll, Lg) = <tX1(A, B, Zl,Ll),tXQ(B, A, 292, L2)>

where PAS can be characterized as a pair of transactions over L; and L9 such
that A transfers z; coiny to Bob ( tx1(A4, B, z1, L1) ) and B transfers z coing to
Alice ( txo(B, A, 22, La) ).

Informally the different properties that we want from an atomic swap protocol
are as follows:



— Correctness. If both Alice and Bob follow the steps of the protocol cor-
rectly, then swap takes place with Alice receiving z; coin; and Bob receiving
Z9 Coing.

— Soundness. If either of the parties deviate from the protocol, the honest party
does not end up worse off. More concretely, either both tx;(A, B, z1, L1),
txo(B, A, z2, La) take place or neither.

— Privacy (Indistinguishability of Swap Transactions). The transactions that
are part of the PAS protocol that is, txy, txe should be indistinguishable to
regular transactions on both the ledgers of Ly, Lo.

We can decouple the privacy of the entire PAS protocol, and require indistin-
guishability of swap transactions to hold for either of the ledgers individually.

— Confidential Swap. Protocol PAS hides the amounts exchanged in the swap
transaction.

— Anonymous Swap. Protocol PAS hides the identities of the parties involved
in the swap transaction.

Note that the indistinguishability property for any ledger will also depend
on the confidentiality and anonymity properties of that ledger. For example, all
the amounts in a Bitcoin transaction are in clear, and Bitcoin does not offer any
confidentiality. Hence, if an atomic swap protocol involves the Bitcoin chain and
it satisfies indistinguishability of transactions with respect to Bitcoin, then the
swap protocol cannot satisfy confidentiality of transactions.

Lemma 1. Let PAS be a private atomic swap protocol over two ledgers Ly, Lo.
PAS satisfies both indistinguishability of transactions and confidentiality if and
only if the transactions in that ledger satisfy confidentiality.

Lemma 2. Let PAS be a private atomic swap protocol over two ledgers Ly, Lo.
PAS satisfies both indistinguishability of transactions and anonymity if and only
if the transactions in that ledger satisfy anonymity.

Let us now formalize these privacy notions.

Privacy (Indistinguishability of Swap Transactions). Let PAS(A, B, z1, z2, L1, L2)
= (tx1(A4, B, 21, L1),tx2(B, A, 22, Ls)) be the atomic swap protocol between par-
ties Alice(A) and Bob(B), where Alice is willing to trade z; coin; with 2o coing
of Bob. For both ledgers L1, Ly we require that for any A’ B, 21, 2},

tx(A, B, 21, L1) ~ tx(A', B', 21, L1) and tx(B, A, 22, Lo) ~ tx(B’, A', 24, Ls)
Recall that tx(A’, B, 21, L1) and tx(B’, A’, 2}, Lo) are transactions on L and Lo

respectively.

Confidential Swap. Let (tx1(A, B, z1, L1),txa(B, A, z2, La)) be part of the PAS(A,
B, 21,29, L1, La) protocol, and let (txi(A, B, 21, L1),txa(B, A, 2}, L2)) be part
of the PAS(A, B, 2,2}, L1, Ls) protocol. For any A, B and for any amounts
21, 22, 21, 25, the following holds:

<tX1(A, Ba 21, Ll)atXQ(Ba A> 22, L2)> ~ <tX1(A, Ba Zi’Ll)thQ(Bv sz/27 L2)>



Anonymous Swap. Let (tx1(A, B, z1, L1),tx2(B, A, 29, L)) be part of the PAS(A,
B, 214522, Ll, Lz) pI‘OtOCOl7 and let <tX1 (A/, B/, 21, Ll), tXQ(B/7 A/, 22, L2)> be part
of the PAS(A’, B’, 21, 29, L1, L2) protocol. For any 21, 2 and for any participants
A, BA’, B', the following holds:

<tX1(A7 B7 217L1),tX2(B7 Au 22, L2)> ~ <tX1(A/> B/a ZI>L1)7tX2<B/>A/7 22, L2)>

3 Atomic Release of Secrets

We now define the new primitive of Atomic Release of Secrets (ARS) which is
a two-party protocol that enables a conditional exchange between two entities
without a trusted intermediary. The setting is as follows: Alice and Bob agree
on a transaction tx that pays Alice some predecided amount z on a ledger L
(tx(A, B, 2z, L)). For example, suppose Bob agrees to pay Alice some Bitcoins
for a rare audio recording that Alice has. The guarantee of an ARS protocol is
that tx will be published on L if and only if Bob learns Alice’s secret s. In the
previous example, tx will be published on the Bitcoin blockchain if and only if
Bob gets the audio file (or learns a link address that gives him access to the file).
Such a primitive can be directly useful in realizing cross-chain atomic swaps as
we elaborate later in the section.

3.1 Definition: Atomic Release of Secrets

Let Alice, Bob be two entities that agree on a transaction tx and let s be Alice’s
secret. Let com be a homomorphic commitment scheme. Let ARS(B, A, z, com(s))
denote an ARS protocol between Alice and Bob for tx(B, A, z, L) and secret s.
Such a protocol is a valid ARS protocol if the following property holds:

Atomic Release: The transaction tx is published if and only if Bob learns Alice’s
secret s.

In other words, if Alice and Bob engage in an ARS protocol then it is not possible
that tx is published and Bob does not learn s or vice versa. It also means that
knowledge of secret s gives the power to publish the tx.

Privacy of ARS: The transaction tx is indistinguishable from a regular transac-
tion on the ledger. In particular, there is no way to tell if any tx was part of an
ARS protocol or not.

Theorem 1 (Informal). Protocols ARS(B, A, z,com(s)) and PAS(A, B, z1, 22,
Ly, L) are equivalent; One can implement either from the other.

Proof Sketch.

Claim. ARS(A, B, z,com(s)) implies PAS(A, B, z1, 22, L1, Ls)



Let PAS(A, B, z1, 22, L1, La) = (tx1(A, B, z1), txa(B, A, z2)) be the the private
swap protocol that we want to execute. Bob chooses a secret s and initiates an
ARS protocol as ARS(A, B, z1,com(s)). Bob then sends com(s) to Alice through
a private channel. Alice homomorphically computes com(s’) for a secret invert-
ible function f(s) = s’ of her choosing. She then initiates ARS(B, A, z2, com(s’)).
If Bob publishes tx; then by the property of the ARS, Alice learns s and cor-
respondingly s’ = f(s) as well thereby publishing txs atomically. Correctness,
soundness and privacy of the PAS follow from the properties of the underlying
ARS and the homomorphic commitments.

Claim. PAS(A, B, 21, 22, L1, Lo) implies ARS(A, B, z,com(s))

Alice chooses secret s and sends com(s) to Bob. If Bob later learns secret s
from Alice, he executes PAS(A, B, 21, 22, L1, L2).

3.2 Instantiation: Atomic Release of Secrets

We now describe an instantiation of ARS in the form of Adapter Signatures.
These are based on the classic construction of Schnorr signatures.

Schnorr Signatures We first recall Schnorr Signatures [Sch91]. Let G be a
group of prime order ¢ with generator g and let H : {0,1}PY*) — {0, 1}* be
any collision-resistant hash function.

Key Generation (s,g°) < KeyGen(1¥) The key generation algorithm takes
in the security parameter, and outputs secret key sk chosen uniformly as
s < Zy and public key pk as g°.

Signing (R,o0) < Com(sk, msg) The signing algorithm takes as input secret
key sk and the message msg and outputs signature sig = (R, o) computed as
follows:

— Choose r <~ Zy; and R =g".
— Compute 0 =r + H(pk | R | msg) - s

Verification 0/1 « Verify(pk, sig, msg) The verification algorithm takes as in-
put the public key pk, message msg and the signature sig and checks if

¢ =R- pk Pk | 1t | msg)

Schnorr signatures are the primary tool for checking validity of transactions
on Bitcoin as well as on most other blockchains. If Alice wants to transfer money
to Bob, she needs to sign that transaction with her secret key. Anyone can then
verify the signature confirming that Alice is the rightful owner of the account
from which she is transferring money. If the signature verifies, then the transac-
tion will be published on the blockchain.



3.3 Adapter Signatures

At a high level, an adaptor signature is a partial signature with a secret associ-
ated with it. It is a commitment such that if a predecided signature is published
then the underlying secret of the adaptor signature can be derived. An adaptor
signature functions as a kind of "promise" that a signature you agree to publish
will reveal a secret. Such a signature can in turn be used for multiple applications
such as atomic swaps as we elaborate later.

In more detail, an adapter signature is a protocol between two parties Alice
and Bob that works as follows:

— Alice chooses r,t < Z; and sends R = g",T = g' to Bob.

— Bob computes the challenge ¢ = H(B | R+ T | msg) and sends c- b to Alice,
where (B, b) is the public-private key pair for Bob (pkg,skp) and msg is any
message that Alice and Bob want to sign jointly.

— Alice can now compute the adapter signature oagapt = ¢ - b+ r and send it
to Bob.

— Note that 0adapt is not a valid signature, but Bob can still verify the correct-
ness of the adapter signature by checking:

g7 = R. Pkg(pkB | R+T | msg)

Alice now publishes a valid signature ¢ = r+t+c- b as part of a transaction

published on the blockchain, and this signature can be verified by anyone.

Once Bob sees this, Bob can derive the secret t as 0 — Gadapt-

Theorem 2 (Informal). The adapter signature protocol described above im-
plies an ARS protocol for Alice and Bob.

Proof Sketch. Alice and Bob agree on a desired transaction transferring assets
from Bob to Alice and on secret ¢. This transaction needs a valid signature from
Bob to be accepted by the blockchain. The adapter signature protocol guarantees
that the signature is published if and only if Bob learns the secret ¢. Also the
signature generated is a valid Schnorr signature, indistinguishable from any other
signature, which ensures privacy of the corresponding ARS protocol.

3.4 Atomic Cross-Chain Swap using Adapter Signatures

We proved that adapter signatures directly give an ARS protocol for two parties
Alice and Bob. We also proved that if there exists an ARS protocol and homo-
morphic commitments, then Alice and Bob can engage in a private cross-chain
swap. Note that the signature itself acts as a homomorphic commitment in this
case.

We now describe a concrete protocol for completeness. Recall that Alice is
willing to trade z; coiny with zo coiny of Bob. The corresponding transactions
are tx1(A, B, z1,L1) and txo(B, A, 22, Ls) respectively. The protocol will be as
follows:



— Alice and Bob generate ephemeral (Schnorr) verification keys pk',, pk% and
pkjlg7 pk2B. Note that these are generated by choosing s < Zj and pk = g*.
Thus, Alice knows a1, as, whereas Bob knows by, bs.

The key for tx; is assigned as pkl; 4+ pk} and the key for tx, is assigned as
pki + kaB. In other words, we set up two 2-out-of-2 multi-signature trans-
actions.

— Alice chooses t, 11,19 Zj;. Let ¢1, ¢ be the challenge for the two signatures
corresponding to txp, txe respectively. Alice sends Ry = g™, Ry = ¢™2,T = ¢*
and ¢; - a1 and ¢ - as to Bob.

— Bob adds his part of the keys to generate c¢; - (a1 + b1) and ca - (az + b2).
Note that Bob can compute the challenges c¢1, co on his own.

— Alice creates two adapter signatures a;dapt =71 +ci-(a; +bp) and Uanapt =
ro+ca- (az +b2) and sends to Bob. Bob can verify both of these with respect
to R1, Ry that Alice sent before.

— Finally, when Alice publishes txs; using oo = afdapt + t, that atomically
reveals ¢ to Bob and thus enabling him to publish o; = aaldapt + t and in
turn, publishing tx;.

4 Conclusion

In this work, we initiate the study of privacy in cross-chain atomic swaps. We
formalize the different notions of privacy that we can expect from a cross-chain
swap and we show the different trade-offs between these notions. In particular,
we show how these notions of privacy depend heavily on the privacy of the un-
derlying chains. We also give a concrete instantiation of a private swap protocol.

While we look at two-party swaps as a starting point, the next step is to
study privacy of swaps across multiple chains. It may also be worthwhile to
look at specific blockchains and study the exact privacy properties achievable
for cross-chain swaps involving those chains.
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