Cognitive Variability Factors and Passphrase Selection

Lila A. Loos' Michacl-Brian C. Ogawa, and Martha E. Crosby

ity of vt Manos, oo, H1 9682, USA.
(11127194, 0gawam, cx: hawail.ed

Abstract. Security policies require a secret code 1o access electronic
information. Challenges exist between the usability and memorability of
passwards. This study spotlights individualistic behavioral assimilation
of passphrase styles for design insight and recall abiltes. Data captured

Validated locus of control personality and memory associative
pes and

s study.
s 38 patianis ko mcosally conplred pﬂs\phmm survey
Comisting of four uesets sppled . in user created

i desgned o sepeed ez, At

electrophysiological data was collected, it was not analyzed in time for

this publicaion. Results indicate that memory associative factors of

cognition represent a significant factor in the recall of 75 percent of

imposed passphrase category types. The locus of control and memory
05 level,

pantcipnts rfesd the s o et ad i 10 vovel
passphrases. Additionally, the created room objects and animal

descripiive study informs passphrase usability identifying cognitive
demands that impact memory.
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1 Introduction

Passvord bjcives spanning e than 40 year ave osiioned the importnceof
security ction. ines
to dominat compuer aheticatin i - saadrd syt pﬂ] Ao, ey,
Van Oorschot 00 i passwords wil

Yo 2012 et k!y\uml vemains ubiquitous. Varying password selction crieria
persists with inconsistent conditions among websites (6] and usability problems
continue to exist with passwords [22].
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Thi sty nends (0 prdit asoiations basedon hery larty defned reserch
‘The survey was ed th
st pogrevion of peising ﬂu\bn arnciles. Three it studies were
y

five characters.

The survey data collected was password secured and manually scored by the
researcher. Data y 0 s
and categorizing individual records for the associated variable scores. All conditions will
b et wsing IRV siistica sckag for h sl sices(SESS) it sses the
sinificnce and effs of inercions (10 Dt oyl is cxpeeed o vl
relationships a lo predit the et of cogntion and Moo of contl
personality on v:swl\r‘ue ontrocionand mmorbity e

3 Passphrase Instruments

Fifty-eight paricipants were presented with a survey consisting of imposed and user
constructed passphrase recall based on four rulesets. Data was collected using existing
e irsmumerts 45 el 2 4 pspins eyt wa eid wing e K
studies,
{196 ocus of conrl (LOC) pesonlity et and Exstrom, Dermen, and Harman's
(1976) memory associative factor cognitive test. During passphrase recall, the Stroop.
(1935) word and color test was randomly distributed throughout the survey to interrupt
immediate retrieval from working memory. Table 1 illustates the characteristcs of the
survey questions.

Table 1. Passphrae Survey Compositon

Quest Charactersties  Instrument scfulness
Ju cn Inse Useful

Expr ternal External licative of self-
Sabrmrt e, LOC el el i of i
feeling e

aniy Demogagtis et
i 10 el <ot
Closed ended st Kaowledge
M“‘"“" 0T Nemory Asociaive  Indicative of working
T o oo
Pslogal I S —
responses EDA, EKG, (EMG inferences of emotion
Open ended "
e pessphruses Tess memery procesting
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Commeton it
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3.1 Locus of Control Personality

“The passphrase survey was designed using sclf-reports of the locus control personality

test. Locus of control deciphers a situation to inform individual approaches o onc’s

sumoundings 16] Losus of st s nprted s el o el peronls
Responses are consirued to atribute behavior based on self-percaption that are internally

detemind. Siuations coningent on the xiemal ot 1o e conirlled by destiny re

revealed in the valid

and atitudes of lvi 5[201

s SNS) and parssympatheic crvous (PNS) sysens. Thesfors, e
leccal signas were captured by th heart rate and skin Sonductance 1o iy
homeodynamic cffects regulated by the demand of cognitive stimuli [3]. Whereas the
tor muscle exhibits a non-reflective affect of emotion [25], such activity will be
differentiated through activation measuremens.

during the processing of passphrase selection and recall. Reactions from the passphrase:

processing during the encoding and decoding of passphrases. As of this writing,
pulses,

-

3.6 Passphrase Survey

‘The passphrase survey consisted of 12 variables measuring 187 items including locus of
ol for

based on four rulesets shown in Table 2.

Table 2. Passphiase Survey Ifems

Locus of Contral Persanality
Interal Locus of Control 2 iems

External Locus of Cantrol 2 items

Memory Associat
Object Number Associatons 15 tems

Firs Narme Last Narme Associations 15 itms.

Imposed and User Created Passphrase Rulescts
Four Words, 5 Characters per W
16 Recalls per Category

NoVowels 2 items
Four Categories: Food, Nature, Spors, Transportaion 2 items
Room Objects items
Animal Associtions items
Stroop Word and Color Test
Randomized distacto used during passphras recll 9% iems
Demographics

Number of Logins, A

ender, Study Focus/Major, Employment Status Sitems

4 Passphrase Survey Descriptive Results

“This study consisted of 8 university participants who were exposed to all levels of the
independent variables alleviating the essential random designation of subjects [23]. The
repeaed measres design caegorzs disrse Girences in pasphrase recall and
present the.
questionnaire b xcenmpamsd by instructions and examples to facilitate working
‘memory [19].

Bonneau, Herley, Van Oorschot, and Stajano (2012) report the difficulty to replace

passvordsgiven sy and B o veaeses, Uiy, depoabily,

iages framed their Results from their

uudy mw asswords are ot expeced o bea dispaced iemisaion technology.
furthe

o oo
sablishing & memorable password i expectd 1o lesen the burden of password
reation and recollction. Addas, Thorpe, and Salhi-Abri (2019) suggest the use ofa
o uring passp However, reolcion
dana toa passphrase f
e o pasphrs st 4 pee e mmory st of vt e
oot snticstion s, Ante sy condctsd by Ve d Mocke
‘suidelines that suggest
Lo sugment memorabilty and slleviae the ifficuly of managing mulipl accounts
with unique requirements
Grass, Garcia, and Fenton (2017) define successful digital authenication of a
memorized secte 0 a system when a subscriber provides secret information for hat
identity. Unlike symmetric keys that are contolled by the verificr, memorized
passwords are consiucted by the user and are expected (0 be successfully recaled.
Therefore, similar passwords may be composed and used in other logins. The reuse of
password credentials support memorabilty by lessening the burden of recall errors.
Herley, Van Oorschot, and Parick (2009)offe insightbeyond passwords. The current
memorablity challenge s offst by password reets However, sccurity impliations
and

enhanced user authentication that addresses scurity and usabil

ephrise s sl ntra nguage and herelor suggest 0 nrease
usability [22]. A password memory study devised a way for users (o create memorable
passphrase consisting of four words. Jeong, Vallat, Csikszentmibalyi, Park, and Pacheco

securiy reasons, Bonneau and Preibusch’s (2010) study indicate that not all websites
ecssite sty psewrds, It prswords arecolstsd by websts 0 bl
adatabase. other

add weight to usability efFort. menb password enrollment, resets, sharing, and
feuse are motives that contribute to this passphrase study. The research examines

and comp

selection and recollection of various passphrase types for discrete locus of control
personalities and behavioral preferences.

2 Research Design

“The passphrase study is designed o expose all university respondents, N=58, o al levels

random assignment of the sample [23]. Repeated measures idenify within subject
dmemmﬂ in passphrase selection and memorability and it is expected to result in
cpant similariis that iffer among others (5] Subjecs were seheduled for 90

monymiz=d Quivies pufrm llesaed by tho Usivnky of vt t i
Physioloical data was collected measuring heart rate, skin conductance, and facial
Comuger musle wsing the BIOPAC. Sysem, Ic. equpment. Elecoic sensos,

amplifiers, and transducers complied with the crieria of the International Organization

“The results from the electrophysical data collection will be reported in the futur.

response to perceived regulation of behavior expectancies that have been modificd and
applied to predict latent behavior [15). Factors representing intemally contrlled
personalities are reliant on personal unique characteristis. Externally. controlled

complexity to distinctive contexis [24]

Results of the measurements surrounding decision making are implied 10 indicate
personal asscssments of the presented stimuli. Responses are. expected to amplify.
behavioral responses to cognitive stressors that impact his design studying exceution
during passphrase construction and recall

3.2 The Stroop Effect on Cognitive Load.

Passphrase decisions were captured during cognitive load. A ise in passwords coupled
with varying usage and non-standard requirements produce usabiliy difficultes [1]. To
Toad, the Stroop test
a distractor mechanism. It promped the participant to distinguish the word from the ink
color. Threfos, e word BLUE i display nyelow ik e comet e i o
St s procscs sl 1 atcaion and s mos sfcive vhen
copntneload s high 1

33 Memory Associated Factor-Referenced Cognitive Tests

. this study empl
tests. The assessment of immediate recavery was supported by three pilot tesis. Results
are expected 1o lighten the burden of memorability and authentication by examining
cognitive load and informing rescarch on passphrases targeted o support recollection.
Respondents were timed o memorize,recall, and match 15 numbers with objects and 15

irst names (0 last names [9]. Results are expected 10 provide perception to immediate
recallabilities. Cognitive processing that effectively organizes associations to arive at a
meaningful command of grouping words advances the ability to manage elements of
mental effort attibuted to load. Therefore, this study approaches the abilty of working
memory to advert the diminishing cffects over time.

3.4 Passphrase Rulesets

“The passphrase survey was designed with four rulesets that required 16 repeated recalls
for each category. The

four
five characters per word. C1 ach question supported
Commiiveload. To creae  pasephras,descipion for cach rlesc were doined by the

ure, sports, and transportaton; (¢) selct visual objects located in the test room; (d)
select words associated with an animal. The same rulesets applied to passphrases that
were imposed on the participants

3.5 Psychophysiological Inferences of Emotion

Fach participant was measured f luding heart rate, skin
i  facial Eleci d signals from the
lstoartiogam (EKG).setrodernl iy (ED and i eecuomsogrphy
(EMG). Visible occurrences in these physiological states are expected to generate.
unifiale dimenions o emoton o praphrase vens 7
Physiological responses demonstrated by reactions o cogitive processing arc

4.1 Demographics

Figure 1 displays the sample. (

). comprised of subjects who manage an average of
Fifty- ploy

21 years old.

Demographics

Not Working
Working

Femile m—
Mole . —

Ase
Number of Online Accounts memmm—m—m
0 s 05 w25 w0k 4
NS W Averages

Fig. 1. Demographics

42 Locus of Control and Memory Associative Measures

locus
of control variables resulted in the significance of (p-0) and the rejection of the null
ypotheses, which is below the level of (p=05). The partial Eta Squared reporied that
515 pesent of the sampl i aibted o varailiy. Tukey' ts rosled i the

atthe 05 level

43 Locus of Contral

ind Memory Associative Factors on Passphrase Types

“The sample resuls indicated that 53 percent of partcipanis were internally controlled

and frst names to last names cognitive factor analysis.

Locus of Control and Memory Associative Factors

- I I I I
o

emally Extermally Memary Memory
Conrolled  Contolled  Associtive Low Assositive High

Fig. 2. Locus of Control and Memary Assosiaive Factors Sample
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Specifically, the distribution for internal locus of control resulied in 33 percent who.

scored below the mean It compared with 21 px
scotes indicative of high memory association ability. The majority of extemal controlled.
below

nthe Figure 3

Locus of Control (LOC) Memory Associative Factors
MA)

LowMA High MA

Inermal LOC 8 External LOC

Fig. 3. Locus of Control and Memory Associative Factors Descriptives
4.4 Locus of Control and Passphrase Types

ated measures within subjects effcts between the locus of control variable and

|mpnmd passphrases resulted in the significance of (p=0) and the rjection of the null

hypotheses, which is below the level o (p<05). The partial Eta Squared reported that

. et ofthe sample sttt vy In<omparon, he ot ofcontol

variable and the create rases resulted in the significance of (p=036) and the

ejcton of the null l\ypmhuu which s below th Ievel of (p<05). The paral Ea
d ariabilty.

45 Memory Assaciative Correlation and Passphrase Types

mc wcull of mmc Iem\s nl \mwscd vlnvhrm:s (!) four cnl:gencs (p=1023), (b) room

and (¢) animal associai o). Theror, the memory

v 1 « imposed room
et and il msociion papases o well ot reued T neoren
passphrase rule (p=003). The Wilks' Lamibda (~05) staisti identified diffrences
e e mea of e memory ssasoine SHeet on th posed prsphrse e
Furth the
imposed passphrase rule sets reported a significance of (p=.002) with a Partial Eta ratio
o et sggesed 4175 prent of varaee i b cxplaned by the memary
socatine vrible Regaling te el of memory asociations and th o
(p=002). A complte st of positive comeltions among psphese arihles et
the cognitive testfo immediat retrieval i presented below

5

In contrast
received the lowest success for both internal and external locus of control respondents
Subseently. v prent of e ial ol and two ot of th exteral
ol s Tealed i posphrse iproach 1o recall
Complen oo b il s o h Tt o v
encoding data will be analyzed in the future.

4 Concluding Remarks

Responses to passphrase recall measured short erm memory using associative factors.
“The locus of control personality test reflected dichotomous answers that represent the

fesults of hypotheses testing of the research questions. The predictive qualities of
oo wre el for procesingofpaspires s e et o e
iubjc:!s for sl Prosnting pussliases it wre consct
esoche reled n a8 signficant n]xnumh\p “emmeen
it .y o o passphrase structures. This finding is indicative of a
davert

are predicted 1o reject unique conditions that are expected 1o be innate 1o those
encompassing situational command [16]. Consequently, controlled individuals arc
perip

(18]

from nernally

paspiss, Subscgently. s sl the cretd 50 ovels catgory i

externals preferre assocat

e he mcsewi o e cresed i, the imposed 10 vowel pasphrse

. This may be attributed

o the ity wit he four wors that rquire s method o pive ancing. The

imgosed animal sosiaions flowed as the et that was s prolemtc fox
rability.

5 Future

The physicoial st clleted il e processed sing BIOPAC's Acxoowisdas
system software for clectrodermal arousal patterns, heart fate frequency patterns, and
Seivaton of the Tl comgator musle. Thee pychophysologeal erence are
expected (o reveal physical responses to the cight passphrase rulesets. Individual

the dekon making poessof conutig e slvng compas pephons, The
io

processing [13]. Physiology and cognition are anicipated to establish percepiive
processing to inform memorable computer authentication.
The combination of cognitive processing, locus of control personality, and.

the processing of working memory recollection of computer passphrases. The
amalgamation of diverse factors will copiously characterize individual perceptions and

n
2K Vildinm, M. & Mackie, 1. 2019). Encouraging users o improve password security and
memorabilty. ernational Journal of nformarion Securiy, 18(6), 74175

“Table 3, Correlatons for Memory Associatve and Passphrase Types (N=58)

HC_ RO A __cic cro

Memory Associtive (MA) 0230 overe oot o0
Imposed Four Categoris (14C)
Imposed Room Obiecs (IRO) o3

Imposed Animal Associations (AA) 046¢ 0007 o
Created Four Categories (C4C)
Cresed Animal Associtions (CAA) oz oo

[

o Canchton i it e 001 el i)

“The majority of respondents were intemnally controlled. These subjects scored highest
inall cight passphrase types. The imposed passphrase types are: no vowels (INV). four
caegres (4C). oo aiccs (RO and animal asocatons (AR). The ced
paspise typss a1 vl (CNY.fourcategoris (CAC) room gt (CRO).
Tl ochions (CAR) 2 shown i Fiare s il ool subjects scored P
highest recalling the created room objects passphrase.

Locus of Control Hig

Score Passphrase Types

s

an

|

IV HC RO A ONV CIC CRO CAA

L0ci mLoCe
Fig. 4. Locus of Contral High Score Passphrase Types

created no vowels passphrase and created room objects were ranked among the
ey ol ctegocis by tho ity corolled. Adionaly, 69 perent of the
sample were effective in ereating and recalling a passphrase without vowels. External
coniolled subjecs Favored o ceeate pasphrases bascd on room Gkjecs and anieal
sositons Respcthvly. hse st secountd 30 et of he ol 7 peren

‘and 33 percent of the total 6

e mpond fo ey porsss lloed by mposed room acts receved
the highest scores for both internal and external controlled subjects. Intenals preferred

228 percent success rate by cach group.
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