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Abstract—In this work, we study a stopping time game
problem in sequential hypothesis testing, where both of the two
players perform hypothesis testing with distinct hypotheses. The
payoff of the players depends on the order of stopping times.
Therefore, apart from designing the decision function concerning
the hypotheses, the players also determine the optimal stopping
timings. We investigate the cases where the time horizon is
finite or infinite and provide sufficient conditions of finding the
equilibrium point. Moreover, we fully characterize the structural
properties of the equilibrium strategies.

Index Terms—Sequential hypothesis testing, stopping time
game, randomized stopping time, Nash equilibrium

I. INTRODUCTION

Over the past decades, hypothesis testing has been a funda-
mental problem in numerous areas, such as signal processing,
statistics, and economics [1]-[3]. Many variants of hypothesis
testing have been studied extensively, such as robust formula-
tion, M-ary hypothesis testing, and sequential probability ratio
test (SPRT) [4], [5].

In this paper, we explore the hypothesis testing problem
in a multiagent setting where each player makes decisions
sequentially to choose the stopping time and the hypothesis.
The payoff of a player depends on the order of the stopping
times of all the players and the risk associated with his
decision. The agent’s performance in terms of the hypothesis
testing improves as the number of observation increases.
However, if he stops later than the other agent, a large
cost incurs. Therefore, there exists trade-off between stopping
or continuing obtaining the observations. We formulate this
problem as a stopping time game and the players aim to find
an equilibrium strategies.

Our work is motivated by cybersecurity applications. Con-
sider a computer network, in which each node has two types,
normal node and honeypot node [6]. These two kinds of
nodes provide different services to the user of the network.
A user also has two types, normal user and attacker, each
of which behaves differently in the network. Both the owner
of the network and the user aim to determine each other’s
type by performing sequential hypothesis testing based on their
observations. The owner can choose to kick the user out of
the network or allow him to stay. The user can choose to leave
the network or stay. Therefore, due to the sequential nature, it
is natural to formulate this problem as a stopping time game
in sequential hypothesis testing.
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The natural solution concept associated with the sequential
hypothesis testing game (SHTG) is the Nash equilibrium in
which one player can benefit from unilateral deviation in their
stopping time policy as well as decision function. We study the
SHTG in two scenarios. One is the finite-horizon problem and
the other one is the infinite-horizon one. We provide sufficient
conditions to characterize the equilibria solution in both cases
and obtain structural properties of the equilibrium strategies.
We show that finding the equilibrium is equivalent to solving
two interdependent dynamic programming problems. We show
that when the costs induced by the order of stopping are
sufficiently large, there exist fully randomized strategies. In
this fully-randomized case, the randomized strategy of one
player entirely depends on the other player’s costs.

Our work is closely related to Dynkin’s stopping time game
[7], [8]. The formulation of SHTG is a variant of Dynkin’s
game in which players determine both the stopping times
and their hypothesis. The formulation of sequential hypothesis
testing game is naturally nonzero-sum [9] and it is an extension
of one-player SPRT problem [5]. In our work, we do not
incorporate cost of taking sequential observations and do not
assume that the players have the same hypotheses as studied
in most multi-agent hypothesis testing problems [10].

This paper is organized as the following. In Section II,
we review the two classical hypothesis testing models and
some fundamental results. We also point out the equivalence
between these two models. In Section III, we formulate the
stopping time game in sequential hypothesis testing. We first
study the finite horizon case, provide sufficient condition for
find the equilibria, and then extend it to infinite horizon
case. In Section IV, we conclude this work and give possible
directions of the future work.

II. SEQUENTIAL HYPOTHESIS TESTING

In this section, we review the classical hypothesis testing
formulation and the important results, which we will be
revisited in subsequent sections. One may refer to [2], [5]
for further references. The objective of hypothesis testing is
to determine between two hypotheses Hy and H; based on the
observation {z,, },, .+, Which is the realization of independent
and identically distributed (i.i.d.) random variables { X}, },, e+ -
Let X be the space where the random variables X, take values
in. Under the different hypothesis, for n € NT, the random
variable has the following distribution.
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Hy : X, ~ f(xn|H0) = fO(xn)a
H1 : Xn ~ f(xn|H1): fl(xn)

Given observations x¥ = {z1, 29, ..., '}, a decision function
§(xYV) is to decide the hypothesis. Formally,

5§ xN¥ — {o0,1}.

If 6(x) = 0, then based on observations xI', we decide Hy

is true; and if §(x}) = 1, we decide H; is true.

We assume that there exist positive costs Cp; and C1g. The
cost Cy; represents the cost of deciding that Hy is true when
H, holds, and Cjy; represents the cost of deciding that H; is
true when Hj holds. As a consequence, we can formulate the
hypothesis testing problem as an optimization problem. The
objective function, which is termed as Bayes risk, is given by
the following

1
By(6) = > CyP [5(XY) =ilH;] mj, (1)

4,j=0

iJ#J'
where 7y and m; are the prior probabilities of Hy and H;
being true, respectively. Let L(x1) be the likelihood ratio,

ie.,
N
fi(zn)
L(xM) = —_
! nl;[l fo(@n)
Proposition 1. The optimal decision function is given by

* N _ 0 lfL(X{v) <T7

where the threshold is T = Chomo/(Co171).

In sequential hypothesis testing, one forms belief of the
hypothesis, which is denoted by b,,. The belief b,, is a posterior
probability,

bn =P [H0|X;L] s and bo = TQ.
The statistic b,, is updated according to the Bayesian rule as
b _ Jo (xn+1)bn
n+1 —
fo(znt1)bn + f1(zn1)(1 —by)
bn

T by + L(zns1) (1= bn)

This posterior probability indicates the probability of H being
the true hypothesis given observation x7 at time n.

Corollary 1. The Bayesian belief by is the sufficient statistic
in optimizing (1).

Proof. See Appendix A. O

Remark 1. The corollary implies that, by provides the same
information as X\ in optimizing the Bayes risk. As a result,
one can use by to find the optimal decision function, instead
of using x. Moreover, Corollary 1 points out the relation
between hypothesis testing with repeated observations and

the sequential hypothesis testing. For sequential hypothesis

testing with a fixed length of observations, it is equivalent
to a hypothesis testing with repeated observations.

The optimal decision function with by as the argument is
of the form
< 0 if by > Cp1/(Cio + Co1),
5N(bN ) =

. 3)
1 ifby < Clo/(clo + 001).

As Remark 1 indicates, the equivalence between (2) and (3)
holds for every N € N¥. Thus, we can replace this fixed
length N with arbitrary n € N7,

The advantage of using b, is that it enables the sequential
extension of hypothesis testing in following sense. At time n,
the instantaneous Bayes risk induced by b,, is

R, (Sn) = Co1by, + Cio(1 —by,). “4)

By optimizing (8), we obtain exactly (3).

It is worth noting that we can consider b, as a random
variable. Indeed, b,, is a function of X7, thus its randomness
is induced by XT. As a function of b,, R, also can be
considered as a random variable. By observation, we have two
fundamental lemmas.

Lemma 1. The sequences {by,},cn+ is martingale.

This lemma can be proved by computing E[b,11|b,]. Let
Ry, = ming, Ry (3, ).
Lemma 2. The Bayes risk satisfies the following:

1) R, is a concave function in b, for every n € N*;

2) The sequences { Ry }nen+ is supmartingale, i.e.,

E [Rn+1 |bn] < Rn-

Proof. See Appendix. B. O

These two lemmas above are indispensable for the analysis
of the game defined in the following sections.

ITII. STOPPING TIME GAME
In this section, we discuss the stopping time game in
hypothesis testing. Assume that there are two players, P1 and
P2, both of which execute hypothesis testing. The hypotheses
of P1 are Hg and H{, and the hypotheses of P1 are HZ and
H3. Pl receives observations {2y}, oy Which is distributed
according to

Hy
H;y

s Xp o~ f(xn|Hé) = fO(zn)a
Xy o~ f(xn|H11) = fl(xn)~

Likewise, P1 receives observations {yn}nENJr, which is dis-
tributed according to

H = Yy ~ f(yalH) = go(yn),

FIl2 DY, o~ f(Un|H12) 1= g1(Yn).
Moreover, we assume that the hypotheses of P1 and P2 are
distinct.

Apart from devising the decision function, they also design
stopping rules. Their objective functions are composed of
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two parts: the Bayes risk and the cost induced by the order
stopping. Formally, their cost functions are given by

J1(5i1,71,72) = R,lrl (5,}1) Tiricrey + G11{71>T2}, (®)]
and

J2(822’7—1’7—2) = R72'2 (532) Igr2<ry + G21{72>7—1}7 (6)
respectively. The costs G and G capture the cost incurred in
the case where the other player stops first. The costs R. and
R? are the instantaneous Bayes risk defined in Section II:

Ry, (81) = Ciubh + Clo(1 = b)), )

and ~

R2 (52) = C3b2 + Cho(1 - 2). (®)
Here, bl and b2 are the Bayesian beliefs of P1 and P2, which
are determined by x7 and x, respectively.

Based on the analysis in Section II, we note that for the
sequences of observations of different lengths, the optimal
decision function 0* (or 62*) stays unchanged. With a slight
abuse of notation, define

R' := min R! (5;) , and R := min R? (Si) .

o5 o
Similarly, define
Ji(rt,7%) = min Ji(gj_i,Tl,TQ),
5,

i=1,2.

Definition 1. (Randomized Stopping Times) Randomized stop-
ping times for a strategy p = {pn},cn+ € P and for a
strategy o = {qn },cn+ € Q are defined as

7~‘1(p) =inf{n>1:4, <p.},
and
7(q) =inf{n>1: B, < qn},

respectively. Here { Ay, }pen+ and { By }pen+ are ii.d. random
variables taking values in [0, 1].

With a slight abuse of notation, let

JH(p,q) = J'(7'(p), *(a)),
and
T (p.q) == J2(7(p), ().
A. Dynkin’s Game
Before we point out the relation of our formulation with
Dynkin’s game, we first define the filtration at time n as F,.

The filtration F,, contains all the information up to time n.
More specifically,

_ 1 2
Fn = 0(T0 @1, ey Ty TGy Yy ooy Yn )

where o (-) is the o-algebra generator. 7} and 73 are the prior
probabilities of H} and Hg, respectively. We first define the
truncated feasible sets of the randomized stopping times:

Pm € [0,1] and is adapted to F,,
Vn<m<N-—-1, )
pn =1

N N
Pn Y

and

gm € [0,1] and is adapted to F,,,
Vn<m<N-—1,

gy =1

QY =<q

As we can see from the definition of these feasible sets, gy =
1 and py = 1 force the players to stop at time N. Denote
P, = limy_,oo PY and Q,, = limy_,o, QY. We are ready
to give the formal definition of the equilibrium in this game.

Definition 2. (Nash Equilibrium) A pair of randomized stop-
ping time strategies (p*,q*) is said to be a Nash equilibrium
point if the following are satisfied:
E {jl(p*yq*)} = sup E [jl(p,q*)] :
PEPo

and
E[Jz(p*,q*)] = sup E[ﬁ(p*,q)]
q€Qo
Definition 3. (Equilibrium Point) A pair of stopping times
(7Y, 7%*) is said to be a Nash equilibrium point if the
following are satisfied:

E {jl(p*,q*)u:n} = essinf E [jl(p,q*)\]:n} ,

pPEP,

and

E {jQ(p*,q*H]:n} = essinf E [ﬂ(p*,q)\fn} )

q€Qn

Before we proceed to the main results, we explain the rela-
tion between the game considered in this work and Dynkin’s
game. Dynkin’s game is a zero-sum stopping game, in which
the players’ costs (rewards) are modeled as three stochastic
processes, each one of which corresponds to an order of
stopping. We extend the classical Dynkin’s game to a nonzero-
sum setting [10]. In this extended Dynkin’s game, the costs
functions for P1 and P2 are given by

71 1 1
(P, a) = X5 p) Lz o) <72 (@) + Wi (p) L (p)=72(@))
1
Yoo ) Lzt p)>72(a)}
and
72 2 2
JUP,a) = XZo(p) Liz2(p) <71 (@) + Wiy Lir2 ()= (@)
2
Y5 o Lre)>i @)
respectively. Moreover, we assume that each of the six stochas-
tic processes is integrable'. It is clear that the game is a
variant of Dynkin’s game. In the following subsection, we

give a generalized theorem to provide sufficient conditions to
characterize equilibrium points in this game.

!Integrability: A random variable X is said to be integrable if the following
is satisfied

E[X] < oo.
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B. Finite-Horizon Case

We first consider the finite-horizon case, where both players
are forced to stopping at the terminal time N. Define the bi-
sequence {(%127 , BN ) }712[:1’ as the following. For n = N,

(ag’ﬁvjy) = (WJ{HWJ%I)a
and forn=1,2,...,. N — 1,

(W, W32)
(Yo, X7)

(X5, Y7
(E[ar]y-l-l |]:n]a E[Bizv-ﬁ-l “F;LD

The operator VAL(-) operators on a bimatrix and it generates
the pair of values of a bimatrix game defined by this bimatrix.

Now we present the main result of this section. The follow-
ing proof is by extending the proof in [12].

(al,BY) = VAL

Theorem 1. For n = 1,2,....N, the bisequence (p,,qn)
which constitutes (oY, BN) is an equilibrium point for the
finite-horizon stopping time game.

Proof. We commence by showing that for given q*, the
following is satisfied:

E |essinf E [J'(p, q*)|Fn] | Fe
s [J'(p,a")| 1]‘ 1}
= essinfE [J'(p,q*)|Fu-
essn [t (p,a")| Fo1]
9)

In order to prove (9), we first note that V p € Pév ,Vq €
oN vne{l,2,..,N},

7i < i i i — 1.9
J'(p,q) _lggN{Xn+Yn+Wn}, i=1,2

With the assumption of X}, Y, and W}, i = 1,2, n €

n’

{1,2,..., N}, all being integrable, J*(p,q) is also integrable.
Construct a new random variable as follows: for p,p € P,

Apy= |70 HELS (B a1 7] > ELTN(P.q") |7
71(p) if E[J'(D,q")|Fn] <E[J'(D,q")|Fn].
Then clearly, E[J'(p,q*)] is integrable. So, p € P2

)
Therefore, for every p,p € P2, there exists p € P, such
that

E[J'(p,q")|Fn]
= win {E [J'(p, a")| 7] . E [J' (P, a")| Fn] } -
Then, by definition, E [J'(p,q*)|F,] is an upwards directed

set’. By Proposition VI-1-1 in [13], there exists an increasing
sequence {fm }men+ such that

essinf E [J* 9| Fn| = lm  f,, as.,
e [ (p,q")] ]
where

fm =E [jl(per7q*)|-Fn] :

2Upwards Directed Set: A set F is said to be upwards directed if for all
the f1, fo € F, there exists f3 € F such that

fa > f1 and f3 > fa, as.

And by dominated convergence theorem, (9) is prove.

Subsequently, we want to show that o} =

E [J'(p*,q")|Fa]. ¥ n € {1,2,..,N}. By mathematical
backwards induction, at time N,

ay =Wy =E[J' ok, ax) 1 Fn] -
Assume that at time n + 1, the following holds:

ar]yﬂ =E [J_l(l)*a q*)\fn+1]
= essinf E [J'(p, q")|Fnt1],
pePfZ\’_H
r]LV+1 =E [jQ(P*,q*)\]:nH]
= essinf E [J?(p*, Q)| Fns1] -
sooinf [7(p", @) [ Fot]
Define (VAL;(:), VAL1(+)) = VAL(-); i.e., given a bimatrix
game, the operator VAL;j(-) generates the value of the first
player and VALy;(-) generates the value of the second player.
At time n,

ay’
(W X,

= VAL Y, E[OénN-s-l]:n]]
! X1

= VAL1 Ynl E |:BSS infpg'PfLVJrl E [Rl(p’ q*)|.Fn+1] |fn}]
_Wé X}L

= VALl _Ynl €ss infpe”l”ffﬂ E [Rl (p7 q*)|}—"}:|

=essinfE [JY(p, q")|F,] .
essin [T (p,q")|Fn]

The first equality is by the construction of o.Y. The second
equality is by the assumption of the induction. The third
equality is justified by (9). The induction is complete.

By similar arguments, we have

N : 2 *
=essinfE |R ;)| Fnl -
B oss ind [R*(p*, Q)| F)

Then the theorem follows. O

The following corollary gives the exact value of (a2, 82V)
in the hypothesis testing game when the strategies are fully
randomized case.

Corollary 2. If G > Ccléfg? and G?* > G! > Ccléfél‘i ,
then the bimatrix game admits’ full randomized strateo(glries "at
each time instant. Besides,

(on.B0) = (Rn.R7),
Proof. We prove this corollary by mathematical induction. At
time N — 1, by the indifference principle [1], the pair of
equilibrium point is given by

= Ry_y — E[Ry|Fn-i]

N1 RN, —E[Ry|IFN1]+G' - Ry,

By the assumption of this corollary,
C01Clo

Cor + Clo

n=12,...,N.

G > >R n=12..N.
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GZ

Fig. 1. p}, versus G? when G > R}: the red solid line stands for the fully
randomized case and the blue solid line stands for the fully pure case .

Moreover, by Lemma 2, we can show that 0 < g3 _; < 1.
The similar arguments hold for p3;_,, where

o B BRI
NUTRY L —ERRIFN]+GP - Ry,
The value of the game for the first player at time N — 1 is

anN_1 = PN-1qN—1BN_1 + i1 (1= av_1)G?
+ (1 =py_1)(d = an_1)E[RN[FNn-1]
+ (1 —py_1)dnv_1RN
= R}V—r
Similarly,
511\\7[—1 = R?V—l'

Now, we assume that at time n + 1

(047]2[+175711V+1) = (vaz+17 Riﬂ) .
Then, at time n,

R}z - E[R&z—&-lp:n]

*

"R SRR+ G- RY
Directly following similar procedures at time /N — 1, we have
(e, 87) = (Bn,B7)
And
0<p,<1, 0<gq,<1
Hence the corollary follows. O

We give a full characterization of the equilibrium strategies.

1) When G! < R} :

This game admits pure equilibria, (p%,q}) = (1,1), as
there exists dominant strategies.

2) When G > R.: We present the figure of p?, versus Ga.
We see that, when G? > R2, the strategies of P1 are
based on the costs of P2 entirely. what does it mean?
This implies that P1 behaves according to the P2’s
attitude towards stopping, which is quantified by G2.
Mathematically, at time n, P1 chooses to stop the game
with probability p};, which is given by

o B BRI
"GP E[RE,|F

As G2 increases, P1 chooses to stop less likely. Similar
arguments hold for P2.

C. Infinite-Horizon Case

In this subsection, we discuss the case where the time
horizon is infinite.

Theorem 2. As n goes to infinity, R converges almost surely;

ie.,
Rl = lim R, as.
n— oo
Moreover,
. Co1C1o
R})O = hmsupR; = —.
n—o0 Co1 + Cho

Proof. As 0 < R. < max{Cy,C1p} < oo, for n € N,

sup E[|R}|] < oo.

neNt
The rest of the proof follows Doob’s Martingale Convergence
Theorem. O

By leveraging the theorem above, we can rewrite the first
term in J!(p, q) as

R71_1 ]].{7-1§7.2} = R}_l 1{7—1§Tz<00} + Réo]].{7-1:7.2:oo}
Co1Cho
Co1 + C1o

]l{,,.1:7.2:00}.

= qu—l ]1{7'1§72<oo} +

Also, G* > RL..
Define

(s B0) = (B [ (0", @) 0| (B [ P07, )] )
Then (v, 8,) can be found by solving
(R, R2) (R, G?) }
n, Bn) = VAL |} 0% " .
(@0 ) = VAL GV T (510, B 100172
The main result is presented in the following theorem.

Theorem 3. The bi-sequence {(pn,qn)}nen+ Which consti-
tutes {(Qn, Br) tnen+ Is an equilibrium point for the infinite
horizon stopping time game.

Proof. Let (q,p:) be the associated strategy. 7* =
min{7!(p*), 7%(¢*)} that constitutes (cv,, 3,). Then, for n <
m < 7%,

E [Jl(p*aq*)] |-7:n] — On

=E[ <H(1 —pp)(1 —QZ)>

k=n
. (]E |:j1(p*7q*)|}—m+1:| - Oém_;,_l) ‘]:n‘| .
By letting m — oo, we obtain

lim B [J'(p",q")|Fonsa] = Rl

and
lim a,,
m—o0
. (RL,, R2) (R, G?)
= lim VAL |t 1
BLLN I[(Gl,m (Elem+1|F ], ElBm-+1]Fn])
_yap [(RLR2) (R, G?)
= VAL {(Glngo) (i, — 00 Qs im0 Bm) |
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where the second equality is justified by Theorem 4. Define

Qoo = lim a,,, and (o = lim G,,.

m—0o0 m—00

Then (R1 RQ) (Rl GQ)
Ao = VALI (G17Rgo) (Oéoc,ﬂoo) .

By solving this fixed point equation, we obtain that
(aocnﬁoo) = (Rloa Rc2>o) .

Thus,
E [Jl(p*,q*)} |Fn] — a, = 0.

Then we can prove that it coincides the definition of equilib-
rium point. O

IV. CONCLUSIONS AND FUTURE WORK
A. Conclusions

In this work, we have studied the stopping time game
in sequential hypothesis testing using an extended Dynkin’s
formulation. We have showed that the equilibrium points can
be found backwards via two intertwined dynamic program-
ming equations. For finite-horizon game, we have provided
sufficient conditions of finding the equilibrium points. Besides,
we have fully characterized the equilibrium strategy structure.
And we have provided the condition under which the game
admits fully randomized equilibrium strategies. In the infinite-
horizon case, we have presented the theorem which also gives
sufficient condition of finding the equilibrium points. We have
also showed that in the fully-randomized case, the randomized
strategy of one player entirely depends on the other player’s
costs.

B. Future Work

1) Information-Asymmetric Game: In an information-
asymmetric game, the information is divided into two parts,
common information and private information. In the game
defined in this paper, there only exists common information as
both players share the same sequence of filtration {F;, },en+-
We would investigate the case where the private information
may be induced by delay of obtaining observation. For ex-
ample, at time n, one player has the access to contemporary
information F,, and the other player experiences one-step-
delay and only has access to F,_;. A new concept of
equilibrium is indispensable as the standard Nash equilibrium
concept is defined under the assumption that both players only
have common information.

2) Stopping Game with Self-Stopping: Another possible
work can be explored in the case where the random processes
defined in Dynkin’s game do NOT satisfy sup,,cn+ E[| - |] <
oo. Particularly, in hypothesis testing, we are interested in
the case where there exists cost of taking observations. For
example, the cost function of P1 is

JHr, %) = (R + T L crny + Gl s ey,

Obviously, sup,, cr+ E UR}L + n” is not bounded anymore. In
this case, without the presence of P2, P1 himself will stop, as
when P2 is absent (set 72 = c0), the problem reduces to SPRT.

Fig. 2. R, versus by: the red dotted line stands for the value of Ry,.
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APPENDIX A
PROOF OF COROLLARY 1
By observation, we have b, = bg/(bo + (1 — bo)L(x7})).
Thus, there exits one-to-one correspondence between by and
L(x¥¥) for N € N*.
APPENDIX B
PROOF OF LEMMA 2

For the purpose of proof, with a slight abuse of notation,
let R, (b,) = R,,.
1) The first statement is illustrated as shown in Fig. 2.
2) As Ry is a concave function in b,, using Jensen’s
inequality, we obtain

E [Rn+1(bn+1)|bn] < Ry (E [bn|bn]) = Rn(bn)-
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