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To prevent harmful Al behavior, people need to specify constraints that forbid undesirable actions. Unfortu-
nately, this is a complex task, since writing rules that distinguish harmful from non-harmful actions tends to
be quite difficult in real-world situations. Therefore, such decisions have historically been made by a small
group of powerful Al companies and developers, with limited community input. In this paper, we study how
to enable a crowd of non-Al experts to work together to communicate high-quality, reliable constraints to Al
systems. We first focus on understanding how humans reason about temporal dynamics in the context of
Al behavior, finding through experiments on a novel game-based testbed that participants tend to adopt a
long-term notion of harm, even in uncertain situations that do not affect them directly. Building off of this
insight, we explore task design for long-term constraint specification, developing new filtering approaches
and new methods of promoting user reflection. Next, we develop a novel rule-based interface which allows
people to craft rules in an accessible fashion without programming knowledge. We test our approaches on a
real-world AI problem in the domain of education, and find that our new filtering mechanisms and interfaces
significantly improve constraint quality and human efficiency. We also demonstrate how these systems can be
applied to other real-world Al problems (e.g. in social networks).
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1 INTRODUCTION

As Al systems are given greater agency to impact human lives, we must ensure that these systems
do not engage in harmful behavior. Although preventing physical harm (e.g. an autonomous car
crash) has received considerable attention recently, non-physical harm is also a topic of great
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concern.! One recent example of this is online movie recommendations [5], where we do not want
an Al system to recommend a movie with extreme violence to a young child, even if they are likely
to watch it. Similar problems arise in education, where we do not want to allow a mathematical Al
tutoring system to ever teach incorrect or misleading information to young students.?

A standard machine learning approach to this problem is simply to learn through trial-and-error
which actions are harmful. However, actually trying a potentially harmful action in the real system
is extremely undesirable in most settings. Indeed, numerous communities have acknowledged
the insufficiency of systems that learn about harmful actions only after making a (potentially
harmful) decision [2], and this approach could also lead to numerous legal issues [20]. Therefore,
researchers have studied Al systems that learn to predict when actions are harmful before they are
executed, for instance based on trying them in a simulator [24]. Unfortunately, this requires a near-
perfect simulator to ensure safe behavior, which is unachievable in most real-world applications.
Therefore, such systems often rely on experts (in both Al as well as the specific domain) to hand-
craft rules, called constraints, that specify what behaviors are harmful. In this setting, Al researchers
tend to focus on studying how to create machine learning systems that obey these prespecified
constraints [13, 16, 54].

Although this research is valuable, often the “weakest link” in using behavioral constraints are
the human factors involved in specifying them in a manner that correctly captures our human
understanding of harm. Perhaps the most influential work in this space is the Moral Machine
project by Awad et al. [4], which studies how to understand human preferences surrounding the
safety of autonomous cars.

While undoubtedly impactful, the Moral Machine project is not without its limitations. It focuses
on simplified fictional scenarios (e.g. killing passengers or killing pedestrians), which have been
broadly criticized as far removed from the scenarios an autonomous car would likely encounter in
the real world [7, 9]. In their response to these criticisms, Awad et al. [3] states that the purpose of
the simplification is to tease out general-purpose ethics rules to guide autonomous car development.
Yet, as others have pointed out [22], the manner in which this highly complex real-world problem is
simplified itself introduces a considerable bias.® This bias is very concerning, as it may further shift
power to a small group of already-powerful companies and executives [31], while simultaneously
allowing them to claim that “society” is involved (albeit in a token fashion). Although it may not
be the case that AI developers and tech companies are intentionally trying to marginalize the
opinions of a larger and more diverse group of stakeholders, such marginalization can easily occur
subconsciously [6].

In order to allow individuals with a diverse set of backgrounds to participate in real-world
decisions surrounding Al harm, we must first ensure that the Al harm problem is posed to users
in a way that is both accessible to non-Al experts, and minimizes the bias introduced by the Al
designer. The latter goal is in line with work by Constanza-Chock in Design Justice [14] which
suggests the role of the designer should be minimized, as they should serve as a facilitator who

1Various communities make distinctions between the broader term “harm” and the narrower term “safety”. For instance, in
the Al community the term “safety” is usually used only to refer to physical harm, hence we use the broader term “harm” in
our paper. But it is important to note that the scope of the paper is focused only on “harms” that arise directly as the result
of specific Al actions (e.g. an Al saying something offensive), and does not address more abstract harms that are inherent to
the system design itself (such as the harm of a self-driving truck putting professional truck drivers out of work). Here we
assume that the general task we are trying to automate has been found to be sound with respect to harm, and the focus is
on preventing the Al system from taking certain actions in that task that could be considered harmful.

%In other domains, we may have to allow a small possibility of teaching incorrect information due to the fact that the field
is controversial or constantly evolving (for instance, our understanding of nutrition has changed considerably over the last
several decades [33]). Mathematics does not suffer from this issue.

3For example, by eliminating uncertainty from the scenarios, researchers eliminate a key element of human behavior [48].
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helps center the voices of community members rather than an expert who prioritizes their own
agenda. However, while a Design Justice philosophy argues that all members of a community
should be viewed as ‘expert[s] based on their own lived experience” and thus given an equal voice in
the process [14], when faced with complex real-world Al situations, past Al work has questioned
whether people without any formal expertise are capable of judging the long-term safety of real-
world Al behaviors [3, 50]. This is a legitimate concern, as defining constraints in complex real-world
environments can be quite challenging, and human mistakes or misunderstandings can have serious
consequences. A constraint that is too permissive could result in extremely harmful behavior, while
one that is too strict may result in an Al system that is incapable of effectively performing its
assigned task. Therefore, in this paper, we present the first study of how to make the process of
specifying Al constraints more accessible to non-Al experts, with a focus on presenting users with
randomly-chosen real-world situations instead of ones handcrafted by a designer.

Despite acknowledging that simplifications relating to Al harm or safety may themselves be
harmful, at the same time we must acknowledge that simplifications have an important (albeit
limited) place in studying how individuals reason about Al safety. Indeed, behavioral fields such
as psychology and economics have a long history of designing simplified experiments to better
understand principles of human behavior [40, 49]. The same is true in Al safety: for instance, a
study was carried out which, by asking certain simplified questions, revealed the valuable insight
that human perception of the morality of Al behavior depends greatly on their perception of the
applicable laws [29]. As such, the problem is not simplification itself, but rather using the simplified
decisions as a direct substitute for decisions people would make in the real world, without fully
considering all the nuances of the real problem.

Therefore, we take a two-pronged approach in this paper. First, we design a simplified experiment
to elucidate novel questions surrounding how crowd workers reason about the long-term effects of
AT harm when different groups are impacted. Although this gives us some insight into the ability
of non-Al experts to reason long-term about safety, even when it affects others, we acknowledge
that this initial study is limited by the fact that it is artificial. Therefore, we then turn our attention
to studying how people make Al harm decisions in a complex real-world problem in the domain of
education. In this context, we identify new techniques that boost constraint quality through better
filtering and promoting worker reflection. We also develop a novel rule-based approach, which
makes the process of writing rules accessible to non-Al experts, and utilizes worker effort much
more efficiently while improving constraint quality.

2 RELATED WORK

Preventing Al Harm

Saunders et al. [50, 51] studies how humans can prevent Al harm through blocking undesirable
actions in real time. However, their experiments were conducted using standard Atari videogames
as testbeds; therefore, the authors artificially invented the meaning of “harm” in these cases.
Additionally, the only participants in their experiments were two authors of the paper, and as such,
they did not examine the quality of constraint information provided by humans. Saunders et al.
leaves open the question of how effective humans are at avoiding long-term harm (i.e. non-local
catastrophes) and frames how to increase human efficiency when communicating harm to Al
systems as an explicit open question. We carefully study both issues in this paper.

Recent work by Thomas et al. [55] has examined methods to prevent undesirable Al behavior,
which essentially requires people to specify only harmful outcomes instead of harmful actions.
Unfortunately, this approach inevitably results in the possibility that undesirable outcomes occur
as the system is learning the effects of new actions, and hence is not suitable for outcomes that are
harmful enough that we want to ensure they will never occur.
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Specifying constraints Although specifying behavioral constraints is well-known to be a
important prerequisite to building effective Al systems, relatively little work has studied the process
by which this occurs. Traditionally, experts (in both Al and the domain) write constraint rules
in a specialized programming language such as LISP [39] or EQL [12]. An alternate approach is
to use machine learning to learn constraints from safe and unsafe examples [5]; however, this is
undesirable as if the machine learning system makes an inaccurate prediction, harm can result.

Work by Zhuo [60] (and Gao et al. [26]) looks at a related problem, in which they ask users to
help specify an action model (including constraints) for various simulated Al planning tasks (for
example, Blocks World). However, instead of having users construct their own constraints, users
were simply asked to determine whether a given constraint was correct. Also, this work did not
investigate how to improve human performance in specifying constraints.

Data quality Numerous methods have been developed to increase data quality in crowdsourcing
settings [11, 23, 25, 36, 41]. However, these works do not consider preventing harmful Al behavior,
and thus cannot examine or leverage any specific properties of constraint specification tasks (e.g.
how to weight precision over recall, the relationship between state and action, etc.). We examine
and extend several of these methods in our experiments.

It is standard practice to use gold questions as a means to filter crowd workers [8, 15], but this
typically requires substantial expert effort to annotate the gold dataset. Some work has studied
programmatically generating gold questions [43], however it still requires experts to spend signif-
icant time identifying common mistakes and construct mutation operators and associated error
descriptions. In this paper, we propose filtering methods for Al constraints that do not require
additional expert annotation effort.

Crowdsourcing complex work Much CSCW work has studied how tasks, once reserved for
experts, can be made accessible to a crowd of non-expert workers. For instance: Lee et al. [34]
studies how crowd workers can best work with experts in real-time to collaboratively sketch
prototypes, Li et al. [36] studies how crowd workers can best contribute to the complex process of
sensemaking, and van Berkel et al. [56] studies how workers can best reach agreement on notions
of fairness, which can often be quite complex [42]. We add to this conversation, studying how to
best enable non-Al experts to contribute to the important but complex problem of Al harm.

Human-AI interaction The CSCW community has also devoted much study to the problem of
how to facilitate effective human-Al interaction. Work has shown that even the most enthusiastic
adopters of Al systems have key pieces of the task that they feel should not be automated [58].
A potential reason for this is that even if a machine makes a correct decision, its underlying
understanding of the task may differ substantially from human understanding [59]. This leads to
concerns about whether such systems can be trusted with important tasks. Mackeprang et al. [37]
explores this issue, trying to determine the “sweet spot” on the “level of automation” scale [45] where
there is enough automation to be helpful, but not so much that the automation becomes harmful.
Although valuable, one difficulty with this “level of automation” approach arises in domains such
as tutoring systems and autonomous driving, where even though automated decision-making
(automation level 7+) could be enormously helpful, it also opens the door to significant potential
harm. Therefore, in this paper we take this conversation a step further, studying the important
question of how people can most effectively define where (i.e. in what situations) the Al can safely
control decision-making.

3 PROBLEM SETUP

We consider problems in a standard Markov Decision Process (MDP)-style Al framework [53].
Specifically, we assume a set of actions A and a (possibly large) set of states S. The environment
produces a state s € S, the Al agent chooses an action a € A, and the environment transitions to a
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new state s € S with probability given by a (possibly unknown) transition function T(s, a, s"). We
assume there exists a function C(s, a), which is unknown to the agent, that returns true if and only
if the action a is not harmful to take at state s. In this paper, our goal is to use humans to find a
Boolean function C(s, a) that approximates C(s, a) as well as possible, so that we can develop “safe”
agents that only take actions where ¢ (s, a) = true. Other than this, we are agnostic to the details
of the Al algorithm that the agent uses to select actions (this could include reinforcement learning
approaches, recommendation algorithms, etc.).

In terms of evaluating C(s, @), our primary aim is to maximize precision; that is, the proportion
of cases where C(s, a) = true that C(s, a) = true. This is because, since we intend to feed C(s, a)
to an autonomous agent, if we have a false positive (C‘ (s,a) = true and C(s, a) = false), the agent
may take a harmful action. In this case, high recall is not a priority, as we would much prefer to
mark many situations unsafe when they are in fact safe from harm (false negative), than mark
a single situation safe from harm when it is actually unsafe (false positive). Of course, the main
flaw with only considering precision is that one can achieve high precision by only marking a very
small number of situations as safe (and having them be correct). Therefore, the number of cases
where C(s,a) = true is a secondary consideration.*

We make the following simplifying assumption:

AssUMPTION 1. For every action a’, we can produce at least one state s’ such that C(s’, a’) = true;
in other words, a state where a’ is known to be safe.

This assumption is not very strong, since actions are often constructed with a specific situation
in mind. For example, a telemarketing Al may have a script giving the ideal situation for each line
of dialog. If this is not the case, it should be relatively easy for an expert to identify some state
where the action is safe to try.

4 LONG-TERM VS IMMEDIATE HARM

Our problem setup, and indeed most other standard formulations [53], assume constraints are
specified on pairs of states and actions. However, in most environments, the agent interacts with
the environment through a sequence of actions rather than a single action. As such, there are at
least 3 possible interpretations of what is meant by a “harmful” action in a certain state:
Immediate: C(s, a) = false if and only if unsafe outcomes will occur immediately after a is taken
ats.
Next Action: C(s,a) = false if and only if, after a is taken at s, and before the next state sy, is
reached where there are multiple possible actions, unsafe outcomes will occur.
Long Term: C(s, a) = false if and only if after a is taken at s, for all possible future state-action
sequences s, a, Sy, dz, 53, 43, . . . unsafe outcomes will occur.®

To illustrate the differences between these three theories, consider a case where we are evaluating
the harmfulness of action a’ at state s”. a’ does not result in immediately harmful outcomes, but it
leads to a state s” where all actions immediately result in harmful outcomes. For instance, suddenly
stopping an autonomous car on a highway may prevent colliding with an obstacle, but seconds
later will lead to an inevitable crash with the cars behind it, no matter the next action taken.

4The number of cases marked safe (i.e. the number of positive responses) forms a rough proxy for recall in this case, while
being much easier to calculate.

STf it is hard to identify any states where the action is safe, it is unclear why the agent was provided this action to begin
with.

®For clarity, we use absolute terms here; in practice humans likely adopt a weaker definition to account for the inherently
uncertain nature of many real-world environments. We further explore the notion of uncertainty in our CarefulCar
experiments.
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If the dynamics of the system are known to the Al all theories are operationally equivalent. For
example, an MDP planner can infer that even though a’ is not immediately harmful, there is no
possible future sequence of actions and states which does not terminate in a harmful outcome.

However, when the dynamics are unknown to the AI, which is usually the case in real-world
systems, different theories result in significant practical differences. For example, consider a Al
agent provided with immediate constraints and located at state s’. It sees that a’ is allowed by the
constraints, and (not knowing that (s, a’) — s”’) is likely to execute a’, leading to harmful behavior
once s’ is entered. Therefore, if people tend to produce immediate constraints, to ensure safety
we would need mechanisms that explicitly ask humans to reason about the harmfulness of future
state-action sequences instead of simply a current state and action. On the other hand, if people
tend to reason about long-term harm even in the absence of further instructions or prompting,
these mechanisms are unnecessary, as obeying long-term constraints ensures that the agent never
reaches a state where all actions are harmful.

Therefore, better understanding how people reason about long-term harm is key when deter-
mining how to break down the complex task of defining constraints on Al systems.

In addition to examining the question of how people reason about long-term harm, we also wish
to examine how users’ reasoning changes based on who is harmed. This is an important question
because many biologists subscribe to the notion that evolution leads to organisms that are largely
self-interested [57]. Given this, one might expect humans to be fairly proficient at reasoning about
harm to themselves, as they are essentially “hard-wired” to do so. But, it might be more difficult to
make judgments about how harm impacts others. For instance, it might make a difference whether
the harm was to themselves vs. a close friend vs. a random outsider. In the extreme case, where
what is being harmed is simply an abstract Al or an autonomous car, it is unclear how well humans
will reason about harm to this non-biological entity.’

Philosopher Peter Singer provides a theoretical lens [46] through which to examine this issue.
Specifically, he uses the term “egoists” to refer to individuals that make all decisions based strictly
on what will benefit them the most personally. As a contrast, he defines “universal altruists” as
individuals that make decisions out of selfless concern for all entities (even those who are radically
different from them, as an autonomous car might be). In between these two extremes lies individuals
sometimes referred to as “group altruists” [61], namely those who make decisions strictly out of
concern for themselves and the welfare of others that belong to the same group as them. The term
“group” is rather amorphous and can be defined in various different ways: nationality, occupation,
etc. Much debate has centered over which theory best describes human behavior, for instance,
can altruistic behavior simply be explained away as particularly clever egoism [52]? In this paper;
however, we focus on using this framework to examine who is harmed in our task, along the
spectrum of an appeal to egoism (hurting the participant themselves) to an appeal to universal
altruism (hurting a disconnected entity).

We created a video game called CarefulCar as a testbed to study these issues. In CarefulCar,
players drive an autonomous car on a network of roads, trying to reach a goal. Harm comes into
play in the form of roadblocks, which destroy the car if it crashes into them, similar to Awad et
al. [4]. One-way roads force the car to move in a predefined direction, allowing us to examine cases
where time elapses but no actions can be processed. To explore how randomness and uncertainty
affect human decision-making about harm, we also include an “ice patch” which spins the car in a
random direction. Although individually simple (as leaving the tile in each direction generally has
25% probability), these can be chained together to create more complex probabilisitic phenomena.
While CarefulCar superficially resembles other gridworld tasks (such as DeepMind’s Al Safety

"The Moral Machine work [4] did not ask this question as the car was clearly occupied.
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Fig. 1. A screenshot of our game, CarefulCar. Users are asked whether it would be safe for the (blue) car to
move up in this situation (Q7).

Gridworlds [35]), it was specially designed to remove some key points of confusion about Al harm
for human users, while additionally creating a direct parallel to a timely real-world Al safety issue.

First, in a typical game the character may move in any direction at any time, whereas in our case
we wish to study decision-making at discrete states. Therefore, the game is designed such that the
car can only make decisions at an intersection in the center of each gridcell, as clearly shown by
the road markings. As another example, this allows one to see (even before interacting with the
game) that one cannot enter a one-way road from the wrong direction, as there is no visual road
going in that direction.

Second, with a typical video game there is inherent ambiguity about the safety (or lack thereof)
of declining to take any action. In other words, if nothing changes until the user presses a key,
but no matter which key the user hits the car will crash: is there a safe option? If one views not
pressing a key as an action in itself, then clearly doing nothing is a safe action, but if the user views
time as being “paused” until they press a key, there is no safe action. Such ambiguities would seem
to be mostly a product of virtual video games, in reality even choosing to do nothing (e.g. press
no pedal on a car in the middle of a freeway) is an inherent choice. Therefore, in the game the car
keeps moving in a straight line even if no button is pressed, and if a wall is hit the car automatically
reverses direction.

Participants initially played three CarefulCar levels. The first level introduces basic game me-
chanics, the second level introduces one-way roads (shown in the video figure) and the third level
introduces ice patches. Then participants were presented with 8 situations and suggested actions
(directions for the car to move) and were asked, “Is it safe for the car to go [DIRECTION] in this
situation?” The specific scenarios presented to participants were:

e Q1: The car moves directly into a roadblock.

e Q2: The car moves away from a goal, but in a direction free of all roadblocks.

e Q3: The car moves onto a long one-way road which pushes it into a roadblock.

® Q4: The car moves onto a one-way road which leads to an empty square, but from there
every possible direction leads immediately to a roadblock.

e Q5: The car moves to a one-way road, which takes it to a square in which two of the three
directions are roadblocks but one is another one-way road. Moving to that one-way road
allows the car to reach safety and (eventually) the goal.

Proc. ACM Hum.-Comput. Interact., Vol. 4, No. CSCW2, Article 97. Publication date: October 2020.



97:8 Travis Mandel et al.

e Q6: The car moves onto a one-way road, which takes it to a square in which two of the
three directions are roadblocks but one is another one-way road. Moving to that one-way
road causes the car to reach an empty square, from which every possible direction leads
immediately to a roadblock.

e Q7: The car moves directly onto an ice patch. Adjacent to the ice patch are a roadblock, the
goal, and a one-way road which leads it to other parts of the level. Therefore, there is a 25%
chance of crashing after this action.

e Q8: The car moves onto a short one-way road, which takes it to a sequence of four ice patches,
connected vertically by one-way roads. At the very end of the row of ice patches there is a
roadblock, but on either side are one-way roads that lead it to the goal. Therefore, the only
case where the car will crash is if all ice patches happen to move it up, which happens with
an overall probability of 1.2%.

These situations were designed to illuminate issues surrounding long-term reasoning, for instance,
a roadblock placed at the end of a long one-way road (Q3): moving onto that road would be
considered safe by the immediate theory but unsafe by the “next action” and “long term” theories.
The last two questions test reasoning about uncertainty.

The basic task has the user helping a (fictitious) autonomous car, hence, making sound decisions
about how to keep it safe fits best under the universal altruist umbrella as the harm occurs to a
disconnected entity.® To skew things more towards egoism, we try a variant of the task where
the user’s actions directly impact their pay: The user starts the task expecting a 20 cent bonus,
but they lose 5 cents for each case they mark safe when it is truly unsafe, and they gain 1 cent for
each case they mark safe when it is truly safe. Although imperfect as the “harm” to the worker is
fairly minimal, this does reflect the fact that we care almost exclusively about precision (as marking
things unsafe does not change the bonus), and the harm of a false positive is significantly more than
the benefit of a true positive. To skew things more towards group altruism, we impose the same
bonus structure as above, except applied to the next worker to accept our HIT? (we also tell the
current worker that they will personally get a guaranteed 20c bonus). Although imperfect, many
crowd workers do see themselves as a member of a community [30, 38], and would seem more
inclined to value the welfare of a fellow crowd worker compared to a fictitious autonomous car. It’s
important to make clear that we are not trying to label individuals (for instance, labeling someone
an egoist just because they are working to achieve a bonus is absurd), but rather use Singer’s
framework as a way to explore how people react when decisions about harm affect different groups.

Upon starting the task, users were assigned at random to one of the three conditions described
in the previous paragraph: egoism (Ego), group altruism (GA), or universal altruism (UA).

The task was estimated to take 5.35 minutes through a pilot study, therefore all workers were
paid a guaranteed $0.90 (excluding bonuses) to ensure a reasonable hourly wage (following best
practices [19]). Users were only allowed to complete the task once.

H.0 Our hypothesis was that users’ responses would fit best with the long-term theory (since
long-term reasoning about harm is important for survival), when faced with uncertainty users
would be largely risk-adverse, and differences between conditions would be small due to crowd
workers desire to do good work (even if not reflected in their pay [10]).

The results of this experiment, with 299 users, are shown in Table 1. In all conditions, we observed
that, as hypothesized by H.0, the “long term” theory best fit users’ behavior, as 40-45% of participants’

8This is of course imperfect as the worker is, by nature of the crowdsourcing platform, trying to do good work, but the
worker is not explicitly told they will be harmed in the case of mistaken safety judgments.

This is a deception as we did not feel it would be fair to penalize one worker for the behavior of another. This was cleared
with our IRB (as were all other aspects of the task) and workers were properly debriefed at the end of the task.
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Table 1. Results of the CarefulCar experiment. The actual percentage that answered “yes” to each safety
question in each of the three conditions (egoism (Ego), group altriusm (GA), universal altruism (UA)) is shown
beside the predicted answers from each of our three theories. The last three rows give the percentage of users
in each condition that perfectly matched the answers of each theory. Q7 and Q8 have no clear answer due to
the car moving onto one or more ice patches, which introduce uncertainty.

Next Long | Ego GA UA
Immediate Action Term | % Yes % Yes % Yes

01 No No No 4% 2% 5%
Q2 Yes Yes Yes 94%  91%  94%
Q3 Yes No No 1% 1% 2%
Q4 Yes Yes No 3% 6% 5%
Q5 Yes Yes Yes 90%  93%  93%
Q6 Yes Yes No 40% 51%  42%
Q7 Yes ? ? 25%  39%  31%
Q8 Yes ? ? 38% 46% 45%
Matched-Ego | 0% 2% 44%
Matched-GA | 0% 5% 40%
Matched-UA | 0% 1% 45%

responses exactly matched the “long term” theory, compared to only 1-5% for “next action” and 0%
for “immediate”. In fact, Table 1 shows that the actual results agreed most closely with the “long
term” theory on every question in almost all cases. The one exception was Q6, which 51% of people
marked safe in the GA condition; however, the Chi-squared test indicates the difference between
conditions was not significant on this question (y?(2, N = 299) = 2.3145, p = .31), and the other
two conditions were significantly less than 50% as determined by the one-tailed Binomial test (Ego:
N =104,p = .03; UA: N = 108, p = .05). Since Q6 involved a longer sequence of decisions; the
cognitive burden may explain why there is more disagreement on that particular question. It may
also be that the unfamiliar nature of this environment is partly responsible for the slightly lower
agreement here.

Table 1 shows that, per H.0, the results across the three conditions are relatively similar. Users
did not seem to evidence any difficulties making sound safety decisions, even when what was being
harmed was a fictitious autonomous car with whom they had no relation (UA condition).

We do see some small differences when it comes to Q7 and Q8, which involved uncertainty. All
observed percentages for these two questions were below 50%, indicating that users wisely choose
to be risk-adverse in the face of uncertain harm. However, users seem even more risk-adverse than
usual in the Egoism condition. The evidence for this effect is fairly mild: For instance, while the
difference was significant when comparing Ego to GA on Q7 (y*(1, N = 191) = 4.359,p = .04),
although not when comparing Ego to UA on the same question (y?(1, N = 212) = 0.8142,p =
.37). The trend that individuals would be more risk-adverse when they are directly harmed (Ego
condition) does make intuitive sense. But seeing as the effect seemed fairly mild, in the rest of the
paper we explore other ways of ensuring workers are careful about marking uncertain situations
as safe.

These results indicate that crowd workers possess both the capability and inclination to make
sound long-term judgments about AI harm, even in the face of uncertainty and when making
decisions about a situation they have no direct connection to. Although a limitation of this study
is that the participant population was restricted to crowd workers, we suspect this would likely
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Fig. 2. Our case-by-case interface, applied to an education domain (left), and a Facebook advertising domain
(right). The left side shows our one-sided explanation condition.

generalize to other populations as well. Additionally, crowd workers may be a convenient population
to use for many Al harm tasks where decisions are clear-cut and specialized expertise is not required.
Because of the inclination to reason long-term about harm, hereafter we focus on the task of having
crowd workers determine the safety of an individual action at a state, instead of the harmfulness of
sequences of states and actions.

5 CASE-BY-CASE TASK DESIGN

In CarefulCar we employed a simple case-by-case task design, in which users view individual (s, a)
pairs and give a Boolean response indicating whether action a is harmful to try in state s. However,
it is important to note that CarefulCar is an artificially constructed domain designed to allow us to
study how crowd workers reason about Al harm in the face of uncertainty. While our CarefulCar
study gives us valuable insight into human behavior, a major limitation of that study was that there
is a significant gap between CarefulCar and real-world domains where AI harm is an issue.

In real-world situations, the state and action are considerably more complex, making the case-
by-case constraint specification task fairly difficult despite the simplicity of the final output (yes or
no). Figure 2 shows an example of this type of interface applied to a real-world education setting
(explained in more detail in the experiment setup section) and a Facebook advertising setting
(explained in more detail in the discussion section).

In complicated real-world domains, there is the risk that humans have difficulty understanding
aspects of the constraint task, leading to low-quality constraints. Common strategies to address
this include filtering out poor results and providing task-specific training in the form of tutorials.
In our baseline task, we include a short 3-question tutorial at the start of the first task (HIT), which
explains to the user why each response they submit is correct or incorrect. For filtering, we include
a single “positive gold” question (where we know the answer is yes) per task (HIT). This question
is randomly generated as per Assumption 1, and if users answer no to any of these gold questions,
their responses are excluded.
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5.1 Filtering and Training Approaches

Tutorial Overload The first time a user performs the task, all but one question is a tutorial.
Gold Overload The first time a user performs the task, all but one question is a gold question.
The positive gold questions can be generated using Assumption 1, while the negative gold must be
manually generated.

Fake Gold The Gold Overload condition requires a significant investment of expert time to
generate the negative gold questions, and reduces the time users spend on useful work. Therefore,
to better utilize human effort we introduce a “fake gold” action, i.e. a synthetic action that is clearly
unreasonable to take in every state. To make the action better test whether users understand the
task, we propose having the action directly address the user. For example, if we are determining
harmfulness of dialogue from an e-commerce chatbot and we are running the task on Mechanical
Turk, the action could read “Keep up the good work! You only have [n] questions left before you
complete this HIT!”, which would clearly never be appropriate for the chatbot itself to say.

Note that this approach is not equivalent to just adding one negative gold question. Although the
actions used are very similar, the state is different every time for each fake gold question, providing
a good test of whether the user is considering both the state and the action in their decision making.

H.1 We hypothesized that Tutorial and Gold Overload would help precision but generate very
little useful answers due to the large amount of known questions, while Fake Gold would retain a
substantial precision benefit but generate more useful work due to the higher ratio of unknown
questions.

5.2 Approaches Designed to Promote Careful Thinking

Continuity We add continuity [32] to our task to reduce cognitive load: specifically, we keep the
state the same throughout the task, allowing only the action to change.
Skip Past work [21] has shown that promoting self-reflection is key to ensuring careful work.
Therefore, we added a large “Skip” button between the “Yes” and “No” buttons, which is intended to
cause users to reflect on whether they are confident enough to submit a response, or would prefer
to see a different question.
One-Sided Explanation Past work [25] has shown that requiring users to explain their answers
can promote reflection and improve answer quality. Therefore, we developed an approach where
after an answer is selected, a textbox appears in which users must type an explanation before the
task can proceed. Similar to past work [25], we apply a degree of filtering to the explanations: we
do not allow the worker to proceed unless the explanation is 5th grade level (according to the
Flesch-Kincaid scale) and at least 8 words. A unique feature of our task is that, as mentioned in
the problem setup section, we care primarily about reducing false positives. Therefore, when the
user presses “No”, no explanation is requested and they simply proceed to the next question. The
hypothesis is that this approach would encourage “No” to be more of a default option, requiring
users to think more deeply about whether “Yes” is truly the right selection before committing to it.
H.2 Our hypothesis was that all the variants would improve precision. We felt our one-sided
explanation condition would likely perform the best due to the combination of promoting reflection
and filtering out low-effort or fatigued users.

6 RULE-BASED METHOD

The proposed case-by-case method scales poorly to larger state-action spaces, as workers must
decide on every state-action pair individually. One solution is to instead specify C(s, a) by writing
rules, which can forbid or allow a large set of state-action pairs. This is typically thought to be
a task that requires extensive programming (in a language like LISP), which greatly reduces the
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Fig. 3. Our rule-based interface applied to an education domain (described in experiment setup).

accessibility of the task. Additionally, the process of defining a general rule (which encompasses
arbitrary states and arbitrary actions) requires a comprehensive understanding of the state-action
space, which is very challenging even for Al experts.

Logically, there are two natural alternatives for writing more focused rules: Either a user is
shown a single state and must write a rule defining what actions are acceptable to consider taking
there, or the user is shown a single action and must write a rule defining where (i.e., at which states)
it is acceptable to apply that action. The choice between these is somewhat domain-dependent, but
in cases where the action space is large, action-specific rules seem the clear choice. For example, a
user may have trouble understanding all the different visual advertising actions, but given a single
ad likely has intuition about what types of customers it is applicable to.

However, despite this simplification, the user has to reason about the entire state space S, which
can be challenging. To mitigate this, our system gives the user instant feedback about what states
their rule includes and excludes.

The layout of the task is shown in Figure 3 (for another domain, see Figure 6). The action is
shown at the top of the screen, and below that we show the user (on hover) the known valid state
for that action (which exists due to Assumption 1). Below that is the rule-writing area, in which
users can use dropdowns to create a rule (described further in the next section). When the user
wishes to test their rule, they press the “Show Examples” button, which processes their rule and
visualizes an exemplar state that would be excluded (i.e., where the rule would mark the action as
harmful), and one that would be included. The user can then press “Show More Examples” if they
want to see more example states, “Clear Workspace” to clear their rule, or “Next” to move on to
writing a rule for the next action. Additionally, at all times, we allow users to press a “Glossary”
button to view a pop-up glossary window explaining the meanings of the different terms used.

Accessible Rule Creation We designed a system to make rule creation more accessible to
non-programmers by having them use a sequence of dropdowns to construct a readable natural

Proc. ACM Hum.-Comput. Interact., Vol. 4, No. CSCW2, Article 97. Publication date: October 2020.



Using the Crowd to Prevent Harmful Al Behavior 97:13

language sentence (albeit with limited vocabulary). The initial text says “The action applies to” and
then the user is presented with a dropdown with the options “all states”, “no states”, or “a state if”.
Selecting the last option generates another dropdown for the user to continue their constraint.

Constraints are usually specified in first order logic; more specifically, a logical combination of
domain-specific predicates and arguments [44]. Therefore, a natural approach is for the user to
first choose a dropdown for a predicate followed by one or more dropdowns for the argument(s).
However, in natural language (i.e. English) the predicate comes after the argument(s), not before, for
instance “if door six is open” instead of “if isOpen(doorSix).” Therefore we flip the order, asking users
to select valid arguments first, and then populating the next dropdown with the valid predicates
for those argument(s).

Logic and Parentheses When writing constraints, it is important that the language is sufficiently
expressive to allow users to write the desired constraint. Clearly, this requires logical connectives,
but unfortunately, this immediately raises the question of operator ordering and parentheses. Take
the following example: (the road is wet AND the car has hydroplaning-resistant tires) OR (the
road is snowy AND the car has studded tires)

There is no way to present this expression exactly through left-to-right evaluation (in this
example, left-to-right order would require studded tires for a wet road!). Unfortunately, introducing
parentheses complicates the task enormously, as the number of ways to parenthesize an expression
grows roughly exponentially (Catalan) with the expression length.

We developed a method to reduce the complexity of adding parentheses, which works by allowing
users an occasional binary choice about where they want to place the next expression. As soon as
a user introduces the first logical (AND or OR) such as “A OR”, the interface immediately adds the
first set of parenthesis around the expression: “(A OR ...)".

Once the user has completed the statement inside some set of parentheses, we create two special
dropdown elements we call choiceboxes to allow the user to choose where to put the next logical.
Specifically, there is a choicebox just inside the innermost right parenthesis, and a choicebox just
outside the innermost right parenthesis, e.g. ... OR D — ) =” where the - elements represent the
choiceboxes. Upon choosing a logical from one of the two choiceboxes, the unselected choicebox
disappears, and a left parenthesis is placed just before the leftmost atomic element (a literal if they
chose the innermost choicebox, otherwise a parenthesized expression).

Although this method seems potentially more accessible, it would also seem to limit the expres-
sions which can be produced. Perhaps surprisingly, this is not the case. We show in Theorem 1 that
our method is sufficiently expressive to represent any Boolean function of the predicates. The full
proof is in the appendix section, here we provide a proof sketch.

THEOREM 1. Aside from a length limit, our method of rule construction is fully expressive, that is, it
can represent any Boolean function over the set of base predicates.

Proof Sketch We show how one can create any statement in disjunctive normal form (DNF).
The basic idea is to select the outer choicebox in most cases, except when one is adding the second
literal of a DNF clause, in which case one should add an inner choicebox in order to place a left
parenthesis to separate out the clause. Since ANDs are always added at the outer choicebox, there
is always at most one right parenthesis belonging to the clause and so it is easy to ensure that the
OR is fully outside the clause. Finally, since any logical relation can be represented as a DNF [18],
the claim holds.

Note that, although the proof works by showing any DNF expression is possible, it is straightfor-
ward to show that any CNF expression is possible as well. We feel our parentheses method balances
giving user choices about how to most intuitively organize logical expressions, while keeping the
interface simple and retaining full expressiveness.
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Tutorial & Filtering Design We design a simple but effective tutorial, during which users can
press a “Get Help” button to get context-sensitive hints on what to do next, which (after some
initial guidance about the interface) shows an expert-generated example rule and an associated
explanation, and asks the user to reconstruct it. To ensure high-quality work we filter out users
whose rule does not include the original (known valid) state.

H.3 Our hypothesis was that the rule-based interface would generate more positive responses
than case-by-case due to the more efficient method of constraint specification, while retaining
roughly equivalent accuracy.

7 EXPERIMENT SETUP

As a real-world testbed for our approaches, we examine the Al problem of improving hints in
an educational game, Riddle Books (Figure 4). Riddle Books, developed by the Center for Game
Science (CGS), has been played by over 350,000 people online. It teaches 3rd-5th grade students
how to conceptually understand math word problems. The core gameplay involves asking students
to identify important elements of the story and diagram out their conceptual relationships, using
the Singapore Math system. For example, if the story reads “John has 6 apples and 4 grapes. How
many total pieces of fruit does he have?” the students need to create a diagram showing a block for
the 6 apples, a block for the 4 grapes, and a bracket around them denoting the total fruit. At any
time, students can receive a hint by pressing a question mark button. See the video figure for a
demonstration of the game.

The Riddle Books AI System The initial set of hints built into the game did not seem to be
very effective, so to get new hints, CGS showed education experts specific states where students
were having trouble, and asked them to write a hint for each one. CGS intends to feed this dataset
of hints to an Al system (based on reinforcement learning), which can learn over time which hints
from the dataset are best for students in each situation.

The action space for the system consists of text-based hints written by educators. In this paper
we used a dataset of roughly 100 hints, but we expect the educators to continue writing hints
and adding them to the system over time. The state space for the system is defined by the level
number and the student model (aka diagram) at which the hint button was pressed. Certain small
alterations to a model (e.g. flipping two elements) are considered to be in the same state. There are
approximately 540 total states.

It would be undesirable to deploy the Al system with full freedom over showing any hint in any
student state, as that would mean the game would show hints that might give students incorrect
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or misleading information, harming young children trying to understand critical early math
concepts. Therefore we apply our interfaces to determine which hints are reasonable to apply in
each student state.

For both interfaces, we developed a server-side backend system which automatically selects
a random exemplar diagram taken automatically from data of thousands of students playing
Riddle Books on popular educational websites. This exemplar is then sent back to the client for
visualization. The hint (action) is selected independently at random from the hint databases.

For the rule-based method, we created a total of 8 domain-specific predicates. These allowed rules
to specify simple properties of the student model, for instance saying “the larger value is a bracket”
in the student model. The rule is crafted on the client interface and sent to our server, which
recursively processes it and quickly evaluates which student situations it includes and excludes.

Figures 2 and 3 show our Riddle Books interfaces; they are demonstrated in the video figure.

Participants & Procedures We launched our experiments on Amazon Mechanical Turk, hence
our participants were crowd workers.

One might ask why crowd workers were used instead of experts (e.g. educators). Our motivation
for doing this is similar to other CSCW work, particularly Lee et al. [34], who states: “However, if
we recruit workers with expertise, the main benefits of crowdsourcing are likely to fade away; such
expert workers may not be as cost-efficient, scalable, and available as a general online crowd.” In
our case, the availability issue is particularly severe: while there may be many general experts in
education, the population of experts who are specifically knowledgeable about student behavior in
this educational game (Riddle Books) is extremely limited. Given the large amount of work required
to prevent the Al system from causing harm, we turn to crowdsourcing to cope with this large
workload. Though this work is complex, it does not necessarily require specialized skills beyond
knowledge of basic English and mathematics.!® Past work [11, 27] has shown that Mechanical Turk
workers are capable of complex work. Past work has also shown that the crowd can be trusted to
perform tasks where mistakes carry a significant risk of harm (e.g. preventing terrorist attacks [36]).

In a small pilot study, we found the case-by-case task to take at most roughly 5.5 minutes, thus we
paid workers $0.93 per HIT for the case-by-case experiments to ensure a reasonable hourly wage.
The first case-by-case HIT a worker completes is a 3-question tutorial followed by a 6-question task
with subsequent HITs being 7 non-tutorial questions. To prevent our data from being overwhelmed
by the results of just a few workers, we limit workers to a maximum of 5 case-by-case HITs.

Similarly, in a pilot study we found the rule-based task to take roughly 21.5 minutes, thus we
paid workers $3.62 per HIT for the rule-based experiments. The first rule-based HIT a worker
completes is a 2-question tutorial followed by a 3-question task. Subsequent rule-based HITs are 4
non-tutorial questions. We limit workers to 3 rule-based HITs.

Workers were randomly assigned to conditions using an A/B Testing approach. To evaluate preci-
sion, the first author of the paper judged the accuracy of the “yes” responses using an interface which
blinded the conditions from which they were drawn. Due to a low amount of samples in certain
experiments we used the two-tailed Fisher’s exact test instead of the Chi-squared approximation.

8 RESULTS

Experiment 1: Tutorials and Gold Precision results from our first experiment with 111 HITs
and 68 participants, evaluating the impact of different methods of tutorials and gold, are shown in
Figure 5(a). The number of filtered positive samples were as follows: In the baseline condition we

19 As mentioned above, we do involve experts in education (and Riddle Books) to write new hints, but writing new hints
requires considerably more expertise than simply determining where existing hints apply. This division of labor allows the
education experts to fully utilize their expertise while the tasks that require less expertise are performed by a broader and
more available population.
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Fig. 5. Results from our 4 constraint task design experiments.

had 37 results from 5 workers, in the tutorial overload condition we had 28 results from 6 workers,
in the gold overload condition we had 6 results from 3 workers, and in the fake gold condition we
had 9 results from 6 workers.

Our results suggest that this is a difficult task for workers (only 27% precision in the Baseline
condition), and that additional training (i.e. tutorial overload) does not appear to improve this, in
contrast to our hypothesis H.1. We feel these results are in large part due to the complexity of
specifying behavior constraints for Al systems, and think that the simplicity of the response (Yes or
No) may have caused users to underestimate the amount of cognitive effort that the task requires.

We find that fake gold has significantly better precision than both baseline (p=.047; FET) and
tutorial overload (p=.042; FET); improving from 27% in baseline (and 25% in tutorial overload) to
61% in fake gold. We did not find any significant difference between fake gold and gold overload
(p=.62; FET). However, all else being equal, we would much rather choose fake gold, as it requires
much less expert effort, while allowing workers to do more useful work.

Experiment 2: Promoting Careful Thinking Due to the results of the first stage, we build
conditions on top of fake gold (instead of baseline) in our next experiment.

Precision results from Experiment 2, with 263 HITs and 127 participants are shown in Figure
5(b). The number of filtered positive samples for each condition are as follows: fake gold had 23
results from 14 workers, (one-sided) explanation had 15 results from 9 workers, continuity had 26
results from 15 workers, and skip had 33 results from 13 workers.

In Figure 5(b) we see that all three methods appear to improve precision over fake gold, in line
with our Hypothesis H.2. However, one-sided explanation seems by far the best, with 87% precision
compared to fake gold’s 30%. This difference is statistically significant (p<0.01, FET), demonstrating
the benefit of asking the workers to explain the meaning of their “yes” answers.

Experiment 3: Comparing Explanation Methods We conducted a follow-up experiment
to test whether the one-sided explanation method in experiment 2 was more effective than the
standard (two-sided explanation) method examined in past work [25].
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The precision results from our third experiment, with 152 HITs and 92 participants, are shown
in Figure 5(c). The number of filtered positive samples were: 11 positive results from 8 workers
in the one-sided explanation condition and 37 positive results from 17 workers in the two-sided
explanation condition.

One-sided explanations resulted in better precision (73%) compared to two-sided explanations
(45%). Using a one-tailed-test!! to compare precision, it did not quite rise to the level of statistical
significance (p = .12, FET). However, we see a highly significant difference in terms of the percentage
of positive responses (p<.001, FET), with one-sided explanation having 10.3% positive responses
(after worker filtering) compared to two-sided explanation which had 32.5% . This indicates that
workers in the one-sided explanation condition are much more careful about where they select “yes”
answers, which is desirable behavior in a safety-critical task like this. Also, it’s important to note
that fake gold + one-sided explanation has achieved high precision (over 70%) in two completely
independent experiments, providing additional confidence in its efficacy.

Experiment 4: Rule-Based Our next experiment compares the rule-based interface to the case-
by-case interface. The rule-based task took longer for workers to complete than the case-by-case
task (and therefore required more pay). This rendered the previous A/B Testing approach infeasible,
as Mechanical Turk does not support programmatically determining worker pay. Therefore, we
created separate HIT groups for the two experiments, and consider only results from a single HIT
group for each worker. To compare the efficiency of the tasks, we equalized the cost: We launched
30 rule-based HITs at a total cost of $108.6, and therefore launched 117 case-by-case HITs for a
total cost of $108.81.

The precision results from our rule-based experiment, with 147 HITs and 64 participants, are
shown in Figure 5(d). Figure 5(e) shows the number of positive samples after filtering: The case-by-
case fake gold condition had 269 positive results from 26 workers, the rule-based condition had
1246 positive results from 7 workers. Due to the very large number of positive results in certain
conditions, we judged the accuracy of only 200 randomly-chosen results, 102 from rule-based and
98 from case-by-case.

The rule-based task seemed quite effective when compared to the case-by-case task, even more
so than hypothesized in H.3. As shown in Figure 5(d), the rule-based task has higher precision
(41%) than the case-by-case task (24%), which is statistically significant (p=.02, FET). Additionally,
because of the power of writing rules, users were able to label an order of magnitude more states
for the same pay, as shown in Figure 5(e).

9 DISCUSSION

Facebook Our task designs are easily applied to a wide variety of domains. For example, the CSCW
community has recently noticed problems and biases with Facebook’s Al-powered strategies for
targeting advertisements [1]. For instance, Facebook’s Al algorithm recently served a deluge of
highly insensitive ads to a mother whose baby was stillborn [28] (advertising strollers, etc.). She
wondered why Facebook did not use obvious indicators (like the number of sad reactions to her
announcement of the loss) to prevent those ads from being shown to her. The fundamental problem
in this case is that Facebook’s system designers likely did not consider this particular type of harm
when building their advertising Al system. Enumerating all possible types of harm that could
arise from showing advertisements is extremely difficult, and in fact may be impossible given the
ever-changing nature of Facebook advertising. But our task designs do not require this, as they
ask staff to make decisions about where to show an ad based on viewing real-world examples of

11 As the point of this experiment was not to test if the two were different, but if one-sided was better than two-sided
explanations.
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Fig. 6. Our rule-based interface applied to a Facebook advertising domain (described in discussion).

users and their recent posts. Therefore, our interfaces would allow Facebook moderators and other
relevant stakeholders (regardless of programming background) to make more informed decisions
about where it is reasonable to show a particular ad, rather than having to “blindly” guess at what
types of harm might arise.

Figure 2 shows what the case-by-case interface could look like in this case, and Figure 6 shows
the rule-based interface. Note that (just as in the educational setting) it would be very difficult to
design a rule that specifies exactly where the action (ad or hint) would be most effective. But that is
not our goal: we simply want to craft rules that exclude all actions that are potentially harmful.
As such, the rule proposed in Figure 2, “The ad applies if the user is female and a user’s recent
posts have few sad reactions”, is reasonable for that ad, as the system could use data to further
determine that the ad is effective only when shown only to users whose behavior was consistent
with expectant mothers.

One flaw with the above example would seem to be that, although a relatively simple domain-
specific language was able to capture the above example reasonably well, with a system as complex
as Facebook it seems impossible to write a domain-specific language that works well in every
case (i.e. for every ad). This is certainly true, but it is important to notice that developing such a
“comprehensive” domain specific language is not necessary in order for the rule-based interface
to be highly beneficial.!? If there are cases in which there is not a sufficiently expressive rule that
adequately captures where the ad can be reasonably shown, one can always select “The ad applies
to no users”. This is unlikely to be desirable to the advertiser, so Facebook can then “fall back” to the

2Indeed, even in the Riddle Books domain there were numerous situations which could not be represented exactly by a
rule, for instance referring to the exact placement of a bar.
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case-by-case interface to determine where the ad can be shown in a more fine-grained manner.* In
other words, it is not necessary for one to be able to write rules that are sufficiently expressive to
cover all situations (an impossibly high standard), rather for the rule-based interface to be useful
it is sufficient to design a language that can cover some important situations (such as the one
illustrated above). Another important example of this is a completely “benign” ad that applies
everywhere: That property is trivial to specify in the rule-based interface, but would take a very
large amount of time to specify in a case-by-case manner.

Implications Our findings have several important implications for the CSCW community:

e Much recent interest from the CSCW community has focused on how Al can best support
human work. In order to enable Al systems to move to the next “level of automation” [37]
where they are given the ability to autonomously make decisions that better support human
objectives, we must ensure that Al systems are not allowed to perform actions which cause
harm. Unfortunately, in many domains there are insufficient experts to cope with the difficulty
and complexity of this constraint specification task. Additionally, restricting decision-making
about harm to a small group of experts may introduce considerable bias. In this paper, we
show that this important task can be made accessible to a broader population of non-Al
experts, even in a challenging real-world education domain.

o Although previous work [50] speculated that it would be difficult for people to reason about
AI harm unless the harm was immediate, in our CarefulCar experiment we found that crowd
workers seemed to be inclined to reason long-term about harm, even in the face of uncertainty
and when they have no direct connection to the agent being harmed. The inclination of
non-Al experts to reason long-term about certain Al behaviors has important implications
for how a crowd can interact with an Al system: For instance, in our case this insight allowed
us to simplify the task of specifying constraints from asking workers about sequences of
states and actions to simply asking about individual state-action pairs.

e Our rule-based interface shows remarkable accessibility, allowing non-Al experts to write
effective rules that can help to prevent Al harm in a real world domain. This enables workers
to be much more efficient with their time compared to considering situations in a case-by-
case manner. As illustrated with the Facebook example above, our rule-based interface can
be applied to other Al harm domains. We envision rule-based interfaces supplementing
rather than replacing more standard approaches such as case-by-case reasoning, as there will
inevitably be situations the domain specific language is not expressive enough to handle.

e We developed fake gold, a technique that boosted the precision of case-by-case Al constraint
specification in our real-world experiments. We believe the fake gold approach can be
useful for crowdsourcing tasks in general; as it provides a basic “attention check” to ensure
participants are fully considering all elements of the task and how they relate to one another.

e We developed one-sided explanation, an effective technique that boosted precision in multiple
real-world experiments by only requiring explanations on “Yes” answers in the case-by-case
interface. We feel this approach could easily be applied to other crowdsourcing tasks with
binary labels where one greatly prefers precision over recall. In the opposite scenario where
one strongly prefers recall over precision, we feel a simple modification of the approach
to only require explanations on “No” answers would be effective. It is an open question
how to adjust the task to account for an arbitrary mix of precision and recall, although one
could imagine various approaches here, such as randomly deciding whether to ask for an
explanation for “Yes” and “No”, with the probabilities controlled by the designer’s preferences.

13 Alternate approaches could also be used here, such as asking the advertisers to revise the ad to make it reach a wider
audience, or communicating community concerns to Facebook developers so that they can implement more predicates.
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Limitations

While we feel that our studies reveal numerous valuable insights, they do suffer from several
limitations.

Our CarefulCar testbed was carefully designed to illuminate concepts such as reasoning about
long-term harm and uncertainty in a controlled setting; however, it is important to acknowledge
that this is an artificial domain. Given the limited nature of this study we cannot be certain this
effect occurs on all populations and on all AT harm tasks. For instance, scenarios with a very large
state-action space and a very long time horizon might be more difficult due to the cognitive burden
of reasoning through all possibilities.

The sample size in many of our experiments is not particularly high, making certain conditions
difficult to compare precisely. Nevertheless, we found statistically significant results which point to
the power of our new task designs to help people specify constraints more effectively.

The participants in all of our studies were crowd workers on Amazon Mechanical Turk. While
we do feel that this population may be a convenient source of constraint information in cases
such as Riddle Books where the decisions are clear-cut, in more controversial situations it is vital
that the “crowd” making these decisions include real stakeholders (e.g. teachers, parents, alumni,
community leaders, etc.). Nevertheless, we feel our studies on Mechanical Turk give us important
insight into how to make real-world Al safety tasks accessible to non-Al experts, while making
efficient use of their valuable time.

One related objection is that stakeholders might have more specialized skills in a certain domain
compared to crowd workers. While true, we anticipate that our contributions will be valuable even
on these more skilled populations. For instance, our fake gold “attention check” will still continue
to be necessary to filter out periods of low-quality work, since even highly trained individuals are
imperfect and suffer from issues such as decision fatigue and inattentiveness [17, 47].

One limitation of experiment 4 (Rule-based) is that due to the task design there was likely an
element of self-selection, where workers who were seeking more straightforward work selected
the case-by-case task, whereas those open to more complex work selected the rule-based task. Note
that self-selection is not necessarily a negative in this situation: in clear-cut cases we would prefer
that users who do not think they can generate high-quality rules to decline the task, rather than
have to design mechanisms to filter out their work.

Another limitation of the rule-based interface is that is does require more upfront work to
design the predicates and arguments, which are domain specific. These should be broad enough to
cover the most obvious cases, but as explained in the above Facebook example, they need not be
comprehensive. In many situations, the rule-based interface may not be appropriate to use as the
sole means of specifying constraints; instead, we advocate using it to quickly filter out the simpler
cases: more complex cases!* may have to be examined in more detail through the case-by-case
interface.

A final limitation is that in our experiments we primarily focused on boosting the accuracy of
individual workers. Of course, in order to produce a single output constraint function C(s, a) it is
vital to combine the efforts of different individual workers. A straightforward approach would be
to use majority voting, with the following modification: if there is no data for (s, a), one should let
C(s,a) = false to ensure safety. Many Al systems (e.g. planners, reinforcement learning systems)
accept this constraint function as input [53].

14These could be detected simply by situations in which users provide the trivial rule. e.g. “The action applies to no states.”
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10  CONCLUSION

In this paper, we studied how one can use a crowd of humans to help prevent harmful AI behavior.
We found that crowd workers seem inclined to adopt a long-term notion of harm even in uncertain
settings, a fact which allows the task of Al constraint specification to be more easily divided up
across individuals. In more complicated real-world scenarios, we found that making decisions
about the harmfulness of Al actions can be quite challenging, but our new fake gold and one-sided
explanation designs were able to substantially increase constraint quality. Further, our novel rule-
based interface is quite effective, remaining accessible while greatly increasing human efficiency.

In this paper, we have examined cases where decisions about Al harm require cognitive effort to
determine but are ultimately fairly clear-cut, whereas the Moral Machine work studied the opposite
extreme: easy to understand but highly controversial decisions. Future work includes exploring
how to combine these two paradigms to reliably determine harmful behavior in situations that are
both complex and highly controversial.

Indeed, there are many future directions here, as we do not yet know how to effectively use the
crowd when the harm of a complex task is not so black-and-white but instead is highly abstract,
contested, or personal. For instance, consider the decision of when to open the economy during a
novel viral pandemic. Although most would agree that we want to make the decision that causes
the least harm, how to define “harm” is extremely complex, uncertain, and controversial. For
instance, how can we determine how to trade-off economic harm with the chance of risking human
lives? To answer these questions, data-driven Al approaches alone are not sufficient, and we must
incorporate the values and opinions of an extremely diverse set of stakeholders, including medical
professionals, business owners, and laypeople. To bring individuals with this vast range of expertise
into the conversation, we first need technology which makes decision-making surrounding Al
safety accessible to a broader population. It is also vital that the Al safety questions posed are in
some sense sound; importantly, they should minimize the influence of Al “experts” and shift power
to impacted groups. This paper takes the first step in that direction, moving towards a future where
diverse groups of people without Al expertise can work effectively together to directly address
real-world Al decision-making and thus prevent Al harm.
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A PROOF OF THEOREM 1

THEOREM 1. Aside from the length limit,'> our method of rule construction is fully expressive, that
is, it can represent any Boolean function over the set of base predicates.

Proor. We will show that we can represent any valid Boolean function in disjunctive normal
form (DNF). Recall that in first-order logic, each literal in the DNF is composed of a predicate
applied to valid arguments.

First, note that our interface directly allows the user to select predicates and their valid arguments.
Therefore it is possible to construct all valid literals in our interface.

Now, in the DNF, each literal may be negated by the use of the not operator immediately preceding
the literal. Although we do not allow the user to insert an explicit not operator, when choosing
predicates we always allow the user to choose its negated form. Therefore, the user may construct
any literal or its negation.

We proceed to show that the user can create any sequence of DNF clauses joined by ORs, by
induction on the number of literals. As part of our inductive hypothesis we also prove an
invariant: there is always either exactly one rightmost parenthesis belonging to the current clause!®
after the last literal D, or there is zero and D is the only literal in its clause.

Note that in a DNF, the result is the same regardless of the order the ORs are evaluated in, due
to the well-known associativity of the OR operator. Therefore it is not necessary to show that
the clauses are evaluated left-to-right, just that they are fully evaluated (e.g. by being enclosed in
parentheses) and then combined with another clause using the OR operator.

Base Case: The dropdowns allow the user to directly create any single literal. There are no
parentheses, but the literal is the only clause member so the inductive hypothesis holds.

Inductive case: Our inductive hypothesis holds for one or more literals and we wish to add an
additional literal.

If there is one literal, our interface treats this differently, AND or OR may be added directly to
achieve the desired single-clause or two-clause result. In the case of AND, there is a single rightmost
parenthesis and multiple elements in the clause, so the invariant holds. In the case of OR, there are
no right parentheses belonging to the cause, but the last literal is the lone element of the clause so
the invariant holds.

Now, assume there is more than one literal. In that case, there must be at least one logical. Take
the rightmost logical. By our method of adding parentheses, it must have added a parenthesis just to
the right of the last literal D. Further, in order to let the user add the next logical (and, subsequently,
literal), our method of construction will add a choicebox around this right parenthesis . We can
visually represent this as “...D =) -...".

Note that, by our inductive hypothesis, either there is exactly one right parenthesis after D
belonging to D’s clause or there is zero. If there is one, it clearly must be the parenthesis immediately
following D.!” Therefore, there are three cases:

(1) The parenthesis just after D does not belong to the clause, and we want to add the current
literal F WLOG, into the same clause as the preceding variable D. In this case we know D is
the sole element of the clause by the inductive hypothesis. Therefore, we select the inner
choicebox and fill it with an AND. Since we chose inner, the left hand parenthesis will go just
before D, resulting in “...(D AND F))...”. Since by our inductive hypothesis D was correctly

15We limit the length of the predicates due to practical storage and data transmission issues.

1When we say a parenthesis belongs to the current clause, we mean that it (and it’s matching parenthesis) does not
encompass any literals outside of the clause.

7Tn order for the parenthesis to the right of the parenthesis after D to belong to D’s clause, the inner parenthesis just after
D would have to as well.
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in a clause by itself before adding F, clearly D and F are now correctly in a clause together, as
desired. We have multiple members in a clause and exactly one right parenthesis belonging
to the clause to the right of F, so the invariant holds.

(2) The parenthesis just after D belongs to the clause, and we want to add the current literal F
WLOG, into the same clause as the preceding variable D. In this case one selects the outer
choicebox, resulting in “...D) AND F)...”. Since the parenthesis just after D belongs to the
clause, the matching left parenthesis must be contained within the clause. The left hand
parenthesis will go just before D’s left parenthesis, therefore since D was correctly a part
of the clause by the inductive hypothesis, F must be as well. We have multiple members in
a clause and exactly one right parenthesis belonging to the clause to the right of F, so the
invariant holds.

(3) We want F to be the first element of a new clause. We select the outer choicebox and fill it
with an OR, giving us “...D ) OR F)...”. Now, as previously shown, because of the induction
hypothesis the right parenthesis immediately following D is the only right parenthesis after
D that can possibly belong to the clause. Therefore, OR and F must correctly be outside of
D’s clause. Further, by the inductive hypothesis the DNF expression was built correctly thus
far, so if the OR and F are outside of D’s clause they must also be outside all clauses.!® The
only literal in the clause is F, and there are no right parentheses belonging to the clause, so
the invariant holds.

]
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180r they would be in a clause that somehow incorrectly has D’s clause nested inside of it, violating the inductive hypothesis.
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