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Abstract—In this paper, we propose a technique for rebalanc-
ing link weights in decentralized credit networks. Credit networks
are peer-to-peer trust-based networks that enable fast and
inexpensive cross-currency transactions compared to traditional
bank wire transfers. Although researchers have studied security
of transactions and privacy of users of such networks, and
have invested significant efforts into designing efficient routing
algorithms for credit networks, comparatively little work has
been done in the area of replenishing credit links of users in
the network. This is achieved by a process called rebalancing
that enables a poorly funded user to create incoming as well as
outgoing credit links. We propose a system where a user with
zero or no link weights can create incoming links with existing,
trusted users in the network, in a procedure we call balance
transfer, followed by creating outgoing links to existing or new
users that would like to join the network, a process we call
bailout. Both these processes together constitute our proposed
rebalancing mechanism.

I. INTRODUCTION

Blockchain and cryptocurrencies such as Bitcoin [1] have
disrupted the banking industry, enabled new business models,
and helped in designing new, efficient financial infrastructure.
Blockchains have enabled the growth of IOU (I Owe You)
credit networks in recent years. A credit network is a decen-
tralized peer-to-peer lending network, where users lend out
financial credit based on social trust, where the payment is
routed through multiple intermediate users. Credit networks
are usually modeled as a directed graph with vertices (users)
and weighted edges/links(ammount of credit). Payments are
routed along (and in the direction of) credit links, and once
a payment is made from a sender to receiver, the link
weights are decremented along the transaction path. There
has been growing interest in finding solutions for efficient
routing, and enabling private and secure transactions in credit
networks [2, 3, 4] but not much work has been done in the
area of rebalancing link weights of a user that has run out of
credit. Rebalancing in credit networks is a significant problem
to study, since, if the credit on a given link gets exhausted, i.e.,
if the weight on a link connecting two nodes drops to zero, no
transactions can be done on any path containing those nodes
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until the link is refunded, a process which involves expensive
on-chain transactions. In this paper, we study the problem of
rebalancing links in an efficient way, while making minimal
use of the blockchain, with the goal of avoiding mining and
blockchain write fees. We propose a two-step rebalancing
process wherein a node whose link weights are low or close
to zero, can create fresh incoming links in a process called
balance transfer, and then create fresh outgoing links in a
process called as bailout.

Our Contributions:
1) We propose a two-step approach for rebalancing consisting
of balance transfer and bailout. In the balance transfer step,
a poorly connected node, called as requestor, will establish
incoming links with other nodes in the network by advertising
a lower interest rate. In the bailout step, a well-known party
such as a bank will infuse capital into the requestor node,
by helping it connect to, and establish outgoing links with
several other nodes in the network. After the requestor node
establishes outgoing connections with other nodes, the bank
will leave the network, possibly after collecting a fee from the
requestor. At the end of this process, the requestor node will
have several incoming and outgoing links, which will enable
it to help facilitate several transactions, thus increasing the
overall throughput and robustness of the credit network.
2) Since the performance of our balance transfer step is highly
dependent on being able to find routes efficiently, we compare
and analyze two different routing algorithms for doing balance
transfers: Chord [5] and VOUTE [6].

II. RELATED WORK

Credit networks: Fulgor and Rayo [7] were the first to
setup a peer-to-peer payment channel network that provides
provable security and privacy properties, with Rayo being the
first payment network that enforces non-blocking transactions.
Both of them assume their users to be honest They both,
establish a path between sender and receiver, assuming all
users in the path to be honest, and users have at least partial
knowledge about network topology. In our system, the entire
network topology is not known to the users and we do not
assume all the users in the path to be honest. Also, we do
not propose any payment operations, instead focus only on
rebalancing credit links.

SilentWhispers [3] presents a decentralized credit network
(DCN) architecture which consists of subsets of paths between
the sender and receiver calculated via several trusted entities
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called landmarks. PathShuffle [8] presents a path mixing
protocol for Ripple network providing complete anonymity.
We use the landmarks in our system to assist the requestor
node establish outgoing links without placing enormous trust
on landmarks. Roos et al. [9] used graph embedding for ef-
ficient routing with concurrent transactions overcoming some
inefficiencies in [3]. Malavolta ef al. [10] recently proposed a
novel linkable ring signature scheme for refund transactions
natively in Monero [11]. Panwar et al. [4] proposed a DCN
system where users can perform path-based transactions that
preserves sender, receiver and value privacy but involves a
significant number of blockchain writes in the course of
a normal, successful transaction. Our system also involves
blockchain writes, but in our system, a single blockchain write
is done only after the completion and execution of the entire
rebalancing protocol.

III. SYSTEM DESIGN

Credit networks are usually dense networks, e.g., Rip-
ple [12], with several incoming and outgoing links from the
nodes. If a node has depleted credit links, then, intuitively,
one way for it to rebalance its links would be to extend credit
to, and borrow from new users. This could be problematic for
several reasons. Ultimately, whether to lend or borrow from
a user, we believe, should be a matter of choice. With this
design goal in mind, we introduce the two steps of balance
transfer and bailout.

Balance transfer: In this step, any user can disconnect from
an existing lender and transfer credit links to a new lender node
offering a lower rate of interest. We would need to perform
efficient routing between lenders and borrowers in the balance
transfer step.

Bailout: In the bailout step, a trusted, highly connected party
such as a bank, or a credit union temporarily lends credit to a
node, say, D, so that D can establish outgoing connections. We
refer to this trusted party as a landmark, or LM . The high-level
idea is that LM will use the fact that is is highly connected,
and temporarily connect D with several other nodes in the
network with whom LM has a direct connection. D will then
request each of these nodes if they would like to lend credit
to D, thus establishing outgoing links form D to them. Note
that any or all nodes can decline D’s request, at which point
LM will connect D with a fresh set of nodes.

IV. ADVERSARIAL MODEL

In our system, we assume that any adversary can corrupt a
single or a set of users in the network. The corrupted user(s)
can be either the requester, who raises a rebalancing request,
the nodes that respond to the request, or any intermediate
node. During the bailout phase, we need a trusted landmark,
LM, who is temporarily assists the requestor node. We assume
the adversary cannot corrupt the LM node. Each user ¢ has
her own signing and verification key pair (sk;,vk;) and an
encryption, decryption key pair (pk;,dk;). Once any user is
corrupted, their corresponding signing and verification keys
are compromised, the adversary can misreport the credit

link between a user and her neighbor, not respond to any
request, respond selectively to requests and relay fraudulent
balance transfer requests to its neighbors. We assume that an
adversary cannot corrupt all users in the network, and thus
may know partial network topology, but does not know the
entire network.

V. ROUTING IN BALANCE TRANSFERS

In this section we discuss two different routing protocols we
use for balance transfers in credit networks: prefix embed-
ding [13] and Chord [5].

A. Routing using Prefix Embedding

The first part of the balance transfer algorithm is the Find
Route phase in which the responder node finds a route from
itself to the requester. We make use of prefix embedding [13]
and VOUTE [6] to establish a route after which rebalancing
occurs. Prefix based embeddings are a part of greedy embed-
dings [13] [14]. They are, in general, created by embedding a
spanning tree into a suitable metric space. An ID is assigned
to the root node, and the tree consists of several child nodes
where each child computes the ID based on the ID of its parent
node. Prefix embedding is an adaptation of PIE embedding for
unweighted graphs. The idea is that, every node is assigned
an ID using a custom metric space such that the node ID
is equivalent to the hop distance or the depth of a spanning
tree. A child’s id is essentially the ID of the parent, and an
additional coordinate equal to the index of the child.

B. Routing using Chord

Chord [5] is a routing algorithm built using distributed
hash tables for peer-to-peer networks, without any centralized
monitoring authority. Chord uses a (key, value) pair to map
to a specific node across the system. The keys are assigned
to nodes using Consistent Hashing [15] across the network.
Chord assigns a (key, value) pair to each of the nodes in the
system, where the key is the identifier using SHA-1 [16] and
maps the keys to the nodes that are responsible for them. A
peer identifier is chosen by hashing the data key. The length of
the identifier is usually large to ensure the probability of keys
hashing to the same identifier is negligible. Key k is assigned
to the first peer whose identifier is equal to or follows k in
identifier place and the first peer, clockwise from k is called
the successor peer of k, represented by successor(k). When
a peer n joins or leaves the system, the keys that previously
belonged to n, is reassigned to n’s successor. This enables
maintaining consistent hashing in the system. For helping
users join and leave the Chord network, we run a stabilization
protocol at regular intervals that updates the finger table stored
at each node. The finger table (FT) stored at each node is a
table containing the IDs of its successors.

The full version of the paper, which includes details of our
routing protocols, our constructions, algorithms, and experi-
mental results is available at [17].
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