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Abstract— By moving computing resources close to where
they are needed (i.e., the network edges), edge computing can
significantly reduce burden on the centric cloud data centers.
However, extreme scale of on-line big data may impose a sig-
nificant burden on the network backbones. Information-centric
edge networking can address this challenge by incorporating
in-network caching into edge networks. This however, opens a
door for many new security issues and requires various security
defenses. One of those is efficient access control design specifically
for information-centric edge networking. In this work, we aim
to design an efficient and secure access control scheme for
information-centric edge networking. In our design, we propose
the confidentiality-enhanced network coding which can ensure
that, without having access to the authorization key, the attacker
will not be able to obtain the original content. And thanks to
the properties of confidentiality-enhanced network coding, highly
efficient access control can be realized by encrypting only part of
the encoding matrix. In addition, our design can allow efficiently
revoking users. Security analysis and experimental evaluation
on NS3 demonstrate that our scheme can successfully enforce
access control in information-centric edge networking with a
small overhead.

Index Terms—Edge computing, in-network caching, access
control, confidentiality-enhanced network coding.
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I. INTRODUCTION

OWADAYS, with the growing number of edge devices,

the network bears huge burden in transmission overhead.
However, the traditional centralized cloud computing cannot
satisfy the increasing demand at edge networks. Meanwhile,
the computation power and storage space distributed at edge
networks can greatly improve the task-processing capability,
and computing at edge network can help to reduce pressure.
Edge computing takes out a portion of computational resource
as well as memory from the data center, moving them closer
to the location where they are needed (i.e., the network edge).
This would bring great benefits since a large amount of data
can now be processed on the edge and the data that must be
moved to the central clouds are significantly reduced. This
new computing paradigm well suits the need of growing data
in an extreme scale in the near future.

The extreme scale of edge devices also makes it a chal-
lenging task of exchanging content among computing devices
in edge networks as well as delivering content from the
central clouds to the computing devices located in the edge
networks, which may impose a significant burden on the
network backbones. To resolve this challenge, a viable solu-
tion would be caching data in close proximity to users [1],
such that the popular data cached in the edge networks
can be reused asynchronously by many users in the same
edge networks. This can bring significant benefits, including:
1) It can boost spectral efficiency and reduce energy con-
sumption of wireless systems [2], improving quality of user
experience. 2) It can significantly reduce backhaul offload-
ing [3], alleviating burden on the core Internet as well as
data centers. 3) It well supports the content intensive appli-
cations like delivering adaptive video streaming [4] and aug-
mented reality. 4) It is compatible with the emerging cellular
mobile communications technique 5G, which also incorporates
caching [1].

As a promising architectural design for future Inter-
net, information-centric networking (ICN) caches content in
routers (i.e., in-network caching) to support efficient con-
tent forwarding. Compared to other existing network caching
mechanisms like content delivery networks (CDNs) which
rely on deploying proxy servers, ICN is more advantageous
because: First, ICN deploys cache in the network layer, which
usually incurs less overhead compared to a caching mechanism
that deploys cache in the application layer. Second, the caching
mechanism in the network layer is transparent to applications.
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Therefore, it is a promising alternative of deploying cache
in the edge networks using ICN. Also, we emphasize that
deploying ICN in the edge networks is much less challenging
than deploying it in the core Internet [5], since a majority
of the edge networks are under construction while the core
Internet has been well established. Deploying cache in the
edge networks will facilitate content delivery, which how-
ever, will bring a side effect that due to caching of data,
data publishers will lose direct control of their data, and
hence are difficult to enforce access control over them [6].
To the best of our knowledge, there is no access control
mechanism specifically designed for edge networks using
ICN in literature. Traditional access control mechanisms for
information-centric networking [7]-[10] rely on either expen-
sive encryption/decryption or authentication of packets or
complicated message exchange [11 ], which usually incur large
overhead and are not suitable for edge networks with extreme
scales.

In this work, we aim to design an efficient and secure
access control scheme for ICN-based edge networking. Our
key insights are three-fold: First, we use network coding
to encode data being delivered in edge networks. There
are two main benefits when applying network coding here:
1) Network coding is originally designed for content delivery,
and can distribute content more efficiently since the destina-
tion can decode and obtain the original content after having
received a sufficient number of network coded segments,
eliminating unnecessary waiting time of receiving the entire
original content. 2) The problem of enforcing access control
over large volumes of data can be converted to enforcing
access control over encoding vector in the matrix of network
coding, which is small and requires a much less number
of encryption/decryption operations, thus highly improving
the efficiency. Second, to prevent the attacker from recov-
ering all or portion of the original content, we propose the
confidentiality-enhanced network coding by performing the
following steps: 1) We apply a linear all-or-nothing transform
(AONT) [12], [13] on the original content. In this manner,
the attacker cannot learn anything about the original content
without having obtained the entire AONT-transformed content.
2) We encrypt one vector of the encoding matrix for network
coding (which will be applied to the AONT-transformed con-
tent for network coding), using a secret key only known to both
the publisher and the legitimate users. This is advantageous,
since we only need to protect a small vector using encryption,
which can be efficiently done. The efficiency can be even
further optimized by only encrypting a few elements' in
the vector. The rationale of confidentiality-enhanced network
coding is, by preventing the adversary from obtaining full
knowledge of the encoding matrix, the adversary is always
not able to decode the entire AONT-transformed content, and
due to the “all or nothing” nature of AONT, the adversary is
not able to learn anything about the original content. Third,
we design an efficient revocation scheme that can revoke
access privilege from the expired users. Our key ideas are:

'The number of elements being encrypted is determined by ensuring it
is computationally infeasible for the adversary to brute-force the encrypted
elements.
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1) Due to the use of confidentiality-enhanced network coding,
we can simply change a portion of the encoding matrix (e.g.,
one vector), re-encode the original content, and keep this new
portion of the encoding matrix secret from the revoked users
(i.e., by encrypting it with a new key which will be known
only by the legitimate users); 2) Since only a portion of the
encoding matrix has been updated, most resulting network
coded segments after re-encoding will remain the same, and
therefore, most segments cached previously in the routers can
be reused, and at most one segment is out-of-date and needs
to be updated; 3) This out-of-date segment will be updated
in an incremental way from the network coded segments
cached in routers by performing Gaussian elimination once
expired, and the newly updated segment will be distributed
and incorporated into the cached network coded segments
afterwards. In this way, the revoked users will not be able to
decode the original content from the updated network coded
segments since they are not able to obtain the entire encoding
matrix that has been updated.

Since in-network caching has been implemented by various
ICN architectures (e.g., Named Data Networking (NDN) [14],
Content Centric Networking (CCN) [15], Publish/Subscribe
Internet Routing Paradigm (PSIRP) [16]), we use NDN as a
representation. However, our design can also be adapted to
other ICN architectures.

Contributions. Our contributions are summarized as
follows:

o We design ACET, the secure and efficient access con-
trol framework specifically for ICN-based edge net-
working. Our design ensures efficiency by utilizing
confidentiality-enhanced network coding, such that access
control can be enforced by encrypting a small portion of
the encoding matrix for network coding.

o We design an efficient revocation mechanism in which an
expired user can be revoked efficiently by re-encrypting
a small portion of the encoding matrix and re-using most
network coded segments cached in each router.

o We analyze security of ACET. In addition, we implement
ACET in NS3, and experimentally validate its perfor-
mance.

This article is an extended version of our previous con-
ference paper [17]. We summarize major differences in the
following. 1) A novel network coding is proposed to encode
and keep the original content confidential in an efficient way.
Compared to the old design which applies AONT to the
encoding matrix, the new design can allow efficiently revoking
users by re-encrypting one vector of the encoding matrix
which only slightly affects the resulting encoding content.
2) The confidentiality-enhanced network coding further opti-
mizes the overall performance by only requiring encrypting
a few elements in a coding vector of network coding which
is more efficient, and hence more suitable for edge comput-
ing. 3) The new design introduces a new timestamp-based
revocation scheme, which achieves efficient access authority
revocation by incremental coding segment updating.

Paper organization. Section II introduces necessary back-
ground of this work. In Section III, we explain our attack
model, security definition and assumptions. Sections IV and V
describe our main design on access control and authoriza-
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tion revocation, respectively. We provide security analysis
and discussion in Section VI and performance evaluation in
Section VII. We summarize the related work in Section VIII
and conclude in Section IX.

II. BACKGROUND
A. Information-Centric Networking

Information-centric networking (ICN) is a new Internet
architecture which focuses on the name instead of the loca-
tion of the information. ICN enables in-network caching and
replication to facilitate content delivery, which can improve
both efficiency and robustness of the network. There are a
few implementations of ICN, including CCN and NDN, and
we mainly focus on NDN in this work. Unlike traditional IP
network architectures, NDN uses a hierarchical name structure
instead of an IP address to direct packet routing and transport.
There are two types of data packets in the NDN, interest and
content. To request the content, the user will send out an
Interest message containing the content name. The requested
content will be sent back by the routers (if they cache the
content) or the data publisher (if the routers do not have the
content in their cache). The NDN network maintains three
types of data structures: Forwarding Information Base (FIB),
Content Store (CS), and Pending Interest Table (PIT). The FIB
retains the next hop interface for the router to reach the data
publisher. The CS stores the cached content. The PIT keeps
track of the Interest not yet responded as well as its arrival
interface so that the requested content can return along the
reverse path.

B. All-or-Nothing Transform (AONT)

AONT [12] converts data into an encoded format, with the
property that it is hard to invert the encoded format back to
the original data unless all of the encoded output is known.
Linear AONT [13] is a linear transform which can maintain
the property of AONT while being able to further reduce
the computational complexity. Stinson [13] defines the linear
AONT as follows:

Definition 1: Given a positive integer n, a finite field
¥, with order q, a function m™ which maps an input
of n-tuple (x1,...,x;...,x,) to an output of n-tuple
Y1y s Yiy- -y Yn), where x;,y; € Fyand 1 < i <n, we say
m is a linear (n,q) — AONT, if it satisfies the following
conditions:

o T is a bijection;

e Each y; (1 < ¢ < n) is an Fy-linear function of

Tlyeooy Tiyoooy Ty (1 <0< m);

o If any n — 1 out of n output values y1,...,Yi, -, Yn
are fixed, any input value x; (1 <1 < n) is completely
undetermined.

An n x n encoding matrix for the linear (n, q)-AONT can

be constructed as [13]

10 -~ 0 1
o1 -~ 0 1
M=o :
0 0 1 1
1 1 A

Data Publisher

User
(Without ™.
Authorization)

Interest

Fig. 1. Unauthorized users.

Data Publisher
Can decode
Old Data

Can’ tdecode D
New Data

User )
(Authorization ™.
Expired)

Interest

NewData  Old Data

Fig. 2. Expired users.

Each element in M is chosen from the finite field I, in which
g = p*, and p is a prime number and k is a positive integer.
A e I, such that A ¢ {(n — 1) mod p, (n —2)mod p}.

C. Linear Network Coding

Linear network coding [18] is usually used to improve
a network’s throughput. In a network using linear network
coding, the network nodes take several packets and linearly
combine them together for further transmission to achieve
the maximum possible information flow, instead of simply
relaying the packets being received.

Random linear network coding [19]-[21] is a special type of
simple yet powerful linear network coding schemes. It works
as follows: The content publisher divides the content into
a number of segments. He/She then generates an encoding
matrix, in which each element is chosen uniformly at random
from a sufficiently large finite field. He/She then applies
the encoding matrix over the segments, generating a few
coded segments which will then be disseminated into the
network. The routers linearly combine the received segments
from upstream link utilizing coefficients chosen uniformly at
random from the same finite field. The generated segments
are forwarded to the downstream link. After having received
a sufficient number of segments, the user will decode them,
obtaining the original content.

III. ATTACK MODEL, SECURITY DEFINITION
AND ASSUMPTIONS

Attack model. We mainly consider two types of attackers,
as shown in Figures 1 and 2 respectively. The first type of
attacker captures a user which has not been authorized to
access the content, i.e., no access privilege. The attacker will
perform the following steps (Figure 1): 1) It sends out an
Interest packet to the network to request the content. 2) Either
the publisher or the intermediate routers respond the Inter-
est with the “access-control-protected” format of the content
following the reverse path where the Interest comes. 3) The
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Fig. 3. System Design.

attacker tries to decode the access-control-protected format to
extract the original content, which should not be successful
if the access control scheme is secure. The second type of
attacker captures a user whose authorization is expired, e.g.,
the user does not pay the subscription and his/her authorization
has been revoked. The attacker will perform the following
steps (Figure 2): 1) It sends out an Interest packet to the
network to request the content. 2) The publisher responds the
Interest with an updated “access-control-protected” format. 3)
The user tries to extract the original content by decoding the
updated “access-control-protected” format, which should not
be successful if the revocation scheme is secure.

Security definition. Let . be a scheme that enforces access
control in ICN-based edge networking. Let p; be the probabil-
ity that an attacker or expired user that can successfully obtain
the original content published by a publisher, and ps be the
probability that a legitimate user can successfully obtain this
content. We say . is secure if and only if the following two
conditions can be satisfied simultaneously: 1) p; — 0; and
2) p2 — 1.

Assumptions. We make a few assumptions. First,
we assume there is a secure channel for distributing keys. The
secure key distribution is an orthogonal problem and not the
focus of this paper. Second, we assume the routers in the net-
work will honestly follow the protocol, e.g., honestly perform
network coding, and honestly forward both the content and the
Interests. We also assume that only legitimate user can obtain
the authorization key to decrypt the content, and legitimate
users will not leak their authorization keys.

IV. ACET: AN EFFICIENT ACCESS CONTROL SCHEME
FOR EDGE NETWORKS USING NDN

In this section, we design ACET, an efficient and secure
Access Control scheme specifically for Edge neTworks
using named data networking for content delivery. We use
confidentiality-enhanced network coding to transform the
original content. In this way, we can simply encrypt one
vector of the network coding matrix and, without being
able to decrypt this vector, the adversary is not able to
decode and obtain all the transformed content, and hence not
able to obtain anything about the original content thanks to

Content
Segment

the nice property of confidentiality-enhanced network cod-
ing. As shown in Figure 3, our scheme mainly consists
of four steps: 1) pre-fetching authorization keys (by the
user) and forwarding Interests (by both the user the router);
2) pre-processing content (by the data publisher); 3) forward-
ing network coded segments and Interests (by the routers);
4) decoding segments (by the user). An optimization of ACET
has been provided, which achieves a similar security level
while avoiding unnecessary encryption to further improve
efficiency. We describe the detailed steps as follows.

A. Pre-Fetching Authorization Keys and Forwarding
Interests Initially

Initially, a legitimate user obtains a secret key k for access
authorization from the data publisher, before it can request
content from the network. The attacker should not be able to
obtain this secret key k (see Sec. III).

To request specific content C' for the first time, the user
will send out an Interest. The Interest will include the name
of content C'. When a router receives the Interest, it will check
its PIT and FIB to forward the Interest to the corresponding
data publisher. Note that we assume this user is the first one
which retrieves content C' and there is no content C' cached
in any routers yet.

B. Pre-Processing Content Being Requested

Once receiving the Interest request for content C,
the data publisher will find C' and encode it using
confidentiality-enhanced network coding following these
steps:

(a) The m x n matrix content C' being protected can be
viewed as a collection of m segments [C; Ca ... C,,]T. The
data publisher generates a linear (m,q) — AONT matrix M
(see Sec. II-B) and applies the linear AONT matrix M on C),
obtaining M’, an m x n matrix, which consists of m segments:

10---01 C
01---01|[ ¢ M;
2 M/
M =MC=|::" :: = 2
00---11] | Cm— M
11---12) \ Cm

Authorized licensed use limited to: University of Houston. Downloaded on February 08,2021 at 01:40:01 UTC from IEEE Xplore. Restrictions apply.



WU et al.: ENFORCING ACCESS CONTROL IN INFORMATION-CENTRIC EDGE NETWORKING 357

In this way, the attacker can not learn anything of C' if
he/she is not able to learn all the information in M.

(b) The data publisher constructs an m x m encoding matrix
R on finite field IF;. Each element of R is chosen uniformly
at random from IF',. Then the data publisher uses the encoding
matrix R to process M’ (i.e., network coding), obtaining an
m X n matrix R':

Ry M Ry
Rm Mv/n R;n,

where Rg is a vector of n elements, and 1 <17 < m.

(c) The data publisher encrypts one vector in encoding
matrix R with the authorization key k. For simplicity of
presentation, we assume that R,, is encrypted. Let e be a
symmetric encryption, then the data publisher re-computes
R as: R = [R1 R Ry—1ex(Rpy)]T. After processing

C, the resulting data Z consists of two components: 2 =
R/l R1 Zl
R/Q Rs Zo
[R' R =| . : = .
R, e (Rm) Zm
The data publisher uses an identity matrix I of order m
10---00
01---00
as the initial encoding coefficients: I = [: . 1| =
00---10
00---01
I
I
. The data publisher will send each vector Z; as a
Imfl
I,

coded segment to the network along with its initial encoding
coefficients vector I; (1 < ¢ < m). The generated coded seg-
ments should have the same name prefix but different segment
indexes.

C. Forwarding Network Coded Segments and Interests

After a downstream router receives a network coded
segment, P;;, with its corresponding encoding coefficient
vector Q;;, where Py, = oy - Z1 + g - Zog + -+ + Qumy * Loy
Qi = on-Ii+ag-Io+- - +ap Iy and ap, € Fy (1 < h <m),
it will perform the following operations:

First, we need to check the content stored in the router
whether there is a corresponding Interest PIT entry. If not,
we will discard the received data. Otherwise, we will continue
the following steps:

o If there are no network coded segments with the same

name prefix present in the CS, P;; will be cached in the
CS and forwarded to other routers. Moreover, we will
record the number of certain forwarded coded segments
through this face until it reaches a sufficient quantity.

o If there are s (s > 1) coded segments with the same

name prefix present in the CS: Py, Ps, - - -, Ps, the router

will first check whether P;; is linearly independent with
the s coded segments by comparing the corresponding
encoding coefficient vectors: Q1, Q2, - -+, Qs With Q.
If @ is linearly dependent of the s network coded
segments, it will be discarded. Otherwise, the router
will randomly combine all these segments and their
encoding coefficient vectors to generate new network
coded segments: P, = ag-Pi; +a1-Pi+ -+ as - Ps,

o= a0 - Qi + a1 - Q1 + -+ + as - Qs, where
integers ag, a1, --- ,as are chosen uniformly at random
from IF;. In addition, the router will cache the new coded
segment P/, and the corresponding coefficient vector @,
in its CS and forward them to the downstream routers.
Besides, the number of certain forwarded coded segments
through this face is recorded in PIT until the router has
forwarded a sufficient number of segments through this
face under certain namespace. We will explain it in details
as follows.

We design a PIT entry to count the received coded segments
through the certain face. Each entry is appended with a
value count, which represents the number of responded coded
segments forwarded through this face under certain name. If
a router receives an Interest from some face, the Interest will
be recorded in the PIT entry with its name, incoming face
and count if there are no suited contents in the router. And
the count in PIT entry will be set as O initially. Otherwise,
the router will respond this Interest with linear independent
coded segments cached in its CS and refresh the value of
count in PIT to the number of forwarded coded segments.
If the number of responded coded segments count is less than
the order of encoding matrix m (see IV-B) which is the basic
number for users to decode the coded segments, it will be
recorded in the CS and wait for other segments’ arrival. Once
the number of responded linear independent coded segments
count for certain face reaches m, we can remove that PIT
entry. For some upstream routers whose count in PIT entry
may not reach m, the downstream router or user may already
receive enough m coded segments. The upstream routers
will keep receiving the coded segments until the CS collects
enough segments, which is convenient to satisfy the following
interests from other routers. Or the PIT entry in the upstream
routers will finally be deleted due to timeout.

D. Decoding Coded Segments

After having received at least m linearly independent coded
segments for content C, e.g., Pi, P>, ..., P, the user can
decode them to restore the matrix Z utilizing the correspond-
ing encoding coefficient vectors Q1, Q2, ..., Qm.

We assume that the received encoding coefficient vectors
are Q; = (ail,ﬁig,"'éim)T for 1 < ¢ < m. Then P; can
be depicted as P; = a4 - Z1 + Bio - Zo + -+ + Oim + L.
P =a11-Z1+ P2 Za+ -+ 01m - Zm,
Py=aqg - Z1+ a2 Zo+ -+ b2m - Zim,

Pm, = Qm1 - Zl + ﬁm,Q ' Z2 +---+ 5m,m : Zma
Finally, these m linearly independent equations can help us
to restore m elements in Z by using linear elimination.

We have
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After having obtained Z, the user will divide Z into two
components, R’ and R. The encrypted vector in R can be
decrypted using the secret authorization key k. With R, R’
can be decoded to obtain M’. Then a reverse operation of
AONT can be performed on M’ to restore the content C.

The scheme only encrypts one vector of the encoding
matrix, significantly reducing computation overhead compared
to simply encrypting the entire content [7]-[9]. AONT and
encryption of a vector together ensure that an illegitimate user
is not able to obtain the original content C.

E. Optimizing ACET

In the aforementioned design, we encrypt the entire vector
R,,, but it seems unnecessary. Instead, we can only encrypt a
portion of elements in vector RR,,, which can also ensure that
the adversary, without having access to key k, will not be able
to obtain all the AONT-transformed content, and hence will
not be able to learn anything about the original content.

We assume that R,, includes m elements, i.e.,
R, = ("m1, "m2s -y Tmm—1, Tm,m). The finite
field of the network coding is I,, where ¢ is a prime power
2P, Rather than encrypt all the elements in R,,, we encrypt
the first h elements.” Assuming the key distribution algorithm
is secure (Sec. III), the attacker is not able to obtain the key
and can only decrypt the encrypted elements by brute force.
Considering that each element is chosen uniformly at random
from IF;, the successful probability for brute force is 2,% For
example, when p is 32, the number of encrypted elements
can be only 4 to achieve 128-bit security.

V. A TIMESTAMP-BASED REVOCATION SCHEME

A comprehensive access control design should allow
dynamics of access privilege, e.g., existing privilege can be
revoked, and new privilege can be granted. We therefore
further extend ACET to support efficient revocation of access.
In general, by changing the entire network encoding matrix
and re-encoding the original content, a user can be revoked if
we keep the new encoding matrix unknown to him/her. This,
however, results in significant overhead in both computation
and communication. Having observed that the original con-
tent is protected by confidentiality-enhanced network coding,
by changing a portion of the encoding matrix (i.e., one vector)
and keeping this portion secret, the revoked user will no
longer be able to have access to “the entire” encoding matrix,
and will no longer be able to decode and obtain the entire
(i.e., all) AONT-transformed segments. Thanks to the all-or-
nothing property of AONT, the revoked user will not be able
to decode the AONT-transformed segments, and hence can
learn nothing about the original content. In addition, since
only one vector of the encoding matrix needs to be updated,
most resulting network coded segments will remain the same,
and only one resulting network coded segment will need to
be changed. In other words, we only need to replace this out-
of-date segment in each router’s cache, incurring significant

There is no difference in terms of security if we encrypt another subset of
h elements in Ry,.
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less overhead. Our revocation design mainly consists of three
steps: 1) the data publisher changes a portion of the network
coding matrix and re-processes the network coded segments;
2) each router eliminates the expired network coded segments
from local cache ; and 3) the data publisher distributes the
replacing segments to the network.

A. The Data Publisher Re-Processes Network Coded
Segments

To revoke a user’s access privilege on certain content (i.e.,
the privilege is expired), the content publisher changes one
vector of the corresponding encoding matrix, and uses a new
authorization key &’ to encrypt this vector (or a portion of it
according to the optimization in Sec IV-E).

The publisher will produce the updated network coded
segments and distribute them to the network. Legitimate users
can request and decrypt the updated segments by requesting
the new authorization key &’.

A data publisher produces network coded segments using
the confidentiality-enhanced network coding by multiplying
the original content with the linear AONT matrix M and the

encoding matrix R as follows (Sec. IV-B): R’ = RMC =
R, 10---01 c, R/l
Ry 01---01 Cy R/2
Dot = --- |, where C;
R 00---11 Cm-1 m—1
R, 11---1\ Cm R,

and R; are vectors of n elements, and 1 <17 < m.

When revoking a user, the publisher changes one vector R,,
of the encoding matrix R to a new one R]°" and encrypts
R" using the new key k’. Based on the updated encoding

matrix, the publisher will obtain: R’ = Rue,MC =
R, 10---01 c, R/l
Ry 01---01 Cy R/2
Rn1illoo..-11 Cm-1 -1
Rp ) \11...1a) \ Om R,

paring R’ and R”, we observe that updating vector R,, to
R3¢ only introduces a slight change to the resulting network
coded segments, i.e., only the resulting segment R/, will be
changed, and all the other resulting segments R}, RS, -,
R/ _, will all remain the same. Therefore, after R,, has
been updated by the producer for revocation purpose, most
network coded segments cached in routers can be reused, and
only R/, needs to be updated. Specifically, the out-of-date
segment R/, will be evicted from the cache in each router,
and the new segment R;, will be distributed to the network
and incorporated into the cached segments in each router. Let
Z; be a concatenation of both R, and the corresponding vector
R; in the encoding matrix (Sec. IV-B), where 1 < ¢ < m and
R, is encrypted with key k. Let Z/, be a concatenation of
R!" and the corresponding vector R*** (encrypted with a new
key k).

Two issues need to be addressed: 1) how to ensure the out-
of-date Z,, can be evicted from the cache of each router,
and 2) how to propagate the new Z/ to the network.
To help routers eliminate the out-of-date segments in the
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Pi:Z2y + 22, + 223 + 024 + Zg

E”;:faed Py:Zy + 27, + 375 + 0Z, + 275 EVictZs
P3: Zl + ZZ + Z3 + 224 + 225
Packet

P4: Z]_ + 222 + 323 + 224 + 25
Fig. 4. An example of evicting expired segments from cache.

cache, the publisher attaches a timestamp® with Z,, which
indicates its lifetime. Once the timestamp is expired, Z,,
will be evicted from the cache. We will further describe how
to eliminate the expired Z,, from the cache in each router
(Sec. V-B) by taking advantage of Gaussian elimination and
how to propagate the new Z/, to the network (Sec. V-C).

B. Routers Eliminate Out-of-Date Segments

At each router, network coded segments sent by the data
publisher will be randomly combined to generate new coded
segments before they are forwarded. To remove the encrypted
segment Z,, sent by the publisher from the cache of a router,
an immediate solution could be, the data publisher re-publishes
a new set of coded segments. Each intermediate router clears
its cache, and randomly combines the newly received coded
segments to generate a new set of coded segments locally. This
straightforward solution, however, is expensive in terms of
both computation and communication. Due to linear property
of network coding, we can use Gaussian elimination to remove
the encrypted segment Z,,, from the coded segments, which
can significantly avoid unnecessary communication.

Assume that at an intermediate router, there are k£ coded
segments, each is generated by randomly combining the orig-
inal coded segments (21, Zs, ..., Zy, in Sec. IV-B) sent by
the data publisher, and each time to revoke a user, we will
update the segment Z,,, i.e., the old Z,, will be evicted
from the router cache, and the new Z;, will be added to the
router cache. The coded segments cached in the routers are
shown as follows (a1, ..., &m, B1, -+ Bmys-- 01, ...,0m are
all coefficients for random network coding):

Pl:al'Z1+0¢2'Z2+"'+06m'Zm7
Pyo=01-Z1+Po-Zo+ -4 B Zm,

Py =061-Z1+62-Zo+ -+ 06m Zm,

To help evict segment Z,,,, we build the segment Z,,, with
an expiration timestamp 7'rp,..s which records the time when
it is expired. The data publisher will maintain the T, value
for each encrypted content segment Z,,, and also maintain the
subscription time for each authorized user. T7p...s indicates
when the next user will expire and is determined by the most
recent expiration time. Since the revocation scheme is based
on subscription. Once a user is revoked, Z,, will be revoked,
and the new Z! encrypted by the new authorization key with
the updated Trp.es Will be distributed to the network.

(1)

3Note that the timestamp here is different from the stale time/freshness
period in the original NDN data packet [5]. The stale time/freshness period
in the NDN data packet indicates lifetime of regular data packets, while the
timestamp here specifically indicates lifetime of Z,,.

Pl P27
Plz: Z, + 222 + Z3 + 024 + OZS
Plg: Zl + 322 +3Z3 - 224 + OZ5
P'y: 0-Z4 +0:Z, +7Z5 + 2:Z4 +0-Zs

When the segment’s lifetime exceeds the Ty ,c5, by check-
ing the Trpres value in the Z,,, segment, the router where the
cached segment is located will evict the outdated encrypted
segment Z,, out of cache. Since the data publisher maintains
the expiration time Trp.es for each encrypted segment and
the subscription time for each authorized user. When some
uses are revoked, the data publisher can respond the latest
Interest with the new updated segment Z/,, encrypted by the
new authorization key with the updated 77y, to the network.
In this way, the other segments except Z,, cached in the
routers can be reused and the data publisher only need to
resend the updated Z/, to the network.

A concrete example where m = 5 (see Figure 4) is provided
to show how we use Gaussian elimination to eliminate 7,
from each router’s cache. Upon timeout (i.e., the lifetime of
segment Z5 exceeds the Trp.es), Z5 is expired and should
be evicted. By computing P, — P;, we can remove Z5 from
P, obtaining Pj; by computing 2 * P, — P, we can remove
Z5 from Ps, obtaining Py; similarly, we can obtain Pj. The
newly created coded segments Pj, Pj, Py only contain the
unexpired segments 21, Zo, Z3, Z4 which can be reused. All
the old segments P;, P», P3 and P, will be removed from the
cache.

C. The Data Publisher Propagates the Updated Segments

After the out-of-date segment Z,, has been evicted from
the cache of each router, when a user sends an Interest to the
network to request the data, the Interest will eventually reach
the data publisher since the cached segments in routers are
not enough for decoding the data. Once having received the
Interest, the publisher will distribute the updated segment Z/,
to the network and each router in the path will apply random
network coding to combine Z/, to the cached segments under
the same namespace. An authorized user can obtain the new
key, and is hence able to decode and obtain the entire data,
but a revoked user is not able to obtain the new key, and is
not able to decode the data.

VI. SECURITY ANALYSIS AND DISCUSSION
A. Security Analysis

1) Security of ACET: The introduction of AONT ensures
that by obtaining a portion of AONT-transformed content,
the attacker is not able to derive any information about the
original content. In the following, we first prove that the
linear AONT used in ACET preserves the security property
of AONT (Theorem 2). We then show that by encrypting
one vector of the encoding matrix, the attacker cannot decode
and obtain the entire AONT-transformed content, and hence
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cannot obtain anything about the original content (Theorem 3).
Finally, we show ACET can satisfy our security definition
(Theorem 4).

Theorem 2: The linear (n,q) — AONT used in ACET
preserves the security property of AONT.

Proof: Given a linear (n,q) — AONT, M is generated
using the method introduced in Sec. II-B; the input vector

V = [v1 va --- v,]T, and the resulting output vector U =

[up ug - uy,]T is computed as: U = M - V. We can obtain:
ui:vi—i—vn,fm“i:l,l---,n—l (2)
Up = V1 + V2 + -+ Avy,

Therefore, by knowing the output vector U =
[ur  ug un]?, we can compute the input vector
V =[vi vg -+ v,]7 as follows:

Vi = U — i (U1 F Uz + U1 — Up)
for1<i<n-1 3)

1
Un = oy (U1 +uz + - Un1 — up)

We can see that in order to obtain each of the v; (where
1 <4 < n), all the values in the output vector U must be
obtained. Otherwise, we cannot compute any of v;. To con-
clude, this linear (n,q) — AONT satisfies the all-or-nothing
property. L

Theorem 3: By encrypting one vector R,, of the encoding
matrix, the attacker cannot decode to obtain all the informa-
tion about the AONT-transformed content M', and thus cannot
obtain the original content C.

Proof: To obtain the original content C, the attacker
must obtain all the information about the AONT-transformed
content M’ due to the all-or-nothing property. Since R’ =
RM’, therefore M’ = R~'R’. In other words, to obtain the
entire M, the attacker must know the entire R~!, which is
the inverse matrix of the encoding matrix R. In the following,
we show that by encrypting one vector R,, of the encoding
matrix R, the attacker will not be able to learn the entire R~*
by contradiction.

Let us suppose that the adversary can learn the entire R~
Therefore, the inverse of matrix R~! is unique and can be
computed as: R = (R71)7! = %, where (R™1)* is
the adjugate matrix of R~ and |R™!| is the determinant
of R7!. Since the entire R~! is known, both (R~!)* and
|R~!| can be uniquely computed, therefore, the entire R can
be uniquely computed, and the vector R,, is known to the
adversary. This contradicts that R, is encrypted and unknown
to the adversary. Therefore, the adversary cannot learn the
entire R~1.

Without being able to learn the entire R~ the attacker
cannot obtain the entire AONT-transformed content M’, and
hence cannot learn anything about the original content C' due
to the property of AONT. O

Theorem 4: The ACET scheme can satisfy our security
definition for a large enough q.

Proof: We show ACET can satisfy the security conditions
in Sec. III: 1) p; — 0; and 2) po — 1.

1) p1 — 0: According to Theorem 3, by encrypting one
vector R, of the encoding matrix, the attacker cannot learn
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anything about the original content C. In this sense, p; is
equivalent to the probability that the attacker can successfully
decrypt R,, without knowing the key. Assuming the key
distribution algorithm is secure (Sec. III), the attacker can
only find out R,, by brute-force guessing, and the successful
probability is q}n, considering that each of the m elements in
R, is chosen uniformly at random from IF',. This probability
is negligibly small when ¢ and m are sufficiently large. For
example, if m = 10 [21], ¢ = 232 will result in a probability
of 23% which is approximately 10732, For the optimization
which only encrypts a portion of the elements in R,,, the suc-
cessful probability of the adversary is also negligibly small
(Sec. IV-E) if q is sufficiently large. We conclude that p; — 0.

2) po — 1: After having received enough number of
network coded segments, a legitimate user is able to decode
them, obtaining 7, Zs, ..., Z,,. After having obtained the
entire data 7, the user can divide Z into two components,
R’ and R. The encrypted vector in R can be decrypted
using the authorization key. With the entire R in plain-
text, all the AONT-transformed segments can be computed,
and then, the original content can be decoded from the
AONT-transformed segments. Therefore, for the legitimate
user which can obtain the authorization key, ps — 1. O

2) Security of Revocation: ACET can support revocation
of users once they are expired. This is because, the segment
Zp, 1s attached with a timestamp, and once this timestamp is
expired, Z,,, will be evicted from each router’s cache following
Gaussian elimination, and the updated segment Z/, will be
propagated to the network afterwards. Note that: 1) A revoked
user can always store the original content locally before he/she
is revoked, which cannot be addressed by any access control
scheme, but once the content is updated by the publisher,
the revoked user will no longer decode the updated content.
2) Z,, will expire once Trrp,es 1s reached, at which the routers
that cache segments containing Z,, will evict Z,,,, replacing it
with Z/ . A revoked user cannot have access to the new key &/,
which is needed to decrypt R]:*". Without having access to
R the revoked user can no longer decode and obtain all the
AONT-transformed content, and thanks to the nice property of
AONT, he/she will not be able to obtain anything about the
original content.

B. Discussion

Thanks for your comments. In our revocation scheme, when
some users are revoked, the other legitimate users will need to
request the new key. This scheme is feasible when the revo-
cation frequency is not high. Whereas, when the revocation
frequency is high, we can propose a key chain-based extension,
which pre-assigns keys in case that the present key is revoked.
Since our scheme is a subscription-based revocation scheme,
the data publisher knows when the subscription of a legitimate
user expires. When the legitimate user requests authorization
keys from the data publisher, the data publisher will respond
with a key chain covering the minimum subscription period of
users, for example, one month, so the number of keys in this
key chain is limited. In this way, the key requesting frequency
can be reduced.
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VII. EXPERIMENTAL EVALUATION
A. Implementation

We used ndnSIM [22] for our simulations. All of our
simulations were performed on a local machine, equipped
with an Intel Core i3 3.3G CPU and 5.7G RAM, running
Ubuntu 14.04. In our simulations, the size of content store was
chosen as 1000 and the number of content items was 10,000.
In addition, to simulate the background traffic, each legitimate
consumer and each legitimate user sends 10 regular Interests
every second. The maximum PIT size was set as 15,000. The
duration for Interests was 0-60s. The encryption algorithm is
instantiated using AES, which is an asymmetric encryption
method.

We deployed Rocketfuel network topology and a tree
topology respectively.

(1) Rocketfuel network topology: As part of the European
Ebone (an ISP in Europe) [23] network, the topology extracted
from Ebone is representative, including typical ones like mesh
and tree. We use this topology to evaluate the performance
of the scheme under the perspective of the whole network.
To simulate the real network application, we used 1 data
publisher and 9 users.

(2) Tree topology: We utilize a 4-layer tree topology to
test the performance of the scheme under the edge network.
Similarly, we deployed 1 data publisher and 5 users, and the
users are arranged into different layers of the network.

For comparison, we also implemented a baseline scheme,
a group signature-based access control scheme [24] (“Group”
for short), and a tag-based access control scheme Tagtic [25].

(1) Baseline: a content-encryption-based access control
scheme, in which the user pre-fetches the corresponding
authorization key before sending an Interest, and the data
publisher encrypts the content which can only be decrypted
using the authorization key.

(2) Group [24]: a group signature-based access control
mechanism which utilizes the group signature to verify authen-
ticity of Interests sent by users at the edge routers, while
protecting the privacy of the users.

(3) Tagtic [25]: a tag-based access control scheme which
authenticates Interest packets at edge and content routers and
makes use of bloom filters to distribute the authentication
results.

B. Evaluation

We evaluate performance of ACET in both the initial and the
transmission process. In the initial process, we assess overhead
resulted from obtaining the authorization key. In the transmis-
sion process, we assess both transmission delay (i.e., the time
between an Interest request is sent and the corresponding
content is received) and throughput.

Evaluating the initial process. During initialization, each
valid user retrieves the authorization key from the publisher.

(1) Under the Rocketfuel topology, the delay of retrieving
the authorization key in ACET is shown in Figure 5(a),
in which we calculate the average delay during a period
of 100 seconds under different hops away from the data
publisher. We observe that: 1) Under the Rocketfuel topology,
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(a) Pre-fetching time under Rocketfuel (b) Pre-fetching time under tree
topology topology
Fig. 5. Delay of retrieving the authorization key.

the average delay varies from 20ms (approximately) to 110
ms (approximately) when the hop count varies from 1 to 9,
and such a delay is small. 2) As the number of hops away
from the publisher increases, the corresponding delay increases
almost linearly. This is because, when a user is more distant
away from the data publisher, it takes more time for the user
to deliver the request Interest and receive the corresponding
authorization key. We can also get that although the distance
varies, the transmission delay can always stay in a low level.
Since the complexity of key generation is fixed, the initial
process can only be impacted by the distance to the data
publisher.

(2) Under a tree topology, the delay of initial retrieving the
authorization keys is shown in Figure 5(b). We also calculate
the average delay during a period of 100 seconds under
different hops away from the data publisher. We observe that:
1) under a tree topology, the average delay varies from 10ms
(approximately) to 18 ms (approximately) when the hop count
varies from 1 to 5, which is also small. 2) As the hop away
from the data publisher increases, the initial process delay
also increases. This is similar to that under the Rocketfuel
topology. It will cost a more distant user more time to obtain
the authorization key. With the distance to producer increases,
the initial transmission delay increases linearly.

Evaluating the transmission process. We calculate the
average transmission delay for a period of 100 seconds under
different hops away from the publisher.

(1) Under the Rocketfuel topology, the transmission delay
is shown in Figure 6(a). We also calculate the throughput
(Figure 6(b)). We notice that when the hop increases from
6 to 9, the curve of time delay about ACET in the figure has
fluctuations. As is shown in Figure 7, the local topologies
have different features in the Rocketfuel topology. When there
are more paths for a user to connect to the data publisher
(indicated as DP in Figure 7), the transmission efficiency
will be higher in a network coding-based network, because
there are more chances to get coded segments. For example,
as illustrated in Figure 7, the users who are 7 and 9 hops away
from the data publisher spend less time for transmission than
the users who are 6 and 8 hops away, for the reason that there
are more paths for the coded segments to be transmitted and
encoded to the users who are 7 and 9 hops away. Therefore,
the transmission delay may have fluctuations when the hops
away from data publisher vary from 6 to 9.
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We also observe that our ACET outperforms the other
schemes in terms of both the transmission delay and the
throughput. This is because: the baseline scheme needs to
encrypt the entire content in the publisher and decrypt it in
the user, which clearly introduces large overhead; the group
signature-based access control scheme (i.e., Group) needs to
sign and verify the Interest packet at the edge routers based
on the group signature and, since the size of Interest packet
is large, the extra overhead is also large; Tagtic needs to
validate the Interest packet at the edge routers, distribute the
verification result to the remaining network, and the other
routers will add the verification result to their local bloom
filters for probabilistic verification, which also introduces a
lot of extra overhead in the network; our ACET only needs
to encrypt a small vector (or a portion of the elements in
the vector) in the publisher and decrypt this small vector
(or a portion of elements in the vector) in the user which
is extremely lightweight.

(2) Under a 4-layer tree topology, the transmission delay
and the throughput is shown in Figure 8(a) and Figure8(b).
We can observe that under a tree topology, ACET scheme
also outperforms the other schemes in transmission delay and
throughput. In Figure 8(a), we show the transmission delay
from user’s sending an Interest request to user’s obtaining the
corresponding content. It can be observed that with the hops
away from the producers increase, the transmission delay rises,
but the transmission delay of ACET stays in a low level which
is under 50ms. While the transmission delays of other schemes
are higher. As is shown in Figure 8(b), the throughput of ACET
decreases with the distance increases, falls about 70 pkts when
the distance between user and producer is 5, but also higher
other schemes. The experimental results of the tree topology
are similar to the Rocketfuel topology, but the difference is that
under a tree topology, the transmission delay and throughput
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Fig. 8. Performance in Tree Topology.
are quite regular and stable for the reason that the tree topology
is more hierarchical and clear.

VIII. RELATED WORK

Since ICN users more likely obtain desired content from
cache of network nodes rather than from original data publish-
ers, access of content can not be enforced by simply relying
on traditional access control policies. Instead, a content-based
approach is expected. In the following, we summarize the
existing access control solutions for ICN in various categories.

Encryption-based access control. As a seminal work,
Jacobson [26] proposed an encryption-based access control
scheme to protect the content. Some existing encryption-based
approaches for access control in NDN can be categorized
into symmetric/asymmetric encryption-based [7], attribute
and identity-based [8], [9], and session-based. For example,
Misra et al. [27] use the (n, t)-Shamir’s secret sharing based
broadcast encryption to enforce Access Control. The frame-
work’s strength is that it needs neither additional authoriza-
tion entity nor extra computational overhead at the routers.
Li et al. [8] propose an attribute-based encryption access
control scheme. In their scheme, a trusted third party defines
and manages the subject and object attributes by creating
attribute ontology. To publish content, the publisher generates
a random symmetric key with which it encrypts the content
and generates an AC policy from the attributes defined by
the trusted third party. The problem with the attribute-based
systems is that the client revocation is not considered and the
computation complexity is high. Zhu er al. [10] propose an
edge re-encryption-based access control scheme, in which pro-
ducer and edge routers will encrypt the content key, reducing
the key retrieving delay to some extend. But it still needs to
encrypt the whole content and the user privacy will be exposed
to the edge routers.

All of aforementioned designs however, rely on expensive
encryption according to their trusted regulation and manage-
ment methods. Meanwhile, those session-based works need
several rounds of sessions to establish the relationship and
share the key, which is also expensive.

Authentication-based access control. A class of
authentication-based access control mechanisms [24], [25]
for NDN delegates the access control enforcement to routers.
Xue et al. [24] use group signature and hash chain to
anonymously authenticate requests at the edge router, which
achieves access control at the very beginning. Although
Xue et al. in their work make use of group signature to
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anonymously verify the authentication of Interests, this process
can introduce redundant validation time. Tourani et al. [25]
propose an access control mechanism for the ICN wireless
edge called TACTIC, in which providers delegate access
control enforcement to the edge routers and content routers,
allowing cache utilization and promoting content availability
with negligible computation and communication overhead.
They both utilize the edge routers to perform Interest
verification to enforce access control at the initial stage of
transmission, but the authentication of Interests will expose
the privacy of users to the routers.

Others. Li er al. [28] design a lightweight digital signature
and access control scheme for ICN. Upon an entity’s request
for a token, the provider encrypts the token based on
the requesters’ access level and creates hash-based sig-
natures. And the client verifies signature by generating
Merkle hash tree using the retrieved content and the new
token. Also, the client revocation has not been consid-
ered in this article. Ghali er al. [29] tackled the access
control problem using an Interest-based model, in con-
trast to popular encryption-based approaches. They pro-
posed an encryption-based and hash-based name obfuscation
to prevent unauthorized clients from obtaining the content
name. Although their design does not need to encrypt the
data, the name of content is more complex and becomes
opaque, which will make the transmission of contents more
sophisticated.

IX. CONCLUSION

In this work, we propose an efficient and secure access
control scheme specifically for information-centric edge net-
working, which utilizes named data networking (NDN) to
achieve in-network caching. Deploying in-network caching
will facilitate computing and caching abilities in the network,
but it will also create new security issues, such as unauthorized
access control to the data which are already cached in the
network and out of the producer’s control. By introducing
the confidentiality-enhanced network coding, which combines
linear all or nothing transform and encryption with network
coding, we successfully come up with such an access control
design with efficient revocation support at edge networks.
In our design, we can enforce access control on the cached
content by encrypting a small portion of the encoding matrix,
which significantly improves efficiency. We also realize revo-
cation by only evicting the cached encrypted portion and
reusing the unencrypted segments cached in the router. In the
last, security analysis and experimental evaluation confirm
that our design can ensure access control with an acceptable
overhead.
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