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ABSTRACT
Many safety-critical real-time systems operate under harsh environ-
ment and are subject to soft errors caused by transient or intermit-
tent faults. It is critical and yet often very challenging to apply fault
tolerance techniques in these systems, due to resource limitations
and stringent constraints on timing and functionality. In this work,
we leverage the concept of weakly-hard constraints, which allows
task deadline misses in a bounded manner, to improve system’s ca-
pability to accommodate fault tolerance techniques while ensuring
timing and functional correctness. In particular, we a) quantitatively
measure control cost under different deadline hit/miss scenarios
and identify weak-hard constraints that guarantee control stabil-
ity; b) employ typical worst-case analysis (TWCA) to bound the
number of deadline misses and approximate system control cost;
c) develop an event-based simulation method to check the task
execution pattern and evaluate system control cost for any given
solution; and d) develop a meta-heuristic algorithm that consists of
heuristic methods and a simulated annealing procedure to explore
the design space. Our experiments on an industrial case study and
synthetic examples demonstrate the effectiveness of our approach.

CCS CONCEPTS
• Computer systems organization → Embedded and cyber-
physical systems.
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1 INTRODUCTION
Many real-time embedded systems, such as automotive, avionics,
and industrial automation systems, often operate under harsh en-
vironment and are subject to soft errors caused by transient or
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intermittent faults (e.g., those from radiation [3]). As those systems
are often safety-critical, it is important to improve their resiliency
by applying fault tolerance techniques [1, 19].

In the literature, various error detection and recovery mecha-
nisms have been proposed [9, 16, 28, 35]. For instance, to address
soft errors, there are both hardware based approaches [2, 30, 31]
and software approaches [9, 25, 26]. In this work, we focus on ad-
dressing transient soft errors through software layer, by relying on
error detection techniques to detect potential soft errors and pos-
sibly performing recovery jobs to correct them. As defined in [9],
there are two main categories of error detection techniques, i.e.,
embedded error detection (EED) and explicit output comparison
(EOC). EED-type techniques have built-in error detection mech-
anisms and do not reply on redundant execution. Some common
EED approaches include watchdog timer [25], control flow check-
ing and instruction signature checking [26]. In contrast, EOC-type
techniques rely on explicit redundant execution with either tempo-
ral redundancy or spatial redundancy, e.g., executing the same task
at least twice and compare the outputs. One common approach of
EOC is the triple modular redundancy scheme [23]. In this work, we
consider the general type of EED techniques and an EOC technique
based on temporal redundancy, i.e., EOC tasks are executed twice
on the same computation resource and in the case of a soft error, a
re-execution job is scheduled immediately on the same resource.

Both EED and EOC techniques incur significant timing over-
head, and thus quantitative schedulability analysis is needed to
ensure system timing correctness. For instance, the work in [9]
presents an offline scheduling algorithm for EOC-type techniques.
The work in [35] explores the tradeoff between EOC- and EED-type
techniques and presents an algorithm to optimize their selection
and scheduling, while considering timing constraints. However,
applying fault tolerance techniques to resource-constrained real-
time systems is quite challenging and sometimes infeasible, as it is
often difficult to meet the stringent hard timing constraints with
the additional overhead from those fault tolerance techniques.

In this work, we present a novel approach for improving system
fault tolerance that leverages the concept of weakly-hard constraints
as defined in [4], where bounded deadline misses are allowed, to
provide more slack in task execution and enable the addition of
more error detection and correction measurements. Unlike tradi-
tional hard real-time constraints, weakly-hard constraints allow
occasional deadline misses in a bounded manner, which are of-
ten specified as the maximum number of deadline misses allowed
within a given number of consecutive job instances (or a window
of time) [4, 12].

The exploration of weakly-hard constraints is motivated by the
fact that many system functions can tolerate certain degree of
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d e a dli n e miss es w hil e still s atisf y f u n cti o n al c orr e ct n ess r e q uir e-
m e nts. F or e x a m pl e, r e c e nt w or ks h a v e st u di e d c o ntr ol p erf or m a n c e
a n d st a bilit y u n d er d e a dli n e miss es s p e ci fi e d b y w e a kl y- h ar d c o n-
str ai nts [ 1 0 , 1 4 , 2 7 ]. T h e w or k i n [1 0 ] pr o v es a n a n al yti c al u p p er
b o u n d of d e a dli n e miss r ati o t o e ns ur e t h e st a bilit y of a distri b ut e d
e m b e d d e d c o ntr ol pl atf or m. I n [ 2 7 ], t h e i m p a ct of d e a dli n e miss p at-
t er n o n c o ntr ol p erf or m a n c e is st u di e d. T h e w or k i n [1 4 ] pr es e nts
a m et h o d t o f or m all y v erif y t h e s af et y of c ert ai n c o ntr ol s yst e ms
u n d er w e a kl y- h ar d c o nstr ai nts, w hi c h is f urt h er i m pr o v e d i n [ 1 3 ].
O n t h e ot h er h a n d, a n u m b er of a p pr o a c h es h a v e b e e n pr es e nt e d
f or s c h e d ul a bilit y a n al ysis of r e al-ti m e s yst e m wit h w e a kl y- h ar d
c o nstr ai nts [ 4 , 6 , 2 1 , 2 9 , 3 2 , 3 4 ]. I n [4 ], t h e r es p o ns e ti m e a n al ysis
f or p eri o di c t as k is dis c uss e d. I n [3 2 ], t h e s c h e d ul a bilit y a n al ysis is
m o d el e d as a mi x e d i nt e g er li n e ar pr o gr a m mi n g ( MI L P) pr o bl e m
a n d a p pli e d t o p eri o di c al t as ks wit h u n k n o w n t as k a cti v ati o n o ffs et.
I n [2 9 ], a m o d el is pr o p os e d t o d es cri b e t as k a cti v ati o n p att er n,
a n d t y pi c al w orst- c as e a n al ysis ( T W C A) is i ntr o d u c e d t o b o u n d t h e
n u m b er of d e a dli n e miss es d u e t o o v erl o a d. T h e w or k i n [ 3 4 ] f urt h er
i m pr o v es t h e a p pr o a c h fr o m [2 9 ]. T h e n, t h er e is als o li mit e d w or k
o n tr yi n g t o l e v er a g e t h e s c h e d uli n g fl e xi bilit y fr o m w e a kl y- h ar d
c o nstr ai nts t o i m pr o v e ot h er d esi g n o bj e cti v es. F or i nst a n c e i n [ 2 2 ],
a c o- d esi g n a p pr o a c h is pr es e nt e d t o i m pr o v e s yst e m s e c urit y w hil e
e ns uri n g c o ntr ol s af et y. I n [ 1 5 ], a p pli c ati o n of w e a kl y- h ar d p ar a-
di g m t o n et w or k e d s yst e ms is dis c uss e d.

O ur w or k is t h e fi r st t o l e v e r a g e w e a kl y- h a r d c o n st r ai nt s
f o r i m p r o vi n g f a ult t ol e r a n c e . T h er e ar e t w o u ni q u e c h all e n g es
t o a d dr ess f or s ol vi n g t his pr o bl e m: 1) W hil e e x pl ori n g w e a kl y- h ar d
c o nstr ai nts, w e h a v e t o e ns ur e t h at t h e all o w e d d e a dli n e miss es
will n ot c a us e f u n cti o n al i n c orr e ct n ess. I n t his w or k, w e f o c us
o n t h e st a bilit y of c o ntr ol t as ks u n d er d e a dli n e miss es, a n d t h e
b e h a vi or of t h es e t as ks is p arti c ul arl y di ffi c ult t o a n al y z e w h e n
w e c o nsi d er t h e p ossi bl e f a ults o n t h e m. 2) We n e e d t o a n al y z e
t h e s yst e m s c h e d ul a bilit y u n d er t h e p ossi bl e d e a dli n e miss es fr o m
w e a kl y- h ar d c o nstr ai nts a n d t h e p ot e nti al r e d u n d a nt t as k e x e c uti o n
fr o m f a ult t ol er a n c e t e c h ni q u es. A d dr essi n g t h es e t w o c h all e n g es
r e q uir es n e w m et h o ds f or b ot h c o ntr ol a n d s c h e d ul a bilit y a n al ysis.

We a d dr ess t h es e t w o c h all e n g es b y d e v el o pi n g n e w m et h o ds t o
a n al y z e c o ntr ol st a bilit y a n d s yst e m s c h e d ul a bilit y u n d er d e a dli n e
miss es, f a ults, a n d t h e a p pli c ati o n of E E D or E O C f a ult-t ol er a n c e
t e c h ni q u es. B as e d o n t h es e a n al ysis m et h o ds, w e als o d e v el o p a n
o pti mi z ati o n al g orit h m f or e x pl ori n g t h e d esi g n s p a c e t o i m pr o v e
a s yst e m-l e v el f a ult-t ol er a n c e m etri c. M or e s p e ci fi c all y, o ur w or k
m a k es t h e f oll o wi n g n o v el c o ntri b uti o ns:

• We d e v el o p a c o ntr ol a n al ysis m et h o d f or li n e ar ti m e-i n v ari a nt
( L TI) s yst e ms t o f or m all y d eri v e t h e w e a kl y- h ar d c o nstr ai nts
t h at c a n e ns ur e s yst e m st a bilit y ( e. g., t h e s yst e m c a n b e br o u g ht
b a c k t o t h e e q uili bri u m st at e u n d er d e a dli n e miss es), a n d t o
q u a ntit ati v el y m e as ur e t h e c o ntr ol c ost u n d er di ff er e nt d e a dli n e
hit/ miss p att er ns.

• We d e v el o p t w o s c h e d ul a bilit y a n al ysis m et h o ds. O n e is t o m o d el
t as ks as t h e s u p er p ositi o n of t y pi c al a n d o v erl o a d a cti v ati o n a n d
pr o vi d e a n u p p er- b o u n d of t h e d e a dli n e miss es (t h e c o ntr ol c ost
c a n b e a p pr o xi m at e d b as e d o n t his u p p er- b o u n d). T h e ot h er
m et h o d us es a n e v e nt- b as e d si m ul ati o n t o r e c or d t h e e x a ct p at-
t er n of d e a dli n e hits a n d miss es (t h e w orst- c as e c o ntr ol c ost c a n
b e c al c ul at e d u n d er si n gl e tr a nsi e nt err or i n t his m et h o d).

• We d e v el o p a m et a- h e uristi c o pti mi z ati o n al g orit h m t o e x pl or e
t h e d esi g n s p a c e, i n cl u di n g t as k all o c ati o n, pri orit y assi g n m e nt,
a n d t h e c h oi c e of f a ult t ol er a n c e t e c h ni q u es ( E E D, E O C, or n o n e).
We c o n d u ct e x p eri m e nts o n a n i n d ustri al c as e st u d y a n d a s et of
s y nt h eti c e x a m pl es. O ur e x p eri m e nts d e m o nstr at e t h e e ff e cti v e-
n ess of o ur a p pr o a c h i n i m pr o vi n g s yst e m f a ult t ol er a n c e a n d
tr a di n g o ff b et w e e n c o ntr ol c ost a n d err or c o v er a g e.

T h e r est of t h e p a p er is or g a ni z e d as f oll o ws. S e cti o n 2 i ntr o-
d u c es o ur s yst e m m o d e, i n cl u di n g t as k e x e c uti o n m o d el a n d c o ntr ol
m o d el. S e cti o n 3 pr es e nts o ur pr o bl e m a n al ysis a n d f or m ul ati o n,
i n cl u di n g t h e a n al ysis o n c o ntr ol st a bilit y a n d c ost. S e cti o n 4 i ntr o-
d u c es o ur s c h e d ul a bilit y a n al ysis m et h o ds a n d o ur m et a- h e uristi c
o pti mi z ati o n al g orit h m. S e cti o n 5 pr es e nts t h e e x p eri m e nt al r es ults.
S e ci o n 6 c o n cl u d es t his w or k.

2 S Y S T E M M O D E L

We c o nsi d er a r e al-ti m e distri b ut e d pl atf or m, wit h m ulti pl e h o m o-
g e n e o us si n gl e- c or e C P Us ( c o m m u ni c ati o n is n ot c o nsi d er e d i n t his
w or k). L et E = { 𝑒 1 , . . ., 𝑒𝑛 } b e t h e s et of C P Us. T h e f u n cti o n al l a y er
is d es cri b e d b y a s et of i n d e p e n d e nt t as ks T = { 𝜏 1 , . . ., 𝜏𝑚 } . E a c h
t as k 𝜏 𝑖 h as a fi x e d p eri o d 𝑡𝑖 , a d e a dli n e 𝑑 𝑖 , a w orst c as e e x e c uti o n
ti m e ( W C E T) 𝑐 𝑖 a n d a st ati c pri orit y 𝑝 𝑖 . We ass u m e t h at t h e s ys-
t e m is s u bj e ct t o u n c ert ai nti es s u c h as e xt er n al dist ur b a n c e a n d
tr a nsi e nt s oft err ors. T o all e vi at e t h e i m p a ct of u n c ert ai nti es, w e
ass u m e t h at a) s o m e t as ks c a n b e e q ui p p e d wit h err or d et e cti o n
a n d r e c o v er y t e c h ni q u es, a n d b) s o m e c o ntr ol t as ks c a n t ol er at e
c ert ai n d e gr e e of d e a dli n e miss. I n t his st u d y, w e c o nsi d er t w o
t y p es of f a ult-t ol er a n c e t e c h ni q u es, E E D a n d E O C. F or e a c h t as k
𝜏 𝑖 ∈ T , w e us e a v ari a bl e 𝑜 𝜏 𝑖 t o d e n ot e t h e c h oi c e of f a ult-t ol er a n c e
t e c h ni q u e. O n c e a tr a nsi e nt s oft err or is d et e ct e d, c orr es p o n di n g
t as k r e- e x e c uti o n is f oll o w e d t o c orr e ct t h e s oft err or. D u e t o t h e
di ff er e n c e b et w e e n t h e t w o f a ult-t ol er a n c e t e c h ni q u es a n d t h e r a n-
d o m arri v al of s oft err ors, w e m o d el e a c h t as k as a s u p er p ositi o n of
t y pi c al a n d o v erl o a d a cti v ati o n, as e x pl ai n e d b el o w i n d et ails.

2. 1 E r r o r D et e cti o n St r at e g y a n d M o d eli n g

F or si m pli cit y, w e c o nsi d er a si n gl e- err or m o d el i n t his w or k, w h er e
w e ass u m e t h at t h er e is at m ost o n e tr a nsi e nt s oft err or wit hi n t h e
t as k s et h y p er- p eri o d (i n pr a cti c e t his c o v ers v ast m aj orit y of t h e
c as es). L et 𝐶 𝑖 b e t h e w orst c as e e x e c uti o n ti m e wit h err or d et e cti o n
f or t as k 𝜏 𝑖 , a n d 𝑐 𝑖 b e t h e ori gi n al W C E T w h e n err or d et e cti o n is n ot
a p pli e d. T h e n t h e w orst c as e e x e c uti o n ti m e wit h err or d et e cti o n
f or a n y t as k 𝜏 𝑖 c a n b e d e fi n e d as i n [ 3 5]:

𝐶 𝑖 = 𝑐 𝑖 + 𝜌 𝑖 𝑜 𝑖 (𝑐 𝑖 + Λ 𝑖 ) + (1 − 𝑜 𝑖 ) Δ 𝑐 𝑖 , ( 1)

w h er e 𝜌 𝑖 d e n ot es w h et h er a n y err or d et e cti o n ( E O C or E E D) is
a p pli e d f or t as k 𝜏 𝑖 , Λ 𝑖 t h e ti m e f or o ut p ut c o m p aris o n a n d Δ 𝑐 𝑖 t h e
E E D o v er h e a d. M or e o v er, 𝑜 𝑖 = 1 if E O C is s el e ct e d, ot h er wis e 𝑜 𝑖 = 0 .
N ot e t h at 𝐶 𝑖 o nl y i n cl u d es W C E T a n d err or d et e cti o n o v er h e a d.
O n c e a n err or is d et e ct e d, a r e- e x e c uti o n is s c h e d ul e d i m m e di at el y.
L et 𝐶 𝑅 𝑖 b e t h e err or r e c o v er y/r e- e x e c uti o n ti m e f or a t as k 𝜏 𝑖 . We
h a v e

𝐶 𝑅 𝑖 = 𝜌 𝑖 𝑐 𝑖 + ( 1 − 𝑜 𝑖 ) Δ 𝑐 𝑖 .

As w e will dis c uss l at er, 𝐶 𝑅 𝑖 c orr es p o n ds t o t h e e x e c uti o n ti m e of
a n o v erl o a d a cti v ati o n d u e t o tr a nsi e nt s oft err ors, w hil e 𝐶 𝑖 is t h e
e x e c uti o n ti m e of r e g ul ar p eri o di c a cti v ati o n.



2. 2 T a s k E x e c uti o n M o d el

C o nsi d eri n g t h e s p or a di c n at ur e of tr a nsi e nt s oft err ors, w e c h ar a c-
t eri z e o ur t as k m o d el b y its a cti v ati o n p att er n a n d e x e c uti o n ti m e
p att er n, si mil arl y as i n [ 2 0 ]. E a c h p att er n is f urt h er disti n g uis h e d b y
a t y pi c al c o m p o n e nt a n d a n o v erl o a d c o m p o n e nt. M or e s p e ci fi c all y,
f or e a c h t as k wit h a n y err or d et e cti o n t e c h ni q u e, t h e p eri o di c al
a cti v ati o n p att er n c orr es p o n ds t o t h e t y pi c al m o d el, w h er e as t h e
s p or a di c o v erl o a d is d u e t o a d dr essi n g t h e tr a nsi e nt s oft err ors.
T h e y ar e f or m all y d e fi n e d b el o w.

D e fi niti o n 2. 1. E v e nt m o d els [ 2 0 ]: T h e e v e nt m o d els 𝑒
− ,(𝑒 𝑛 )
𝜏 (Δ 𝜏 )

a n d 𝑚
+ ,(𝜏 𝑖 )
𝑡 (Δ 𝑖 ) (𝑑

− ,(𝑖 )
𝑐 (Δ 𝑖 ) a n d 𝑝

+ ,(𝑖 )
𝜏 (Δ 𝑖 ), r es p e cti v el y) pr o vi d e

l o w er a n d u p p er b o u n d o n t h e n u m b er of t y pi c al ( o v erl o a d, r es p e c-
ti v el y) a cti v ati o ns of t as k 𝑜 𝜏 d uri n g a n y ti m e i nt er v al [𝑖, 𝐶 + Δ 𝑖 ).

D u e t o t h e p eri o di cit y of t as k e v e nts, w e h a v e 𝜏
− ,(𝑖 𝑐 )
𝑖 = 𝜏

+ ,(𝑖 𝐶 )
𝑖 =

⌈ Δ 𝑐
𝑖𝜌

⌉ . T h er e is a mi ni m al i nt er v al Δ 𝑖𝑜 𝑖 𝑐 𝑖 𝑖 b et w e e n t w o c o ns e c uti v e

s oft err ors a n d 𝑜
− ,(𝑖 )
𝑐 = 𝑖

+ ,(𝜌 )
𝑖 = ⌈ Δ 𝜏

Δ 𝑖𝑖 𝑐 𝑖 𝑜 𝑖
⌉ , if a p pli c a bl e. F or si m pli c-

it y, w e ass u m e t h at t h e w orst- c as e e v e nt m o d el 𝑜 +
𝑖 = 𝐶

+ ,(𝑖 𝐶 )
𝑅 + 𝑖

+ ,(𝜏 )
𝑖 .

D e fi niti o n 2. 2. E x e c uti o n ti m e m o d el [ 2 0 ]: T h e e x e c uti o n ti m e

m o d el 𝐶
− ,(𝑅 𝑖 )
𝜌 (𝑖 ) a n d 𝑐

+ ,(𝑖 𝑜 )
𝑖 (𝑐 ) (𝑖

− ,(𝐶 )
𝑅 (𝑖 ) a n d 𝐶

+ ,(𝑖 )
𝑖 (𝑛 ), r es p e c-

ti v el y) pr o vi d e l o w er a n d u p p er b o u n d o n t h e t y pi c al ( o v erl o a d,
r es p e cti v el y) s h ar e of t h e s er vi c e d e m a n d r e q uir e d b y a n y 𝑛 c o n-
s e c uti v e a cti v ati o n of t as k 𝜏 𝑖 .

I n t his w or k, w e h a v e 𝛾
− ,(𝑡 𝑝 )
𝑖 (𝑛 ) = 𝛾

+ ,(𝑡 𝑝 )
𝑖 (𝑛 ) = 𝑛 × 𝐶 𝑖 , w h er e

𝐶 𝑖 is t h e W C E T wit h err or d et e cti o n as d e fi n e d i n ( 1). Si mil arl y,

𝛾
− ,(𝑜 )
𝑖 (𝑛 ) = 𝛾

+ ,(𝑜 )
𝑖 (𝑛 ) = 𝑛 × 𝐶 𝑅 𝑖 .

T hr o u g h o ut t h e p a p er, w e ass u m e t h at s o m e t as ks c a n miss
c ert ai n n u m b er of d e a dli n es. We e m pl o y a g e n er al r e pr es e nt ati o n t o
c h ar a ct eri z e s u c h t as k ti mi n g r e q uir e m e nt. L et 𝜁 𝑖 = { ( 𝑘 1

𝑖 , 𝑁1𝑖 ), . . .,

(𝑘 𝑛 𝑖
𝑖 , 𝑁𝑛 𝑖

𝑖 ) } b e t h e s et of t h e w e a kl y- h ar d c o nstr ai nts of t as k 𝜏 𝑖 ,

w h er e (𝑘
𝑗
𝑖 , 𝑁

𝑗
𝑖 ) m e a ns f or a n y 𝑁

𝑗
𝑖 c o ns e c uti v e a cti v ati o ns of t as k

𝜏 𝑖 , at m ost 𝑘
𝑗
𝑖 d e a dli n e miss es ar e all o w e d. (0 , 1 ) is t h e s p e ci al c as e

f or h ar d d e a dli n e t as ks. T h e s yst e m is s c h e d ul a bl e if

𝑑 𝑚 𝑚 𝑖 (𝑁
𝑗
𝑖 ) ≤ 𝑘

𝑗
𝑖 ,∀ 𝑗, 1 ≤ 𝑗 ≤ 𝑛 𝑖,∀ 𝑖, ( 2)

w h er e 𝑑 𝑚 𝑚 𝑖 (𝑁
𝑗
𝑖 ) is t h e m a xi m u m n u m b er of d e a dli n e miss es of

t as k 𝜏 𝑖 i n a n y 𝑁
𝑗
𝑖 c o ns e c uti v e a cti v ati o ns. We f urt h er ass u m e t h at

w h e n a t as k i nst a n c e miss es its d e a dli n e, it will c o nti n u e r u n ni n g
u ntil c o m pl eti o n.

2. 3 C o nt r ol M o d el

We c o nsi d er li n e ar ti m e-i n v ari a nt ( L TI) c o ntr ol t as ks. T h e s yst e m
d y n a mi c is m o d el e d as:

𝑥 (𝑡 ) = 𝐴 𝑥 (𝑡 ) + 𝐵 𝑢 (𝑡 ),

𝑦 (𝑡 ) = 𝐶 𝑥 (𝑡 ),

w h er e 𝐴 , 𝐵 a n d 𝐶 ar e s yst e m m atri c es, a n d 𝑥 (𝑡 ), 𝑢 (𝑡 ) a n d 𝑦 (𝑡 ) ar e
v e ct ors r e pr es e nti n g t h e s yst e m st at e, c o ntr ol i n p ut a n d s yst e m o ut-
p ut at ti m e 𝑡 , r es p e cti v el y. We f urt h er ass u m e t h at t h e c o ntr ol t as k
is a cti v at e d p eri o di c all y a n d f oll o ws t h e L o gi c al E x e c uti o n Ti m e
( L E T) di a gr a m. T h e L E T i m pl e m e nt ati o n a p pli es c o ntr ol i n p ut at

t h e d e a dli n es a n d pr o vi d es fi x e d cl os e d-l o o p d el a y [8 , 2 7 ]. T h e c or-
r es p o n di n g dis cr et e-ti m e s yst e m d y n a mi cs wit h c ert ai n s a m pli n g
p eri o d ℎ is gi v e n b y [ 1 7]:

𝑥 [𝑘 + 1 ] = 𝐴 𝑑 𝑥 [𝑘 ] + 𝐵 𝑑, 0 𝑢 [𝑘 ] + 𝐵 𝑑, 1 𝑢 [𝑘 − 1 ], ( 3)

w h er e 𝐵 𝑑, 0 =
ℎ − 𝐷∫

0

𝑒 𝐴𝑠 ·𝐵 𝑑𝑠 a n d 𝐵 𝑑, 1 =
ℎ∫

ℎ − 𝐷

𝑒 𝐴𝑠 ·𝐵 𝑑𝑠 . 𝐷 is t h e r el ati v e

d e a dli n e. B y d e fi ni n g a n a u g m e nt e d st at e m atri x 𝑧 [𝑘 ] =
𝑥 [𝑘 ]

𝑢 [𝑘 − 1 ]
,

w e c a n r e writ e t h e d el a y e d s yst e m i n ( 3) as:

𝑧 [𝑘 + 1 ] = 𝐴 𝑎 𝑢 𝑔 𝑧 [𝑘 ] + 𝐵 𝑎 𝑢 𝑔 𝑢 [𝑘 ], ( 4)

w h er e 𝐴 𝑎 𝑢 𝑔 =
𝐴 𝑑 𝐵 𝑑, 1

0 0
, 𝐵 𝑎 𝑢 𝑔 =

𝐵 𝑑, 0

I
,𝐶 𝑎 𝑢 𝑔 = 𝐶 0 , wit h 0 a n d

I d e n oti n g z er o m atri x a n d i d e ntit y m atri x of s uit a bl e di m e nsi o ns,
r es p e cti v el y. T h e c o ntr ol l a w 𝑢 [𝑘 ] = − 𝐾 𝑧 [𝑘 ] is c al c ul at e d b y p ol e
pl a c e t e c h ni q u e [ 1 8].

3 P R O B L E M A N A L Y SI S A N D F O R M U L A TI O N

I n t his s e cti o n, w e i ntr o d u c e o ur a n al ysis a n d f or m ul ati o n of t h e
pr o bl e m, i n cl u di n g t h e d e fi niti o n f or a s yst e m-l e v el err or c o v er a g e
m etri c a n d t h e a n al ysis f or c o ntr ol st a bilit y a n d c ost.

Ill u st r ati n g E x a m pl e: T o ill ustr at e h o w w e l e v er a g e t h e w e a kl y-
h ar d c o nstr ai nts, l et us c o nsi d er 4 t as ks r u n ni n g o n a si n gl e- c or e
C P U as d e fi n e d i n T a bl e 1 a n d s h o w n i n Fi g ur e 1. If t h er e is n o err or
d et e cti o n a p pli e d t o t h es e t as ks, t h e t as ks et is s c h e d ul a bl e u n d er
h ar d ti mi n g c o nstr ai nts. If w e w a nt t o a d d E O C t o t h e c o ntr ol t as k 𝜏 4 ,
t h e W C E T ( wit h err or d et e cti o n) of t h e c o ntr ol t as k b e c o m es 2 . T h e
s yst e m is still s c h e d ul a bl e w h e n n o s oft err or o c c urs. H o w e v er, if
t h er e is a n err or, t h e c o ntr ol t as k h as t o s c h e d ul e a r e- e x e c uti o n j o b
a n d t h e s yst e m wit h h ar d ti mi n g c o nstr ai nts is n o l o n g s c h e d ul a bl e
( as t h e r e- e x e c uti o n j o b of t h e c o ntr ol t as k will miss its d e a dli n e),
as s h o w n i n Fi g ur e 1.

If t h e c o ntr ol t as k is r o b ust e n o u g h a n d c a n t ol er at e s o m e d e a d-
li n e miss es, w e c a n l e v er a g e w e a kl y- h ar d c o nstr ai nts t o i m pr o v e
its f a ult t ol er a n c e. F or i nst a n c e, l et us ass u m e 𝜏 4 s atis fi es (2 , 1 0 )
w e a kl y- h ar d c o nstr ai nt, t h e s yst e m c a n b e pr o v e n s c h e d ul a bl e wit h
E O C a p pli e d t o 𝜏 4 .

T a bl e 1: T a s k s et of t h e ill u st r ati n g e x a m pl e.

T as k n a m e 𝜏 1 𝜏 2 𝜏 3 C o ntr oll er 𝜏 4

P eri o d 5 6 3 1 0

W C E T 1 1 1 1

3. 1 E r r o r C o v e r a g e

We d e fi n e a s yst e m-l e v el err or c o v er a g e m etri c as t h e pr o b a bilit y
t h at eit h er t h e tr a nsi e nt s oft err ors ar e eit h er d et e ct e d b y t h e er-
r or d et e cti o n t e c h ni q u e or t h e err ors o c c ur d uri n g t h e i dl e ti m e 1 .
F or a si n gl e- c or e C P U, ass u mi n g 𝐾 u nif or ml y distri b ut e d s oft er-
r ors c a n h a p p e n wit hi n a h y p er- p eri o d, t h e err or c o v er a g e c a n b e

1 F or s yst e m i dl e ti m e, tr a nsi e nt err ors li k e m e m or y err ors m a y still o c c ur. We ass u m e
t h at t h e pr o b a bilit y t h at t h e pr o gr a m is a ff e ct e d b y s u c h err or is n e gli gi bl e, alt h o u g h
w e c a n e xt e n d o ur f or m ul ati o n t o c o v er i dl e ti m e err or.



1 2 3 4 5 6 7 9 1 0 1 1 1 28

Err or
R e -

e x e c uti o n

Ti m e

D e a dli n e

Fi g u r e 1: Ill u st r ati n g e x a m pl e: t a s k 𝑒 4 c a n n ot b e a p pli e d wit h E O C u n d e r h a r d ti mi n g c o n st r ai nt s.

a p pr o xi m at e d as d e fi n e d i n [ 3 5]:

𝑒 ≈
𝑛

𝜏= 0

𝜏

𝑚= 0

𝜏
𝑖

·
𝑡
𝑖

· (
𝑑𝑖 𝑐 𝑖 𝑝

𝑖 ℎ 𝜏 𝑖 𝑜 𝜏
) 𝑖 · (

𝐶𝑖 𝜏 𝑖 𝑐

𝑖 ℎ 𝜏 𝑖 𝐶 𝑖
)𝑐− 𝑖 · (

𝜌𝑖 𝑜𝑖 𝑐

𝑖 ℎ 𝑖 𝑜 𝑖 𝑐
)𝑖 − 𝜌,

w h er e 𝑖 a n d 𝜏 ar e t h e a v er a g e pr o b a biliti es t h at a n err or is d et e ct e d
b y E E D a n d E O C, r es p e cti v el y. H er e, 𝑖𝑖 𝑐 𝑖 ,𝑜𝑖 𝑜 𝑖 a n d 𝐶𝑖 𝐶 𝑅 𝑖 ar e t h e ti m e
s p e nt b y t as ks usi n g E E D, E O C a n d n o err or d et e cti o n, r es p e cti v el y.
𝜏 ℎ 𝑖 𝐶 𝑅 𝑖 = 𝜌𝑖 𝑐 𝑖 + 𝑜𝑖 𝑐 𝑖 + 𝐶𝑅 𝑖 𝐶 𝑖 + 𝑖𝑛 𝑛𝜏 𝑖 . F or o ur st u d y, w e ass u m e 𝛾 = 1
a n d t h e a b o v e e q u ati o n c a n b e f urt h er a p pr o xi m at e d as f oll o ws
a c c or di n g t o [ 3 5]:

𝑡 ≈ 1 −
𝑝 𝑖 ∈ T (1 − 𝑛𝛾 𝑡 )𝑝 𝑖

𝑛𝑛
,

w h er e 𝐶𝑖 𝐶 is t h e err or d et e cti o n r at e f or t as k 𝑖 𝛾 . I n o ur e x p eri m e nt,
w e s et 𝑜 = 0 .7 a n d 𝑖 = 1 , si mil arl y as i n [9 , 3 5 ]. I n o ur w or k, w e
ass u m e t h at t h er e is a n err or c o v er a g e r e q uir e m e nt 𝑛 𝛾 _ 𝑜 ℎ𝑖 𝑛𝑛 ℎ 𝐶𝑅 𝑖
d e fi n e d, s u c h t h at 𝜁 ≤ 𝑖 𝑘 _ 𝑖 ℎ𝑁 𝑖𝑘 ℎ 𝑛𝑖 𝑖 .

3. 2 C o nt r ol St a bilit y a n d C o st

We c o nsi d er st a bili z ati o n c o ntr oll er t h at c a n bri n g t h e s yst e m b a c k
t o t h e e q uili bri u m st at e aft er a dist ur b a n c e. M or e o v er, d u e t o p ot e n-
ti al d e a dli n e miss es, s o m e c o ntr ol i n p uts m a y n ot al w a ys b e a p pli e d
o n ti m e. F oll o wi n g t h e L T E di a gr a m, w e ass u m e t h at if a c o ntr ol
t as k miss es its d e a dli n e, t h e l ast c o ntr ol i n p ut will b e us e d. T h e
c o ntr ol c ost is d e fi n e d as t h e n u m b er of s a m pli n g p eri o ds n e e d e d
t o bri n g t h e s yst e m b a c k t o t h e e q uili bri u m st at e [3 3 ]. T h e c o ntr ol
i n p ut d el a y at t h e 𝑁 -t h i nst a n c e c a n b e b o u n d e d b y:

𝑛 𝑖 ≤ 𝑖 𝜏 𝑖 𝑘 = ⌈
𝑗 𝑖

𝑁𝑗
⌉ ,

w h er e 𝑖 𝑁 is t h e w orst- c as e r es p o ns e ti m e o bt ai n e d b y t h e s c h e d ul a-
bilit y a n al ysis ( d et ail e d l at er i n S e cti o n 4. 1). U n d er s u c h d e a dli n e
miss c as e, t h e s yst e m st at e c a n b e c a pt ur e d b y t h e a u g m e nt e d st at e
v e ct or:

𝑗 [𝑖 ] = [𝜏 𝑖 [𝑘 ], 𝑗𝑖 [𝑑 − 1 ], . . ., 𝑚𝑚 [𝑖 − 𝑁 𝑗 𝑖 𝑘 ] ]𝑗

a n d t h e s yst e m d y n a mi c c a n b e r e- writt e n as:

𝑖 [𝑗 + 1 ] = 𝑗 𝑛 𝑖 [𝑖 ] + 𝑑 𝑚 𝑚 [𝑖 ] ( 5)

𝑁 𝑗 [𝑖 ] =











𝜏 𝑖 𝑁 1 . . . 𝑗𝑖 𝑥 𝑡 𝐴 − 1 𝑥 𝑡 𝐵 𝑢 𝑡

0 𝑦 . . . 0 0
...

0 0 . . . 𝑡 0











, 𝐶𝑥 =













0
𝑡
0
...
0













( 6)

w h er e 𝐴 𝐵 𝐶
= 𝑥 𝑡, 1 a n d 𝑢 𝑡 = 0 ,∀ 𝑦 ≠ 𝑡 𝑡 .𝑥 [𝑘 − 𝐴 𝑑 ] is t h e l at est c o ntr ol

i n p ut. T h e a b o v e s yst e m d y n a mi c c a n b e si m pli fi e d as 𝑥 [𝑘 + 1 ] =
(𝐵 𝑑 [𝑢 ] − 𝑘 𝐵 [𝑑 ]𝑢 𝑘 )𝐵 [𝑑 ] = 𝐷 [𝑒 ]𝐴 [𝑠 ] , w h er e 𝐵 𝑑 = [𝑠, 0 ] .

C o nt r ol St a bilit y: Ass u mi n g w e ar e gi v e n t h e d e a dli n e hit/ miss
p att er n of a c o ntr ol t as k wit hi n a h y p er- p eri o d, t h e d el a y 𝐵 𝑑 i n
a h y p er- p eri o d a n d t h e tr a nsiti o n m atri x 𝐷 𝑒 [𝐴 ] of e a c h c o ntr ol
p eri o d ar e k n o w n ( ∀ 𝑠 ∈ [ 0 , 𝐵] ). T h us, w e h a v e:

𝑑 [𝑠 + 𝐷 ] = 𝑧 [𝑘 + 𝑥 − 1 ] . . . 𝑘[𝑢 + 1 ]𝑘 [𝑧 ]

=
0

𝑘= 𝐴 + 𝑎 − 1

𝑢 [𝑔]
𝑧

𝑘= 𝐵 − 1

𝑎 [ 𝑢]𝑔 [𝑢 ]

= Φ 𝑘 𝐴 [𝑎 ]

T h e a b o v e s yst e m u n d er d e a dli n e miss es is as y m pt oti c all y st a bl e if
t h e ei g e n v al u es of Φ 𝑢 ar e wit hi n t h e u nit cir cl e f or all 𝑔 [ 3 3].

C o nt r ol C o st: We d e fi n e t h e c ost of a c o ntr ol t as k as its a bilit y
t o r ej e ct a n e xt er n al dist ur b a n c e. F or m all y, l et us ass u m e t h at a n
e xt er n al dist ur b a n c e o c c urs at t h e 𝐴 -t h j o b a n d bri n gs t h e s yst e m
st at e t o 𝑑 [𝐵 ] . We c o nsi d er t h e dist ur b a n c e is r ej e ct e d if t h e r esi d u al
dist ur b a n c e aft er 𝑑 s a m pli n g p eri o d s atis fi es:

||𝐵 [𝑎 + 𝑢 ]||

||𝑔 [𝐵 ]||
≤ 𝑑𝐶 ℎ , ∀ 𝑎 ≥ ℎ 𝑢 ,

w h er e 𝑔𝐶 ℎ is a pr e- d e fi n e d t hr es h ol d. L et 𝑢 [𝑘 + 𝐾 ] = Φ 𝑧 + 𝑘, 𝜏 𝜏 [𝜏 ] .
T h e n 𝜏 [𝜏 + 𝜏 ] c a n b e e x pr ess e d as:

𝜏 [𝐾 + 𝑟 ] = 𝐼 𝜉 [𝑘 + 𝑟 ] = 𝐼 Φ 𝑘 + 𝑟, 𝑘 𝜉 [𝑘 ] = 𝐼𝑇 Φ 𝑘 + 𝑟, 𝑘 𝐼 𝑥 [𝑘 ],

w h er e 𝐼 = 𝐼𝑛 × 𝑛 0 𝑛 × 𝑚
𝑇

. T h e n, t h e c o ntr ol c ost is d e fi n e d as:

D e fi niti o n 3. 1. T h e c o ntr ol c ost m etri c of a c o ntr ol t as k 𝜏 𝑖 is
d e fi n e d as 𝐽𝑖 = m a x { ℎ 𝑘 | ∀𝑘 } , w h er e ℎ 𝑘 s atis fi es:

||𝐼𝑇 Φ 𝑘 + 𝑟, 𝑘 𝐼 || ≤
||𝑥 [𝑘 + 𝑟 ]||

||𝑥 [𝑘 ]||
≤ 𝐽𝑡 ℎ , ∀ 𝑟 ≥ ℎ 𝑘 . ( 7)



A p p r o xi m ati o n of C o nt r ol C o st: C al c ul ati n g t h e pr e cis e c o ntr ol
c ost t hr o u g h e v e nt- b as e d si m ul ati o n is ti m e- c o ns u mi n g. We tr y
t o a p pr o xi m at e it b y utili zi n g t h e d e a dli n e miss b o u n d fr o m t h e
s c h e d ul a bilit y a n al ysis ( d et ail e d i n S e cti o n 4. 1). Ass u mi n g t h at a
c o ntr ol t as k s atis fi es t h e (𝑒, 𝑒 ) w e a kl y- h ar d c o nstr ai nt, w h er e 𝑛 is
a n u p p er- b o u n d of t h e n u m b er of d e a dli n e miss es i n 𝜏 c o ns e c uti v e
a cti v ati o ns. T h e n, f or a n y 𝜏 ∈ N , 𝑚 𝜏 [𝑖] c a n t a k e at m ost 𝑡 di ff er e nt
f or ms. Si mil arl y, 𝑖 [𝑑] c a n t a k e at m ost 𝑖 di ff er e nt f or ms. Si n c e 𝑐
a n d 𝑖 ar e t y pi c all y s m all n u m b ers, w e c a n e x h a usti v el y s e ar c h all
p att er ns of l e n gt h 𝑝 t h at s atisf y t h e (𝑖, 𝜏 ) d e a dli n e miss b o u n d
a n d fi n d o ut t h e w orst- c as e p att er n as o ur a p pr o xi m ati o n. Fi g ur e 2
s h o ws r es ult of a d e m o cr uis e c o ntr ol c o ntr oll er [ 1 0 ], w h e n 𝑖 = 1 0
a n d 𝑜 c h a n g es fr o m 0 t o 4 . T h e r e d li n e is t h e a p pr o xi m at e d c ost2 .

0 1 2 3 4
( k, 1 0) w e a kl y- h a r d c o nst r ai nts

3 0 0

3 5 0

4 0 0

4 5 0

5 0 0

Co
nt

ro
l 

co
st

W o r st- c as e c o nt r ol c ost

All p ossi bl e p att e r n

Fi g u r e 2: C o nt r ol c o st a p p r o xi m ati o n of a d e m o c o nt r oll e r,
w h e r e 𝜏 r a n g e s f r o m 0 t o 4 , w h e n 𝑖 = 1 0 .

3. 3 O v e r all P r o bl e m F o r m ul ati o n

O ur o pti mi z ati o n o bj e cti v e is t h e o v er all s yst e m-l e v el c o ntr ol c ost
d e fi n e d as t h e w ei g ht e d s u m of e a c h i n di vi d u al c o ntr ol c ost:

J =
𝐶 𝑖 ∈ T𝜏

𝑖 𝑐
𝑖𝜏

𝑖 𝐶 𝑖 𝑐
𝑖

, ( 8)

w h er e 𝜌 𝑖 ar e t h e gi v e n w ei g hts, T 𝑜 is t h e s et of c o ntr ol t as ks, a n d

𝑖 𝑐 𝑖 𝑖
𝑜 is t h e d esir e d c o ntr ol c ost of t as k 𝑖 𝑐 ass u mi n g n o d e a dli n e miss

o c c urs. We c a n f or m ul at e o ur pr o bl e m as:

( P 1) Gi v e n E , T , T 𝑖 , o pti mi z e t as k assi g n m e nt, s el e cti o n of err or
d et e cti o n m e c h a nis m O = { 𝜌 𝑖 1 , . . ., 𝜏𝑖 | T𝑖 | } s u c h t h at

• s c h e d ul a bilit y c o nstr ai nts as d e fi n e d i n E q u ati o n ( 2) ar e s atis fi e d,

• t h e st a bilit y of c o ntr ol t as ks as d e fi n e d a b o v e ar e s atis fi e d, a n d

• t h e err or c o v er a g e r e q uir e m e nt 𝑐 𝑖 _ 𝑜 ℎ𝑖 𝑜𝑖 ℎ 𝐶𝑖 𝐶 is s atis fi e d.

.

4 M E T A- H E U RI S TI C A L G O RI T H M F O R
D E SI G N S P A C E E X P L O R A TI O N

O ur m et a- h e uristi c al g orit h m r eli es o n t h e s c h e d ul a bilit y a n al ysis
u n d er w e a kl y- h ar d c o nstr ai nts a n d t h e f a ult-t ol er a n c e m o d el. I n t his
s e cti o n, w e first i ntr o d u c e t h e t w o s c h e d ul a bilit y a n al ysis m et h o ds
a n d t h e n w e pr es e nt o ur o pti mi z ati o n al g orit h m.

2 I n t his d e m o e x a m pl e, f or 𝑅 = 2 , t h er e is a n o utli er p oi nt w h e n t h e d e a dli n e miss es
ar e e v e nl y distri b ut e d.

4. 1 S c h e d ul a bilit y A n al y si s

We ass u m e t h at t as ks r u n ni n g o n t h e s a m e C P U is s c h e d ul e d b y t h e
st ati c pri orit y pr e e m pti v e ( S P P) s c h e d uli n g p oli c y. I n t his st u d y, w e
l e v er a g e t w o di ff er e nt s c h e d ul a bilit y a n al ysis m et h o ds f or w e a kl y-
h ar d s yst e ms. O n e e xt e n ds t h e w or k fr o m [ 3 4 ], w h er e t h e d e a dli n e
miss m o d el c a n b e u p p er- b o u n d e d b y e m pl o yi n g t y pi c al w orst- c as e
a n al ysis ( T W C A). T h e ot h er e xt e n ds t h e e v e nt- b as e d s c h e d ul a bil-
it y a n al ysis i n [2 2 ]. T h e e v e nt- b as e d s c h e d ul a bilit y si m ul at es t h e
e x e c uti o n of t as ks wit hi n a h y p er- p eri o d a n d d eri v es t h e d e a dli n e
miss p att er ns f or all t as ks i n a si n gl e r u n. I n t h e f oll o wi n g, w e will
bri e fl y i ntr o d u c e T W C A a n d t h e n a d et ail e d e x pl a n ati o n of t h e
e v e nt- b as e d si m ul ati o n wit h err or i nj e cti o n.

4. 1. 1  B o u n di n g D e a dli n e Miss M o d el Usi n g T W C A. O ur s c h e d u-
l a bilit y a n al ysis e xt e n ds t h e i d e as fr o m [2 0 , 3 4 ]. T h e st at e- of- art
t e c h ni q u e [3 4 ] is a n i m pr o v e d v ersi o n of [2 9 ]. I n [2 9 , 3 4 ], t h e t as k a c-
ti v ati o n m o d el is a s u p er p ositi o n of t y pi c al a cti v ati o n a n d s p or a di c
o v erl o a d. T h e t y pi c al a cti v ati o n is ass u m e d t o b e f e asi bl e w h er e as
t h e o v erl o a d a cti v ati o ns c a n c a us e at m ost 𝑖 d e a dli n e miss es o ut of
𝜏 c o ns e c uti v e a cti v ati o n of a t as k. H o w e v er, n eit h er [ 2 9 ] n or [3 4 ]
disti n g uis h es t h e e x e c uti o n ti m e of di ff er e nt a cti v ati o n cl ass es (i. e.
r e g ar dl ess of w h et h er t y pi c al or o v erl o a d a cti v ati o n). I n [ 2 0 ], t h e
a ut h ors e xt e n d t h e t as k m o d el wit h s p or a di c l o n g e x e c uti o n ti m e
o v erl o a d a n d t h e T W C A al g orit h m is e xt e n d e d b as e d o n t h e r es ult
i n [2 9 ]. I n t his st u d y, w e b orr o w t h e t as k m o d el i n [2 0 ] a n d b o u n d
t h e d e a dli n e miss es b y c o u nti n g t h e n u m b er of p ossi bl e o v erl o a d
a cti v ati o ns wit h t h e c o nsi d er ati o n of f a ult-t ol er a n c e t e c h ni q u es.

W o r st- c a s e R e s p o n s e Ti m e of T y pi c al A cti v ati o n: D u e t o er-
r or d et e cti o n t e c h ni q u es c o nsi d er e d i n t his w or k, o ur a p pr o a c h t o
c al c ul at e t h e w orst- c as e r es p o ns e ti m e is di ff er e nt c o m p ar e d t o t h e
c o m m o n pr a cti c e as i n [ 2 0 , 2 9 , 3 4 ]. M or e s p e ci fi c all y, w e e x pli citl y
c o nsi d er t h e p ot e nti all y v ar yi n g e x e c uti o n ti m e of r e c o v er y j o bs.
L et 𝑖 +

𝐶 (𝑅 ) d e n ot e t h e m a xi m u m ti m e n e e d e d t o pr o c ess 𝑖 t y pi c al
a cti v ati o ns of t as k 𝜌 𝑖 wit hi n a n y b us y wi n d o w, w h er e t h e tr a nsi e nt
s oft err or m a y o c c ur 3 :

𝑐 +
𝑖 (𝑜 ) = 𝑖

+ ,(𝑐 𝑖 )
𝐶 (𝑅 ) +

𝑖 𝐶 ∈ ℎ 𝑖 (𝑖 𝑛 )

𝑛
+ ,(𝜏 𝑖 )
𝛾 (𝑡

+ ,(𝑝 𝑖 )
𝑛 (𝛾 +

𝑡 (𝑝 ))) ( 9)

+ 𝑖 𝑛 𝑛 {𝐶
+ ,(𝑖 )
𝐶 (𝑖

+ ,(𝛾 )
𝑜 (𝑖 +

𝑛 (𝛾 )))| ∀𝑜 𝑖 ∈ ℎ 𝑛 (𝑛 𝐶 ) }. ( 1 0)

H er e, t h e first t er m is t h e s er vi c e d e m a n d of t h e 𝑅 t y pi c al a cti v ati o ns;
t h e s e c o n d t er m is t h e i nt erf er e n c e fr o m hi g h er pri orit y t as ks; a n d
t h e l ast t er m is t h e m a xi m u m p ossi bl e o v erl o a d s er vi c e d e m a n d
d u e t o tr a nsi e nt s oft err or.

D e fi niti o n 4. 1. W orst- c as e l e v el-i b us y wi n d o w [ 3 4 ]: A w orst- c as e
l e v el-i b us y wi n d o w, d e n ot e d as 𝑖 𝜁 𝑖 , is t h e m a xi m al ti m e wi n d o w
d uri n g w hi c h t as ks of e q u al or hi g h er pri orit y t h a n t as k 𝑘 𝑖 h a v e
p e n di n g j o bs.

𝑁 𝑖 𝑘 c a n b e c al c ul at e d as f oll o wi n g:

𝑛 𝑖 𝑖 = 𝑁 +
𝑛 (𝑖 𝑖 ), ( 1 1)

w h er e

𝜏 𝑖 = mi n { 𝑘 ≥ 1 : 𝑗 +
𝑖 (𝑁 ) ≤ 𝑗

− ,(𝑖 𝑁 )
𝑗 (𝑖 + 1 ) }.

3 We ass u m e t h at t h e ti m e i nt er v al b et w e e n t w o c o ns e c uti v e s oft err ors ar e l ar g e
e n o u g h s u c h t h at s oft err or will n ot h a p p e n d uri n g t h e e x e c uti o n of r e c o v er y j o bs.



T h e w orst- c as e r es p o ns e ti m e c a n b e c al c ul at e d as:

𝑒 𝑒 = m a x
1 ≤ 𝑛 ≤ 𝜏 𝜏

{ 𝑚 +
𝜏 (𝑖 ) − 𝑡

− ,(𝑖 𝑑 )
𝑖 (𝑐 ) },

w h er e 𝑖
− ,(𝑝 𝑖 )
𝜏 is t h e e v e nt dist a n c e f u n cti o n of t y pi c al a cti v ati o ns.

T W C A ass u m es t h at t as k 𝑖 𝑜 is s c h e d ul a bl e i n t h e t y pi c al m o d el
(i. e., n o tr a nsi e nt s oft err or). H o w e v er, i n t h e w orst c as e, o ut of
t h e 𝜏 𝑖 a cti v ati o ns i n t h e w orst- c as e b us y wi n d o w, s o m e m a y miss
t h eir d e a dli n es. L et us d e n ot e t h es e d e a dli n e miss es b y 𝐶 𝑖 a n d t h us

𝜏 𝑖 = { 𝑐 ∈ N |1 ≤ 𝑖 ≤ 𝜏 𝑖 ∧ 𝐶 +
𝑖 (𝑐 ) − 𝑖

− ,(𝜌 𝑖 )
𝑜 (𝑖 ) > 𝑐 𝑖 } . T h es e d e a dli n e

miss es ar e c a us e d b y t h e o v erl o a d a cti v ati o ns d u e t o tr a nsi e nt s oft
err ors. T h us, i n or d er t o b o u n d t h e m a xi m u m n u m b er of d e a dli n e
miss es, w e j ust n e e d t o fi n d h o w m a n y r e c o v er y j o bs m a y a ff e ct
t h e 𝑖 c o ns e c uti v e t y pi c al a cti v ati o ns. T h e m a xi m u m ti m e wi n d o w

Δ 𝑜
𝑖,𝑐

𝑖
d uri n g w hi c h t h e o v erl o a d a cti v ati o n of 𝜌 𝑖 m a y i m p a ct t h e 𝜏

a cti v ati o n of t as k 𝑖 𝑖 c a n b e c al c ul at e d b y [ 2 0]:

Δ 𝑐
𝑖,𝑜

𝑖
= 𝑜 𝑖 𝐶 + 𝑖

+ ,(𝐶 𝑅 )
𝑖 (𝜏 ) + 𝑖 𝐶 .

Fi n all y, t h e n u m b er of d e a dli n e miss es is t h e n b o u n d e d b y:

𝑅 𝑖 𝜌 𝑖 (𝑐 ) = |𝑖 𝑜 | ×
Δ 𝑖

𝑐,𝑖
𝐶

Δ 𝑅𝑖 𝐶 𝑖 𝑖 𝑛
. ( 1 2)

4. 1. 2 E v e nt- b as e d Si m ul ati o n f or E x a ct D e a dli n e Miss P a 𝑛 er n. T h e
af or e m e nti o n e d s c h e d ul a bilit y a n al ysis o nl y g u ar a nt e es a p essi misti c
u p p er- b o u n d t o t h e n u m b er of d e a dli n e miss es wit hi n 𝜏 c o ns e c uti v e
a cti v ati o ns. H o w e v er, t h e e x a ct d e a dli n e hit/ miss p att er ns s o m e-
ti m es h a v e a n o n- n e gli gi bl e e ff e ct o n t h e c o ntr ol c ost. M or e o v er, d u e
t o t h e r a n d o m n ess of t h e s oft err ors, t h e a cti v ati o n p att er ns of r e-
c o v er y j o bs ar e n ot cl e ar. T h us, w e b uil d a n e v e nt- b as e d si m ul ati o n
wit h err or i nj e cti o n. T h e ps e u d o- c o d e is s h o w n i n Al g orit h m 1.

O ur e v e nt- b as e d si m ul ati o n r e c or ds t h e ti m e-st a m p of e a c h e v e nt
s u c h as t h e j o b r el e as e ti m e, fi nis h ti m e, et c. w e d e n ot e t h e 𝑖-t h
i n v o c ati o n of t as k 𝛾 𝑡 as j o b 𝑝 𝑖 𝑛 = (𝛾𝑡 𝑝 𝑖

, 𝑛𝑛 𝐶 𝑖
), w h er e 𝐶𝑖 𝛾 𝑜

= 𝑖 · 𝑛𝛾 𝑜

is t h e r el e as e ti m e of t h e j o b. 𝑖 𝑛 𝑛 𝐶
k e e ps tr a c k of t h e r e m ai ni n g

c o m p ut ati o n ti m e of t h e j o b. F or e a c h t as k 𝑅 𝑖 , w e r e c or d its d e a dli n e
miss p att er ns i n a n arr a y 𝜁𝑖𝑘𝑖 [𝑁] , w h er e 𝑖𝑘𝑛𝑖 [𝑖] [ 𝑁] = 𝑛 𝑖 𝑖 𝜏 if 𝑖 𝑘 ’s
𝑗-t h j o b 𝑖 𝑁 𝑗 miss es its d e a dli n e. 𝑖 𝑁 𝑗 𝑖𝜏 _ 𝑖 𝑘 𝑗 𝑖 𝑑 a n d 𝑚 𝑚 𝑖_ 𝑁 𝑗 𝑖 𝑘 𝑗 ar e
t w o j o b pri orit y q u e u es t o st or e t h e u nr el e as e d j o bs a n d p e n di n g
j o bs, r es p e cti v el y. 𝑖 𝑗 𝑗 𝑛𝑖 _ 𝑖 𝑑 𝑚 𝑚 𝑖 is s ort e d b y t h e j o b r el e as e ti m e 𝑁𝑗 𝑖 𝜏

w hil e 𝑖 𝑁 𝑗_ 𝑖 𝑥 𝑡 𝐴 𝑥 is s ort e d b y t h e t as k pri orit y.
We ass u m e t h at t h e s oft err or c a n arri v e a n y ti m e d uri n g t h e

h y p er- p eri o d. T h e al g orit h m first p us h es all t y pi c al a cti v ati o ns i nt o
t h e 𝑡 𝐵 𝑢 𝑡𝑦 _ 𝑡 𝐶 𝑥 𝑡 𝐴 . F u n cti o n 𝐵 𝐶𝑥 𝑡 𝑢𝑡 𝑦𝑡 𝑡 𝑥 𝑘 () tri es t o i nj e ct a s oft err or
f or e a c h e v e nt a n d t h e c orr es p o n di n g r e- e x e c uti o n j o b is p us h e d i nt o
𝐴 𝑑 𝑥 𝑘𝐵 _ 𝑑 𝑢 𝑘 𝐵 𝑑 . T h e n w e c o n d u ct a n e ffi ci e nt e v e n- b as e d si m ul ati o n
of t h e w h ol e h y p er- p eri o d (li n es 1 0- 2 8). If t h e e v e nt b el o n gs t o a
t as k wit h o ut err or d et e cti o n t e c h ni q u e, w e j ust s ki p t o t h e n e xt
e v e nt. F or a ti m e p oi nt 𝑢 𝑘𝐵 _ 𝑑𝐷 𝑒 𝐴, a n y j o bs t h at c a n b e r el e as e d ar e
p o p p e d fr o m t h e 𝑠 𝐵 𝑑 𝑠𝐵 _ 𝑑 𝐷 𝑒 𝐴 𝑠 a n d t h e n p us h e d i nt o t h e 𝐵 𝑑 𝑠_ 𝐷 𝑧 𝑘 𝑥 𝑘 ,
a n d t h e hi g h est pri orit y j o b i n t h e 𝑢 𝑘 𝑧_ 𝑘 𝐴 𝑎 𝑢 𝑔 is s c h e d ul e d t o r u n.
H er e, 𝑧 𝑘𝐵 is t h e s c h e d ul e d j o b at 𝑎 𝑢𝑔 _ 𝑢𝑘 𝐴 𝑎 a n d 𝑢 𝑔 𝐴 is t h e n e xt j o b t o
r el e as e. Aft er w ar ds, t h e si m ul ati o n m o v es t o t h e n e xt ti m e p oi nt.

If t h e s c h e d ul e d j o b h as n ot fi nis h e d at ti m e 𝑑 𝐵 𝑑𝐵 , it will u p d at e its
r e m ai ni n g e x e c uti o n ti m e 𝑎 𝑢 𝑔 𝐵

a n d b e p us h e d b a c k t o t h e 𝑑 𝐶 𝑎_ 𝑢 𝑔 𝐶 𝑢 𝑘 .

E v er y ti m e a j o b 𝐾 𝑧𝑘 fi nis h es, t h e si m ul ati o n r e c or ds w h et h er it
miss es its d e a dli n e i n 𝜏𝜏𝜏𝜏 [𝜏 ] [𝜏] . Aft er t h e si m ul ati o n c o m pl et es,

t h e f u n cti o n 𝜏 𝐾𝑟𝐼 𝜉 𝑘 𝑟 𝐼 𝑘 𝑟 𝑘𝜉𝑘 𝐼 𝑇𝑘 𝑟𝑘 () c o u nts t h e m a xi m u m d e a d-

li n e miss es of a n y c o ns e c uti v e 𝐼
𝑥
𝑘 a cti v ati o ns (i. e., 𝐼 𝐼 𝑛 𝑛 (𝑛

𝑚
𝑇 )) t o

v erif y w h et h er t as ks h a v e m et c orr es p o n di n g w e a kl y- h ar d c o n-
str ai nts. O n c e w e h a v e fi nis h e d t h e si m ul ati o n of t h e w h ol e h y p er-
p eri o d, w e cl e ar t h e err or a n d m o v e t o n e xt p ossi bl e e v e nt. T h e
r et ur n v al u e i n di c at es w h et h er c urr e nt s yst e m c o n fi g ur ati o n is
s c h e d ul a bl e u n d er t h e w orst- c as e s oft err or s c e n ari o.

Al g o rit h m 1: 𝜏 𝑖 𝐽 𝑖𝑘 𝑘𝑘 𝐼 : E v e nt- b as e d Si m ul ati o n wit h Er-
r or I nj e cti o n

1: 𝑇 𝑘 𝑟 𝑘 𝐼 𝑥 𝑘𝑟 𝑥𝑘𝐽𝑡 ( T )
2: if ∀ 𝑟 𝑘 ∈ T , 𝑟 𝜏 𝑖 ≤ 𝑑 𝜏 𝑖 t h e n
3: r et u r n t r u e
4: f o r t as k 𝜏 𝑖 ∈ T d o

5: f o r 𝑗 ∈ { 0 , . . .,
𝐻 𝑦 𝑝 𝑒 𝑟 𝑃 𝑒 𝑟𝑖 𝑜 𝑑

𝑡𝑖
− 1 } d o

6: 𝑒 𝑣 𝑒 𝑛𝑡 _ 𝑞 𝑢 𝑒 𝑢 𝑒. 𝑝 𝑢𝑠 ℎ (𝜃 𝑖 𝑗 )
7: f o r e ∈ 𝑒 𝑣 𝑒 𝑛𝑡 _ 𝑞 𝑢 𝑒 𝑢 𝑒 d o
8: if 𝐼 𝑛𝑗 𝑒 𝑐𝑡 𝐸𝑟 𝑟 𝑜 𝑟 (𝑒 ) t h e n
9: 𝜃 𝑖 𝑗 = 𝑒 𝑣 𝑒 𝑛𝑡 _ 𝑞 𝑢 𝑒 𝑢 𝑒. 𝑝 𝑜 𝑝 (), 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 = 𝑠𝜃 𝑖 𝑗

1 0: w hil e 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 ≤ 𝐻 𝑦 𝑝 𝑒𝑟 𝑃 𝑒𝑟𝑖 𝑜 𝑑 d o
1 1: w hil e 𝑠𝜃 𝑖 𝑗

≤ 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 d o

1 2: 𝜃 𝑖 𝑗 = 𝑒 𝑣 𝑒 𝑛𝑡 _ 𝑞 𝑢 𝑒 𝑢 𝑒. 𝑝 𝑜 𝑝 (), 𝑗 𝑜 𝑏_ 𝑞 𝑢 𝑒 𝑢 𝑒. 𝑝 𝑢𝑠 ℎ (𝜃 𝑖 𝑗 )
1 3: if 𝑗 𝑜 𝑏_ 𝑞 𝑢 𝑒 𝑢 𝑒 is e m pt y t h e n
1 4: 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 = 𝑠𝜃 𝑖 𝑗

1 5: el s e
1 6: 𝜃 𝑘𝑙 = 𝑗 𝑜 𝑏_ 𝑞 𝑢 𝑒 𝑢 𝑒. 𝑝 𝑜 𝑝 (), 𝑛 𝑒 𝑥𝑡 = 𝑠𝜃 𝑖 𝑗

1 7: 𝑟 𝑒𝑠 𝑝 𝑜 𝑛𝑠 𝑒 = 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 + 𝑐 𝜃 𝑘𝑙

1 8: if 𝑟 𝑒𝑠 𝑝 𝑜 𝑛𝑠 𝑒 ≤ 𝑛 𝑒 𝑥𝑡 t h e n
1 9: if 𝑟 𝑒𝑠 𝑝 𝑜 𝑛𝑠 𝑒 ≤ 𝑠𝜃 𝑘𝑙

+ 𝑑 𝜏 𝑘 t h e n
2 0: 𝑀𝑖𝑠𝑠 [𝑘 ] [𝑙] = f al s e
2 1: 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 = 𝑟 𝑒𝑠 𝑝 𝑜 𝑛𝑠 𝑒
2 2: el s e
2 3: 𝑀𝑖𝑠𝑠 [𝑘 ] [𝑙] = t r u e
2 4: 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 = m a x (𝑠𝜃 𝑘𝑙

+ 𝑑 𝜏 𝑘 , 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒)
2 5: el s e
2 6: 𝑐 𝜃 𝑘𝑙

= 𝑐 𝜃 𝑘𝑙
− ( 𝑛 𝑒 𝑥𝑡 − 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒)

2 7: 𝑗 𝑜 𝑏_ 𝑞 𝑢 𝑒 𝑢 𝑒. 𝑝 𝑢𝑠 ℎ (𝜃 𝑘𝑙 ), 𝑐 𝑢𝑟 _ 𝑡𝑖 𝑚 𝑒 = 𝑛 𝑒 𝑥𝑡
2 8: 𝐶𝑙 𝑒 𝑎𝑟 𝐸𝑟 𝑟 𝑜 𝑟 (𝑒 )
2 9: 𝑠 𝑐 ℎ 𝑒 𝑑 𝑢𝑙 𝑎 𝑏𝑖𝑙𝑖𝑡 𝑦 = 𝑉 𝑒𝑟𝑖 𝑓 𝑦 𝑊 𝐻 𝐶 𝑜 𝑛𝑠𝑡 𝑟 𝑎𝑖 𝑛𝑡 (𝑀𝑖𝑠𝑠 )
3 0: if !𝑠 𝑐 ℎ 𝑒 𝑑 𝑢𝑙 𝑎 𝑏𝑖𝑙𝑖𝑡 𝑦 t h e n
3 1: r et u r n f al s e
3 2: r et u r n t r u e

4. 2 O pti mi z ati o n Al g o rit h m

I n t his s e cti o n, w e d e v el o p a m et a- h e uristi c t h at tri es t o o pti mi z e
c o ntr ol c ost w hil e m e eti n g v ari o us c o nstr ai nts. We first us e a si m pl e
h e uristi c t o d e ci d e t h e i niti al c h oi c e of err or d et e cti o n t e c h ni q u e
f or e a c h t as k. T h e n a n i niti al s ol uti o n f or t h e w h ol e s yst e m is g e n-
er at e d b y usi n g a bi n- p a c ki n g s c h e m e [ 7 ]. Fi n all y, w e us e si m ul at e d
a n n e ali n g ( S A) t o f urt h er e x pl or e t h e d esi g n s p a c e.

4. 2. 1 I niti al S ol uti o n. T h e i niti al s yst e m c o n fi g ur ati o n is g e n er at e d
b y t w o st e ps. First, w e s ort t h e t as ks b as e d o n t h eir utili z ati o ns i n
a n as c e n di n g or d er. T h e n, st arti n g fr o m t h e t as k wit h t h e l o w est
utili z ati o n, w e assi g n E E D t o e a c h t as k u ntil t h e err or c o v er a g e
r e q uir e m e nt is m et. Aft er t h e d e cisi o n f or err or d et e cti o n t e c h ni q u e



is made, we map the taskset onto the underlying hardware platform
using a bin-packing algorithm. The priority of each task is then
assigned using the deadline monotonic priority assignment. The
pseudo-code for obtaining the initial solution is in Algorithm 2.

Algorithm 2: Obtaining Initial Solution

Input: taskset T , error coverage requirement 𝐸𝐶_𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑
1: T𝑠𝑜𝑟𝑡 = 𝑢𝑡𝑖𝑙𝑆𝑜𝑟𝑡 ()
2: 𝑝 = 𝑔𝑒𝑡𝐸𝐶 ()
3: while 𝑝 < 𝐸𝐶_𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 do
4: for 𝜏𝑖 ∈ T𝑠𝑜𝑟𝑡 do
5: 𝜏𝑖 .𝑜𝜏𝑖 =𝑚𝑎𝑥 (1, 𝑡𝑎𝑢𝑖 .𝑜𝜏𝑖 + 1)
6: 𝑝 = 𝑔𝑒𝑡𝐸𝐶 ()
7: return 𝑏𝑖𝑛𝑃𝑎𝑐𝑘𝑖𝑛𝑔(T𝑠𝑜𝑟𝑡 )

4.2.2 Overall Meta-heuristic with SA. Algorithm 3 shows our meta-
heuristic optimization. First, the function 𝑂𝑏𝑡𝑎𝑖𝑛𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛()
generates the initial solution as in Algorithm 2. Then, the func-
tion 𝑆𝑐ℎ𝑒𝑑𝑢𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦𝐴𝑛𝑎𝑙𝑦𝑠𝑖𝑠 () checks system schedulability by us-
ing either a) the TWCA analysis to give an upper-bound to the
deadline miss number of each task and check whether it meets
the weakly-hard constraints or b) the event-based simulation to
obtain the exact deadline hit/miss pattern. Then 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝐶𝑜𝑠𝑡 ()
returns the control cost: a) if TWCA is used, 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝐶𝑜𝑠𝑡 () gets
current control cost by approximation as discussed in Section 3.2,
or b) if event-based simulation is used, 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝐶𝑜𝑠𝑡 () calculates
the exact control cost using the obtained deadline hit/miss pattern.
Function 𝐴𝑑𝑑𝑃𝑒𝑛𝑎𝑙𝑡𝑦 () adds a penalty to the cost value if current
solution is unschedulable or the error coverage is below the error
coverage requirement 𝐸𝐶_𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 . During each step of the simu-
lated annealing, 𝑆𝑐𝑢𝑟 will randomly move to another configuration
𝑆𝑛𝑒𝑤 by either swapping the priority of two tasks or changing the
error detection technique or the allocation of a task. If the new
configuration cannot be guaranteed to be schedulable under the
schedulability analysis, a penalty will be added to the cost value.
The new configuration will be accepted if it has a better objective
value; otherwise, the acceptance probability will be calculated based
on the current temperature and the objective difference.

5 EXPERIMENTAL RESULTS
We evaluate our proposed approach with an industrial case study
and a set of synthetic examples. Our controller tasks are derived
based on 4 example LTI systems [10, 24]. The weakly-hard con-
straints for them are chosen such that the control stability of each
task is guaranteed based on the analysis in Section 3. Each non-
control task is randomly assigned with a (𝑘, 𝑛) constraint where 𝑘
ranges from 0 to 4 and 𝑛 ranges from 10 to 20. All experiments are
conducted on a server with Intel Xeon Gold 6130 CPU at 2.1 GHz.

5.1 Synthetic Examples
We conduct experiments with a set of 50 synthetic examples. Each
synthetic example consists of 4 non-control tasks and 4 control
tasks, all mapped onto a single-core CPU.

Hard Constraints vs. Weakly-hard Constraints: To see how
much improvement can be obtained from leveraging weakly-hard

Algorithm 3: Meta-heuristic Optimization with SA

1: 𝑆0 = 𝑂𝑏𝑡𝑎𝑖𝑛𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛()
2: 𝑆𝑏𝑒𝑠𝑡 = 𝑆𝑐𝑢𝑟 = 𝑆𝑛𝑒𝑤 = 𝑆0
3: 𝑖𝑠_𝑠𝑐ℎ𝑒𝑑 = 𝑆𝑐ℎ𝑒𝑑𝑢𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦𝐴𝑛𝑎𝑙𝑦𝑠𝑖𝑠 (𝑆0)
4: 𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑐𝑜𝑠𝑡 = 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝐶𝑜𝑠𝑡 ()
5: 𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑐𝑜𝑠𝑡 = 𝐴𝑑𝑑𝑃𝑒𝑛𝑎𝑙𝑡𝑦 ()
6: 𝜂𝑏𝑒𝑠𝑡 = 𝜂𝑐𝑢𝑟 = 𝜂𝑛𝑒𝑤 = 𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑐𝑜𝑠𝑡
7: while 𝑇 > 𝑇 ∗ do
8: 𝑘 = 1
9: while 𝑘 ≤ 𝑖𝑡𝑒𝑟_𝑚𝑎𝑥 do
10: 𝑆𝑛𝑒𝑤 = 𝑅𝑎𝑛𝑑𝑜𝑚𝑀𝑜𝑣𝑒 (𝑆𝑐𝑢𝑟 )
11: 𝜂𝑛𝑒𝑤 = 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝐶𝑜𝑠𝑡 () +𝐴𝑑𝑑𝑃𝑒𝑛𝑎𝑙𝑡𝑦 ()
12: if 𝜂𝑛𝑒𝑤 < 𝜂𝑐𝑢𝑟 then
13: 𝑆𝑐𝑢𝑟 = 𝑆𝑛𝑒𝑤 , 𝜂𝑐𝑢𝑟 = 𝜂𝑛𝑒𝑤
14: if 𝑆𝑛𝑒𝑤 .𝑖𝑠_𝑠𝑐ℎ𝑒𝑑 == true ∧ 𝑆𝑛𝑒𝑤 .𝐸𝐶 ≥

𝐸𝐶_𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 ∧ 𝜂𝑐𝑢𝑟 < 𝜂𝑏𝑒𝑠𝑡 then
15: 𝑆𝑏𝑒𝑠𝑡 =𝑚𝑖𝑛(𝑆𝑐𝑢𝑟 , 𝑆𝑏𝑒𝑠𝑡 )
16: 𝜂𝑏𝑒𝑠𝑡 =𝑚𝑖𝑛(𝜂𝑐𝑢𝑟 , 𝜂𝑏𝑒𝑠𝑡 )
17: else if 𝐴𝑐𝑐𝑒𝑝𝑃𝑟𝑜𝑏 (𝜂𝑛𝑒𝑤 − 𝜂𝑐𝑢𝑟 ,𝑇 ) > 𝑟𝑎𝑛𝑑 () then
18: 𝑆𝑐𝑢𝑟 = 𝑆𝑛𝑒𝑤 , 𝜂𝑐𝑢𝑟 = 𝜂𝑛𝑒𝑤
19: 𝑘 = 𝑘 + 1
20: 𝑇 = 𝑇 ∗ 𝑐𝑜𝑜𝑙𝑖𝑛𝑔_𝑓 𝑎𝑐𝑡𝑜𝑟
21: return 𝑆𝑏𝑒𝑠𝑡 , 𝜂𝑏𝑒𝑠𝑡
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Figure 3: Comparison of average error coverage for weakly-
hard-constraint systems and hard-constraint systems.

constraints, we use the event-based SA to explore the maximum
error coverage. The average maximum error coverage over the 50
synthetic examples is shown in Figure 3. Both hard-constraint and
weakly-hard-constraint systems can achieve 100% error coverage
when the system utilization is below 0.4. As the utilization increases,
our approach can make use of the scheduling slack obtained from
the weakly-hard constraints, i.e., allowing certain tasks to miss their
deadlines can enhance the systems fault-tolerance capability. When
utilization is 0.9, both weakly-hard and hard-constraint systems
are not able to achieve meaningful error coverage.

Impact of System Utilization: Then, we study how the system
control cost can be affected by the system utilization and error
coverage requirement. Figure 4 shows the control cost of differ-
ent system utilization while the actual error coverage increases
from 0.1 to 0.7. As expected, when system utilization is 0.9, we
can hardly improve the maximum error coverage and the control



cost increases dramatically with small increase of error coverage
requirement. For system utilization of 0.7 and 0.8, we are able to
find a solution for most of the cases. The maximum error coverage
that can be achieved by 0.8 system utilization is around 0.5, while
the maximum error coverage of 0.7 system utilization is around 0.7.
This information can facilitate the choice among various design
options under different system utilizations.
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Figure 4: Control cost of different system utilization when
error coverage requirement changes from 0.1 to 0.7

Comparison of Heuristic Algorithms: We also compare the ef-
fectiveness of different heuristic algorithms, i.e., the initial solution
(bin-packing), the event simulation based simulated annealing, and
the TWCA based simulated annealing. We run the three algorithms
on a set of synthetic examples with 0.7 system utilization and error
coverage requirement increasing from 0.4 to 0.7. Note that the x-
axis in Figure 5 is the actual error coverage. As we can see, among
the three heuristic algorithms, event simulation based SA produces
the best solution as it offers the lowest control cost under different
error coverage requirements.
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Figure 5: Control cost obtained by different heuristics.

5.2 Industrial Case Study: WATERS Challenge
Our industrial case is derived from theWATERS 2019 Challenge [11],
which consists of 9 tasks and covers a prototype of an advanced
driver-assistance system (ADAS). The underlying reference plat-
form is NVIDIA Jetson TX-2 consisting of 6 heterogeneous cores
and an integrated GPU. [5] provides a detailed discussion of task
modeling and response time analysis, and shows that the original
taskset as presented in WATERS 2019 Challenge is unschedulable.

For the purpose of our study, we assume a homogeneous platform
and that all tasks are running on ARMv8 A57 cores. To make to the
taskset schedulable, we scale the WCET of each task by a scaling
factor. We also add four additional control tasks. Table 2 shows the
maximum error coverage when the scaling factor changes from 0.3
to 0.7, and the number of CPUs changes from 3 to 5. We can see
that lower utilization and more number of CPUs lead to better error
coverage. The error coverage saturates when the scaling factor is
0.3 and 5 CPUs are used.
Table 2: Error Coverage under different scaling factor and
number of CPUs.

CPU number
Scaling factor 0.3 0.4 0.5 0.6 0.7

3 0.68 0.3 n.a. n.a. n.a.
4 0.85 0.67 0.46 0.15 n.a.
5 1.0 0.86 0.76 0.56 0.14

Figure 6 shows the trade-off between error coverage and control
cost when the scaling factor is 0.5 and the number of CPUs is 4.
During the experiments, we increase the error coverage require-
ment changes from 0.1 to 0.45. The x-axis in the figure is the actual
error coverage after SA. Note that the minimal error coverage is
0.27 since there are some idle time and OS overhead is not counted
towards the error coverage. As the error coverage requirement in-
creases from 0.3 to 0.5, the control cost rises accordingly. This study
shows that our approach can enable quantitative tradeoff analysis
between error coverage and control cost for designers.
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Figure 6: Tradeoffanalysis enabled by our approach between
error coverage and control cost for the WATERS example.

6 CONCLUSION
In this work, we present a novel approach for improving system
fault tolerance by leveraging weakly-hard constraints. Our ap-
proach includes novel control analysis and scheduling analysis
methods under deadline misses, and a meta-heuristic for exploring
the design space. Experimental results demonstrate its effectiveness
in improving fault tolerance and enabling system-level tradeoffs
between control cost and error coverage.
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