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ABSTRACT
Online recommendation systems make use of a variety of informa-
tion sources to provide users the items that users are potentially
interested in. However, due to the openness of the online platform,
recommendation systems are vulnerable to data poisoning attacks.
Existing attack approaches are either based on simple heuristic
rules or designed against specific recommendations approaches.
The former often suffers unsatisfactory performance, while the
latter requires strong knowledge of the target system. In this pa-
per, we focus on a general next-item recommendation setting and
propose a practical poisoning attack approach named LOKI against
blackbox recommendation systems. The proposed LOKI utilizes the
reinforcement learning algorithm to train the attack agent, which
can be used to generate user behavior samples for data poison-
ing. In real-world recommendation systems, the cost of retraining
recommendation models is high, and the interaction frequency be-
tween users and a recommendation system is restricted. Given these
real-world restrictions, we propose to let the agent interact with
a recommender simulator instead of the target recommendation
system and leverage the transferability of the generated adversarial
samples to poison the target system. We also propose to use the
influence function to efficiently estimate the influence of injected
samples on the recommendation results, without re-training the
models within the simulator. Extensive experiments on two datasets
against four representative recommendation models show that the
proposed LOKI achieves better attacking performance than existing
methods.
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1 INTRODUCTION
In the era of big data, one of the fundamental challenges for web
users is information overload, because of which users struggle in
locating the information they indeed need. Recommendation sys-
tems, which suggest items (e.g., movies, products, music, etc.) that
are likely to interest users based on their historical behaviors, are
proposed to alleviate the information overload issue. Nowadays,
recommendation systems are widely deployed by Web service plat-
forms (e.g., YouTube, Amazon, and Taobao) and play an important
role in guiding users to make decisions and choices.

It is commonly assumed that online recommendation systems
are honorable and unbiased. They recommend users the items that
match their personal interests. However, the openness of recom-
mendation systems and the potential benefit of manipulating rec-
ommendation systems offer both opportunities and incentives for
malicious parties to launch attacks. Recent studies [11, 13, 16, 18, 23]
have demonstrated that recommendation systems are vulnerable
to poisoning attacks. In these poisoning attacks, well-crafted data
is injected into the training set of a recommendation system by a
group of malicious users. Such poisoning attacks make the system
deliver recommendations as attackers desire.

Existing poisoning attacks can be categorized into two types.
The first type of work is generally based on manually designed
heuristic rules. For example, [18] design rules that leverage the fol-
lowing intuition: items that are usually selected together by users
are treated as highly correlated by recommendation systems. To
promote a target item to target users, attackers utilize controlled
users to fake the co-occurrence between the target item and popular
items. Nevertheless, such heuristic rules are not able to cover vari-
ous patterns of behavior in the recommendation data. Therefore,
the performances of these attackmethods are usually unsatisfactory.
The other line of methods are designed for certain types of recom-
mendation methods like matrix factorization based models [13].
However, the architecture and the parameters of the recommenda-
tion systems in real-world platforms are generally unknown to the
attackers. Usually, the only information that the attackers can rely
on to infer the characteristics of the recommendation systems is
the recommendation results of the users they controlled, and the
frequency of these interactions is often limited. Thus, there is still
a noticeable gap before these attacks methods can be deployed in
real practice.
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Intthffiswork,weproposeanoveflpracttfficafladversarffiaflattttack
fframeworkagaffinsttsophffisttfficattedbflackboxrecommendattffionsys-
ttems.Weffocusononeofftthemosttcommonnextt-ffittemrecommenda-
ttffionsettttffing,whffichaffimsttorecommendttop-Kpottenttffiaflflyprefferred
ffittemsfforeachuser.Theproposedreffinfforcementtflearnffingbased
fframeworkLOKIflearnsanattttackagenttttogeneratteadversarffiafl
userbehavffiorsequencesffordattapoffisonffingattttacks.Unflffikeexffistt-
ffingattttackmetthodsdesffignedfforcerttaffinttypesoffrecommendattffion
metthods,reffinfforcementtflearnffingaflgorffitthmscanuttffiflffizettheffeed-
backffromttherecommendattffionsysttems,ffinstteadoffcomprehensffive
knowfledgeoffarchffittecttureandparametters,ttoflearnttheagentt’spofl-
fficy.Nevertthefless,ffinpracttffice,ttheattttackercannottconttrofltthettargett
recommendattffionsysttemttoberettraffinedttogettttheffeedbackand
updattettheattttacksttrattegy.Inaddffittffion,recommendattffionsysttem
servfficeprovffidersgeneraflflyresttrfficttffeedbackffrequency,buttareffin-
fforcementtflearnffingbasedfframeworkrequffiresaflargenumberoff
ffeedbackttottraffinapoflfficyffuncttffion.Duettotthffisdffiscrepancy,wecan-
nottdffirecttflyreflyonttheffeedbackffromtthettargettrecommendattffion
systtemttottraffinapoflfficywffitthffinattoflerattedttffimeperffiod.
Tottackfletthffischaflflenge,weproposettoconsttructtaflocaflrec-

ommendersffimuflattorttoffimffittattetthettargettmodefl,andfletttthereffin-
fforcementtfframeworkgettrewardffeedbackffromttherecommender
sffimuflattorffinstteadofftthettargettrecommendattffionsysttem.Theflocafl
recommendersffimuflattorffisconsttructtedbyconsttructtffinganensembfle
offmuflttffipflerepresenttattffiverecommendattffionmodefls.Theffinttuffittffion
behffindsuchadesffignffistthattffiffttworecommenderscanbotthgett
sffimffiflarrecommendattffionresuflttsonagffivendattasett,tthenttheadver-
sarffiaflsampflesgenerattedfforoneoffttherecommenderscanbeused
ttoattttackttheotther.Suchttransfferabffiflffittymakesttherecommender
sffimuflattoragoodsubsttffittutteffortthettargettrecommendattffionsysttem
ffinttermsoffguffidffingttheattttackagentt.Moreover,evenwffitthttheheflp
offaflocaflsffimuflattor,ffittffissttffiflflttffime-consumffingttorettraffinttherecom-
mendattffionsysttemswffitthffintthesffimuflattorusffingttheconttamffinatted
dattafforattttackouttcome.Toaflflevffiattetthffisprobflem,wedesffigna
componenttnamedouttcomeesttffimattor,whffichffisbasedonttheffin-
fluenceffuncttffion.Theouttcomeesttffimattorcanefficffienttflyesttffimatte
ttheffinfluenceoffttheffinjecttedadversarffiaflsampflesonttheattttackoutt-
comes.Thesedesffignsensuretthattttheproposedadversarffiaflattttack
fframeworkfforrecommendattffionsysttemsffispracttfficaflandeffecttffive.
Inttheexperffimentts,weadopttrepresenttattffiverecommendattffion

modeflsasttargettsandconducttattttacksonareafl-worflddattasetttto
evafluattettheproposedpoffisonffingattttackfframework.Experffimenttafl
resuflttsshowtthattttheproposedLOKIouttperfformsbaseflffineattttack
metthods.Weaflsoprovffideffurttheranaflysffisoffttheffacttorstthattffinflu-
encettheattttackouttcome.

2 THREATMODEL

Toffacffiflffittattetthedffiscussffionsffinttheresttofftthffispaper,wespecffiffyand
fformuflattetthenextt-ffittemrecommendattffionttaskasffoflflows:

Deffinffittffion2.1(NexttIttemRecommendattffion).LettUbetthesettoff
usersandVbetthesettoffffittems,weusexu=[x

1
u,x
2
u,···,x

mu
u ]

ttodenotteasequenceoffffittemstthattuseruhaschosenbefforeffina
chronoflogfficaflorderffinwhffichxvu⊆V.mudenottestthenumberoff
ffittemschosenbyuseru.Gffivenexffisttffingsequences,tthegoaflofftthe
nextt-ffittemrecommendattffionffisttoouttputtaK-sffizedorderedffittemflffistt,
whffichpredfficttstthenexttffittemtthattttheuserwffiflflchoose.

Wffitthttheafforementtffioneddeffinffittffion,flettusdettaffifltthetthreattmodefl
offttheattttackagaffinstttthenextt-ffittemrecommendattffion.
AttttackGoafl:Anattttacker’sgoaflffisttopromotteasettoffttargett

ffittemsttoasmanyttargettusersaspossffibfle.Specffifficaflfly,supposetthe
systtemrecommendsKffittemsttoeachuser,ttheattttacker’sgoaflffistto
maxffimffizeaverageddffispflayratte,whffichdenottesttheffracttffionoffttargett
userswhosettop-Krecommendattffionsresuflttsffincfludetthettargettffittems.
Nottetthattanattttackercoufldaflsodemotteattargettffittem.Demottffioncan
bevffiewedasaspecffiaflcaseoffpromottffionasanattttackercanpromotte
ottherffittemssuchtthatttthettargettffittemffisdemottedffinrecommendattffion
flffistts.Thus,ffintthffispaper,weffocusonpromottffionattttacks.
AttttackApproach:Toachffievettheattttackgoafl,weconsffidertthe

mosttgeneraflscenarffioffinwhffichttheattttackerscanffinjecttconttroflfled
usersffinttottherecommendattffionsysttem.Theseconttroflfledusersvffisffitt
orrattettoweflfl-seflecttedffittems,whfficharenamedasproxyffittems,sttep-
by-sttep.Thus,ttheweflfl-craffttedacttffivffittffiesoffeachconttroflfleduser
fformabehavffiorsequence.Tomakettheffinjecttffionunnottfficeabfle,tthe
numberoffvffisffittsorrattffingseachconttroflfleduserconducttsffisflffimffitted
ttoattmosttM.
TheKnowfledgeandCapabffiflffittyoffttheAttttacker:Intthffispa-

per,weassumetthattttheattttackerffisgranttedttheffoflflowffingknowfledge
andcapabffiflffitty.

(1)Theattttackercanaccessttheffuflflacttffivffittyhffisttoryoffaflfltthe
usersffinttherecommendattffionsysttem.

(2)Theattttackerhasflffimffittedresourcessottheattttackercanmerefly
ffinjecttaflffimffittednumberoffconttroflfleduserswhffichcaneasffifly
beboughttffromttheundergroundmarkett1.

(3)Theattttackerdoesnottknowtthedettaffiflsaboutttthettargett
recommendattffionsysttem,fforffinsttance,ttheparamettersand
tthearchffittecttureoffttherecommendattffionmodefl.Suchsettttffing
ffisaflsoknownasbflackboxsettttffing.

(4)Theattttackercanonflyreceffiveaflffimffittednumberoffffeed-
back(e.g.,dffispflayrattes)ffromtthebflackboxrecommendattffion
modefl.

(5)TheattttackerdoesNOTknowwhentthettargettbflackboxrec-
ommendattffionmodeflffisrettraffined.

3 METHODOLOGY

Intthffissecttffion,weffirsttprovffideanovervffiewoffttheproposedreffin-
fforcementtflearnffingbasedfframework.Thenwedescrffibetthedettaffifled
desffignoffeachcomponenttofftthefframework.

3.1 FrameworkOvervffiew

Inttuffittffivefly,dattapoffisonffingcanberegardedastthecreattffionoffnew
sequenttffiaflpatttternstthattffinvoflvetthettargettffittemsffintthettraffinffingsett
offtthettargettrecommendattffionsysttem.Inacraffttedsequenttffiafladver-
sarffiaflsampfle,ttheuserbehavffiorhffisttoryffisffinherenttflycrucffiaflffinde-
ttermffinffingtthenexttbehavffior.Thesesequenttffiafladversarffiaflsampfles
ttogettherconttrffibuttettotthemanffipuflattffiongoafl.Generattffingadversar-
ffiaflsampflesffisessenttffiaflflyamuflttffi-sttepdecffisffionprocess,ffinwhffichtthe
generattoroughttttoseflecttspecffifficacttffionsfforttheconttroflfledusers
ttomaxffimffizeattttackouttcome.Thffisffittstthereffinfforcementtflearnffing
settttffing.Fromttheperspecttffiveoffreffinfforcementtflearnffing,tthegoaflffis
ttoflearnapoflfficyffuncttffionttogenerattesequenttffiafladversarffiafluser

1httttps://www.buzzffeednews.com/arttfficfle/flettfficffiamffiranda/amazon-markettpflace-seflflers-
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Fffigure1:OvervffiewoffttheproposedfframeworkLOKI.

behavffiorsampfles,whffichcanmaxffimffizettheaverageddffispflayratte
offtthettargettusers.
Basedonttheafforementtffionedmottffivattffion,weproposeareffin-

fforcementtflearnffingbasedfframeworkttoflearntthepoflfficyffuncttffion.
TheoveraflflarchffittecttureoffttheproposedfframeworkLOKIffisffiflflus-
ttrattedffinFffigure1.Thettargettbflackboxrecommendattffionsysttemffis
depfloyedonane-commercepflattfform.Theproposedfframeworkcon-
sffisttsofftthreecomponentts:(1)recommendersffimuflattor,(2)outtcome
esttffimattor,and(3)adversarffiaflsampflegenerattor.Inttheffoflflowffing
secttffions,wedescrffibetthedettaffiflsofftthesecomponenttsone-by-one.

3.2 RecommenderSffimuflattor

Theffideaoffconsttructtffingsurrogattemodeflsanduttffiflffizffingtthettransffer-
abffiflffittyproperttyoffadversarffiaflsampflesttoattttacktthettargettmachffine
flearnffingmodeflsffisadopttedbymuflttffipfleattttackapproaches[3,7,19].
Intthffispaper,ttheproposedrecommendersffimuflattorsffimuflattestthe
recommendattffionprefferenceofftthettargettmodefl.Thesffimuflattor
consffisttsoffmuflttffipfleseparattedrecommendattffionmodefls,whffichare
ttraffinedontthesamedattasett.Recommendattffionresuflttsffromtthese
modeflsareaggregattedvffiaweffighttedvottffing.SupposeMdffifferentt
recommendattffionmodeflsaredepfloyedttorecommendffittemsfforuser
uandttherankoffffittemffiffintthem-tthmodeflffisdenottedasrankm(ffi).
Thehffigherffittemffiranks,tthesmaflflerrankm(ffi)ffis.Here,wedeffinetthe
prefferencescoreoffffittemffiffintthesffimuflattorvffiaEq.(1).Aflflttheffittems
aretthenrankedaccordffingttotthffisscorffingffuncttffion:

score(ffi)=−
1

M

M

m=1

wm·rankm(ffi), (1)

wherewmsttandsfforttheweffighttofftthem-tthrecommendattffionmodefl.
Ideaflfly,ttheseweffighttsareusedttoadjustttthesffimuflattorttomattchtthe
charactterffisttfficsofftthettargettrecommender.

3.3 OuttcomeEsttffimattor

AsmenttffionedffinSecttffion3.1,weneedttouttffiflffizetthemanffipuflattffion
outtcomeofftthecurrenttadversarffiaflsampflesasrewardffeedbacktto
updattetthepoflfficynettworkoffttheadversarffiaflsampflegenerattor.The
mosttsttraffighttfforwardwayttoobttaffinttheouttcomeffisttorettraffinttheen-
ttffiremodefl.However,rettraffinffingttheonflffinerecommendattffionsysttem
ffisprohffibffittffiveflysflow(ffromaffewhoursttodaysfforasffingflerettraffin-
ffing).Tomakettheattttackmetthodoflogypracttfficafl,weproposettouse
ffinfluenceffuncttffionfforanefficffienttesttffimattffionofftthemanffipuflattffion
outtcome,mottffivattedbyrobusttsttattffisttffics.
Formaflflyspeakffing,ttheparametteresttffimattoroffttherecommenda-

ttffionmodeflsontthecfleandattasettffis:̂θ:=argmffinθ
1
N

N
ffi=1L(zffi;θ),

whereθdenottesttheparamettervecttor,Lsttandsfforttheflossffuncttffion
offttherecommendattffionmodefl.zffidenottesasampfleffintthedattasett,
andNsttandsffortthettottaflnumberoffsampflesffintthettraffinffingsett.
Forcoflflaborattffiveffifltterffingmodefls,asampfleffisasffingfleuser-ffittem
paffir(u,v).Forsessffion-basedrecommendattffionmodefls,gffiventthe
behavffiorsequencexu=[x

1
u,x
2
u,···,x

m
u]offauseru,eachttraffinffing

sampfleffismadeupoffasubsequenceandtthegroundttrutthnexttffittem,
ffi.e.,([x1u],x

2
u),([x

1
u,x
2
u],x

3
u),···,([x

1
u,x
2
u,···,x

n−1
u ],xnu).

Nowflettusmoveonttotthedffiscussffionoffttheffinfluenceffuncttffion.
Supposeweupweffighttasampflezδbyasmaflflϵffintthettraffinffingsett,tthe

newesttffimattffionoffθffisgffivenas:̂θzδ:=argmffinθ
1
N

N
ffi=1L(zffi;θ)+

ϵL(zδ;θ).Whenϵ→ 0,accordffingttotthecflassfficresuflttsffin[6],tthe
ffinfluenceoffupweffighttffingzδonttheparametterθffisgffivenby:

d̂θzδ
dϵ
=θ̂zδ−θ̂≈−H

−1
θ̂
∇θL(zδ;̂θ), (2)

whereH
θ̂
:= 1
N

N
ffi=1∇

2
θ
L(zffi,θ),denottesttheHessffianmattrffixoff

ttheflossffuncttffion.Gffiventtheffactttthatttthenumberoffusersffisflargeffin
ttherecommendattffiondattasetts,ffinjecttffingadattasampfleffistthesame
asupweffighttffingtthesampflebyϵ≈1N.
Here,tthekeycomputtattffionbottttfleneckflffiesffintthecaflcuflattffion

offtthehugeffinverseHessffianmattrffixH−1
θ
.Gffivenasampflezj,we

useffimpflfficffittHessffian-vecttorproductts(HVPs)[1,10]ttoefficffienttfly

approxffimatte−H−1
θ
∇θL(zj,̂θ).

Basedonanapproxffimatteesttffimatteofftthesampfleupweffightt’s

ffinfluenceonparametter̂θ,weffurtthercaflcuflattettheffinfluenceon
tthepredfficttffionscorffingffuncttffionw.r.tt.tthepertturbattffion.Specffifficaflfly,
supposewewanttttopromotteanproducttv′ttouseru′,wecanttreatt
tthffisasattargettsampflezttesttu′v′ffintthettesttsett.Theffinfluenceontthe
predfficttffionscorffingffuncttffionw.r.tt.canbewrffittttenas:

dffttestt(z
ttestt
u′v′;̂θ)

dϵ
=
dffttestt(z

ttestt
u′v′;̂θ)

d̂θzδ
·
d̂θzδ
dϵ

≈−∇θffttestt(z
ttestt
u′v′;̂θ)H

−1
θ̂
∇θL(zδ;̂θ),

(3)

whereffttesttffistthepredfficttffionscorffingffuncttffionusedbyttherecom-
mendersysttemffintthettesttphase.Thffisresuflttffisffurttherusedttodesffign
rewardsfforefficffienttagenttpoflfficyttraffinffing.

3.4 AdversarffiaflSampfleGenerattor

Theadversarffiaflattttackagaffinsttaflocaflrecommendersffimuflattorffis
essenttffiaflflyffintterprettedasamuflttffi-sttepdecffisffionprobflem.Intthffis
secttffion,wettransflattetthffisdecffisffionprobflemffinttoaMarkovDecffisffion
Process(MDP).MDPffisdeffinedasattupfle(S,A,P,R,γ),whereS
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Figure 2: Generation of adversarial samples.

a set of states,A is a set of actions, P is the transition probabilities,
R is the immediate reward, and γ is the discount factor. In the
context of this paper, the MDP can be specified as follows:

• Action space A: As mentioned in Section 3.1, the attacker
determines specific items organized in a proper sequence for
each controlled user. Instead of taking the set of all the possi-
ble items as action space, we divide the item set into groups
and use the set of all the groups as action space. The main
reason for using coarse groups instead of items for action
space is due to the concern in learning efficiency. Learning
action strategies for every single item is not only costly but
also unnecessary for the attack goal. This is because adver-
sarial samples do not need to follow the exact sample pattern.
Here we define one of the groups as the collection of all the
target items, one of the groups as the collection of all the
items already selected by the target users. The remaining
groups are obtained by item clustering, in which each group
represents items with similar properties. This item clustering
takes the feature vectors of all the items and an integer c as
input and divides the items into c clusters. Here, we utilize
non-negative matrix factorization [12] to extract item fea-
tures and use K-means [14] algorithm for clustering. After
item groups are obtained, during the phases of training and
testing the agent, group-level actions are sampled step-by-
step from the policy, forming a group-level action sequence.
Then sequential poisoning samples are sampled step-by-step
from the corresponding group indicated by the current step
of the group-level action sequence. This process is illustrated
in Figure 2. The left side of Figure 2 shows the process of
clustering items into groups and the right side illustrates the
process of generating the poisoning samples.

• StateS: The state is defined as the action subsequence before
current step t and the actions all come from the action space
mentioned above.

• RewardR: As aforementioned, the purpose of the attacker is
to manipulate the local recommender simulator and further
the target recommender. Hence, the RL framework should
learn a policy that promotes the estimated prediction scores
of target items given by the target users as much as possi-
ble. Thus, we design the reward as the weighted averaged
influence on the prediction scoring function, i.e., Eq. (3), of all
the target samples. The weights are assigned manually to
indicate the importance of each recommendation simulator.

Here, we apply Deep Q-Network (DQN) to estimate the action-
value function. The representation of the existing sequence, i.e.,
state, is modeled via a GRU (Gated Recurrent Unit) layer, and the
representation of each type of actions is extracted via a embedding

layer. Finally, we deploy a fully connect layer which takes the final
output of the GRU layer as input and output the estimated action-
values.

The DQN is trained via an iterative algorithm. In each iteration,
there are two stages, replay memory generation stage and param-
eters update stage. In replay memory generation stage, the agent
generates a group-level action at according to an ϵ-greedy policy
and current state st . Then the item-level sequences are generated
by sampling items from the corresponding group suggested by each
step in the group-level sequence. After that, the agent observes the
reward rt from the outcome estimator and updates the state. For
parameter update stage: the agent samples a (st ,at , rt , st+1) from
replay memory, and then updates the parameters.

4 EXPERIMENTS
In this section, we test the proposed LOKI on real against different
recommendation methods. The experimental results show that the
proposed method outperforms existing attack strategies. Besides,
we systematically study the effect of some key factors.

4.1 Datasets
To demonstrate the performance of the proposed poisoning attack
framework, we adopt the Amazon Beauty, which is one category of
the widely used recommendation dataset series named Amazon [8].
The dataset used in this paper mainly focuses on hair and skin care
products and is extracted from large corpora of product reviews
crawled from Amazon.com. The number of users and items in the
dataset are 22,363 and 12,101, respectively. The number of total
user activities (i.e., purchase and review) is 146,031. On average,
each user is involved in 6.53 activities and each item is involved in
12.06 activities. We followed the similar preprocessing procedure
introduced in [9, 22] and filter out the users with less than five
activities and items with less than five feedbacks.

4.2 Experimental Settings
4.2.1 Baseline Attack Methods. As aforementioned, there is no
existing work solving exactly the same task considered in this paper.
Although there are some existing attack approaches [13] against
recommendation methods, they are mostly designed for whitebox
setting and require a strong knowledge of the architecture and
parameters of the corresponding model. Therefore, these methods
cannot be used in the blackbox setting discussed in this paper. Hence,
we compare the proposed LOKI with several existing heuristic-
based attack strategies.

• None: This denotes the circumstance when no attack is
conducted.

• Random: In this baseline method, the attacker mixes the
target items and the randomly picked items to form a reposi-
tory for each controlled account. In each step, the controlled
user picks items at random from the item repository without
repetition.

• Popular: This is a variant of [23]. In this baseline method,
attackers inject fake co-visitations between the popular items
and the target items, to promote the target items.
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4.2.2 Target RecommendationMethods. In this section, we consider
the following target methods for performance comparisons. The
parameters of these target methods are set following the suggestion
in the original papers.

• BPRMF [20] is a factorization based personalized ranking
approach. It is a state-of-the-art method for non-sequential
item recommendation on implicit feedback data.

• FPMC [21] is a classic hybrid model combing Markov chain
and matrix factorization for next-basket recommendation.
FPMC can model the user’s long-term preference and the
short-term item-to-item transition.

For each user u in the dataset, suppose the length of u’s sequence is
Tu , we hold the first Tu − 2 actions in the sequence as the training
set and use the next one action as the validation set to search for
the optimal hyperparameter settings for these recommendation
models. The attack methods aim to manipulate the prediction of
the next item, i.e. item Tu .

To simulate the interactions between the target blackbox recom-
mendation system and the recommender simulator, we adopt the
“leave-one-out strategy”. That is to say we use a specific recommen-
dation model as the target, which is blind to the attacker, and use
the aggregation of all the methods as the recommender simulator.
The number of target items and target users in this paper are both
fixed to be 20.

4.2.3 Evaluation Metric. We use the averaged display rate, which
denotes the fraction of target users whose top-K recommendation
results include the target items, as our evaluation metric. The larger
the display rate is, the better the attack approach performs.
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Figure 3: Overall performance of all the attack methods.
(Best viewed with color).

4.3 Result Analysis
Figure 3 summarizes the results for all the attack methods. Here,
we fix the percentage of controlled users to 3% and the number of
actions per user to 15. The number of returned items is fixed to
10. In terms of attack outcome, the proposed LOKI achieves the
best performance and the improvement is significant. For example,
on compared with the best baseline, the proposed LOKI ’s display
rate increases by over eight times on average. Among the baseline
methods, Random simply lets the target items occur in the poisoning
sequences without actually creating any new pattern that favors
the recommendation of the target items. Thus, Random has the
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Figure 4: Impact of the percentage of the controlled users.
(Best viewed with color).
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Figure 5: Impact of the number of activities per controlled
user. (Best viewed with color).

worst performance. Popular fakes the co-visitations between the
popular items and the target items without considering whether
these popular items indeed overlap with the preferences of the
target users. Thus, they cannot get a satisfactory performance too.

Compared with these baselines, the proposed LOKI takes ad-
vantage of the feedback from the local simulator to train an attack
agent. The learned agent is capable of creating more complex pat-
terns to achieve data poisoning goals. We also notice that the more
complicated the target model is, the higher increase in performance
metric the proposed LOKI achieves. For instance, the performance
gap is larger when attacking FPMC than attacking BPRMF. This is
because advanced methods are able to capture more complicated
user patterns within user behavior sequences. The capability to cap-
ture various user patterns leads to better prediction performance
in general, but at the same time, enables more room for the attack
improvement by the proposed LOKI with its ability of creating new
patterns to poison the recommendation. That is to say, in some
circumstances, the proposed LOKI can create certain sequential
patterns. However, since relatively simple methods cannot cap-
ture these crafted patterns, these methods are less sensitive to the
adversarial samples generated by the proposed LOKI.

4.4 Parameter Analysis
After discussing the overall experimental results and the charac-
teristics of vulnerable users, we demonstrate the impact of two
attack budgets, i.e. (1) the percentage of controlled users recruited
by the attacker; (2) the number of activities that each controlled
user conducts.
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Figure 6: Distributions of the length of sequential user be-
havior samples before and after the injection on Amazon
Beauty dataset. (Best viewed with color).

Impact of the Percentage of the Controlled Users. In this
experiment, we consider the case where the percentage of the
controlled user is low, and evaluate the performance of LOKI when
this percentage is varied. Here “percentage” is calculated as the
number of the controlled users over the number of normal users.
The number of activities per controlled user is fixed to 15 and the
recommendation system returns top 10 items. The display rate for
the real-world datasets is shown in Figure 4. From the figure, we can
clearly see that the proposed LOKI outperforms the baselines in all
cases and can successfully promote the target items. For instance,
when attacking against FPMC, the display rate increases to 0.055
even when the percentage of the controlled users is as low as 3%.
Thus, we can conclude that the attack proposed in this paper is
effective even with a scant attack budget.
Impact of theNumber ofActivities perControlledUser.When
the percentage of controlled users is given, the number of activities
each controlled user conducts is another important attack factor.
In this experiment, we fix the percentage of the controlled users
to be 3% and vary the number of activities each controlled user
conducts from 5 to 15 for all the datasets. The recommendation
system returns top 10 items. The results are shown in Figure 5.
These results show that the proposed LOKI outperforms the base-
line methods in all cases. With the number of activities per user
increasing, the display rates also increase. This is because a larger
number of activities grant the controlled users more capability to
inject the manipulated bias information to the system. If we look at
the distribution of the length sequential user behavior samples in
the Amazon dataset, for example, the distribution derived from the
dataset in Figure 6, we can see that the distributions before and after
the injection are similar. Hence, injecting such generated sequential
samples into the dataset is unnoticeable from the perspective of the
online platform operators in practice.

5 RELATED WORK
In this section, we survey the relatedwork from two aspects: general
data poisoning attacks and poisoning attacks against recommenda-
tion systems.

Data Poisoning Attacks: Data poisoning attacks against ma-
chine learning algorithms have become an important research topic
in the field of adversarial machine learning. This type of attack takes
place during the training stage of machine learning models. The

attacker tries to contaminate the training data by injecting well-
designed samples to force a nefarious model on the learner. Data
poisoning attacks have been studied against a wide range of learn-
ing systems including SVM [4] neural networks [10, 17], latent
Dirichlet allocation [15], matrix factorization-based collaborative
filtering [13] and autoregressive models [2, 5]. Existing work has
almost exclusively focused on (1) whitebox settings, where the at-
tacker observes the model architecture; (2) continuous data like
image or acoustic data. In this paper, we focus on amore challenging
blackbox setting, where the attacker does not know the architecture
or the parameter of the target model. Instead, the attacker is merely
given scant implicit feedback from the target model.

PoisoningRecommendation Systems: Similar to general data
poisoning attacks, poisoning recommendation systems aims to
spoof a recommendation system via injecting adversarial samples,
such that the system recommends as the attacker desires. The first
study on poisoning recommendation systems [18] was carried out
more than a decade ago. In early work, the proposed attacks are
usually heuristics-driven. For instance, in random attacks [11], the
attacker randomly selects some items for each injected controlled
user and then generates a rating score for each selected item from a
normal distribution, whose mean and variance are the same as those
of the uncontaminated dataset. These methods rely on user-item
ratings which do not exist in the next-item recommendation setting.
Poisoning attacks [13, 23] that were proposed recently generate
fake behavior that is optimized according to a particular type of rec-
ommendation system. Specifically, Li et al. [13] proposed poisoning
attacks for matrix-factorization-based recommendation systems.
Yang et al. [23] proposed poisoning attacks for association-rule-
based recommendation systems, in which each user injects fake
co-visitations between items instead of fake rating scores of items.
Unlike these methods, the framework proposed in this paper does
not require the details of the target system as prior knowledge.
Hence, the proposed framework can be used in a broader spectrum
of contexts.

6 CONCLUSIONS
In this work, we propose a data poisoning attack against blackbox
next-item recommendation system. The poisoning attack problem
is formulated as amulti-step decision problem and is solved via deep
reinforcement learning method. In practice, this task could be fur-
ther complicated by the huge scale of recommendation dataset, the
costly training time, and the access restrictions of real recommen-
dation systems. The proposed framework leverages the influence
approximation technique and the recommender simulator. Experi-
mental results indicate that the proposed framework consistently
outperforms all the baselines in terms of promoting the target items
to the target users. We also study the impact of different factors on
the poisoning results. In the future, we will investigate the defense
strategies against the vulnerability discussed in this paper.
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