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ABSTRACT

The advancement of quantum mechanics has accelerated the
quantum computer architecture and hardware. However,
algorithms and implementations to take the full advantage of
entanglements provided by quantum devices are still far behind.
Quantum cryptography offers the possibility of theoretically
perfect security based on the principles of quantum mechanics,
ensuring that the presence of an eavesdropper will be detected
before any sensitive information is transmitted. However, the
relevant technology is still under development — hardware, though
commercially available, is still in an immature state, and the
protocols used to implement secure communications using that
hardware may still be improved. The use of simulations is an
important tool for studying quantum cryptography, as they can
enable researchers to make valuable insights at a relatively low
cost. The data gamered from working with simulations can
provide direction for further research both in the development of
new communications protocols and in the improvement of actual
hardware systems.

CCS Concepts
* Security and Privacy + Cryptography — Cryptanalysis and
other attacks

Keywords
Quantum cryptography; Quantum key distribution; Security;
Simulation.

1. INTRODUCTION

The threat on public key cryptography is growing. For the next
decade or so, quantum computers will be able to instantly break
the encryption of sensitive data protected by today’s strongest
encryption. The need for secure methods of electronic
communication has increased by orders of magnitude in recent
decades, as the use of the Imternet for emtical and sensitive
communications in areas such as govemnment, military, and
financial transactions has expanded continuously. Traditional
means of securing messages sent through public or otherwise
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unsecured channels have generally involved the application of
cryptographic algorithms to encode the content of messages in a
such a way that only the intended recipients should be able to
decode and read them. In modern computer systems, this typically
involves the use of one or more encryption keys that are used to
encode and decode the data being transmitted. Aside from the
possibility of an encoded message being compromised by
sophisticated mathematical analysis (or even by brute force
attacks, should a sufficiently powerfil computer be available), one
of the most important weaknesses of this kind of security is the
possibility that the key needed to decode the message could itself
be intercepted and copied. The most secure methods of encryption
require that the key not be reused, and as such it quickly becomes
difficult to continually establish new keys between parties without
their becoming compromised by an eavesdropper [1].

Although many experiments are carried out using real, physical
hardware, due to the difficulty and cost of obtaining equipment
necessary to test theories and protocols relating to quantum
mechanics-based commumications, simmulation software is often
used instead of performing physical experiments [2]. This allows
the most promising protocols and technologies to be identified
before a significant investment in hardware needs to be made.
This paper will begin by exploring the principles behind quantum
cryptography, some of the more popular protocols that are in use,
and the state of currently available technology, before focusing on
the methods used to perform quantum cryptography simulations.

2. QUANTUM CRYPTOGRAPHY

Currently, quantum cryptography has the methods of fully use of
the quantum entanglements or hybrid of quantum and existing
public key cryptography, and in the form of through satellite
media or fiber optic networks.

2.1 Background

When using classical forms of communication, it is possible for
an eavesdropper to intercept a message, copy or read it, and then
send the message on to the intended recipient without leaving a
trace of their presence. Indeed, doing so is trivial — an attacker
only needs to copy any data packets of interest that pass through a
node they control, and then simply forward those packets onward.
For this reason, encryption is needed to establish private lines of
communication through a network, unless that network is, for
example, an internal network definitely guaranteed to be secure
from undesired interference. Even with encryption, however, an
eavesdropper may be able to obtain the key needed to decrypt data,
if the sender and receiver are trying to establish initial
communications over the network.
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Figure 1. Cuiantorm ey Disteibutlon - extablishding a
shared string of Bifs,

(uanium  ervplography can solve this problem by providing
secure channels of communication through the explottation of the
princaples of quanium mechames. The Hesenberg uncerlamiy
prineaple states that it is impossible (o measure the quantum stafke
of & particle without alienng it [3]. In addibon, the ne cloning
theorem staks that the guantum stafe of o parlicle canmot be
copied [4]. These prnciples togather fomm the basis of guanium
crvplography. 1T oo envesdropper tries 1o record  mformation
encodad in e quantum states of particles, they will disturh those
particles, creafmg noise in the chamnel that will reveal their
presence. Nince copying quanium states is impossible, dey will
lza b umable torecord the tranzmession for Inter analysis,

Cme of the most common “prepare and measura” quanfum key
distribution profocols is the BES4 method, so called becanss it
was onginally proposed by Bennedt and Brassard i 1984 [5]. In
this protocol, Alice seds phatons o Bob in order (o establish the
quantum channel. Each photon 15 encoded with one of two
orthogonal  polarization  bases, and each  polarization  may
represent one of lwo stntes {e.g. a Inearly polarized phofon may
he either vertically or horzontally polarized). Bob measures the
state ol each photon along a randombv chosen basis (as he cannot
predict which basis was used [or cach photon). In the next step.
Alice and Bob wse classical communication o compare the bases
usedd for each photon, and dizcord these that do not mateh. The
rasull 15 & collection of bils that mav be ised as a key (Fig, 1), The
final step 1= o sacrifice some matching sepments of the kev 1o
determine the emor mie by comparing than over the ¢lassical
channed. 11 the amor rne exceeds the error rafe thal B expected 1o
b cauzed by the rensmission mediom, then fhe presance of an
eavasdropper is asswmed and the process bagins again [6] (Fia, 25
Onee o key has been gencrated withoui the presence of an
eavasdropper, it can be used W send encrvptad data over the
clazsical channel.
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Figure 2. Quantum key Distribution - esinblishing o
shared string of b Error rate incrensed due to the presemce
of an eavesdropper aliering photons’ quantum states,
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In entanglement profocols. suech as the Ekert9] protoco] desenibed
by Artur Ekert in 1991 [7], a photon source gencraies streams of
entangled photons, sending one of esch pair 1o Alice and the other
to Bob. Alice and Bob are then able o wse these phobons o

i

gemerate a keyv. In the Ekent®l protocol. Alice and Bob measure
the photons accordmg b eondomly chozen beses and use a
classical communication chumel compore the bases ey chose,
discarding those that do not mutch, similarly o Bob's slep in the
BERS protocol, Az in the BE&4 protogol, they then sagr e soms
portion of the kev o detemmine e aror rate in order 10 detect any
cavesdropping.,

2.2 Current Status

The pumber of expariments o quantum  crvploeraphy  has
inereased in recent vears, and some tzchnodoaies making peactical
use of quantum key distributon arc available on the market.
Although currant technokogy still Tas limitations in teros of botl
range and spoed, it is already being vaed for a vancly of
prvernment and military applications, as well as by finance firms
toy prostsct high stakes transactions.

The United States-based firm Mapil) Technologres offers an
assortment of communications technologics 1o customers such as
the United States military and MASA. Their rescarch arm provides
severnl cutting edpe quantum mechamics-based  technologies,
These mclude the QPN 85503 quantum key distribution system,
which 15 designed o be micerated meo classicol networking
svstems 1o provide an additional laver of securnty o enitical
military and financial svstems [K, 2] Ther leborntosies aiso are
focnsed on the development of severnl other technologes,
mclodme u photon entanglement svstem imlended 1o produce
entangled photons thoi are computible with exisimg fiber-ophic
cables [10],

The Swiss compuniy D0, meanwlile, olfers three man branches
of quanium mechanics-based technologies, They are able
prowvide guantum key distribution and quantum key generation
hardware that implements the BE84 and SARG protocols o
cnable seeure notwork communication [11], They also provids
svstems [or detecting single phodons [12), and random pember
generators that exploit  quantem  mechanical  phenomeni b
generate numbers [13]. Starting m 2007, IIMJ's encryption
techinolopy was put in place o secure transmissions of clection
results  from  local vote-counting cénters to a central data
warchouse i1 Switzerland [14]. [DCYs equipment was similnrks
psed at the 2000 World Cup v South Africa to provide secure
communications between sn off-sile opesnbons center and the
Mloses Mabhida Stadivm in Darban [15].

These nre mot the only organiznhons offermg or resenrching
guentum  enervplion techmelogy,  The  Austenlinn  company
CQuintessencelabs offers services similar fo those of 100,
meludmg quantum rndom number generators and guantum kv
distribution aguipment that is compatible with off the shalf opical
cables and netvorkimg componsntz [16], They alse offer a
software developmaent kit mannt o make of ensy toontegrate their
enervplion technodogy wath other applications [17], Meanwhile,
the Bringh defense frm ChingiCh has also worked 1o develop
quantum petworking fechnologics, Their werk, alongside rosearch
performed By the United States National Institute of Standards
and  Technology, Harvard, Boston  University, and BBEN
Technologics led to the ercation of the DARPA  Cuanbum
Metwork,  the  first  quantum crvptography  netework ever
implemented [18].

Recent research has alse been conducted on using satellites o
creaic o network  for quantum communication [19]. As an
alternative to standard methods of guantum key disinbution, very
recent work by a group of Chinese ressarchers mio guantum
teleportatton. which was widely reporied in the news medin due o



a sensational interpretation of the term “teleportation,” has
suggested that satellite communications based on the use of
entangled photons to transmit data could provide a secure method
of communication over great distances [20].

In a world that is increasingly reliant on electronic transactions to
manage virtually every aspect of life, ensuring that critical
communications are safe from spying and unauthorized access is
of paramount concern. The use of quantum cryptography in
securing critical communications channels is likely to continue to
proliferate as the relevant technology matures.

3. SIMULATION

Due to the cost, noises, and time constraints, most people use
simulators to conduct quantum cryptography study and
experiments.

3.1 Background

Significant time and resources have been invested in recent years
into improving the practical quantum encryption technology on
the market, as well as into developing new methods of quantum
encryption, in the hopes of reducing the cost of equipment and
making such systems more robust and reliable. As previously
mentioned, many experiments are carried out using real optical
equipment in laboratories or in limited or carefully controlled
real-world settings. For example, the DARPA Quantum Network
was developed both to facilitate sending encrypted messages, and
to test the encrypted network itself [18].

Some physical experiments are relatively modest in nature. For
example, an experiment conducted in Padua in 2011 involved a
transmission over a distance of fifty meters in an interior hall
which was kept running for several hours [21]. Even this
experiment, however, required customized optical equipment and
access to a large controlled space where the experiment could be
conducted without being disturbed. Many systems require much
more elaborate and costly equipment in order to be tested
Certainly, the satellite experiments recently conducted in China
must have been very expensive, as the cost of a satellite launch
runs in the tens of millions of dollars — to say nothing of the cost
of the satellites themselves.

There is also a great deal of research into quantum cryptography
that focuses strictly on mathematical analysis of the system being
examined, but simulations may be superior to his method in many
cases as they allow for stochastic elements to be taken into
consideration. Since optical commumnications systems involve
many such elements, such as noise in the communications channel
or interactions with the transmission medium, this is an important
consideration.

3.2 Quantum Simulation Tools

When performing simulations of quantum cryptography protocols,
naturally the first decision that must be made is to decide on the
method to be used actually to create the simulation. One option is
to model the protocol directly, simulating the behavior of photons
and other elements of the system simply by assigning probabilities
to various behaviors. Another option is to model the optical
system itself, simulating each element of the system and then
using those elements to build the complete simulated
communications network. As the use of fiber optics for
networking applications has become commonplace, there are
several off-the-shelf software packages available commercially
for the simulation of optical systems.
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Some researchers, of course, choose to create custom software for
the purposes of simulation. For example, in “An Empirical
Analysis of the Cascade Error Reconciliation Protocol for
Quantum Key Distribution” [22-26].

Some researchers make their simulation software available to
others to facilitate simulation research in general. For example, in
“Object-Oriented Quantum Cryptography Simulation Model”, X
Zhang et al. propose an object-oriented model for simulating
quantum  cryptography, which also includes classical
cryptography algorithms. Their model uses a layered structure.
The lowest layer implements simulations of necessary quantum
logic gates, such as the Hadamard gate, as well as classical logic
gates, matrix support, and so on. Higher layers incorporate
common algorithms including  cryptography  algorithims,
configuration settings, and a GUI. They suggest that this system
will be wuseful for preparing simulations of quantum
communications protocols since it provides a set of tools that
simulate common features of quantum systems that can be
accessed using typical software development paradigms.

3.3 Current Status

Simulations are now regularly used to explore quantum
cryptographic systems, both to test communications protocols and
before constructing any physical apparatus based on their results.
One of the main drawbacks of any model that is tested in
simulation is the uncertainty that the model accurately reflects the
real system, but enough research has now been conducted in
quantum cryptography (and in quantum mechanical systems in
general) to provide evidence that the simulations being performed
are accurate.

The simulation allowed a new error correction scheme to be tested
against the more common Cascade scheme. This study makes a
particularly good example of the value of simulation, since it is
certainly likely that simulating the satellite network was less
expensive than building it would have been.

It is clear that the use of simulation is extremely valuable in
studying quantum cryptography. A great deal of work can be
accomplished through simulation, including research into
technologies and protocols that cannot yet actually be built in the
laboratory. Therefore, not only can simulation inform which
experiments are likely to be worth performing with physical
hardware today, it can help to pinpoint which theoretical paths are
most likely to yield useful results.

4. A CLOSER LOOK AT TWO
SIMULATIONS OF THE BB84 PROTOCOL

To understand how simulations are used to enable research of
quantum cryptography, it is worthwhile to take a detailed look at
two such simulations. The simulations performed by B. Archana
and S. Krithika using OptSim™ [23] and by Abudhahir Buhari,
Zuriati Ahmad Zukamnain, et al. using OptiSystem™ [25] both
seek to implement the BB84 quantum key distribution protocol
using optical network simulation software. As such, comparing
the methods employed by both groups and the difficulties they
encountered will help both to illustrate how such tools can be used
to good effect to study quantum encryption, as well as to suggest
future improvements or additions to such software that would be
helpful for this purpose.

They discovered, however, that existing libraries for OptSim™
already provide additional tools for analyzing the polarization of
individual photons, as well as power meters that could be used
alongside these components to simulate photon detectors [23].



Fortunately, OptSim™ also provides a robust selection of light
sources and transmission mediums that can be used for quantum
simulation without significant modifications.

As previously mentioned, Abudhahir Buhari, Zuriati Ahmad
Zukarnain, Shamla K. Subramamam, Hishamuddin Zainuddin and
Suhaini Saharudin similarly created a simulation of the BB84
protocol using OptiSystem™ [25]. They noted that there are a
mumber of methods of simulating quantum cryptographic
protocols, and list several specific software packages and custom
examples created by other researchers for this purpose. However,
they suggest that simulating the hardware of an optical
communications system directly in a specialized optical
simulation suite such as OptiSystem™ may be helpful to discover
and investigate issues that could arise from the hardware itself,
and which might not be apparent from work done using
simulation software  designed specifically for quantum
cryptographic simulations, since such software may make
incorrect assumptions about the way in which the hardware would
behave [25].

As has been previously mentioned, the use of simulations such as
these for studying quantum cryptography is quite valuable, as
constructing or obtaining hardware to test quantum
communication protocols can be prohibitively expensive, and the
hardware necessary for examining some of the newest concepts in
the field may not even vet be possible to build. As both of these
examples indicate, simulating the hardware itself is possible and
can be a practical method of studying quantum encryption. Using
software suites such as OptSim™ and OptiSystem™s. Since both
teams of researchers discovered that significant customization was
necessary to enable these software suites to accommodate
quantum enecryption, however, it would be useful if a library, or
even perhaps an entire specialized optical simulation suite, were
to be developed with a focus on the simulation of quantum

cryptography.

5. SIMULATION RESULTS LEADING TO
SUGGESTIONS FOR FURTHER
DEVELOPMENT

To prove the value of simulations in researching quantumn
cryptographic protocols, it is worthwhile to examine some actual
simulation experiments and their results. Aside from the
conclusions drawn by these researchers from their work, these
studies provide clear evidence that simulations can be used to
produce important insights to aid the development of quantum
cryptography. Work on both protocols and hardware systems can
be improved through the use of simulations, and their results can
help to provide direction and theoretical background for further
research.

5.1 Simulation of Quantum Key Distribution
As discussed previously, one of the principle areas of quantum
cryptography that can be studied with the aid of simulations is
quantum key distribution. A study by Minal Lopes and Dr. Nisha
Sarwade focuses on the creation and validation of a model of
quantum key distribution by implementing the model in
MATLAB and comparing the results of simulations using the
model to the results of experiments performed using physical
equipment to determine the model's accuracy. Specifically, their
study focuses on the efficiency of establishing a secure key
between two parties, based on the particular characteristics of the
equipment being used. Their model seeks to take into account as
many of these characteristics as possible to ensure its accuracy.
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This research proves the value of simulations based on robust
models for studying quantum key distribution protocols by
establishing the validity of such models. Ultimately, Lopes and
Sarwade assert that the results of their simulations prove that their
model accurately models a quantum key distribution setup that
uses laser pulses and fiber optic cables to send transmissions.
They note that their model also clearly indicates that future
developments that make single photon sources more viable and
that reduce dark counts and other detection errors will have a
major impact on the rate at which a key can be established,
making quantum key distribution much more practical. This not
only provides further impetus for research into such technology,
but also provides a clear reason why simulations such as these are
worthwhile — they not only permit the study of systems that
already exist, but also allow preliminary research to be performed
regarding systems that cannot yet be built.

5.2 Simulation of the Cascade Exrror

Correction Protocol

In addition to enabling researchers to study the implementation of
quantum cryptographic protocols and the hardware used for that
implementation, simulations can be useful for studying the
communications protocols themselves. As an example, in research
performed at the U.S. Air Force's Center for Cyberspace Research,
Timothy Calver, Michael Grimaila, and Jeffrey Humphries
performed an analysis of the Cascade error reconciliation protocel
using a custom simulator created using C++ [26]. The Cascade
protocol 1s used to correct errors in the transmitted key during the
classical communication phase of quantum key distribution, and is
also important for identifying the possible presence of an
eavesdropper [26]. The authors note that ensuring the validity of
this protocol is of vital importance, since it is already being used
in real applications of quantum encryption.

This research proves the value of simulations for the study of
quantum encryption protocols. The authors note that it is cormmon
for 50% of the bits shared over the quantum channel to be
consumed in the error estimation phase [26, 27]. The results of
their simulations suggest that this may be reduced to 25% without
a significant loss to the accuracy of the calculation. This would
increase the number of bits remaining to be used for the key by
50%, resulting in a substantial increase in the efficiency of the key
distribution protocol. These results clearly show the value of using
simulations to investigate protocols used for quantum encryption,
and suggest that further research into protocols currently in use
may yield potential improvements that have been overlooked.

6. CONCLUSIONS

Quantum cryptography offers the possibility of a significant
increase to the security of communications, at a time when
electronic communications are already of vital importance and
only becoming more and more critical to a wide varety of
industries and government functions. Experimental hardware is
constantly under development, but the cost of custom cutting edge
optical equipment, satellites, and other equipment makes
performing tests prohibitively expensive in many cases. While
physical experiments will always be necessary, simulations based
on robust models can provide the opportunity to study many
different communications protocols and hardware configurations,
leading to new methods of implementing quantum cryptography
and suggesting the most promising paths to pursue in the
development of new hardware. The ability to change the
parameters of a simulation to quickly test a wide variety
possibilities can save funds and offer a significant increase to the



efficiency of research. As the studies referenced as examples in
this paper show, the continued development and use of quantumn
cryptographic simulations is essential to the development of
quantum cryptography and likely will lead to many new
improvements in both protocols and new hardware.
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