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Abstract—The intensified interdependency of natural gas and
electricity systems poses urgent needs and new challenges in
identifying vulnerable components of the interdependent system,
which could be significantly different from those of individual
systems because of the interdependency. This paper proposes
a method to identify and rank wvulnerable components of
interdependent natural gas-electricity systems. Specially, a topo-
logical model and the vulnerability index for the interdependent
system are constructed, and vulnerable component identifica-
tion method is put forward to select and rank components by
simultaneously considering topological and functional vulnerabil-
ities. The proposed vulnerable component identification method is
quantitatively assessed via a security evaluation approach, which
calculates electricity and gas supply-demand imbalance when the
vulnerable components are out of service. Numerical results of
a 6-bus electricity/7-node gas system and a modified IEEE 118-
bus electricity/20-node gas system illustrate effectiveness of the
proposed method.

Index Terms—Interdependent infrastructures, graph theory,
node contraction, vulnerability index, security evaluation.

NOMENCLATURE

Variables with superscript b defined below correspond to
the normal operation condition, and variables with superscript
A used throughout the paper refer to their counterparts under
contingency.

Parameters

Ag isj, Ad,i»j Power transfer distribution factor of genera-
tor g/load d on line i-j

C{®, €5 Production/storage cost of gas well
kistorage s

Cg‘ i Fuel price of generator g

e Efficiency of compressor ¢

EM™n Em®  Min/max volume of gas storage s

i Fuel consumption of generator g
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Variables

gt

N(p)
Piisj, Pgisj

P

c,f

&t
b
PL/,

Min/max production capacity of gas well k
Gas consumption of gas load w at time ¢
Higher heating value

Generalized power transfer distribution fac-
tor of generator g/load d on line i-j

Gas flow constant of pipeline m-n
Linepack constant of pipeline m-n
Electricity demand of load d

Electricity supply to electrical load d at
time ¢

Generation output of generator g

Power flow of line i-j

Gas flow of pipeline i-j

Min/max capacity of generator g
Maximum power flow limit of line /
Min/max inflow and outflow of gas storage s
Down/up corrective capability of generator g
Constant start-up/shutdown cost of genera-
tor g

Min ON/OFF time limit of generator g
Ramp up/down rate of generator g
Reactance of transmission line /

Min/max bus voltage phase angle of bus e
Min/max squared pressure of gas node m
Compressor factor of gas compressor ¢
Energy conversion factor.

Local centrality of vertex i

Volume of gas storage s at time £

Linepack of pipeline m-n at time

Gas consumption of gas-fired unit g at time ¢
Production of gas well k at time ¢

Gas flow of pipeline m-n at time ¢

Unit commitment status of generator g at
time ¢

Number of the nearest and the second near-
est neighbors of p

Component of power fl on line i-j delivered
to load d/ supplied by generator g
Electricity consumption of compressor ¢ at
time ¢

Dispatch of generator g at time ¢

Power flow of line [ at time ¢
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in,b out,b
Lo Qs,t

n, b out b
mr,t» erx,t

Inflow/outflow of gas storage s at time f
Inflow/outflow of pipeline m-n at time #

e Gas flow of compressor ¢ at time ¢

sub,, sd5,  Start-up/shutdown cost of generator g at
time ¢

w]:;‘f 3 “fﬂ;? Flow weight of transmission line i-j/pipeline
L]

Wi Topology weight of line i-j

WF?, WFf Flow vulnerability index of electricity/gas
component i

WT; Topology vulnerability index of component i

Xot )nf?fir ON/OFF time counter of generator g at
time ¢

7 Filling condition

95," f Voltage phase angle of bus e at time #

Gsb({),t, Bfm,, Sending/receiving bus phase angle of line /
at time ¢

:rr,z‘, Squared pressure of gas node m at time #

Prm.t Pressure of gas node m at time ¢

pf_,’m,, Average pressure of gas nodes m and n at
time ¢

&y Segment value for interval r.

Sets and Indices

doeglt Indices for electrical loads, buses, genera-
tors, lines, and hours

c,f,k,mn,s,w Indices for gas compressors, nodes, sup-
plies, pipelines, storage facilities, and loads
Indices for vertices/gas network nodes
Sending/receiving bus of electrical line /
Sets of electrical loads, buses, generators,

lines, and hours

i,j,p,q,mn
s(hy, r(h
DL E.G.LT

FXW Sets of gas nodes, supplies, and loads

G, MN,8,GU Set of gas compressors, pipelines, storage
facilities, and gas-fired generators

G(f), N(e) Set of network components connected at gas
node f/electrical bus e

I'(i) Set of the nearest neighbors of vertex i

= Set of contingencies.

I. INTRODUCTION

HE MODERN society is becoming increasingly relying
Ton the interconnected and interdependent critical infras-
tructures, such as nexus of electricity-water-wastewater [1],
electricity-telecom-water [2], and natural gas-electricity [3], to
support the security, economic prosperity, and social well-
being. Indeed, in the U.S., the natural gas system is play-
ing an increasingly important role to the power system,
because of its direct impacts on unit commitment and dis-
patch of gas-fired generators and consequently on the opera-
tional economics and reliability of the power grid. According
to the U.S. Energy Information Administration and the
U.S. Department of Energy, natural gas consumption for elec-
tricity generation has increased 30.44% in 2018 compared
to 2014 [4].
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Since the natural gas system is highly intertwined with the
power grid, any disturbance or failure on one infrastructure
may propagate to the other one and cause disruption. To this
end, the interdependent system may fail not only because of
their individual complexities, but also because of their tight
interdependence. The greater the interdependence between the
two systems, the more vulnerable the overall interdependent
system. Coordinated operation of natural gas and electricity
systems has been analyzed recently [5]-[8]. References [5]
and [6] proposed robust co-optimization models to analyze
the coordinated short-term scheduling and long-term planning
of electricity and gas systems. The transient characteristics
of gas flow was considered in [7] when modeling short-term
coordinated scheduling of the interdependent electricity and
natural gas infrastructures. Reference [8] studied effects of
natural gas system failures on the integrated natural gas and
electricity systems, and analyzed predictive control actions to
mitigate the impact of failures. Indeed, existing research works
described above employed different approaches to focus on the
simulation, operation, planning, and reliability quantification
of the interdependent infrastructures, while analysis on system
vulnerability is very limited.

In this paper, to analyze vulnerability of interdependent
infrastructures, we define vulnerable components as the ones
that will severely compromise security performance when out
of service. Empirical approach, agent-based approach, system
dynamic-based approach, economic theory-based approach,
and network-based approach are the five generally used meth-
ods to identify vulnerable components [9]. Network-based
approach is a widely used method for the interdependent
natural gas-electricity system, which can be further clas-
sified as topological method [3], [10]-{15] and functional
method [16]-[18] based on the level of system details adopted
to simulate infrastructures. Specifically, topological vulnerabil-
ity analysis only needs infrastructure topological information,
while functional vulnerability analysis also needs system oper-
ation mechanisms. Reference [3] analyzed both topological
vulnerability and functional vulnerability by using infrastruc-
ture topologies and operating regimes. Topological vulnerabil-
ity analysis is used to enhance infrastructures in the long-term
planning, and functional vulnerability analysis is used to pro-
tect infrastructures in the short-term operation. Reference [10]
proposed an index based on graph theory to analyze topolog-
ical vulnerability of the integrated electricity and natural gas
systems. In reference [11], the geodesic vulnerability index
was used to access vulnerability of interdependent electricity
and natural gas infrastructures, which has also been widely
used to evaluate vulnerability of the power grid [12], [13].
Reference [14] used nodal degree, average shortest length, and
geodesic vulnerability index to assess topological vulnerability
of the interdependent natural gas and electricity transmission
network for expansion planning. However, using pure topolog-
ical metrics to analyze interdependence can lead to misleading
results that cannot allocate resources effectively to mitigate
risks [15].

On the other hand, functional method [16]-[18] can
identify critical physical components more accurately by
capturing flow characteristics of interdependent systems.
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Reference [16] proposed an integrated simulation model to
analyze interdependent natural gas-electricity systems, which
considers gas dependency of gas-fired power plants and
electrical dependency of electric-driven gas compressors. In
reference [17], a vulnerability index was put forward to ana-
lyze the mechanism of fault propagation of power systems
based on complex network theory. Reference [18] developed
a vulnerability assessment tool according to artificial neu-
ral network which can be used for real-time applications.
However, computational cost of the functional method could
be high when detailed operation mechanisms are modeled.

In observing distinct limitations of individual methods, this
paper targets to develop an approach that simultaneously con-
siders topological and functional characteristics to effectively
identify vulnerable components of the interdependent natural
gas-electricity system. In particular, we construct a topological
model of the interdependent natural gas-electricity system, and
propose a novel vulnerability index by integrating both topo-
logical and functional vulnerabilities to identify vulnerable
components of the interdependent system. A co-optimization
model is adopted to accurately access functional character-
istics of the interdependent system under optimal operation
condition, and a security evaluation method is constructed to
quantify the impacts of the identified vulnerable components
by calculating electricity and gas supply-demand imbalance.

The main contributions are summarized as follows:

(i) Unlike traditional methods that only model buses and
transmission lines in the power grid as well as gas nodes,
compressors, and pipelines in the natural gas system, we con-
struct a detailed topological model to describe topology of the
interdependent natural gas-electricity system with additional
valuable information: (1) generators and loads of the power
grid; (2) gas storage facilities, supplies, and loads of the gas
system; (3) connections between gas-fired units and gas nodes
as well as between electric-driven compressors and electric-
ity buses. The detailed topological model is further refined
based on node contraction theory [19] to reduce the scale of
the topological model while preserving original features of the
detailed model;

(ii) The proposed vulnerability index simultaneously con-
siders topological and functional characteristics of the
interdependent system to effectively identify vulnerable com-
ponents. Moreover, the proposed approach can select vulnera-
ble components dynamically with respect to various operation
conditions;

(iii) The security evaluation method is proposed to quantify
impacts on the interdependent system when vulnerable com-
ponents are out of service. Electricity and gas supply-demand
imbalance is calculated under contingency condition, while
considering both gas dependency of the power system and
electrical dependency of the natural gas system.

The remainder of this paper is organized as fol-
lows: Section II describes the topological model of the
interdependent natural gas-electricity system. Section III
details topological and functional vulnerabilities of the
interdependent system and presents the vulnerability iden-
tification approach. Section IV builds the co-optimization
model for the interdependent system to assess functional
characteristics, and discusses a security evaluation model to
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G = generator

D - electrical load
C - compressor
W- gas well

§ - gas storage

L - gas load
V - bus
N - gas node
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Fig. 1.
system.

Topological model of a 6-bus electricity/7-node gas interdependent

quantify the selected vulnerable components. Section V ver-
ifies effectiveness of the proposed approach via several test
systems, and conclusions are drawn in Section VL.

II. TOPOLOGICAL MODEL OF THE
INTERDEPENDENT SYSTEM

The interdependent natural gas-electricity system can be
described as a graph with sets of vertices and edges: each
vertex represents a component in the interdependent system,
and each edge represents a link between components. In this
section, a 6-bus electricity/7-node gas interdependent system
as shown in Fig. 1 is used to facilitate the discussion of the
proposed topological model.

As shown in Fig. 1(a), the 6-bus system includes three non-
gas thermal units G1-G3, two gas-fired units G4-G5, three
electrical loads D1-D3, one electric-driven gas compressor
load, and seven transmission lines. The 7-node gas system
includes two gas wells W1-W2, one gas storage S1, one
compressor Cl1, three gas loads L1-L3, two gas-fired thermal
unit loads, and six pipelines. Three interdependencies between
the two systems are considered: gas dependency of gas-fired
unit G4, gas dependency of gas-fired unit G5, and electrical
dependency of electric-driven gas compressor C1.

In the traditional topological models [20]-[21], substa-
tions of power systems are often represented as vertices
while transmission lines and transformers are represented
as edges. However, components connected to substations,
i.e., generators, loads, and reactive power compensators are
disregarded [20]. Similarly, gas nodes and compressors of
the gas systems consist of vertices, and pipelines are repre-
sented as edges, while gas wells, gas loads, and gas storage
are not explicitly included [21]. Therefore, traditional topo-
logical models are incomplete and lack certain important
infrastructure details.

A more detailed topological model is shown in Fig. 1(b),
which accurately captures interdependency of natural gas
and electricity systems induced by physical components,
i.e., gas-fired generators and gas compressors. For instance,
Fig. 1(b) clearly shows that a disconnection of dependency
G5-N1 will directly impact only G5, instead of the entire bus
V3 in the traditional topological model. Thus, the detailed topo-
logical model makes it possible to accurately identify and rank
vulnerable components via distinct topological importance.
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Although the detailed topological model provides
a more accurate representation of interdependent natural
gas-electricity system that is more appropriate to identify
vulnerable infrastructures, the increased number of vertices
and edges could induce high computational burden. For
this reason, we use node contraction theory [19] to refine
the proposed sophisticated topological model and reduce
scale of the detailed topological model while preserving all
characteristic details.

In a graph with weight of each vertex being 1, the degree
of each vertex is defined as the number of adjacent ver-
tices [22], [23]. For example, in Fig. 1(b), degrees of G1 and
V1 are 1 and 3, respectively. We apply node contraction to
merge degree-1 vertices to its connecting vertices, and mod-
ify weights of remaining vertices accordingly. As shown in
Fig. 1(c), G1 is merged to V1, and the weight and the degree
of V1 are both modified as 2.

Indeed, in the interdependent natural gas-electricity system,
vertices merged through the node contraction process can be
electrical loads, gas loads, gas storages, gas wells, and non-
gas thermal units, while their physical characteristics can be
fully preserved at the original connecting vertices. Specifically,
(i) with respect to the topological feature, the vertex being
removed only connects to one vertex, thus whenever it is
involved, its connecting vertex will also be involved; (ii) in
terms of the functional feature, flow of the line between the
merged vertex and the removed original vertex is always solely
injected into/withdrawn from the merged vertex, which can be
fully represented at the merged vertex. Therefore, a vertex with
degree value of 1 can be merged to its original connecting ver-
tex to refine the topological model and further reduce scale of
the topological model. The advantages of such representations
will be illustrated via numerical studies, which have not been
fully studied in literature.

III. VULNERABLE COMPONENT IDENTIFICATION IN
INTERDEPENDENT NATURAL GAS-ELECTRICITY SYSTEM

In graph theory, degree centrality [23], between-
ness centrality [24], closeness centrality [25], and local
centrality [26] are widely used to select and rank vulnerable
components of networked systems. A promising advantage of
these approaches is their computational efficiency. However,
these indicators only consider topological vulnerability
while neglecting important functional characteristics, such as
physical flow patterns. To this end, topological vulnerability
analysis may not derive reliable results that necessarily reflect
true vulnerabilities of components.

In this section, the concept of local centrality in graph theory
and physical flow pattern characteristics of the interdependent
natural gas-electricity system are considered together to derive
vulnerability index, which can dynamically identify vulnerable
components based on topological and functional characteris-
tics simultaneously.

A. Vulnerability Index

According to degree centrality [23], in the interdependent
natural gas-electricity system, components with higher degrees
are likely to be more vulnerable. That is, if a component with
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higher degree is compromised, its failure may spread more
quickly with more intensive impacts. However, this approach
may fail in certain occasions because it only considers lim-
ited information of component’s neighbors. On the other hand,
betweenness centrality [24] and closeness centrality [25] con-
sider global information of the graph, and can better quantify
vulnerability of components with higher computational com-
plexity. To this end, local centrality [26] is used in this paper
as a trade-off between accuracy and computational complex-
ity to identify vulnerable components of the interdependent
natural gas-electricity system.

To make the vulnerability identification method more effec-
tive, physical flow pattern characteristics are also considered.
In recognizing that characteristics and magnitudes of power
flows and gas flows are significantly different, physical flow
pattern characteristics of electricity and natural gas systems
will be quantified individually, and combined after normaliza-
tion to identify vulnerable components.

The vulnerability index R is defined as in (1), considering
both topological vulnerability WT; and functional vulnerabil-
ity WF; of the interdependent system. Specifically, topological
vulnerability WT; of component i, defined as in (2), is topo-
logical weighted sum of edges connecting the component;
functional vulnerability WF; of component i is flow weighted
sum of edges connecting the component, defined as WF¥ in (3)
for electricity grid and WFf.E in (4) for natural gas system. For
the interdependent natural gas-electricity system, topological
weight wtj; of line i-j is quantified via local centrality as in (5),
which considers both the nearest and the second nearest neigh-
bors of the component. According to Section II, because the
node contraction theory is adopted, the merged degree-1 ver-
tices are also included when calculating local centrality, while
the methods to calculate topological weights of weight-1 ver-
tices and other vertices are slightly different. For the power
system, flow weight wﬁf is assessed by active power flow
exchange between the pair of generator-load vertices carried
by line i-j, calculated as in (6)-(7). That is, K ;_,; is genera-
tion coefficient of generator g on line i-j [27], and Pg; ,; is
active power flow component of line i-j supplied by genera-
tor g. Similarly, Py ;_,; is active power flow component of line
i-j delivered to load d. Consequently, |Pg ; ;- Pd,,-_,ij;-:)ﬂ is
active power flow exchange between generator g and load d
carried on line i-j. The greater the contribution of a line to
power flow exchange between generator-load vertex pairs, the
more vulnerable if that line is lost. For natural gas system,
flow weight wﬂf is represented by gas flow of line i-j. It is
worthwhile to mention that values of power flow and gas
flow used in (3)-(4) are obtained from the co-optimization
scheduling of interdependent natural gas-electricity system
which will be detailed in Section IV. For degree-1 vertices
merged via the node contraction theory, flow of a line between
the merged degree-1 vertex and its original connecting ver-
tex can be represented by the flow injection/withdraw of the
merged degree-1 vertex.

R; = WT; - WF; 1)
WIi= ) wi 2)
JEN0)
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In summary, WT; describes topological vulnerability via local
centrality, while WF; further represents functional vulnerability
according to physical flow pattern characteristics. Therefore,
vulnerability index R; could reasonably quantify vulnerabilities
of components in the interdependent natural gas-electricity
system. In addition, because topology of the interdependent
system, output of generators, as well as power flow and gas flow
patterns could change dynamically against different operation
conditions, values of R; for individual components would also
be different. Thus, R; represents a dynamic vulnerability index
which changes under different operation conditions.

B. Vulnerable Component Identification Procedure

Based on the above vulnerability index, the procedure for
identifying vulnerable components of interdependent natural
gas-electricity system is summarized as follows:

(i) Describes detailed topological model of the
interdependent system and refine the topological
model based on node contraction theory according to
Section II;

(ii) Calculate
components:

(a) Conduct the co-optimization scheduling of
interdependent system to derive optimal gener-
ation dispatch as well as power flows and gas
flows;

Calculate topological vulnerability for each com-
ponent as in (2);

(c) Calculate functional vulnerability of power system
components via (3) and gas system components
via (4);

Normalize the value of topological and functional
vulnerabilities, and calculate vulnerability index R;.
(iii) Rank components based on vulnerability index values;
(iv) Choose a reasonable approach to quantify effects of

vulnerable components failures.

vulnerability  indices for individual

(b)

(d

IV. Co-OPTIMIZATION MODEL OF INTERDEPENDENT
NATURAL GAS-ELECTRICITY SYSTEM AND THE
SECURITY EVALUATION

The co-optimization model of interdependent natural gas-
electricity system is discussed in this section. Moreover,
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a security evaluation approach is proposed to quantify impacts
of vulnerable components failures on the interdependent
system. The co-optimization and security evaluation mod-
els developed in this section are both mixed-integer linear
programing (MILP) problems. Two types of dependencies
are considered in the models: gas dependency of gas-fired
units and electrical dependency of electric-driven compres-
sors, while only the former is studied in most literature. The
degree-1 vertices to be merged are always non-gas thermal
units, electrical loads, gas loads, gas storages, or gas wells. In
addition, the calculation of power/gas flow of the line between
the degree-1 vertex to be merged and its connecting vertex is
not needed, which can be directly represented by the energy
generation/consumption of the degree-1 vertex. Moreover, the
calculation of nodal energy balance is not needed for the
degree-1 vertices to be merged.

A. Co-Optimization Model

As discussed in Section III-B, the MILP based co-
optimization model is developed to derive optimal generation
dispatch and functional characteristics of the interdependent
natural gas and electricity system. Outputs of generators,
power flow of transmission lines, and gas flow of pipelines
obtained from the co-optimization model are used to calculate
functional vulnerabilities of components.

e Objective: The objective of the co-optimization model
is to minimize the normal operation cost of interdependent
natural gas-electricity system (8), including production costs
and startup/shutdown costs of non-gas thermal units, gas
production costs, and gas storage costs.

¢9ucﬁ‘d [ ( ) Ibﬁmg‘ﬁs‘izﬁ]
£

+ T (G 6 + S (a7 0)

58

min E

teT
(t)

e Constraints for Power System: Power system constraints
include operation limits of individual generators (9)-(15) and
network constraints (16)-(19). Operation limits of individual
generators include capacity limits (9), ramp up and ramp down
limits (10)-(11), minimum ON/OFF time limits (12)-(13), as
well as startup and shutdown costs limits (14)-(15). Network
constraints include nodal balance limits (16) and transmission
capacity limits (17). In this paper, DC power flow model is
used to calculate power flows of transmission lines (18)-(19),
while transmission losses is not included. 9 , in (19) is volt-
age phase angle of the reference bus. It 1s noteworthy that
transmission losses could be considered in the co-optimization
model, by constructing the DC power flow model with
losses [28] and further linearizing it by Taylor expansion [29]
to consider energy losses. The renewable energy production as
well as its uncertainties are not included in the co-optimization
model, which can be incorporated by extending the proposed
model into a stochastic or robust optimization framework [5],
[30], [31]. Indeed, flexibilities of the interdependent natural
gas-electricity system, such as fast response capabilities of gas-
fired units, storage capabilities of gas storage and linepack in
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pipelines, as well as energy conversion capabilities of Power to
gas (P2G), could be used to effectively mitigate uncertainties
of renewable energy production.

PPl SRS PRl e B )
Pyt =P 1y S URg-Igq py+Pg™ (gr "g.(r—l))
+p;m.(1—1§); geGied (10)
b
Pg -ty — Pgs < DRg -Ig, + Pg™ - ( -1 I )
—l—x"'“‘“ ( g(, ])) gef.teT
(11)
b b "
( - T;") - (Ig‘(f_l) —Ig‘) 0, geGreT
(12)
i b b .
(B —TF): (BB )20 gelireT
(13)
sub, > SU, - (1;, —Jg,(,_l)); sl,>0; geGiteT
(14)
sd;",ESD (IE’{I H— g,)' sdb >0 gef.teT
(15)
b b
Z Pg‘f o Z PLj, + Z PL;,
geN(E)NG s(heN(e)n L r()eN(e)N L
— Z Pg‘ﬁ— Z Pg‘f; ec Coted
deN(e)ND ceN(e)NE
(16)
= PEFE EJI'JLE"I ust? o Bl be:l beT
(17)
PL}, = [95(:),; = 9,%‘;]/11; &G pET
(18)
i b . b i
0" < 6,y < % 6pp =0, gegted.
(19)

e Constraints for Natural Gas System: Natural gas system
constraints include gas supply capacity limits (20), gas stor-
age capacity limits (21)-(22), gas storage injection/withdrawal
rate limits (23)-(24), nodal balance limits (25), gas flow cal-
culation (26)-(27), and gas nodal pressure limits (28). The
relationship of the two nodal pressures for a pipeline with com-
pressor is modeled as in (29). Linepack represents the natural
gas quantity contained in the pipeline, which is described as
in (30)-(33). Ly, in (30) is a constant depending on char-
acteristics of pipelines. Natural gas consumption of gas-fired
units is calculated as in (34). As the detailed electricity
consumption model of electric-driven gas compressors is non-
linear [32]-[34] with high computational complexity, in this
paper, the simplified linear model (35) [35] is used to calcu-
late electricity consumption of electric-driven gas compressors
with favorable computation efficiency. HHV (with unit of
MMBtu/kcf) and ® (with unit of MMBtu/MWh) are used
in (35) to convert energy quantities from kcf to MW.

In this paper, the relationship between nodal pressures and
pipeline gas flow rates is modeled via the nonlinear equa-
tions (26)-(27), in which K,,, is a constant depending on

characteristics of pipelines [36]. Nonlinear equations (26)-(27)
can be linearized using the big M theory [5] and the piecewise
linear approximation method [37]. Specifically, the non-linear
equations (26)-(27) can be rewritten as in (36), and further
reformulated as in (37) by employing big-M method with addi-
tional binaries f,;,",,‘f and f,,, , to indicate gas flow directions.
f+ . = 1 represents that gas flow in pipeline m-n is from m to
n, while fm, = 1 indicates the opposite flow direction. The
bilinear (Jr — Ty :) ( fm ¢ —Jmn,t) 0 (36) can be equivalently
reformulated as in (38) according to [38]. The quadratic term
= GLE’;‘;,‘ ; in (36) can be piecewise linearized as in (39) [37].
The quadratic term n), = p}2 in (31) can also be lin-
earized via the piecewise linear approximation method [37].
Consequently, the non-linear gas flow equation is converted
into a MILP model. It is noteworthy that, proper values of
M and the number of segments in the linear approximation
process should be set to leverage computation efficiency and
accuracy [37], [39].
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B. Security Evaluation Model

As described in Section III-B, the last step of the vulner-
able component identification process is to design a proper
approach to quantify effects of vulnerable components fail-
ures. Specifically, the co-optimization model (8)-(39) derives
unit commitment and generation dispatch solutions for the
interdependent system under normal operation. However,
when vulnerable components are out of service, imbalance
of supply-demand in power system and/or gas network could
happen. To this end, the MILP-based security evaluation
model is used in this paper to quantify the influence on the
interdependent system in terms of total supply-demand imbal-
ance when identified vulnerable components are out of service.
That is, the total supply-demand imbalance is calculated after
the selected vulnerable components are out of service for
the entire scheduling horizon to assess their impacts on the
interdependent system. This process can be executed multiple
times by including the top identified vulnerable components
successively, i.e., one run with only the top 1 vulnerable
component out of service for the entire scheduling horizon,
and another run with the top 2 vulnerable components out
of service for the entire scheduling horizon. This model is
used to quantitively evaluate effectiveness of the proposed
vulnerable component identification method, i.e., components
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inducing larger supply-demand imbalance after failures are
more vulnerable.

e Objective: The objective of security evaluation is to min-
imize total supply-demand imbalance for the interdependent
system as in (40), with respect to the unit commitment and
generation dispatch solution under normal condition. In (40),
natural gas system imbalance quantity is converted to electric
energy quantity (i.e., from MMBtu (million British Thermal
Unit) to MW). A larger objective means a more severe
supply-demand imbalance under contingencies, indicating the
component is indeed more vulnerable.

Z.:g (v‘i&,e,t + vlﬂ,e,r)
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feF

minzz

teT Aed

e Constraints for Each Contingency: Constraints (41)-(64)
include limits for the interdependent system under contin-
gencies. Constraint (41) represents generator capacity lim-
its. Constraint (42) represents generator corrective capability.
Compared to normal operation condition, constraints (43)-(44)
include slack variables representing generation-load imbal-
ance. Constraints (45)-(47) describe DC power flow limits.
Constraints (48)-(50) indicate capacity limits of gas supply
and gas storage. Gas storage injection/withdrawal rate lim-
its are described as in (51)-(52). Compared to (25), slack
variables are added in (53) to represent gas supply-demand
imbalance. Constraints (55)-(58) describe limits of nodal pres-
sure, pipeline flow, as well as flow of pipeline with compressor.
Constraints (59)-(62) describe linepack calculation. Natural
gas consumption of gas-fired units and electricity consump-
tion of electric-driven compressors under contingency are
calculated as in (63)-(64).
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V. NUMERICAL EXAMPLE

A 6-bus electricity/7-node gas system and a modified
IEEE 118-bus electricity/20-node gas system are used to test
effectiveness of the proposed vulnerability identification and
security evaluation methods. The 6-bus electricity/7-node gas
system is first used to show advantages of the proposed
method in identifying and ranking vulnerable components.
Then, effectiveness of the proposed method under different
operation conditions is illustrated by modifying system param-
eters such as generation, load, as well as power system and gas
system topology. The modified IEEE 118-bus electricity/20-
node gas system is used to show advantages of the proposed
method by comparing identified vulnerable components for
interdependent system and independent power system/natural
gas system. The proposed co-optimization and security eval-
uation models are implemented in MATLAB and solved by
GUROBI with YALMIP.

A. The 6-Bus Electricity/7-Node Gas System

1) Identification of Vulnerable Components: The 6-bus
electricity/7-node gas system is shown in Fig. 1, and the
detailed data can be found in [40]. For the traditional detailed
topological model, 28 vertices are included to describe
this interdependent system, while the proposed model only
includes 16 vertices, which could reduce the topological scale
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TABLE I
VULNERABILITY RANKING OF COMPONENTS FOR THE 6-BUS
ELECTRICITY/7-NODE NATURAL GAS SYSTEM

Infrastructure ID

Rank of

R Hour 8 Hour 20

Proposed(R) | BC | CC | Proposed(R) | BC | CC
V2(0.8074) | CL | C1 | V2(0.8987) | CL | Cl
V1(0.5987) | N2 | N2 | V4(0.5461) | N2 | N2
V4(04614) | V4 | v4 | N2(0.5098) | v4 | va
N2(0.4559) | N5 | N1 | V6(0.4840) | N5 | V6
V3(0.3836) | N4 | V2 | V3(0.4568) | V6 | V3
N5(0.2738) | N1 | G5 | Ns(04l11) | v3 | v2
V6(0.2550) | V3 | V3 | C1(0.2893) | N4 | N5
C1(0.2483) | G5 | N5 | VI(0.2534) | G4 | V5
N1(0.2196) | V2 | N4 | NI1(0.2483) | N3 | N1
N6(0.1405) | V5 | V5 | N3(0.1376) | NI | G5
N4(0.0792) | V6 | V1 | N4(0.0793) | V2 | Ga
G5(0.0659) | G4 | V6 | N6(0.0621) | V5 | N4
N3(0.0656) | N7 | N7 | V5(0.0445) | G5 | N3
N7(0.0441) | N6 | N6 | N7(0.0338) | N7 | VI
V5(0.0382) | N3 | N3 | G4(0.0280) | N6 | N6
G4(0.0100) | VI | G4 | G5(0.0273) | VI | N7

== |=]=|=]=]=
T el m|=|a]e|e|w]o v ]|a|w )=

and computational burden. The 24-hour co-optimization model
is used to obtain flow information. Values of vulnerability
index R for Hour 8 and Hour 20 are listed in Table I to
rank and identify vulnerable components. The betweenness
centrality (BC) [24] and closeness centrality (CC) [25] are
also included in Table I for comparison.

In Table I, component with a larger R value means that
failure of this component will have a more severe impact on
the interdependent system, thus it is ranked higher in the vul-
nerable component list. According to result of the 24-hour
co-optimization problem, G1, G2, and G5 are ON at Hour
8, while G1, G2, G4, and G5 are ON at Hour 20. That is,
topologies of the interdependent system at Hour 8 and Hour
20 are different. As shown in Table I, vulnerability rank of
components at Hour 8 and Hour 20 are different because of
their different topology and flow patterns. We can conclude
that the proposed dynamic vulnerability index can accurately
recognize vulnerability of components with changes of unit
commitment status and generation dispatch.

On the other hand, BC and CC only consider topology
information of the interdependent system, thus vulnerable
components identified via these two methods may not be accu-
rate. For instance, C1 is identified as the most vulnerable
component at both hours via BC and CC, while V2 is the
most vulnerable component for the proposed method. This
is because V2 is not only topologically important, but also
a key power flow exchange channel for the interdependent
system. Indeed, if V2 is out of service, output of G2 cannot be
delivered to loads and D1 cannot be supplied. Moreover, elec-
tric power delivered to V4 may also be impacted and further
C1 will be impacted.

To further show effectiveness of the proposed method,
geodesic vulnerability [11] is used to quantify effects on the
interdependent system after vulnerable components are out of
service, as shown in Fig. 2. This index is used to measure
the performance of a system under successive contingencies:
the faster the index value decreases, the more vulnerable the
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Fig. 2. Geodesic vulnerability of the 6-bus electricity/7-node gas system.

components. For the interdependent system, if one component
is on contingency, other components directly connected to it
may also not work and should be excluded when calculating
geodesic vulnerability.

As shown in Fig. 2, the proposed method performs better
than BC and CC at both hours. At Hour 8, the geodesic vul-
nerability becomes 0 when the top 7 vulnerable components
derived from the proposed method are out of service, while
the top 10 vulnerable components are needed for both BC and
CC methods. At Hour 20, the proposed method only needs the
top 6 vulnerable components to reach 0 geodesic vulnerability,
and geodesic vulnerability value of the proposed method drops
much faster when the first 2 components are out of service. In
turn, we can conclude that vulnerable components identified
by the proposed method is more effective than BC and CC
methods.

The proposed security evaluation method is further used to
calculate electricity and gas supply-demand imbalance after
the top 6 vulnerable components are out of service succes-
sively, to quantify their impacts on the interdependent system.
The results for hour 8 are shown in Table II for the detailed
discussion. Compared with BC and CC, failures of top vulner-
able components identified from the proposed method result
in higher electricity and gas supply-demand imbalance, indi-
cating that vulnerable components identified by the proposed
method are indeed critical. Indeed, the entire electricity system
will be out of service after the top 5 vulnerable components
identified from the proposed method fail (i.e., all committed
generators connected to vertices V1, V2, and V3 are isolated,
while G3 and G4 connected to vertices V5 and V6 are not
committed), while the top 6 vulnerable components for CC
method need to be out to achieve the similar effect. In addition,
for BC method, although the gas supply-demand imbalance
increases fast because of gas system’s topological character-
istics, electricity supply-demand imbalance increases much
slower than the proposed method. Therefore, it clearly shows
that, by simultaneously considering topological and functional
vulnerabilities, the proposed method is more effective than BC
and CC methods in identifying vulnerable components.

2) Comparison of Different Operation Conditions: As ana-
lyzed above, results of component vulnerabilities are different
under different topologies. To this end, the system is modi-
fied to study impacts of operation conditions on vulnerable
component identification results. The operation condition of
Section V-A1l is denoted as the base operation condition and
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TABLE II
SUPPLY-DEMAND IMBALANCE ANALYSIS FOR THE 6-BUS
ELECTRICITY/7-NODE GAS SYSTEM

# of Component 1 2 3 4 5 6
failures
Propos
——an V1 V4 N2 V3 N5
tID BC | Cl N2 Va N5 N4 N1
CC | _cI N2 Va NI V2 G5
Electricicy [PTOP0S| 6889 | 268.89 [ 268.89 | 298.89 | 298.89 [298.89+
‘:‘: f"y ed | +0.00 |+150.00]+150.00]+150.00]+150.00] 150.00
+"de1’n1:ayn al Bc | 000 | 000 |123.89 | 123.89 [ 225.10 | 298.89
- +0.00 | +0.00 | +0.00 | +0.00 | +69.93 | +143.72
Mwh | cc | 090 | 0.00 |123.89 |225.10 | 298.89 | 298.89
+0.00 | +0.00 | +0.00 | +69.93 | +143.72| +150.00
Propos| 000 | 000 | 000 [3,963.63|3,963.63%1%08
Gas supply| 0| T000 | +0.00 | 000 | +0.00 | +0.00 |, 450 g9
E:;ea?:::; BC | 000 |5.963.63|3.963.63 5193.53 6,19:].68 s,lt,lo.ﬁs
/MMBtu +0.00 | +0.00 | +0.00 |, 440 00[2,000.00(2,000.00
CC | 000 |3,963.633,963.63|3,963.63|3,963.63|3,963.63
+0.00 | +0.00 | +0.00 | +0.00 | +0.00 | +0.00
TABLE I

VULNERABILITY RANKING OF COMPONENTS AGAINST DIFFERENT
OPERATION CONDITIONS

Rank of Hour 8 Hour20
R S1 S2 S3 S4 S1 S2 S3 S4
1 V2 V3 V2 NS | V2 V3 V2 NS5
2 Vi Cl Vi N1 V4 N2 V6 N1
3 V4 N2 Vé N7 N2 Vé Vi N3
4 N2 V4 V3 N3 V6 V2 V3 N7
5 V3 Vi V35 N2 V3 Cl V5 N2
[ N3 V2 N2 N6 N3 V4 N2 N6
7 Vo6 N1 N5 N4 C1 N1 N5 N4
8 Cl1 NS5 N6 V2 | VI V1 N1 V2
9 N1 V6 N1 V1 N1 N5 N3 V6
10 N6 N4 Cl V3 N3 N3 N6 V3
11 N4 G5 V4 V6 | N4 N4 V4 V1
12 G5 N6 N3 V4 | Né G5 (o V4
13 N3 N7 N4 G5 | V5 V5 N7 Cl1
14 N7 N3 G5 Cl N7 N6 N4 G5
15 V5 V5 NT V5 G4 G4 G4 G4
16 G4 G4 G4 G4 G5 N7 G5 V3

shown as S1 in Table III. Electrical demands of D2 and D3 as
well as capacities and ramping rates of G2 and G5 are inter-
changed to build S2 in Table III. For S3, four transmission
lines V1-V5, V2-V6, V3-V5, and V2-V5 are added to increase
topological complexity of the power system. Similarly, seven
pipelines N1-N3, N1-N5, N2-N3, N4-N5, N4-N6, N6-N7,
and N5-N7 are added in S4 to increase natural gas system
topological complexity.

Table III shows vulnerability rank of components under
different operation conditions. It clearly shows that when
topologies are same, vulnerabilities of components are influ-
enced by generator/load parameters which impact flow pattern
characteristics. Compared to S1, in S2, V3 replaces V2 and
becomes the most vulnerable component, because capacity of
G2 is larger than G5 and electrical demand of D3 is higher
than D2. Moreover, we find that component vulnerability also
depends on topological complexity. In S3, vulnerability ranks
of power system components increase when power system
complexity increases, i.e., the top 5 vulnerable components
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i 2 3 6502) 5 ¢ 2 TABLE IV
10) VULNERABILITY ANALYSIS FOR THE MODIFIED IEEE 118-Bus
I ELECTRICITY/20-NODE GAS SYSTEM
C - comp
G - ges-fired generstor fof Campencal | 2 10 15 20 25 30
G1207) - L - gas load failures
G1126) G o N - gas node Propos(80,81,N3[ SN+ |N213-10 50,96 N7,56, [12,66,65)
— S - gas storage ed | 49N4 |7, oa | 7517 [47.15,70| 62,60
GI7(40)  W-gaswell Componen| BC 30,65, N12,12,
ity T3l I EFront, 71 T 7 Pl bl e bl
16 15 14 G16(36) 18 ? 17 L » ¥ 40
CC [38,65,69.149,17,80,[77,31,70,[81,75,32 |24,23,15 |47,26 33,
Fig. 3. The 20-node natural gas system. 68,30 | 37.,C3 | 42,66 | 40.N18 [N12,G13]| 113,34
Electricity [FToP0s] 249.02 [1,256.82[1,418.9411,771.75[1,851.75[2,445.59
f"y ed | +57.71 [+298.46 [ +328.59 | +359.64| +359.64| +822.27
raop 4| BC [1,118.87[1,118.87[1,293.87[1,329.93]1,527.70 1,793.56
are all from power system at both Hour 8 and Hour 20; |pmbalance +137.71|+389.71 | +426.81 | +526.81] +526.81] +737.44
. ) . CC | 269.92 | 918.87 [1,137.65[1.137.65]1,179.94] 1,412.60
in comparison, in S4, components from gas system have MWk +332.00 | +389.71 | +600.34 | +600.34 | +600.34] +700.34
higher vulnerability ranks, when the gas system topological Propos|3,402.94[4,513.03 [15,392.7 [ 15,392.7] 18,294.2 18,294 2
complexity is increased. Gas supply| _ed +0.00 | +0.00 |6+0.00 | 6+0.00 | 7+0.00 | 7+0.00
+demand|[ BC [ 000 [ 000 | 000 [ 0.00 [1,110.10]1,110.10
imbalance +0.00 | +0.00 | +0.00 | +0.00 | +0.00 | +0.00
MMBtu [ c¢Cc | 000 | 000 | 000 | 000 [ 000 | 0.00
B. The Modified IEEE 118-Bus Electricity/20-Node Gas +0.00 | +0.00 | +0.00 | +0.00 | +0.00 | +0.00
System
TABLE V

The modified 118-bus electricity/20-node gas system
includes 18 gas-fired generators and 3 electric-driven compres-
sors. C1 and C2 are connected to bus 9 of the power system,
and C3 is connected to electric bus 17 of the power system.
Fig. 3 shows the 20-node natural gas system together with
the interconnection information of the gas-fired units. Other
data can be referred to from [40]. The detailed topology model
includes 300 vertices to describe this interdependent system,
while the proposed model only includes 159 vertices, which
would significantly reduce topological scale and consequently
computational burden.

Table IV shows vulnerable component ranks calculated
by the proposed approach as well as the BC and CC. The
proposed security evaluation method is also used to calculate
electricity and gas supply-demand imbalance after the vulner-
able components are out of service successively, to quantify
their impacts on the interdependent system. In Table IV, IDs
of components with prefix N or C indicate assets of the
natural gas system, while other IDs are for power system
components.

As aforementioned, topological complexity will influence
vulnerability rankings of individual components. To this end,
in this interdependent system, because the scale of natural
gas network is much smaller than the power grid, the top
30 vulnerable components are mostly from the power system.
In comparison, vulnerable components identified via the
proposed method include more gas system components than
BC and CC, for the reason that the proposed vulnerabil-
ity index considers both topological and functional vulner-
abilities simultaneously. Electricity and gas supply-demand
imbalance are calculated when different sets of vulnerable
components are out of service (i.e., top 5, 10, 15, 20, 25,
and 30). Compared with BC and CC, components failures
identified from the proposed method result in more extensive
electricity and gas supply-demand imbalance, indicating that
vulnerable components identified by our method are indeed
critical.

VULNERABILITY COMPONENTS OF INDEPENDENT AND
INTERDEPENDENT SYSTEMS

Rank of Infrastructure 1D Rank of Infrastructure ID
vulnerable | Natural gas | Power vulnerable NaturalJ Power
components system system components |gas system| system

1 N4 80 13 N10 96

2 N8 81 14 N6 56

3 N3 68 15 N17 47

4 N15 49 16 63 | 70

5 N2 69 17 C2 66

6 N7 100 18 C3 62

7 N14 77 19 N9 65

8 N1 54 20 N18 17

9 N13 94 21 N19 60

10 N11 59 22 N5 103

11 N12 92 23 N20 55

12 N16 75 24 / 12

Moreover, we apply the proposed vulnerable component
identification method to evaluate the natural gas system
and power system separately, while neglecting their inter-
dependence. The results are shown in Table V. Comparing
with Table IV, we can find that vulnerable components of
interdependent system are not a simple combination of those
identified from separate systems. For instance, the top 3 vul-
nerable gas components of the independent system are N4,
N8, and N3, while are N3, N4, and N1 for the interdependent
system.

VI. CONCLUSION

Vulnerable component identification plays an important role
in secure operation of interdependent systems such as natural
gas-electricity system. This paper constructs a topological
model of the interdependent system and discusses a novel
vulnerable component identification method. Effectiveness of
the proposed method is verified by calculating electricity and
gas supply-demand imbalance of the interdependent system

Authonzed licensed use limited to: Stevens Institute of Technology. Downloaded on March 02,2021 at 01:04:53 UTC from IEEE Xplore. Restrictions apply.



3568

when the identified vulnerable components are out of ser-
vice. The following observations are obtained from numerical
results:

(i) The proposed vulnerability index is dynamical, which
can reflect actual operation status of interdependent systems

(i.e.

, topology as well as generator/load parameters);

(ii) By simultaneously considering topological and func-
tional vulnerability, vulnerable components identified by the
proposed method is more reasonable and effective than exist-

ing

approaches such as BC and CC methods;

(iii) For the interdependent system, vulnerable components
depend on topological complexity of the system, which are
also different from those identified from separate systems;

(iv) The proposed topological model is more accurate than
traditional model, and can reduce modeling scale than detailed
topological model while preserve all characteristics.
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