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Abstract. Camerasareprevalentinourdailylives,andenablemany
usefulsystemsbuiltuponcomputervisiontechnologiessuchassmart
camerasandhomerobotsforserviceapplications. However,thereis
alsoanincreasingsocietalconcernasthecapturedimages/videosmay
containprivacy-sensitiveinformation(e.g.,faceidentity). Weproposea
novelfaceidentitytransformerwhichenablesautomatedphoto-realistic
password-basedanonymizationanddeanonymizationofhumanfacesap-
pearinginvisualdata.Ourfaceidentitytransformeristrainedto(1)
removefaceidentityinformationafteranonymization,(2)recoverthe
originalfacewhengiventhecorrectpassword,and(3)returnawrong—
butphoto-realistic—facegivenawrongpassword. Withourcarefully
designedpasswordschemeandmulti-tasklearningobjective,weachieve
bothanonymizationanddeanonymizationusingthesamesinglenet-
work.Extensiveexperimentsshowthatourmethodenablesmultimodal
passwordconditionedanonymizationsanddeanonymizations,without
sacrificingprivacycomparedtoexistinganonymizationmethods.

1 Introduction

Ascomputervisiontechnologyisbecomingmoreintegratedintoourdailylives,
addressingprivacyandsecurityquestionsisbecomingmoreimportantthanever.
Forexample,smartcamerasandrobotsinhomesarewidelybeingused,buttheir
recordedvideosoftencontainsensitiveinformationoftheirusers.Intheworst
case,ahackercouldintrudethesedevicesandgainaccesstoprivateinformation.
Recentanonymizationtechniquesaimtoalleviatesuchprivacyconcernsby

redactingprivacy-sensitivedatalikefaceidentityinformation.Somemethods[3,
27]performlow-levelimageprocessingsuchasextremedownsampling,image
masking,etc.Arecentpaperproposestolearnafaceanonymizerthatmod-
ifiestheidentityofafacewhilepreservingactivityrelevantinformation[24].
However,noneofthesetechniquesconsiderthefactthatthevideo/imageowner
(andhis/herfriends,family,lawenforcement,etc.)maywanttoseetheoriginal
identitiesandnottheanonymizedones.Forexample,peoplemaynotwanttheir
realfacestobesaveddirectlyonhomesecuritycamerasduetoprivacyconcerns;
however,remotefamilymembersmaywanttoseetherealfacesfromtimeto
time.Orwhencrimesarise,tocatchcriminals,policeneedtoseetheirrealfaces.
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Fig. 1: Our system never stores users’ faces on disk, and instead only stores the
anonymized faces. When a user provides a correct recovery password, s/he will get
the deanonymized face back. If a hacker invading their privacy inputs a wrong pass-
word, s/he will get a face whose identity is different from the original as well as the
anonymized face. The photo-realism of the modified faces is meant to fool the hacker
by providing no clues as to whether the real face was recovered.

This problem poses an interesting tradeoff between privacy and accessibility.
On the one hand, we would like a system that can anonymize sensitive regions
(face identity) so that even if a hacker were to gain access to such data, they
would not be able to know who the person is (without additional identity re-
vealing meta-data). On the other hand, the owner of the visual data inherently
wants to see the original data, not the anonymized one.

To address this issue, we introduce a novelface identity transformerthat
can bothanonymize and deanonymize (recover)the original image, while main-
taining privacy. We design a discrete password space, in which the password
conditions the identity change. Specifically, given an original face, our face iden-
tity transformer outputs different anonymized face images with different pass-
words (Fig. 1 Anonymization). Then, given an anonymized face, the original face
is recovered only if the correct password is provided (Fig. 1 Deanonymization,
‘Password 1/2’). We further increase security as follows: Given an anonymized
face, if a wrong password is provided, then it changes to a new identity, which is
still different from the original identity (Fig. 1 Deanonymization, ‘Wrong Pass-
word’). Moreover, each wrong password maps to a unique identity. In this way,
we provide security via ambiguity: even if a hacker guesses the correct password,
it is extremely difficult to know that without having access to any other identity
revealing meta-data, since each password—regardless of whether it is correct or
not—always leads to a different realistic identity.

To enforce the face identity transformer to output different anonymized face
identities with different passwords, we optimize a multi-task learning objec-
tive, which includes maximizing the feature-level dissimilarity between pairs of
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anonymizedfacesthathavedifferentpasswordsandfoolingafaceclassifier.To
enforceittorecovertheoriginalfacewiththecorrectpassword,wetrainitto
anonymizeandthenrecoverthecorrectidentityonlywhengiventhecorrect
password,andtoproduceanewidentityotherwise.Lastly,wemaximizethefea-
turedissimilaritybetweenananonymizedfaceanditsdeanonymizedfacewitha
wrongpasswordsothattheidentityalwayschanges.Moreover,consideringthe
limitedmemoryspaceondevices,weproposetousethesamesingletransformer
toservebothanonymizationanddeanonymizationpurposes.
WenotethatourapproachisrelatedtocryptosystemslikeRSA[25].The

keydifferenceisthatcryptosystemsdonotproduceencryptionsthatarevisu-
allyrecognizabletohumaneyes.However,invariousscenarios,usersmaywant
tounderstandwhatishappeninginanonymizedvisualdata.Forexample,peo-
plemaysharephotos/videosoverpublicsocialmediawithanonymizedfaces,
butonlytheirreal-lifefriendshavethepasswordsandcanseetheirrealfaces
toprotectidentityinformation. Moreover,withphotorealisticanonymizations,
onecaneasilyapplyexistingcomputervisionbasedrecognitionalgorithmsonthe
anonymizedimagesaswedemonstrateinSec.5.5.Inthisway,itcouldwork
withe.g.,smartcamerasthatuseCValgorithmstoanalyzecontentbutina
privacy-preservingway,unlikeotherschemes(e.g.,homomorphicencryption)
thatrequiredevelopingnewad-hocrecognitionmethodsspecifictononphotore-
alisticmodifications,inwhichaccuracymaysuffer.
Inourapproach,onlytheanonymizeddataissavedtodisk(i.e.,conceptually,

theanonymizationwouldhappenatthehardware-levelviaanembeddedchipset
–theactualimplementationofwhichisoutsidethescopeofthiswork).The
advantageofthisconceptisthatthehackercouldneverhavedirectaccesstothe
originaldata.Finally,althoughtheremaybeotheridentity-revealinginformation
suchasgait,clothing,background,etc.,ourworkentirelyfocusesonimproving
privacyoffaceidentityinformation,butwouldbecomplementarytosystems
thatfocusonthoseotheraspects.
OurexperimentsonCASIA[32],LFW[11],andFFHQ[13]showthatthe

proposedmethodenablesmultimodalfaceanonymizationaswellasrecoveryof
originalfaceimages,withoutsacrificingprivacycomparedtoexistingadvanced
anonymization[24]andclassicalimageprocessingtechniquesincludingmask-
ing,noising,andblurring,etc.Pleaseseehttps://youtu.be/FrYmf-CL4ykand
Fig.6inthesuppforimage/videointhewildresults.

2 Relatedwork

Privacy-preservingvisualrecognition.Thisistheproblemofdetectinghumans,
theiractions,andobjectswithoutaccessinguser-sensitiveinformationinim-
ages/videos.Some methodsemployextremelow-resolutiondownsamplingto
hidesensitivedetails[30,6,27,26]butsufferfromlowerrecognitionperformance
indownstreamtasks.Morerecentworkproposeaheadinpaintingobfuscation
technique[29],afour-stagepipelinethatfirstobfuscatesfacialattributesand
thensynthesizesfaces[15],andavideoanonymizerthatperformspixel-level
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Fig. 2: Privacy-preserving properties that our face identity transformerTlearns. (a)
Anonymization stage. (b) Deanonymization stage with correct recovery password. (c)
Deanonymization stage with incorrect recovery password.

modifications to remove people’s identity while preserving motion and object in-
formation for activity detection [24]. Unlike our approach, none of these existing
work employ a password scheme to condition the anonymization, and also do
not perform deanonymization to recover the original face. Moreover, even if one
could brute-forcely train a deanonymizer for these methods, there is no way to
provide wrong recoveries upon wrong passwords, as our method does.

Security/cryptography research on privacy-preserving recognition is also re-
latede.g., [8, 9]. The key difference is that these methods encrypt data in a secure
but visually-uninterpretable way, whereas our goal is to anonymize the data in a
way that is still interpretable to humans and existing computer vision techniques
can still be applied. Differential privacy [1, 33] is also related but its focus is on
protecting privacy in the training data whereas ours is on anonymizing visual
data during the inference stage.

Face image manipulation and conditional GANs.Our work builds upon advances
in pixel-level synthesis and editing of realistic human faces [14, 20, 28, 13, 21, 2]
and conditional GANs [19, 22, 12, 34, 39, 5, 7, 23], but we differ significantly in our
goal, which is to completely change the identity of a face (and also recover the
original) for privacy-preserving visual recognition.

3 Desiderata

Our face identity transformerTtakes as input a face imageI∈Φand a user-
defined passwordp∈P,whereΦandPdenote the face image domain and
password domain. We use the notationTpIto denote the transformed image
with input imageIand passwordp. Before diving into the details, we first
outline desired properties of a privacy-preserving face identity transformer.

Minimal memory consumption. Considering the limited memory space on most
camera systems, asingleface identity transformer that can both anonymize and
deanonymize faces is desirable.



Password-conditionedFaceIdentityTransformers 5

Photo-realism.Wewouldlikethetransformertomaintainphoto-realismforany
transformedfaceimage:

TpI∈Φ, ∀p∈P,∀I∈Φ. (1)

Photo-realismhasthreebenefits:1)ahumanwhoviewsthetransformedim-
ageswillstillbeabletointerpretthem;2)onecaneasilyapplyexistingcomputer
visionalgorithmsonthetransformedimages;and3)it’spossibletoconfusea
hacker,sincephoto-realismcannolongerbeusedasacuetodifferentiatethe
originalfacefromananonymizedone.

Compatibilitywithbackground. ThebackgroundB(·)ofthetransformedface
shouldbethesameastheoriginal:

B(TpI)=B(I), ∀p∈P,∀I∈Φ. (2)

Thiswillensurethattherearenoartifactsbetweenthefaceregionandthe
restoftheimage(i.e.,itwillnotbeobviousthattheimagehasbeenaltered).

Anonymizationwithpasswords. Letf:Φ→ Γdenotethefunctionmapping
faceimagestopeople’sidentities. Wewouldliketoconditionanonymizationvia
apasswordp:

f(TpI)=f(I), ∀p∈P,∀I∈Φ. (3)

Deanonymizationwithinversepasswords.Weshouldrecovertheoriginalidentity
onlywhenthecorrectpasswordisprovided.Toachieveourgoalofminimal
memoryconsumption,wecanmodeltheadditiveinverseofthepasswordused
foranonymizationasthecorrectpasswordfordeanonymization.Inthisway,we
canusethesametransformerfordeanonymization,i.e.wemodelT−p=T

−1
p :

f(T−pTpI)=f(T
−1
p TpI)=f(I),∀p∈P,∀I∈Φ. (4)

Wrongdeanonymizationwithwronginversepasswords. Wewouldlikethetrans-
formertochangetheanonymizedidentityintoadifferentidentitythatisdiffer-
entfromboththeoriginalaswellastheanonymizedimagewhengivenawrong
inversepassword:

f(TpTpI)=f(I), ∀p,p∈P,p=−p,∀I∈Φ, (5)

f(TpTpI)=f(TpI),∀p,p∈P,p=−p,∀I∈Φ. (6)

Inthisway,whetherthepasswordiscorrectornot,theidentityisalways
changedsoastoconfusethehacker.

Diversity.TheimageIshouldbetransformedtodifferentidentitieswithdiffer-
entpasswords,toincreasesecurityinbothanonymizationanddeanonymization.
Otherwise,ifmultiplepasswordsproducethesameidentity,ahackercouldreal-
izethatthephotoisanonymizedorhisattemptshavefailedindeanonymization:

f(Tp1I)=f(Tp2I),∀p1,p2∈P,p1=p2,∀I∈Φ. (7)

Fig.2summarizesourdesiderataforanonymizationanddeanonymization.
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Fig. 3: (a) Face identity transformer network architecture. (b) Objectives we apply to
synthesized images during training (not included in (a) for clarity).I: Input image,
A1,2: Anonymized faces,R: Recovered face,WR1,2: Wrongly Recovered faces.Lfeatis
the sum of the threeLdis’s.

4 Approach:Face Identity Transformer

Our face identity transformerTis a conditional GAN trained with a multi-task
learning objective. It is conditioned on both the input imageIand an input
passwordp. Importantly, the function ofpis different from the usual random
noise vectorzin GANs:zsimply tries to model the distribution of the input data,
whilepin our case makes the transformer hold the desired privacy-preserving
properties (Eq. 3-7). We next explain our password scheme, multimodal identity
generation, and multi-task learning objective.

4.1 Password scheme

We use an N-bit stringp∈{0,1}N as our password format, which consists
of 2N unique passwords. Given imageI∈RH×W×3, we form the input to the
transformer as a depthwise concatenation (I,p)∈RH×W×(3+N),wherepis
replicated in every pixel location. To make the transformer condition its identity
change on the input password, we design an auxiliary networkQ(I,TpI)=p̂.It
learns to predict the embedded password from the input and transformed image
pair, and thus maximizes the mutual information between the injected password
and the identity change in the image domain, similar to InfoGAN [7]. We use
cross entropy loss for the classifierQ, and denote it asLaux(T,Q). See supp
Sec. 1 for the detailed formula.

4.2 Multimodal identity change

Conditional GANs with random noise do not produce highly stochastic out-
puts [18, 12]. To overcome this, BicycleGAN [38] uses an explicitly-encoded mul-
timodality strategy similar to our auxiliary networkQ. However, even withQ,
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weonlyobservemultimodalityoncolorsandtexturesasin[38],butnoton
high-levelfaceidentity.

Thus,toinducediversehigh-levelidentitychanges,weproposeanexplicit
featuredissimilarityloss.Specifically,weuseafacerecognitionmodelFtoex-
tractdeepembeddingsofthefaces,andminimizetheircosinesimilaritywhen
theyareassociatedwithdifferentpasswords:

Ldis(M1,M2)=max0,cosFembed(M1),Fembed(M2) , (8)

wherecosiscosinesimilarity,andM1andM2aretwotransformedfaceimages
withtwodifferentpasswords. Wedonotpenalizepairswhosecosinesimilarity
islessthan0;i.e.,itisenoughforthefacestobedifferentuptoacertainpoint.

Weapplythedissimilarlylossbetween(1)twoanonymizedfaceswithdif-
ferentpasswords,(2)twoincorrectlydeanonymizedfacesgivendifferentwrong
passwords,and(3)theanonymizedfaceandwronglyrecoveredface:

Lfeat(T)=E(I,p1=p2)Ldis(Tp1I,Tp2I)

+E(I,p1=p2,p1=−p,p2=−p)Ldis(Tp1TpI,Tp2TpI)

+E(I,p=−p)Ldis(TpI,TpTpI). (9)

Thislosscanbeeasilysatisfiedwhenthemodeloutputsextremelydiffer-
entcontentthatdonotnecessarilylooklikeaface,andthuscanadversely
affectotherdesideratum(e.g.,photo-realism)ofaprivacy-preservingfaceiden-
titytransformer. Wenextintroduceamulti-tasklearningobjectivetorestrict
theoutputstolieonthefacemanifold,asaformofregularization.

4.3 Multi-tasklearningobjective

Wedescribeourmulti-taskobjectivethatfurtheraidsidentitychange,identity
recovery,andphoto-realism.

Faceclassificationadversarialloss.Weapplythefaceclassificationadversarial
lossfrom[24],whichhelpschangetheinputface’sidentity. Weapplyitonboth
thetransformedfaceTpIaswellasthereconstructedfacewithwrongrecovery
passwordTpTpI:

Ladv(T,F)=−EILCE F(I),yI −E(I,p)LCE F(TpI),yI

−E(I,p=−p)LCE F(TpTpI),yI, (10)

whereFisthefaceclassifier,yIisfaceidentitylabel,andLCE denotescross
entropyloss.

Similartothedissimilarityloss(Ldis),thislosspushesthetransformedfaceto
haveadifferentidentity.Thekeydifferenceisthatthislossrequiresfaceidentity
labelssocannotbeusedtopushTp1IandTp2Itohavedifferentidentities,but
hastheadvantageofutilizingsupervisedlearningsothatitcanchangethe
identitymoredirectly.
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Reconstructionlosses.Weuse L1reconstructionlossfordeanonymization:

Lrec(T)=T−pTpI−I1. (11)

Withthe L1lossalone,wefindthereconstructiontobeoftenblurry.Hence,
wealsointroduceafaceclassificationlossLrecclsonthereconstructedfaceto
enforcethetransformertorecoverthehigh-frequencyidentityinformation:

Lreccls(T,F)=E(I,p)LCE F(T−pTpI),yI. (12)

ThislossenforcesthereconstructedfaceT−pTpItobepredictedashaving
thesameidentityasIbyfaceclassifierF.

Backgroundpreservationloss.Foranytransformedface,wetrytopreserveits
originalbackground.Tothisend,weapplyanotherL1loss(withlowerweight):

L1(T)=TpI−I1+ TpTpI−I1. (13)

Althoughemployingafacesegmentationalgorithmisanoption,wefindthat
applyingL1onthewholeimageworkswelltopreservethebackground.

Photo-realismloss.Weuseaphoto-realismadversarialloss LGAN [10]ongen-
eratedimagestohelpmodelthedistributionofrealfaces.Specifically,weuse
PatchGAN[12]torestrictthediscriminatorD’sattentiontothestructurein
localimagepatches.Tostabilizetraining,weuseLSGAN[17]:

max
D
LGAN(D)=−

1

2
EI[D(I)−1

2
]−
1

2
E(I,p)[D(TpI)

2] (14)

min
T
LGAN(T)=E(I,p)[D(TpI)−1

2
] (15)

4.4 Fullobjective

Overall,ourfullobjectiveis:

L=λauxLaux(T,Q)+λfeatLfeat(T)

+λadvLadv(T,F)+λrecclsLreccls(T,F)

+λrecLrec(T)+λL1L1(T)+LGAN(T,D). (16)

Weoptimizethefollowingminimaxproblemtoobtainourfaceidentitytrans-
former:

T∗=argmin
T,Q
max
D,F
L (17)

Training.Fig.3showsournetworkfortraining.ForeachinputI,werandomly
sampletwodifferentpasswordsforanonymizationandtwoincorrectpasswords
forwrongrecoveries,andthenimposeLdisonthegeneratedpairsandenforce
Ldisbetweentheanonymizationandwrongreconstruction. Weobservethat
duringtraining,theauxiliarynetworksandbackpropcanconsumealotofGPU
memory,whichlimitsbatchsize. Weproposeastrategybasedonsymmetry:
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exceptforthefeaturedissimilarityloss,weapplyallotherlossesonlytothefirst
anonymizationandfirstwrongrecovery,whichempiricallyworkswell.
Weadoptatwo-stagetrainingstrategyfortheminimaxproblem[10].Inthe

discriminator’sstage,wefixtheparametersofT,Q,andupdateD,F;inthe
generator’sstage,wefixD,F,andupdateT,Q.

Inference.Duringtesting,thetransformerTtakesasinputauser-definedpass-
wordandafaceimage,anonymizestheface,andsavesittodisk. Whenthe
user/hackerwantstoseetheoriginalimage,thetransformertakestherecovery
passwordandtheanonymizedimage,andeitheroutputstheidentity-recovered
imageorahacker-foolingimagedependingonpasswordcorrectness.Throughout
thewholeprocess,theoriginalimagesandpasswordsareneversavedondiskfor
privacyreasons.

5 Experiments

Inthissection,wedemonstratethatourfaceidentitytransformerachievespass-
wordconditionedanonymizationanddeanonymizationwithphoto-realismand
multimodality. Wealsoconductablationstudiestoanalyzeeachmodule/loss.

Implementationdetails.OuridentitytransformerTisbuiltuponthenetwork
from[37]. Weusesize128x128forbothinputsandoutputs. Wesubtract0.5
frompbeforeinputtingittothetransformertomakethepasswordchannels
havezeromean. WesetN=16. WeusethepretrainedSphereFace[16]asour
facerecognitionnetworkFforbothdeepembeddingextractioninthefeature
dissimilaritylossandfaceclassificationadversarialtraining.Foreachstage,we
usetwoPatchGANdiscriminators[12]thathaveidenticalstructurebutoperate
atdifferentimagescalestoimprovephoto-realism.Thecoarserdiscriminatoris
sharedamongallstages,whilethreeseparatefinerdiscriminatorsareusedfor
anonymization,reconstruction,andwrongrecovery.Toimprovestability,weuse
abufferof500generatedimageswhenupdatingD. Wesetλaux=1,λfeat=2,
λadv=2,λreccls=1,λL1=10andλrec=100,basedonqualitativeobservations.

Datasets. 1)CASIA[32]has454,590faceimagesbelongingto10,574identi-
ties. Wesplitthedatasetintotraining/validation/testingsubsetsmadeupof
80%/10%/10%identities. Weusethevalidationsettoselectourmodel.Allre-
portedresultsareonthetestset.2)LFW[11]has13,233faceimagesbelonging
to5,749identities.AsournetworkisnevertrainedonLFW,weevaluateonthe
entireLFWtotestgeneralizationability.3)FFHQ[13]isahigh-qualityface
datasetforbenchmarkingGANs.Itisnotafacerecognitiondataset,soweuse
ittoonlytestgeneralization. Wedirectlytestourmodelonitsvalidationsetat
128x128resolution,whichcontains10,000images.

Evaluationmetrics.Faceverificationaccuracy:Wemeasureourtransformer’s
identitychangingabilitywithastandardbinaryfaceverificationtest,which
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Method Anonymize?Deanonymize?Password-conditioned?
Renetal.[24] ✔ ✔ ✘
Super-pixel ✔ ✔ ✘
Edge ✔ ✔ ✘
Blur ✔ ✘ ✘
Noise ✔ ✔ ✘
Masked ✔ ✘ ✘
Ours ✔ ✔ ✔

Table1:Privacy-preservingabilitycomparison.Ourmethodistheonlyonethatsup-
portspassword-conditionedface(de)anonymizationwithoutsacrificingprivacy.

scoreswhetherapairofimageshavethesameidentityornot.Sincedifferent
facerecognitionmodelsmayhavedifferentbiases,weusetwopopularpretrained
facerecognitionmodels:SphereFace[16]andVGGFace2[4].
Facerecoveryquality:Wemeasurefacerecoveryqualityusing LPIPSdis-
tance[36],whichmeasuresperceptualsimilaritybetweentwoimagesbasedon
deepfeatures,andDSSIM[31],whichisacommonly-usedlow-levelperceptual
metric. Wealsousepixel-levelL1andL2distance.
AMTperceptualstudies: WeuseAmazon MechanicalTurk(AMT)totest
howwellour method1)changesandrecoversidentities,2)achievesphoto-
realism,and3)attainsmultimodalanonymizations,asjudgedbyhumanraters.
Runtime:OnasingleTitanV,averagedoverCASIAtestset,runtimeis0.0266
sec/batchwith12imagesperbatch.Thoughweusemultipleauxiliarynetworks
tohelpachieveourdesiderata,theyarealldiscardedduringinferencetime.

5.1 Anonymizationanddeanonymization

Toourknowledge,nopriorworkachievespassword-conditionedanonymization
anddeanonymizationonvisualdatalikeours,seeTable1.Hence,wecannotdi-
rectlycomparewithanyexistingmethodongeneratingmultimodalanonymiza-
tionsanddeanonymizations.
Despitethis,wewanttoensurethatourmethoddoesnoworsethanexist-

ingmethodsintermsofanonymizationanddeanonymization(settingasidethe
passwordconditioningcapability).Todemonstratethis,following[24],wecom-
paretothefollowingbaselines:Renetal.[24]:alearnedfaceanonymizerthat
maintainsactiondetectionaccuracy;Superpixel[3]:eachpixel’sRGBvalue
isreplacedwithitssuperpixel’smeanRGBvalue;Edge[3]:faceregionsare
replacedwithcorrespondingedgemaps;Blur[27]:imagesaredownsampledto
extremelow-resolution(8×8)andthenupsampledback;Noise:strongGaus-
siannoise(σ2=0.5)isaddedtotheimage;Masked:faceareas(0.6×ofthe
faceimage)aremaskedout.
Wealsotraindeanonymizersforeachbaseline(i.e.,torecovertheoriginal

face),byusingthesamegeneratorarchitecturewithourreconstructionand
photo-realismlosses.PleaserefertosuppFig.1foraqualitativeexampleofthe
baselinesandtheiranonymizations/deanonymizations.
Fig.4showsanonymizationvs.deanonymization(recovery)qualityonCA-

SIAandLFWusingSphereFaceandVGGFace2asourfacerecognizers.Ourap-
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Fig.4:Anonymizationvs.deanonymizationquality,measuredbyfaceverificationer-
ror/accuracyonCASIAandLFW.Top-leftcornerisideal.Thisresultshowsthatwe
don’tsacrifice(de)anonymizationabilitybyintroducingpasswordconditioning.

CASIA LFW

Method LPIPSDSSIM L1 L2 LPIPSDSSIM L1 L2

Renetal 0.08 0.07 0.06 0.009 0.08 0.07 0.06 0.010
Superpixel 0.09 0.10 0.06 0.01 0.10 0.11 0.07 0.02
Edge 0.25 0.24 0.25 0.24 0.28 0.26 0.29 0.18
Blur 0.30 0.21 0.12 0.04 0.34 0.24 0.14 0.05
Noise 0.12 0.12 0.07 0.01 0.13 0.12 0.08 0.01
Masked 0.10 0.09 0.07 0.02 0.16 0.13 0.10 0.05
Ours 0.03 0.03 0.040.004 0.04 0.03 0.040.004

Table2:CASIAandLFWreconstructionerror.Oursproducesbestdeanonymizations.

proachperformscompetitivelytoRenetal.[24],“Superpixel”,“Edge”,“Blur”,
“Noise”,and“Masked”whenconsideringbothanonymizationanddeanonymiza-
tionqualitytogether.Thisresultconfirmsthatwedonotsacrificetheabilityto
anonymize/deanonymizebyintroducingpassword-conditioning.Infact,interms
ofreconstruction(deanonymization)quality(Table2),ourmethodoutperforms
thebaselinesbyalargemarginbecausewetrainouridentitytransformertodo
anonymizationanddeanonymizationinconjunctioninanend-to-endway.
Lastly,weperformAMTperceptualstudiestorateouranonymizationsand

deanonymizations.Specifically,werandomlysample150testingimages(I),and
generateforeachimage:ananonymizedfacewitharandompassword(A),a
recoveredfacewithcorrectinversepassword(R),andarecoveredfacewith
wrongpassword(WR). Wethendistribute600IvsA,IvsR,IvsWR,and
AvsWR pairstoturkersandask“Aretheythesameperson?”.Foreachpair,
wecollectresponsesfrom3differentturkersandtakethemajorityastheanswer
toreducenoise.
Theturkersreported4.7%/100%/0.7%/1.3%onIvsA/IvsR/IvsWR

/AvsWR.(low,high,low,lowisideal.)Thisfurthershowsour methodob-
tainsthedesiredpassword-conditionedanonymization/deanonymizationgoals.
Weshowallfailurepairsfor IvsAinsuppSec.5andanalyzetheerrorthere.

5.2 Photo-realism

Toevaluatewhetherour(de)anonymizationaffectsphoto-realism,weconduct
AMTuserstudies. Wefollowthesameperceptualstudyprotocolfrom[37]and
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Fig.5: MultimodalityresultsonCASIA. Weobserveawiderangeofidentitychanges
withdifferentpasswords.

testonbothanonymizationsandwrongrecoveries.Foreachtest,werandomly
generate100“realvs.fake”pairs.Foreachpair,weaverageresponsesfrom10
uniqueturkers.Turkerslabelouranonymizationsasbeingmorerealthanareal
face28.9%ofthetime,andlabelourwrongreconstructionsasmorerealthan
arealface15.4%ofthetime.(Chanceperformaceis50%.)Thisshowsthatour
generatedimagesarequitephoto-realistic.

5.3 Multimodality

Wenextevaluateour model’sabilitytocreatedifferentfacesgivendifferent
passwords.Fig.5showsqualitativeresults.Ourtransformersuccessfullychanges
theidentityintoabroadspectrumofdifferentidentities,fromwomentomen,
fromyoungtoold,etc.
WequantitativelyevaluatemultimodalitythroughanAMTperceptualstudy.

WeaskAMTworkerstocompare150 A1vsA2and150WR1vsWR2pairs
(pairsofanonymized/wrong-recoveredfaceswithdifferentpasswordsgenerated
fromthesameinputimage)andask“aretheythesameperson?”.Theturkers
reported“yes”only12.2%and2.7%ofthetime,respectively(lowerisbetter).
Theresultsshowthatourtransformerdoesquitewellingeneratingdifferent
identitiesgivendifferentpasswords.

5.4 Generalizationanddifficultcases

Fig.6showsgeneralizationresultsonFFHQandLFWusingourmodeltrained
onCASIA. Withoutanyfine-tuning,ourmodelachievesgoodgeneralization
performanceonboththehighqualityFFHQdatasetandtheLFWdataset
whereresolutionisusuallylower.
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(a) I (b) A1 (c) A2 (e) WR1(d) R (f) WR2

(a)FFHQ (b)LFW

Fig.6:FFHQandLFWgeneralizationresults.I:originalimage,A1,2:anonymizedfaces
usingdifferentpasswords,R/WR1,2

(a) I (b) A1 (c) A2 (e) WR1(d) R (f) WR2

:recoveredfaceswithcorrect/wrongpasswords.

w/o

Laux

Full

w/o
Ldis

w/o
Lrec_cls

w/o
WR

(a) I (b) A1 (c) A2 (e) WR1(d) R (f) WR2

Fig.7:HardcasesonCASIA.SeeFig.6
captionforkey.

Fig.8:Typicalfailuresofeachablation.
SeeFig.6captionforkey.

Fig.7showshard-casequalitativeresultsonCASIA.Ourmethodworkswell
evenifthefacesarewithocclusions(sunglasses),withextremeposes,vague,
underdimlight,etc. Weprovidemorequalitativeresultsinsupp.

5.5 ApplyingCValgorithmsontransformedfaces

Unlikemosttraditionalanonymizationalgorithms[3,27],ourchoiceofachieving
photo-realismonthe(de)anonymizations makesitpossibletoapplyexisting
computervisionalgorithmsdirectlyonthetransformedfaces.Todemonstrate
this,weapplyanoff-the-shelf MTCNN[35]faceboundingboxandkeypoint
detectoronthetransformedfaces.Qualitativedetectionresults(seesuppFig.5)
aregood.Quantitatively,althoughwedonothavethegroundtruthannotations
fortransformedfaces,weobservethatour(de)anonymizationsmostlydonot



14 X.Guetal.

AvgspatialcoordinatedifferenceCASIALFWFFHQ
Boundingboxes 1.81 1.62 1.91
Keypoints 0.94 0.76 0.89

Table3:Averagepixeldifferenceindetectedcoordinatesoffaceboundingboxesand5
keypointsbetweentransformedfaces(A,R,WR)andinputface(I).

changethehead/keypoints’positionsfromtheinputfacessowecancompare
thedetectionresultsbetweentheinputfacesandthetransformedfaces.Results
areshowninTable3,whichshowsthatafacedetectionalgorithmtrainedon
realimagesperformsaccuratelyonourtransformedfaces.

5.6 Ablationstudies

Finally,weevaluatethecontributionofeachcomponentandlossinourmodel.
Here,originalimage(I),anonymizedfacewithtwodifferentpasswords(A1,2),
recoveredfacewithcorrectinversepassword(R),andrecoveredfaceswithwrong
passwords(WR1,2):
w/oLdis: Weremovefeaturedissimilaritylosson(A1,A2)and(WR1,WR2).
w/oWR: Wedonotexplicitlytraintoproducewrongreconstructions.
w/o Laux: Weremovethepassword-predictingauxiliarynetworkQ,butstill
embedthepasswords.
w/oLreccls: Weremovethefaceclassificationlossonthereconstruction.
Fig.8showsthetypicaldrawbacksofeachablationmodel.w/oLdisshows

thatLdisisnecessarytoachievesemantic-levelmultimodalityonbothanonymiza-
tionandwrongreconstruction.w/oWR showsthatwithouttrainingforwrong
reconstructions,thetransformerfailstoconcealidentitieswhengivenincorrect
passwords.w/oLauxverifiestheimportanceoftheauxiliarynetwork,which
helpsimprovephoto-realismandwealsoobserveithelpswithmultimodality.
WithoutLreccls,thereconstructionqualitysuffersbecauseofunbalancedlosses.

6 Discussion

Wepresentedanovelprivacy-preservingfaceidentitytransformerwithapass-
wordembeddingscheme,multimodalidentitychange,andamulti-tasklearning
objective.Wefeelthatthispaperhasshownthepromiseofpassword-conditioned
faceanonymizationanddeanonymizationtoaddresstheprivacyversusaccessi-
bilitytradeoff.Althoughrelativelyrare,wesometimesnoticeartifactsthatlook
similartogeneralGANartifacts.Theytendtoariseduetothedifficultyofimage
generationitself–webelievetheycanbegreatlyreducedwithmoreadvancesin
imagesynthesisresearch,whichcanbe(orthogonally)pluggedintooursystem.
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