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"#453"$5
%J੖FSFOUJBM QSJWBDZ P੖FST B GPSNBM QSJWBDZ HVBSBOUFF GPS JOEJWJEV�
BMT
 CVU NBOZ EFQMPZNFOUT PG EJ੖FSFOUJBMMZ QSJWBUF TZTUFNT SFRVJSF
B USVTUFE UIJSE QBSUZ 	UIF EBUB DVSBUPS
� 8F QSPQPTF %ॻ५ॺ4(9
 B
TZTUFN UIBU VTFT TFDVSF IBSEXBSF 	*OUFM۝T 4(9
 UP FMJNJOBUF UIF
OFFE GPS B USVTUFE EBUB DVSBUPS� %BUB PXOFST TVCNJU FODSZQUFE EBUB
UIBU DBO CF EFDSZQUFE POMZ XJUIJO B TFDVSF FODMBWF SVOOJOH UIF
%ॻ५ॺ4(9 TZTUFN
 FOTVSJOH UIBU TFOTJUJWF EBUB JT OFWFS BWBJMBCMF UP
UIF EBUB DVSBUPS� "OBMZTUT TVCNJU RVFSJFT XSJ॒FO JO UIF %ॻ५ॺ MBO�
HVBHF
 XIJDI JT TQFDJ੗DBMMZ EFTJHOFE GPS WFSJGZJOH UIBU QSPHSBNT
TBUJTGZ EJ੖FSFOUJBM QSJWBDZ� %ॻ५ॺ4(9 VTFT UIF %ॻ५ॺ UZQFDIFDLFS
UP WFSJGZ UIBU FBDI RVFSZ TBUJT੗FT EJ੖FSFOUJBM QSJWBDZ CFGPSF SVO�
OJOH JU� %ॻ५ॺ4(9 UIFSFGPSF QSPWJEFT UIF CFOF੗UT PG MPDBM EJ੖FSFO�
UJBM QSJWBDZ BOE DFOUSBM EJ੖FSFOUJBM QSJWBDZ TJNVMUBOFPVTMZ� OPJTF
JT POMZ BEEFE UP ੗OBM SFTVMUT
 BOE UIFSF JT OP USVTUFE UIJSE QBSUZ�8F
IBWF JNQMFNFOUFE B QSPPG�PG�DPODFQU JNQMFNFOUBUJPO PG %ॻ५ॺ4(9
BOE XF SFMFBTF JU BT PQFO�TPVSDF�

� */530%6$5*0/
%J੖FSFOUJBM QSJWBDZ <��
 ��> BOE JUT WBSJBOUT SFQSFTFOU UIF ۠HPME
TUBOEBSEۡ JO QSJWBDZ QSPUFDUJPO
 BOE JU IBT CFFO BEPQUFE CZ PSHBOJ�
[BUJPOT MJLF (PPHMF <��>
 "QQMF <�>
 BOE UIF 64 $FOTVT #VSFBV <�>
UP QSPUFDU UIF QSJWBDZ PG JOEJWJEVBMT� )PXFWFS
 DIBMMFOHFT JO EF�
QMPZJOH EJ੖FSFOUJBM QSJWBDZ SFNBJO�

,FZ BNPOH UIFTF DIBMMFOHFT JT UIF QSPCMFN PG UIF USVTUFE EBUB DV�
SBUPS� *O UIF DFOUSBM NPEFM PG EJ੖FSFOUJBM QSJWBDZ <��>
 EBUB PXOFST
DPOUSJCVUF UIFJS TFOTJUJWF EBUB UP B DFOUSBM SFQPTJUPSZ NBJOUBJOFE
CZ B EBUB DVSBUPS
 XIP SVOT EJ੖FSFOUJBMMZ QSJWBUF DPNQVUBUJPOT PO
UIF EBUB BOE SFWFBMT UIF SFTVMUT� *O UIF DFOUSBM NPEFM
 UIF EBUB DVSB�
UPS NVTU CF USVTUFE UP TBGFHVBSE UIF TFOTJUJWF EBUB BOE SFWFBM POMZ
EJ੖FSFOUJBMMZ QSJWBUF SFTVMUT�

8IBU JG UIF EBUB DVSBUPS JT OPU USVTUXPSUIZ
 PS CFDPNFT DPNQSP�
NJTFE *O UIBU DBTF
 UIF BEWFSTBSZ DBO TJNQMZ MPPL BU UIF EBUB
 BOE
EJ੖FSFOUJBM QSJWBDZ QSPWJEFT OP CFOF੗U BU BMM� 5P BEESFTT UIJT QSPC�
MFN
 UIF MPDBM NPEFM PG EJ੖FSFOUJBM QSJWBDZ <��> SFRVJSFT EBUB DPO�
USJCVUPST UP BEE OPJTF UP UIFJS EBUB CFGPSF TVCNJ॒JOH JU UP UIF EBUB
DVSBUPS� 4JODF UIJT EBUB BMSFBEZ TBUJT੗FT EJ੖FSFOUJBM QSJWBDZ XIFO
JU JT DPMMFDUFE
 UIF EBUB DVSBUPS EPFT OPU OFFE UP CF USVTUFE� य़JT
BQQSPBDI JT VTFE JO TZTUFNT BU "QQMF <�> BOE (PPHMF <��>
 EVF UP
UIF BEWBOUBHFT PG JUT UISFBU NPEFM� 6OGPSUVOBUFMZ
 UIF MPDBM NPEFM
PG EJ੖FSFOUJBM QSJWBDZ SFRVJSFT TJHOJटDBOUMZ NPSF OPJTF UIBO UIF
DFOUSBM NPEFM
 NBLJOH UIF SFTVMUT NVDI MFTT BDDVSBUF�

8F TUVEZ BO JNQPSUBOU RVFTUJPO JO EJ੖FSFOUJBM QSJWBDZ SFTFBSDI�
DBO XF BDIJFWF UIF CFOFटUT PG CPUI NPEFMT TJNVMUBOFPVTMZ *O PUIFS
XPSET
 PVS HPBM JT UP QSPWJEF UIF NPSF BDDVSBUF BOTXFST UIBU BSF

QPTTJCMF JO UIF DFOUSBM NPEFM
 XIJMF FMJNJOBUJOH UIF SFRVJSFNFOU
GPS B USVTUFE EBUB DVSBUPS
 BT JO UIF MPDBM NPEFM�

य़JT QBQFS QSFTFOUT %ॻ५ॺ4(9
 B QSPPG�PG�DPODFQU TZTUFN UIBU
VTFT TFDVSF IBSEXBSF UP BDIJFWF UIF BDDVSBDZ PG UIF DFOUSBM NPEFM
XJUIPVU UIF SFRVJSFNFOU PG B USVTUFE EBUB DVSBUPS� %ॻ५ॺ4(9 JT B
QMBUGPSN GPS DPMMFDUJOH TFOTJUJWF EBUB BOE QFSGPSNJOH EJ੖FSFOUJBMMZ
QSJWBUF RVFSJFT PO UIBU EBUB� य़F EBUB TVCNJ॒FE UP B %ॻ५ॺ4(9
TFSWFS JT FODSZQUFE
 BOE DPNQVUBUJPOT PO UIF EBUB BSF QSPUFDUFE
CZ B TFDVSF FODMBWF QSPWJEFE CZ *OUFM۝T 4PॏXBSF (VBSE &YUFOTJPOT
	4(9
 <��>�य़F TFDVSF FODMBWF QSFWFOUT PUIFS QSPDFTTFTۘJODMVEJOH
UIF PQFSBUJOH TZTUFNۘGSPN FYBNJOJOH UIF TFOTJUJWF EBUB PS JOUFS�
NFEJBUF SFTVMUT PG DPNQVUBUJPO� य़F FODMBWF BMTP FOBCMFT SFNPUF
BࡇFTUBUJPO
 B QSPUPDPM CZ XIJDI EBUB PXOFST DBO WFSJGZ UIBU UIFZ
BSF DPNNVOJDBUJOH XJUI B WBMJE %ॻ५ॺ4(9 TFSWFS SVOOJOH PO B SFBM
4(9 QSPDFTTPS� %BUB PXOFST NVTU USVTU UIF IBSEXBSF JUTFMG 	BOE
UIVT JUT NBOVGBDUVSFS
 *OUFM

 CVU EP OPU OFFE UP USVTU UIF EBUB DV�
SBUPS JO DPOUSPM PG UIBU IBSEXBSF�

%ॻ५ॺ4(9 SFRVJSFT UIBU BMM RVFSJFT TBUJTGZ EJ੖FSFOUJBM QSJWBDZ�
3BX EBUB DBO OFWFS CF FYUSBDUFE CZ BOZ QBSUZ GSPN B %ॻ५ॺ4(9
TFSWFS� 5P FOTVSF UIBU RVFSJFT TBUJTGZ EJ੖FSFOUJBM QSJWBDZ
 %ॻ५ॺ4(9
SFRVJSFT RVFSJFT UP CF TQFDJ੗FE JO UIF %ॻ५ॺ MBOHVBHF <��>
 BOE VTFT
UIF %ॻ५ॺ UZQFDIFDLFS UP WFSJGZ UIBU FBDI RVFSZ TBUJT੗FT EJ੖FSFO�
UJBM QSJWBDZ BOE UP EFUFSNJOF JUT QSJWBDZ DPTU� *G UIF RVFSZ TBUJT�
੗FT EJ੖FSFOUJBM QSJWBDZ BOE JUT QSJWBDZ DPTU EPFT OPU FYDFFE UIF
SFNBJOJOH QSJWBDZ CVEHFU
 %ॻ५ॺ4(9 VTFT UIF %ॻ५ॺ JOUFSQSFUFS UP
FYFDVUF UIF RVFSZ PO UIF FODSZQUFE TFOTJUJWF EBUB� 5P FOTVSF DPO੗�
EFOUJBMJUZ BOE JOUFHSJUZ
 %ॻ५ॺ4(9 SVOT UIF %ॻ५ॺ UZQFDIFDLFS BOE
JOUFSQSFUFS JOTJEF PG UIF TFDVSF FODMBWF�

8F IBWF CVJMU B QSPPG�PG�DPODFQU JNQMFNFOUBUJPO PG %ॻ५ॺ4(9
UIBU QSPWJEFT B 3&45GVM "1* BDDFTTJCMF CZ TUBOEBSE )551 SFRVFTUT�
0VS JNQMFNFOUBUJPO SF�VTFT UIF FYJTUJOH JNQMFNFOUBUJPO PG UIF
%ॻ५ॺ UZQFDIFDLFS BOE JOUFSQSFUFS
 BOE BEET DBQBCJMJUJFT GPS IBO�
EMJOH FODSZQUFE EBUB BOE NBOBHJOH B HMPCBM QSJWBDZ CVEHFU� 5P
SVO JOTJEF PG B TFDVSF FODMBWF
 %ॻ५ॺ4(9 SFMJFT PO (SBQIFOF <��>

XIJDI QSPWJEFT UIF BCJMJUZ UP SVO VONPEJ੗FE QSPHSBNT JOTJEF PG FO�
DMBWFT� 0VS QSPPG�PG�DPODFQU IBT TPNF JNQPSUBOU MJNJUBUJPOT 	EJT�
DVTTFE JO 4FDUJPO �

 CVU JU EFNPOTUSBUFT UIF GFBTJCJMJUZ PG UIF BQ�
QSPBDI BOE SFQSFTFOUT UIF ੗STU TUFQ UPXBSET B QSBDUJDBM
 EFQMPZBCMF
QMBUGPSN� 0VS JNQMFNFOUBUJPO JT BWBJMBCMF BT PQFO TPVSDF��

� #"$,(306/%
%JॐFSFOUJBM 1SJWBDZ� %J੖FSFOUJBM QSJWBDZ JT B GPSNBM QSJWBDZ EFG�
JOJUJPO UIBU CPVOET UIF F੖FDU BOZ TJOHMF JOEJWJEVBM DBO IBWF PO
UIF PVUDPNF PG BO BOBMZTJT� 'PSNBMMZ
 XF TBZ UIBU B NFDIBOJTN
M TBUJT੗FT (!, ")�EJ੖FSFOUJBM QSJWBDZ JG GPS BMM EBUBCBTFT #,$ ∈
�IUUQT���HJUIVC�DPN�VWN�QMBJE�EVFU�THY
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1IJMMJQ /HVZFO
 "MFY 4JMFODF
 %BWJE %BSBJT
 BOE +PTFQI 1� /FBS

D XJUI B EJTUBODF NFUSJD % (#,$) ∈ R
 BOE GPS BMM QPTTJCMF TFUT
PG PVUDPNFT & 
 1S[M(#) ⊆ &] ≤ '!1S[M($) ⊆ &] + " XIFO
% (#,$) <= 1� 8F DBO BDIJFWF EJ੖FSFOUJBM QSJWBDZ VTJOH TFWFSBM
CBTJD NFDIBOJTNT� GPS FYBNQMF
 UIF -BQMBDF NFDIBOJTN BEET OPJTF
ESBXO GSPN UIF -BQMBDF EJTUSJCVUJPO BOE TBUJT੗FT (!, 0)�EJ੖FSFOUJBM
QSJWBDZ 	PS ۠QVSFۡ EJ੖FSFOUJBM QSJWBDZ

 BOE UIF (BVTTJBO NFDIB�
OJTN BEET (BVTTJBO OPJTF BOE TBUJT੗FT (!, ")�EJ੖FSFOUJBM QSJWBDZ
	PS ۠BQQSPYJNBUFۡ EJ੖FSFOUJBM QSJWBDZ
� %J੖FSFOUJBM QSJWBDZ NFDI�
BOJTNT BSF DPNQPTJUJPOBM� SVOOJOHM UXJDF PO UIF TBNF EBUB TBUJT�
੗FT (2!, 2")�EJ੖FSFOUJBM QSJWBDZ� 'PS B EFUBJMFE TVNNBSZ PG EJ੖FS�
FOUJBM QSJWBDZ
 TFF %XPSL � 3PUI <��>�
�ࢠ࢑ࢡ% %ॻ५ॺ <��> JT B QSPHSBNNJOH MBOHVBHF GPS XSJUJOH EJ੖FS�
FOUJBMMZ QSJWBUF QSPHSBNT BOE WFSJGZJOH DPSSFDU VTF PG EJ੖FSFOUJBM
QSJWBDZ� *O %ॻ५ॺ
 QSJWBDZ JT FODPEFE UISPVHI UZQFT
 BOEXIFO%VFU
BDDFQUT B QSPHSBN BT XFMM�UZQFE
 UIJT BNPVOUT UP B QSPPG UIBU UIF
QSPHSBN XJMM TBUJTGZ EJ੖FSFOUJBM QSJWBDZ XIFO FYFDVUFE� %VFU۝T
UZQFDIFDLFS BOE JOUFSQSFUFS XFSF QSFWJPVTMZ JNQMFNFOUFE BT QBSU
PG UIF %ॻ५ॺ QSPKFDU�� 4FF 4FDUJPO � GPS NPSF JOGPSNBUJPO PO %ॻ५ॺ
BOE IPX JU JT VTFE JO %ॻ५ॺ4(9�
4FDVSF )BSEXBSF� *OUFM۝T 4PॏXBSF (VBSE &YUFOTJPOT 	4(9
 <��>
JT B TFDVSJUZ GFBUVSF QSFTFOU PO NPTU PG *OUFM۝T SFDFOU $16T� 4(9
JT POF FYBNQMF PG B 5SVTUFE &YFDVUJPO &OWJSPONFOU 	5&&
� PUIFS FY�
BNQMFT JODMVEF "3. 5SVTU;POF BOE ".% 4FDVSF &ODSZQUFE 7JS�
UVBMJ[BUJPO� &BDI POF QSPWJEFT B TMJHIUMZ EJ੖FSFOU QSPHSBNNJOH
JOUFSGBDF
 CVU BMM BSF JOUFOEFE UP QSPWJEF TFDVSF FYFDVUJPO�

4(9 BMMPXT QSPHSBNT UP MBVODI TFDVSF FODMBWFT
 XIJDI QSPUFDU
UIF DPO੗EFOUJBMJUZ BOE JOUFHSJUZ PG DPNQVUBUJPO PDDVSSJOH XJUIJO
UIF FODMBWFۘFWFO GSPN QSJWJMFHFE TPॏXBSF MJLF UIF PQFSBUJOH TZT�
UFN� 5P QSPUFDU BHBJOTU VOUSVTUFE QBSUJFT ۠GBLJOHۡ UIF QSFTFODF PG
4(9
 JU BMTP QSPWJEFT SFNPUF B॒FTUBUJPO DBQBCJMJUJFT� 3FNPUF B॒FT�
UBUJPO BMMPXT UIF $16 UP QSPEVDF B RVPUF DFSUJGZJOH UIBU 	�
 UIF TPॏ�
XBSF JT SVOOJOH JOTJEF PG BO FODMBWF PO B MFHJUJNBUF 4(9 $16
 BOE
	�
 UIF TPॏXBSF IBT OPU CFFO UBNQFSFE XJUI� य़F $16 DPOTUSVDUT
UIF RVPUF CZ DPNQVUJOH B EJHFTU PG UIF DPOUFOUT PG UIF FODMBWF
BOE TJHOJOH JU VTJOH B QSJWBUF LFZ CVJMU JOUP UIF $16 JUTFMG� *OUFM
QSPWJEFT BO B॒FTUBUJPO TFSWJDF <�> GPS WFSJGZJOH UIF BVUIFOUJDJUZ PG
UIFTF RVPUFT�

� 9)4ࢠ࢑ࢡ% 07&37*&8
य़JT TFDUJPO QSPWJEFT BO PWFSWJFX PG UIF %ॻ५ॺ4(9 TZTUFN� JUT
UISFBU NPEFM BOE HPBMT 	4FDUJPO ���

 JUT BSDIJUFDUVSF BOE "1* 	4FD�
UJPO ���

 BOE JUT JNQMFNFOUBUJPO 	4FDUJPO ���
�

��� SFBUࢊ .PEFM � (VBSBOUFFT
य़F HPBM PG %ॻ५ॺ4(9 JT UP FOTVSF DPO੗EFOUJBMJUZ GPS UIF TFOTJUJWF
EBUB TVCNJ॒FE CZ EBUB PXOFST
 BOE UP HVBSBOUFF UIBU BMM SFTVMUT
DPNQVUFE BOE PVUQVU CZ UIF TZTUFN TBUJTGZ EJ੖FSFOUJBM QSJWBDZ�8F
DPOTJEFS B TF॒JOH JO XIJDI B NBMJDJPVT BEWFSTBSZ NBZ DPOUSPM UIF
TFSWFS SVOOJOH UIF %ॻ५ॺ4(9 QMBUGPSN
 UIF OFUXPSL DPOOFDUJOH
UIBU TFSWFS UP EBUB PXOFST
 BOE UIF BOBMZTU XIP TVCNJUT RVFSJFT
UP UIF QMBUGPSN� 8F BTTVNF UIBU B EBUB PXOFS۝T EFWJDF DBOOPU CF
DPSSVQUFE CZ UIF BEWFSTBSZ
 BOE UIBU UIF 4(9IBSEXBSF QSPUFDUJPOT
BSF BMTP SPCVTU BHBJOTU UIF BEWFSTBSZ 	NPSF PO UIJT BTTVNQUJPO JO
4FDUJPO �
�

�IUUQT���HJUIVC�DPN�VWN�QMBJE�EVFU

Client Device DuetSGX Server

1. Get attestation quote & public key

3. Get privacy parameters

4. Verify privacy parameters

5. Send encrypted sensitive data

2. Verify attestation quote

'JHVSF �� %BUB $PMMFDUJPO 1IBTF� *O UIJT QIBTF
 UIF DMJFOU EF�
WJDF OFHPUJBUFT XJUI UIF 9)4ࢠ࢑ࢡ% TFSWFS UP TFDVSFMZ TVCNJU
EBUB GPS EJॐFSFOUJBMMZ QSJWBUF BOBMZTJT�

6OEFS UIFTF BTTVNQUJPOT
 %ॻ५ॺ4(9 FOTVSFT DPO੗EFOUJBMJUZ GPS
TVCNJ॒FE EBUB
 BOE EJ੖FSFOUJBM QSJWBDZ GPS BMM PVUQVUT� य़F TVC�
NJ॒FE EBUB JT FODSZQUFE TP UIBU JU DBO POMZ CF QSPDFTTFE XJUIJO B
TFDVSF FODMBWF
 QSPUFDUJOH JU GSPN UIF EBUB DVSBUPS�फ़FSJFT TVCNJU�
UFE CZ UIF BOBMZTU BSF WFSJ੗FE UP TBUJTGZ EJ੖FSFOUJBM QSJWBDZ CZ UIF
%ॻ५ॺ UZQFDIFDLFS
 QSFWFOUJOH B NBMJDJPVT BOBMZTU GSPN XSJUJOH B
RVFSZ UP SFWFBM UIF TVCNJ॒FE EBUB�
��� "SDIJUFDUVSF
6TBHF PG %ॻ५ॺ4(9 QSPDFFET JO UXP QIBTFT� 	�
 EBUB DPMMFDUJPO
 BOE
	�
 RVFSZ QSPDFTTJOH�
1IBTF �� %BUB $PMMFDUJPO� *O UIF ੗STU QIBTF
 DMJFOU�TJEF TPॏXBSF
DPNNVOJDBUFT XJUI UIF %ॻ५ॺ4(9 TFSWFS UP DPOUSJCVUF EBUB� य़F
%ॻ५ॺ4(9 TFSWFS QSPWJEFT B 3&45GVM )551 JOUFSGBDF GPS TVCNJU�
UJOH EBUB BOE RVFSJFT
 TVNNBSJ[FE JO 'JHVSF �� *O HFOFSBM
 B EBUB
PXOFS TVCNJUT B EBUB FMFNFOU UP UIF %ॻ५ॺ4(9 TFSWFS GPMMPXJOH
UIF QSPDFTT TIPXO JO 'JHVSF �� य़F ੗STU TUFQ JT UP PCUBJO BO 4(9
B॒FTUBUJPO RVPUF GSPN UIF %ॻ५ॺ4(9 TFSWFS BOE WFSJGZ JU XJUI *O�
UFM۝T B॒FTUBUJPO TFSWJDF <�>� 4FDPOE
 UIF DMJFOU PCUBJOT UIF DVSSFOU
QSJWBDZ CVEHFU TF॒JOHT
 TJHOFE VTJOH UIF %ॻ५ॺ4(9 TFSWFS۝T QVCMJD
LFZ
 BOE WFSJ੗FT UIBU UIFZ TBUJTGZ UIF EBUB PXOFS۝T XJTIFT� 'JOBMMZ

UIF DMJFOU FODSZQUT UIF TFOTJUJWF EBUB VTJOH UIF TFSWFS۝T QVCMJD LFZ
BOE TVCNJUT JU UP UIF %ॻ५ॺ4(9 TFSWFS�

य़F "1* JT JNQMFNFOUFE VTJOH B 1ZUIPO 'MBTL TFSWFS BOE DBO CF
SFBDIFE VTJOH TUBOEBSE )551 SFRVFTUT� य़F %ॻ५ॺ4(9 TFSWFS BMTP
QSPWJEFT BO )5.- JOUFSGBDF VTJOH +BWBTDSJQU UP JOUFSBDU XJUI UIF
"1*
 BMMPXJOH DMJFOUT UP TVCNJU EBUB WJB B XFC CSPXTFS� य़F XFC�
CBTFE JOUFSGBDF FODSZQUT EBUB JO UIF CSPXTFS
 VTJOH B +BWBTDSJQU
JNQMFNFOUBUJPO PG 34"�

य़F LFZ QBJS VTFE JO UIJT QSPDFTT JT HFOFSBUFE XJUIJO UIF TFDVSF
FODMBWF XIFO UIF %ॻ५ॺ4(9 TFSWFS TUBSUT VQ
 BOE UIF QSJWBUF LFZ
OFWFS MFBWFT UIF FODMBWF� 8IFO UIF TFSWFS TIVUT EPXO
 UIF QSJWBUF
LFZ JT MPTU
 BOE UIF FODSZQUFE EBUB UIBU IBT CFFO TVCNJ॒FE TP GBS
JT F੖FDUJWFMZ EFTUSPZFE�
1IBTF �� FSZࢉ 1SPDFTTJOH� य़F TFDPOE QIBTF JT QSPDFTTJOH EJG�
GFSFOUJBMMZ QSJWBUF RVFSJFT PWFS UIF TVCNJ॒FE EBUB� "OBMZTUT XSJUF
UIFJS RVFSJFT VTJOH UIF %ॻ५ॺ MBOHVBHF 	EFUBJMFE JO 4FDUJPO �
 BOE
TVCNJU UIFN UP UIF /query FOEQPJOU PG UIF %ॻ५ॺ4(9 TFSWFS� य़F
TFSWFS SVOT UIF RVFSZ BOE SFUVSOT B EJ੖FSFOUJBMMZ QSJWBUF SFTVMU�
य़JT QSPDFTT JT TVNNBSJ[FE JO 'JHVSF ��

य़F )551 TFSWFS JUTFMG JT B 1ZUIPO QSPHSBN UIBU JT VOUSVTUFE�
य़F USVTUFE %ॻ५ॺ4(9 CJOBSZ SVOT FOUJSFMZ JOTJEF PG BO 4(9 FO�
DMBWF
 BOE JOUFSBDUT XJUI UIF VOUSVTUFE )551 TFSWFS CZ SFBEJOH
BOE XSJUJOH ੗MFT PO EJTL� "T EFTDSJCFE FBSMJFS
 UIF LFZ QBJS VTFE

�
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DuetSGX Server

Analyst

SGX Enclave

Duet Binary (Haskell)

Duet 
Typechecker

Decrypt Data

Duet 
Interpreter

Untrusted HTTP 
Server (Python)

/query 
Endpoint

Verify analysis 
satisfies DP

Decrypt data 
for analysis

Run analysis 
on decrypted 
data

Query

Differentially 
Private Analysis 

Result

'JHVSF �� %BUB "OBMZTJT 1IBTF� *O UIJT QIBTF
 UIF 9)4ࢠ࢑ࢡ%
TFSWFS SVOT ࢠ࢑ࢡ% QSPHSBNT PO UIF TVCNJUUFE EBUB UP DPN�
QVUF EJॐFSFOUJBMMZ QSJWBUF SFTVMUT�

"1* .FUIPE %FTDSJQUJPO
�FQTJMPO (&5 3FUVSOT UIF DVSSFOU ! WBMVF
�EFMUB (&5 3FUVSOT UIF DVSSFOU " WBMVF
�B॒FTU (&5 3FUVSOT UIF B॒FTUBUJPO RVPUF
�QVCLFZQFN (&5 3FUVSOT UIF QVCMJD LFZ QFN
�JOTFSU 1045 *OTFSU EBUB JOUP UIF EBUBCBTF
�RVFSZ 1045 4VCNJU B RVFSZ GPS FYFDVUJPO

'JHVSF �� 9)4ࢠ࢑ࢡ% 4FSWFS "1*

GPS FODSZQUJOH BOE EFDSZQUJOH UIF TFOTJUJWF EBUB JT HFOFSBUFEXIFO
UIF FODMBWF TUBSUT VQ
 BOE UIF QSJWBUF LFZ JT TUPSFE POMZ JO FODMBWF
NFNPSZ� XIFO UIF %ॻ५ॺ4(9 TFSWFS TIVUT EPXO
 UIF QSJWBUF LFZ
JT 	JOUFOUJPOBMMZ
 MPTU�

य़F QSJWBDZ CVEHFU JT TFU CZ UIF EBUB DVSBUPSXIFO UIF%ॻ५ॺ4(9
TFSWFS TUBSUT VQ CZ TQFDJGZJOH UIF JOJUJBM WBMVFT GPS ! BOE " JO B ੗MF�
8IFO UIF TFSWFS TUBSUT
 JU TJHOT UIFTF WBMVFT VTJOH UIF HFOFSBUFE
LFZ QBJS
 TP UIBU UIF EBUB DVSBUPS DBOOPU NPEJGZ UIF QSJWBDZ CVEHFU
BॏFS UIF TFSWFS JT SVOOJOH� 8IFO B RVFSZ JT TVCNJ॒FE
 UIF %ॻ५ॺ
UZQFDIFDLFS EFSJWFT B QSJWBDZ DPTU GPS JU BOE TVCUSBDUT UIBU BNPVOU
GSPN UIF SFNBJOJOH CVEHFU� *G UIF CVEHFU XPVME CF FYIBVTUFE CZ
UIF RVFSZ
 UIFO UIF RVFSZ JT SFKFDUFE� PUIFSXJTF
 UIF RVFSZ۝T DPTU
JT TVCUSBDUFE GSPN UIF CVEHFU BOE UIF OFX WBMVF PG UIF SFNBJOJOH
CVEHFU JT TJHOFE CZ UIF %ॻ५ॺ4(9 TFSWFS�

��� *NQMFNFOUBUJPO
य़F%ॻ५ॺ4(9 CJOBSZ UIBU SVOT JOTJEF PG UIF TFDVSF FODMBWF JT XSJU�
UFO JO )BTLFMM
 BOE CVJMET PO UIF %ॻ५ॺ JNQMFNFOUBUJPO 	XIJDI JT
BMTP XSJ॒FO JO )BTLFMM
� य़F %ॻ५ॺ4(9 FODMBWF DPEF JNQMFNFOUT
UIF TQFDJ੗D JOUFSGBDF XJUI UIF VOUSVTUFE )551 TFSWFS
 IBOEMFT UIF
HFOFSBUJPO PG FODSZQUJPO LFZT BOE FODSZQUJPO BOE EFDSZQUJPO PG
EBUB
 BOE DPPSEJOBUFT UIF VTF PG UIF %ॻ५ॺ UZQFDIFDLFS UP EFUFS�
NJOF QSJWBDZ DPTU BOE UIF %ॻ५ॺ JOUFSQSFUFS UP DPNQVUF SFTVMUT�य़F
VOUSVTUFE )551 TFSWFS JT B TJNQMF 1ZUIPO QSPHSBN JNQMFNFOUFE
VTJOH UIF 'MBTL MJCSBSZ�

*OUFM 4(9 FODMBWFT BSF OPU OPSNBMMZ DBQBCMF PG SVOOJOH )BTLFMM
QSPHSBNT
 TP XF VTF UIF (SBQIFOF TZTUFN <��> UP FOBCMF %ॻ५ॺ4(9
UP SVO PO 4(9� (SBQIFOF QSPWJEFT B DPNQBUJCJMJUZ MBZFS UIBU BMMPXT
BSCJUSBSZ -JOVY QSPHSBNT UP SVO JO BO 4(9 FODMBWF� (SBQIFOF TJN�
QMJ੗FT UIF EFWFMPQNFOU PG TZTUFNT MJLF %ॻ५ॺ4(9
 CVU BMTP CSJOHT

MJNJUBUJPOT
 FTQFDJBMMZ GPS SFNPUF B॒FTUBUJPO� 8F EJTDVTT UIFTF JO
4FDUJPO ��

� 41&$*':*/( 9)4ࢠ࢑ࢡ% 26&3*&4
%ॻ५ॺ4(9 SVOT RVFSJFT TQFDJ੗FE JO %ॻ५ॺ <��>
 B QSPHSBNNJOH MBO�
HVBHF BOE UZQF TZTUFN EFTJHOFE GPS BVUPNBUJDBMMZ QSPWJOH UIBU B
QSPHSBN TBUJT੗FT EJ੖FSFOUJBM QSJWBDZ� 8IFO B RVFSZ JT TVCNJ॒FE

UIF %ॻ५ॺ4(9 TFSWFS SVOT UIF %ॻ५ॺ UZQFDIFDLFS CFGPSF SVOOJOH
UIF RVFSZ
 UP 	�
 WFSJGZ UIBU UIF TVCNJ॒FE RVFSZ TBUJT੗FT EJ੖FSFO�
UJBM QSJWBDZ
 BOE 	�
 EFUFSNJOF UIF QSJWBDZ DPTU (!, ") PG SVOOJOH
UIF RVFSZ�

%ॻ५ॺ۝T UZQFDIFDLFS JT FOUJSFMZ TUBUJD BOE EPFT OPU SFRVJSF BDDFTT
UP UIF EBUB� *UT SFTVMUT DBO UIFSFGPSF TBGFMZ CF VTFE UP EFUFSNJOF
UIF QSJWBDZ DPTU PG B RVFSZ CFGPSF SVOOJOH JU
 BOE UP SFKFDU RVFSJFT
UIBU EP OPU TBUJTGZ EJ੖FSFOUJBM QSJWBDZ PS IBWF QSJWBDZ DPTUT HSFBUFS
UIBO UIF SFNBJOJOH QSJWBDZ CVEHFU�
8SJUJOH ࢠ࢑ࢡ% 1SPHSBNT� %ॻ५ॺ JODMVEFT CBTJD QSJNJUJWFT GPS EJG�
GFSFOUJBMMZ QSJWBUF QSPHSBNNJOH MJLF UIF -BQMBDF NFDIBOJTN 	XSJU�
UFO laplace
 BOE UIF (BVTTJBO NFDIBOJTN 	XSJ॒FO gauss
� 'PS
FYBNQMF
 UIF GPMMPXJOH QSPHSBN BEET (BVTTJBO OPJTF UP UIF WBSJ�
BCMF x
 BTTVNJOH UIBU x IBT B TFOTJUJWJUZ PG ����

let ε = ℝ⁺[1.5] in
let δ = ℝ⁺[0.000001] in
gauss[ℝ⁺[1.0], ε, δ] <x> { x }

य़F OPUBUJPO ℝ⁺[1.5] JT VTFE UP TQFDJGZ B TUBUJDBMMZ�LOPXO OPO�
OFHBUJWF SFBM WBMVF
 XIJDI UIF UZQFDIFDLFS DBO VTF UP IFMQ EFUFS�
NJOF QSJWBDZ DPTU� 4FOTJUJWJUJFT BOE UIF WBMVFT PG QSJWBDZ QBSBNF�
UFST NVTU CF TUBUJDBMMZ LOPXO JO PSEFS GPS UIF %ॻ५ॺ UZQFDIFDLFS UP
CPVOE QSJWBDZ DPTU
 BOE TUBUJDBMMZ�LOPXO WBMVFT BSF BTTVNFE UP CF
QVCMJDMZ LOPXO� य़F MJTU PG WBSJBCMFT JOTJEF BOHMF CSBDLFUT 	<x>

EFOPUF UIF WBSJBCMFT GPS XIJDI UIF (BVTTJBO NFDIBOJTN TIPVME BU�
UFNQU UP QSPWJEF QSJWBDZ� WBSJBCMFT OPU MJTUFE IFSF XJMM CF USFBUFE
BT BVYJMJBSZ JOGPSNBUJPO BOE BTTJHOFE JO੗OJUF QSJWBDZ DPTU� य़F FY�
QSFTTJPO JOTJEF DVSMZ CSBDFT 	{ x }
 SFQSFTFOUT UIF BDUVBM SFTVMU UP
XIJDI OPJTF XJMM CF BEEFE�

%ॻ५ॺ BMTP BMMPXT TQFDJGZJOH QSJWBDZ GVODUJPOT 	XJUI pλ
 XIPTF
UZQFT FODPEF UIFJS QSJWBDZ DPTUT� 'PS FYBNQMF�

pλ . x : ℝ ⇒
gauss[ℝ⁺[1.0], ℝ⁺[1.0], ℝ⁺[0.001]] <x> { x }

य़F %ॻ५ॺ UZQFDIFDLFS SFQPSUT UIBU UIJT QSPHSBN IBT UIF UZQF�
ℝ@⟨1.0, 0.001⟩ ⇒ ℝ

य़JT UZQF JOEJDBUFT UIBU UIF QSPHSBN۝T WBMVF JT B GVODUJPO XIJDI
TBUJT੗FT (1.0, 0.001)�EJ੖FSFOUJBM QSJWBDZ 	UIF QSJWBDZ DPTU JT MJTUFE
BॏFS UIF@ TJHO
� 'PS NPSF JOGPSNBUJPO PO UIF %ॻ५ॺ MBOHVBHF
 TFF
UIF %ॻ५ॺ QBQFS <��> PS UIF QSPKFDU XFCQBHF <�>�
ࢠ࢑ࢡ% 1SPHSBNT BT 9)4ࢠ࢑ࢡ% �FSJFTࢉ " %ॻ५ॺ4(9 RVFSZ JT
TJNQMZ B %ॻ५ॺ QSPHSBN XJUI B TQFDJ੗D GPSN� " WBMJE %ॻ५ॺ4(9
RVFSZ JT B QSPHSBN UIBU EF੗OFT B QSJWBDZ GVODUJPO PG B TJOHMF BS�
HVNFOU 	UIF EBUB TUPSFE JO UIF TFDVSF EBUBCBTF
� य़F QSJWBDZ GVOD�
UJPO NVTU IBWF DPOTUBOU QSJWBDZ DPTU BOE UIF UZQF PG UIF GVODUJPO۝T
BSHVNFOU NVTU NBUDI UIF TDIFNB PG UIF TFDVSF EBUBCBTF� 'PS FY�
BNQMF
 UIF GPMMPXJOH QSPHSBN SFQSFTFOUT B %ॻ५ॺ4(9 RVFSZ UIBU
DPVOUT UIF OVNCFS PG SPXT JO B TFDVSF EBUBCBTF PG QBJST PG SFBM
OVNCFST 	F�H� MBUJUVEF�MPOHJUVEF QBJST
�

�
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pλ . df : M [L1 , U | ★ , d ℝ ∷ d ℝ ∷ [] ] ⇒
let ε = ℝ⁺[1.0] in
let δ = ℝ⁺[0.001] in
gauss[ℝ⁺[1.0], ε, δ] <df> { real (rows df) }

य़F OPUBUJPO M [L∞,U|...] JT B %ॻ५ॺ NBUSJY UZQF
 XIJDI XF VTF
JO %ॻ५ॺ4(9 RVFSJFT UP TQFDJGZ UIF TDIFNB PG UIF EBUBCBTF� य़F L1
BOOPUBUJPO TQFDJ੗FT UIF EJTUBODFNFUSJD VTFE UP EF੗OF OFJHICPSJOH
JOQVUT 	XF BEE VQ UIF OVNCFS PG EJ੖FSJOH SPXT

 BOE U TQFDJ੗FT
UIBU UIFSF JT OP LOPXO VQQFS CPVOE PO WBMVFT JO UIF NBUSJY� ★
NFBOT UIF OVNCFS PG SPXT JO UIF NBUSJY JT OPU TUBUJDBMMZ LOPXO
	UIJT XJMM VTVBMMZ CF UIF DBTF GPS %ॻ५ॺ4(9 EBUBCBTFT
� d ℝ ∷ d ℝ
∷ [] TQFDJ੗FT UIF TDIFNB PG UIF NBUSJY
 JO MJOLFE�MJTU OPUBUJPO� UIJT
FYBNQMF IBT UXP DPMVNOT
 FBDI DPOUBJOJOH SFBM OVNCFST� d ℝ JT
UIF EJTDSFUF SFBM OVNCFS UZQF
 XIJDI JT UIF TBNF BT B SFBM OVNCFS
FYDFQU XJUI B CPPMFBO EJTUBODF NFUSJD� UXP WBMVFT (1, (2 ∈ d ℝ BSF
� BQBSU JG UIFZ BSF FRVBM
 BOE � BQBSU PUIFSXJTF� rows JT B CVJMU�
JO GVODUJPO UIBU DPVOUT UIF OVNCFS PG SPXT JO B NBUSJY
 BOE real
DPOWFSUT B EJTDSFUF SFBM OVNCFS JOUP B SFBM OVNCFS� 8F IBWF VTFE
BO VOSFBMJTUJDBMMZ MBSHF WBMVF GPS " JO UIJT FYBNQMF GPS SFBEBCJMJUZ�
य़JT QSPHSBN IBT UIF UZQF�

M [L1,U | ★, d ℝ∷d ℝ∷[]]@⟨1.0, 0.001⟩ ⇒ ℝ
य़F %ॻ५ॺ UZQFDIFDLFS SFUVSOT UIJT UZQF UP UIF %ॻ५ॺ4(9 JNQMF�
NFOUBUJPO
 XIJDI VTFT UIF QSJWBDZ DPTU BOOPUBUJPO JO UIF QSJWBDZ
GVODUJPO UZQF UP EFUFSNJOF UIF QSJWBDZ DPTU PG UIF RVFSZ BOE SF�
EVDF UIF QSJWBDZ CVEHFU BDDPSEJOHMZ�
&YQSFTTJWF 1PXFS PG 9)4ࢠ࢑ࢡ% �FSJFTࢉ 8F IBWF TIPXO KVTU
B GFX TJNQMF FYBNQMFT PG WBMJE %ॻ५ॺ4(9 RVFSJFT IFSF
 CVU UIF
%ॻ५ॺ MBOHVBHF JT EFTJHOFE UP CF ੘FYJCMF BOE TVQQPSU DPNQMFY QSP�
HSBNT CFZPOE TJNQMF BOBMZUJDT� 'PS FYBNQMF
 %ॻ५ॺ TVQQPSUT MPPQ�
JOH DPOTUSVDUT XJUI EJ੖FSFOUJBM QSJWBDZ
 BOE DBO VTF BEWBODFE DPN�
QPTJUJPO UP EFUFSNJOF QSJWBDZ DPTU GPS UIFTF QSPHSBNT� %ॻ५ॺ BMTP
TVQQPSUT SFDFOU WBSJBOUT PG EJ੖FSFOUJBM QSJWBDZ MJLF 3©OZJ EJ੖FS�
FOUJBM QSJWBDZ <��> BOE [FSP�DPODFOUSBUFE EJ੖FSFOUJBM QSJWBDZ <��>

BOE UIFTF DBO CF VTFE JO %ॻ५ॺ4(9 RVFSJFT UP JNQSPWF DPNQPTJ�
UJPO� *O BEEJUJPO UP QSPHSBNT UIBU DPNQVUF USBEJUJPOBM BOBMZUJDT

XF IBWF BMTP JNQMFNFOUFE %ॻ५ॺ4(9 RVFSJFT GPS NBDIJOF MFBSO�
JOH 	F�H� OPJTZ HSBEJFOU EFTDFOU BMHPSJUINT <�
 �
 ��>
�

� -*.*5"5*0/4 � '6563&803,
0VS QSPPG�PG�DPODFQU JNQMFNFOUBUJPO PG %ॻ५ॺ4(9 JT B QSPUPUZQF

BOE TIPVME OPU CF VTFE JO QSPEVDUJPO UP QSPUFDU TFOTJUJWF EBUB� *U
IBT OPU CFFO UFTUFE FYUFOTJWFMZ
 BOE NBZ DPOUBJO CVHT UIBU XPVME
BMMPX B॒BDLT UIBU SFWFBM UIF FODSZQUFE EBUB�

*O BEEJUJPO
 MJNJUBUJPOT JO (SBQIFOF SFTVMU JO LOPXO JTTVFT XJUI
%ॻ५ॺ4(9 UIBU DPVME SFTVMU JO TFDVSJUZ WVMOFSBCJMJUJFT� *O QBSUJDV�
MBS
 (SBQIFOF۝T SFNPUF B॒FTUBUJPO GFBUVSFT BSF TUJMM VOEFS DPOTUSVD�
UJPO� JU JT OPU ZFU QPTTJCMF UP FNCFE %ॻ५ॺ4(9۝T QVCMJD LFZ JO UIF
B॒FTUBUJPO RVPUF UIBU JT HFOFSBUFE� *OTUFBE
 PVS QSPUPUZQF JNQMF�
NFOUBUJPO FYQPTFT UIF QVCMJD LFZ TFQBSBUFMZ
 CZ XSJUJOH JU UP B ੗MF�
य़JT BQQSPBDI NFBOT UIBU UIF VOUSVTUFE )551 TFSWFS DPVME NPE�
JGZ UIF QVCMJD LFZ CFGPSF TFOEJOH JU UP DMJFOUT
 XIJDI DPVME FOBCMF
BO BEWFSTBSZ XIP EPFT OPU DPOUSPM UIF TFDVSF FODMBWF UP EFDSZQU
BOE SFBE UIF TVCNJ॒FE EBUB� "T (SBQIFOF۝T TVQQPSU GPS SFNPUF BU�
UFTUBUJPO JNQSPWFT
 XF QMBO UP FNCFE UIF QVCMJD LFZ JO UIF RVPUF

JUTFMG
 XIJDI JT TJHOFE CZ UIF 4(9 QSPDFTTPS۝T QSJWBUF LFZ TP UIBU
JU DBOOPU CF NPEJ੗FE CZ UIF VOUSVTUFE DPNQPOFOUT PG UIF TZTUFN�

*OUFM 4(9 IBT CFFO UIF TVCKFDU PG B OVNCFS PG B॒BDLT <��
 ��ۗ
��
 ��>� .BOZ PG UIFTF B॒BDLT BMMPX B QSPDFTT PVUTJEF UIF FODMBWF
UP SFDPWFS TFDSFUT TUPSFE JOTJEF UIF FODMBWF NFNPSZ
 JODMVEJOH QSJ�
WBUF LFZT
 BOE XPVME FOBCMF BO B॒BDLFS UP EFGFBU UIF QSPUFDUJPOT
PG %ॻ५ॺ4(9� .PTU PG UIF FYJTUJOH B॒BDLT IBWF CFFO BEESFTTFE
RVJDLMZ CZ *OUFM
 BOE DBO CF NJUJHBUFE CZ VQEBUJOH UIF QSPDFTTPS۝T
NJDSPDPEF
 CVU UIJT JTTVF TIPVME CF DBSFGVMMZ DPOTJEFSFE CFGPSF
4(9 JT VTFE JO BOZ TZTUFN UP QSPUFDU USVMZ TFOTJUJWF EBUB� 8F QMBO
UP BEBQU PVS JNQMFNFOUBUJPO PG %ॻ५ॺ4(9 UP OFX JNQMFNFOUBUJPOT
PG TFDVSF FODMBWFT BT UIFZ BQQFBSۘ".%۝T 4FDVSF &ODSZQUFE 7JSUV�
BMJ[BUJPO
 GPS FYBNQMF
 XJMM BMMPX SVOOJOH VONPEJ੗FE QSPHSBNTۘ
BOE XF FYQFDU GFXFS SFBMJTUJD B॒BDLT BT TFDVSF IBSEXBSF NBUVSFT�

'JOBMMZ
 PVS JNQMFNFOUBUJPO PG %ॻ५ॺ4(9 EPFT OPU TVQQPSU UIF
DPNQMFUF SBOHF PG GFBUVSFT PG UIF VOEFSMZJOH %ॻ५ॺ TZTUFN� *O QBS�
UJDVMBS
 UIF QSJWBDZ CVEHFU GPS %ॻ५ॺ4(9 JT TUPSFE JO UFSNT PG WBM�
VFT GPS ! BOE " � QSPHSBNT UIBU MFWFSBHF PUIFS WBSJBOUT PG EJ੖FS�
FOUJBM QSJWBDZ 	F�H� 3©OZJ EJ੖FSFOUJBM QSJWBDZ PS [FSP�DPODFOUSBUFE
EJ੖FSFOUJBM QSJWBDZ
 DBO CF XSJ॒FO BT %ॻ५ॺ4(9 RVFSJFT
 CVU UIFJS
QSJWBDZ DPTUT NVTU CF DPOWFSUFE UP (!, ")ۘ%ॻ५ॺ4(9 JT OPU DVS�
SFOUMZ DBQBCMF PG VTJOH UIFTF WBSJBOUT GPS TFRVFOUJBM DPNQPTJUJPO
PG RVFSJFT�8F QMBO UP FYQMPSF BEEJUJPOBM GFBUVSFT GPS DPNQPTJUJPOۘ
JODMVEJOH WBSJBOUT MJLF UIFTF BOE BMTP UIF BCJMJUZ UP TVCNJU XPSL�
MPBET PG RVFSJFT GPS JNQSPWFE BDDVSBDZ�

� 3&-"5&%803,
य़FVTF PG 4(9 UP QSPWJEF TFDVSJUZ GPS PVUTPVSDFE DPNQVUBUJPO IBT
CFFO TUVEJFE FYUFOTJWFMZ
 BOE TZTUFNT MJLF 0QBRVF <��>
 7$� <��>

)BWFO <�>
 *SPODMBE "QQT <��>
 BOE 3ZPBO <��> BDIJFWF UIJT HPBM JO
WBSJPVT XBZT� य़FTF BQQSPBDIFT UZQJDBMMZ BTTVNF UIF BOBMZTU UP CF
USVTUFE
 BOE EP OPU JOUFHSBUF EJ੖FSFOUJBM QSJWBDZ�

0OHPJOH SFTFBSDI JO UIF MPDBM NPEFM PG EJ੖FSFOUJBM QSJWBDZ IBT
QSPEVDFE B TJHOJ੗DBOU OVNCFS PG TZTUFNT
 JODMVEJOH 3"1103 <��>

1SPDIMP <�>
 "QQMF۝T TZTUFN <�>
 BOE NBOZ PUIFS XPSLT JO WBSJPVT
LJOET PG BOBMZUJDT <��
 ��> BOE NBDIJOF MFBSOJOH <��>� 3FDFOU XPSL
IBT FYQMPSFE DPNCJOJOH EJ੖FSFOUJBM QSJWBDZ XJUI DSZQUPHSBQIJD
UFDIOJRVFT GPS TFDVSF DPNQVUBUJPO� )POFZDSJTQ <��> VTFT B TFDVSF
BHHSFHBUJPO QSPUPDPM UP FMJNJOBUF UIF USVTUFE EBUB DVSBUPS GPS WBS�
JPVT BOBMZUJDT
 BOE %+PJO <��>
 4ISJOLXSBQ <�>
 BOE $SZQU! <��>
SVO B WBSJFUZ EJ੖FSFOUJBMMZ QSJWBUF BOBMZUJDT RVFSJFT VTJOH NVMUJ�
QBSUZ DPNQVUBUJPO BU B TNBMMFS TDBMF� य़FTF TZTUFNT EP OPU SFRVJSF
TQFDJBM IBSEXBSF
 CVU UIFZ JOUSPEVDF TJHOJ੗DBOU QFSGPSNBODF PWFS�
IFBE BOE QSPWJEF B MFTT FYQSFTTJWF RVFSZ MBOHVBHF UIBO %ॻ५ॺ4(9�

� $0/$-64*0/
8F IBWF QSFTFOUFE %ॻ५ॺ4(9
 B QMBUGPSN GPS DPMMFDUJOH BOE QSP�
DFTTJOH TFOTJUJWF EBUB UIBU VTFT TFDVSF IBSEXBSF UP HVBSBOUFF DPO�
੗EFOUJBMJUZ GPS UIF EBUB BOE FOTVSF EJ੖FSFOUJBM QSJWBDZ GPS BMM PVU�
QVUT� %ॻ५ॺ4(9 DPMMFDUT BOE TUPSFT FODSZQUFE EBUB
 BOE BMMPXT JUT
EFDSZQUJPO POMZ XJUIJO B TFDVSF FODMBWF UIBU FYFDVUFT POMZ EJ੖FS�
FOUJBMMZ QSJWBUF RVFSJFT� फ़FSJFT BSF XSJ॒FO VTJOH UIF %ॻ५ॺ MBO�
HVBHF BOE WFSJ੗FE UP CF EJ੖FSFOUJBMMZ QSJWBUF VTJOH UIF %ॻ५ॺ UZQF�
DIFDLFS� 0VS QSPPG�PG�DPODFQU JNQMFNFOUBUJPO EFNPOTUSBUFT UIBU
TFDVSF IBSEXBSF DBO CF VTFE UP CVJME TZTUFNT UIBU QSPWJEF UIF CFO�
F੗UT PG CPUI UIF MPDBM BOE DFOUSBM NPEFMT PG EJ੖FSFOUJBM QSJWBDZ

XJUIPVU SFRVJSJOH B USVTUFE EBUB DVSBUPS�

�



�9)4࢙ࢊ࢚% %Jख़FSFOUJBM 1SJWBDZ XJUI 4FDVSF )BSEXBSF
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8FXPVME MJLF UP UIBOL UIF 51%1�� SFWJFXFST GPS UIFJS IFMQGVM TVH�
HFTUJPOT GPS JNQSPWFNFOUT� य़JT XPSL XBT TVQQPSUFE CZ /4' WJB
BXBSE $$'��������
 CZ 0%/*�*"31" WJB BXBSE ���������������

BOE CZ %"31" � 41"8"3 VOEFS DPOUSBDU /���������$������ य़F
6�4� (PWFSONFOU JT BVUIPSJ[FE UP SFQSPEVDF BOE EJTUSJCVUF SFQSJOUT
GPS (PWFSONFOUBM QVSQPTFT OPU XJUITUBOEJOH BOZ DPQZSJHIU OPUB�
UJPO UIFSFPO� य़F WJFXT
 PQJOJPOT
 BOE�PS ੗OEJOHT FYQSFTTFE BSF
UIPTF PG UIF BVUIPS	T
 BOE TIPVME OPU CF JOUFSQSFUFE BT SFQSFTFOU�
JOH UIF Pਖ਼DJBM WJFXT PS QPMJDJFT PG UIF %FQBSUNFOU PG %FGFOTF PS
UIF 6�4� (PWFSONFOU�

3&'&3&/$&4
<�> "QQMF� %J੖FSFOUJBM QSJWBDZ PWFSWJFX� IUUQT���XXX�BQQMF�DPN�QSJWBDZ�EPDT�

%JGGFSFOUJBM@1SJWBDZ@0WFSWJFX�QEG�
<�> %ॻ५ॺ QSPKFDU IPNFQBHF� IUUQT���HJUIVC�DPN�VWN�QMBJE�EVFU�
<�> *OUFM B॒FTUBUJPO TFSWJDF� IUUQT���TPGUXBSF�JOUFM�DPN�DPOUFOU�XXX�VT�FO�

EFWFMPQ�UPQJDT�TPGUXBSF�HVBSE�FYUFOTJPOT�BUUFTUBUJPO�TFSWJDFT�IUNM�
<�> .BSUJO "CBEJ
 "OEZ $IV
 *BO (PPEGFMMPX
 ) #SFOEBO .D.BIBO
 *MZB .JSPOPW


,VOBM 5BMXBS
 BOE -J ;IBOH� %FFQ MFBSOJOH XJUI EJ੖FSFOUJBM QSJWBDZ� *O 1SP�
DFFEJOHT PG UIF ���� "$. 4*(4"$ $POGFSFODF PO $PNQVUFS BOE $PNNVOJDBUJPOT
4FDVSJUZ
 QBHFT ���ۗ���
 �����

<�> +PIO . "CPXE� य़F VT DFOTVT CVSFBV BEPQUT EJ੖FSFOUJBM QSJWBDZ� *O 1SPDFFEJOHT
PG UIF ��UI "$. 4*(,%% *OUFSOBUJPOBM $POGFSFODF PO ,OPXMFEHF %JTDPWFSZ �
%BUB .JOJOH
 QBHFT ����ۗ����
 �����

<�> 3BFG #BTTJMZ
 "EBN 4NJUI
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