
Demo:EdgeVPN.io:Open-sourceVirtualPrivate
NetworkforSeamlessEdgeComputingwith

Kubernetes

RenatoFigueiredo
ElectricalandComputerEngineering

UniversityofFlorida
Gainesville,FL32611
Email:renato@acis.ufl.edu

KensworthSubratie
ElectricalandComputerEngineering

UniversityofFlorida
Gainesville,FL32611
Email:kcratie@ufl.edu

Abstract—Edgeandfogcomputingencompassavarietyof
technologiesthatarepoisedtoenablenewapplicationsacross
theInternetthatsupportdatacapture,storage,processing,
andcommunicationacrossthenetworkingcontinuum.These
environmentsposenewchallengestothedesignandimple-
mentationofnetworks-as membershipcanbedynamicand
devicesareheterogeneous, widelydistributedgeographically,
andinproximitytoend-users,asisthecasewithmobileand
Internet-of-Things(IoT)devices. Wepresentademonstration
ofEdgeVPN.io(Evioforshort),anopen-sourceprogrammable,
software-definednetworkthataddresseschallengesinthede-
ploymentofvirtualnetworksspanningdistributededgeand
cloudresources,inparticularhighlightingitsuseinsupportof
theKubernetescontainerorchestrationmiddleware.Thedemo
highlightsadeploymentofunmodifiedKubernetesmiddleware
acrossavirtualclustercomprisingvirtual machinesdeployed
bothincloudproviders,andindistinctnetworksattheedge-
whereallnodesareassignedprivateIPaddressesandsubject
todifferentNAT(NetworkAddressTranslation) middleboxes,
connectedthroughanEviovirtualnetwork.Thedemoincludes
anoverviewoftheconfigurationofKubernetesandEvionodes
andthedeploymentofDocker-basedcontainerpods,highlighting
theseamlessconnectivityforTCP/IPapplicationsdeployedonthe
pods.
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I.INTRODUCTION

ThisdemonstrationwillhighlightEdgeVPN.io[1](Evio
forshort),anopen-sourceVPNforedgecomputing.Edge
computingsystemsrequireapplicationstobedeployedacross
distributedresources–oftenacrossmultipleedgeproviders,
andincludingcloudcomputingback-ends.Acontemporary
approachtoorchestrateandmanagethedeploymentofap-
plicationsleveragestheuseofvirtualizationtechnologies–
virtualmachines,containers.Inparticular,Kubernetes[2]is
aplatformfororchestrationofDocker-based[3]container
“pods”thatiswidelyusedindatacenters.Leveragingthe
featuresofKubernetestodeploypodsacrossedgeresources
opensopportunitiesforthereuseofawealthofexisting
softwaretomanageedgecomputingdeployments.
However,Kubernetesisoftendeployedinclouddatacen-

ters,wheretheassumptionofthecluster’snetworkmodel[4]–
whereallnodesareinthesameaddressspace–issatisfied.In

suchadatacenterenvironment,therearenoNATmiddleboxes
betweenKuberneteshosts/pods.However,whendeploying
workloadsacrossmultipleedgenetworks,thisisseldomthe
case-nodesmaybeservedbydifferentproviders,andbe
assignedprivate,NAT’edaddresses.
EnterEvio:itprovidesafoundationalvirtualnetwork
layerthatexposesthenetworking modelthat Kubernetes
requires[4],essentiallypresentingKubernetesdaemonswith
anenvironmentthatislogicallythesameasthey would
encounterinadatacenter.Thus,Evioallowsdeployments
acrossmultipledisparatecloud/edgenetworks,whereprivate
addresses,NATsandfirewallsarenotuncommon-withoutany
changes.InadditiontoNATtraversal,theEviooverlayvirtual
networkisscalable,resilient,andself-configuringinresponse
tonodesjoiningandleavingthecluster,greatlysimplifying
the managementofthecluster’snetwork.Incombination
withKubernetes,Evioallowsdeploymentofcontainerized,
micro-serviceworkloadsspanningcloudandedgeresources
tosupport“fog”computingforprocessingnearIoTsen-
sors/actuators.
Specifically,Evioaddressesthetechnicalchallengesin
creatingvirtualnetworksthatself-organizeintoscalable,self-
organizing,resilientoverlaytopologies,withbuilt-insupport
forinterconnectingresourcesthatareconstrainedbydis-
tributedNAT/firewall middleboxes.Indoingso,Eviocan
significantlylowerthebarrierstodeployingaprivatecom-
municationfabricinsupportofexistingandfutureedge
applications.
ThearchitectureofEviocombinesSoftware-DefinedNet-
working(SDN)andpeer-to-peeroverlaytunnelingandispro-
grammableindifferentlayers.Atthedatapathlayer,itemploys
virtualNICsandOpenvSwitchbridgestoautomaticallypro-
gramOpenFlow[5]rulesforpacketcapture/forwardingwithin
theVPN’svirtualaddressspacetosupportbroadcast,unicast
andmulticastIP.Itemploysamodulardistributedcontroller
designthatsupportsascalablestructuredP2Ptopologyand
leverageswidelyusedstandards(XMPP,STUN,TURN,ICE)
formembershipauthenticationandrevocation,nodediscovery,
signalingfortunnelbootstrapping,andNATtraversal.
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Fig.1. SoftwarearchitectureofanEdgeVPN.ionode,consistingof:1)a
softwareSDNswitchprogrammedusingOpenFlowbyaRyucontroller,2)
auser-levelprocess(tincan)thattunnelsencryptedtrafficcapturedfromthe
hostusingatapvirtualNIC(VNIC)device,3)NATtraversalusingSTUN,
TURNandXMPPprotocolsusingWebRTClibraries,and4)anEdgeVPN.io
overlaycontrollerthatcreatesascalableP2Ptopologyforoverlayrouting

II.EDGEUSECASES

Consideringalayeredarchitectureforthedeploymentof
edgeapplicationsusingcontainers,onecanatacoarse
granularitydivideitacrossinfrastructurelayer(underlying
computer,storage,andnetworkresources),uponwhichsits
acontainerorchestrationlayer(responsiblefordeployment
andlifetime managementofcontainers),upon whichsits
theapplicationlayer.Eviovirtualizesthenetworkatthe
infrastructurelayer,exposingthesameinterfaces(Ethernet,
TCP/IP)tothecontainerandapplicationlayers.Withoutsuch
supportfromtheinfrastructurevirtualizationlayer,theburden
wouldfallintothecontainerand/orapplicationslayerstodeal
withthecomplexityoftraversingNATsand/orfirewalls.
WhileKuberneteshasitsownnetworkvirtualizationca-

pabilities(e.g.throughtheFlannelCNIplugin),itdoesnot
onitsownhandlenodesindifferentaddressspacesand
constrainedbyNATs/firewalls.OtherVPNsexist,butthey
requireburdensomeconfigurationand/ortheuseofcentralized
gateways;Evioisuniqueinhowitself-configuresascalable
P2Ptunnelingfabric(Fig.2).
Akeyedge-specificissuethatEvioaddressesistheabilityto

aggregatemultipledistinctedgeresourceprovidersintovirtual
cluster(s)thatcanthenbemanagedbythecontainerorchestra-
tionlayer.TwodeploymentmodescanbesupportedbyEvio’s
virtualizationlayer:onewherethereisasinglecontainer
orchestrationmanager(i.e.asingleKubernetescluster),and
onewheretherearefederatedmanagers.Aggregatingmultiple
edgeprovidersenablesthecontainerandapplicationlayersto
respondeffectivelytoscenariosthatcanoccurdynamically,
suchasanedgemicrodata-centerthatreachescapacityand
cannotabsorbadditionalworkloads.Amulti-edgedeployment
withtheEvionetworkvirtualizationlayerallowsflexible
workloadplacement,e.g.toaspill-overedgeclusternearthe
resourcethathasexhaustedcapacity.

III.KUBERNETESINTEGRATIONVIACNIPLUGINS

TherearetwodifferentwaysEviocanbeusedtosupport
Kubernetesdeployments,bothofwhichrelyontheuseof

Fig.2. VisualizationofEviooverlaytopologywith128nodes

KubernetesCNI(ContainerNetworkInfrastructure)plugins:
1)withFlannel,aCNIpluginthatisusedin manyK8s
deployments,and2)withtheEvioCNIplugin.LikeEvio
itself,Flannelcreatesanoverlaynetworkthatexposesavirtual
networknamespacetoK8spodsandusesencapsulationto
tunnelmessagesbetweenpods.UnlikeEvio,however,Flannel
doesnotsupportNATtraversal.Flannelcan,however,leverage
Evio’sNATtraversalandvirtualization-it’spossibletodeploy
aFlanneloverlayatoptheEviooverlay.WhileFlannelworks
unmodifiedatopanEviooverlay,thereisaperformanceprice
thatispaid:double-encapsulation.Inessence,messagessent
amongpodsareencapsulatedtwice(byFlannel,andbyEvio).
Toaddressthisdrawback,EviohasitsownCNIplugin,
whichallowsmessagestobeencapsulatedonlyonce.The
demonstrationwillhighlightFlannelintegration,andoverview
theoperationofbothplugins.

IV.DEMOUSEREXPERIENCE

• AnintroductiontotheEviosoftwarearchitecture(Fig.1)
andoverviewofthedemosetup,overlaytopologyand
Kuberneteshosts(fourVMsacrossthreedifferentsites

• Walk-through:connectinganedgenodetotheEvio
virtualnetwork;configurationandaddinganewhostto
theEviovirtualnetwork

• Walk-through:addinganedgenodetoKubernetescluster,
withemphasisonconfigurationoftheFlannelpluginfor
usewithEvio
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