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ABSTRACT

The proliferation of the Internet of Things (IoT) has started trans-
forming our lifestyle through automation of home appliances. How-
ever, there are users who are hesitant to adopt IoT devices due to
various privacy and security concerns. In this paper, we elicit peo-
ples’ attitude and concerns towards adopting IoT devices. We con-
duct an online survey and collect responses from 232 participants
from three different geographic regions (United States, Europe, and
India); the participants consist of both adopters and non-adopters
of IoT devices. Through data analysis, we determine that there
are both similarities and differences in perceptions and concerns
between adopters and non-adopters. For example, even though
IoT and non-IoT users share similar security and privacy concerns,
IoT users are more comfortable using IoT devices in private set-
tings compared to non-IoT users. Furthermore, when comparing
users’ attitude and concerns across different geographic regions,
we found similarities between participants from the US and Europe,
yet participants from India showcased contrasting behavior. For
instance, we found that participants from India were more trusting
in their government to properly protect consumer data and were
more comfortable using IoT devices in a variety of public settings,
compared to participants from the US and Europe. Based on our
findings, we provide recommendations to reduce users’ concerns
in adopting IoT devices, and thereby enhance user trust towards
adopting IoT devices.

CCS CONCEPTS

« Security and privacy — Social aspects of security and pri-
vacy.
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1 INTRODUCTION

In recent years, we have seen a proliferation of the Internet of
Things (IoT). Most households nowadays are equipped with numer-
ous IoT products, leading to the emergence of consumer privacy
concerns. For instance, many consumers are concerned that voice
assistants constantly record and sell their data to third parties, or
that the device can be easily mis-triggered and cause unwanted
actions [10, 14]. Many of these concerns are rarely addressed by
manufacturers, except for barely acknowledging and updating their
convoluted privacy policies — something which users rarely read,
let alone understand [6, 17]. Many consumers also distrust their
government and IoT manufacturers due to the lack of control and
transparency over their personal data [31].

The focus of this paper is to understand how users’ perceptions
and concerns vary across different geographic regions among IoT
and non-IoT users, and to determine what steps can be taken to
address these concerns. We, therefore, conducted a user study to
answer the following research questions: RQ1: What perceptions
and concerns do IoT and non-IoT users have? To what extent
do such perceptions and concerns differ between IoT and non-
IoT users? This research question delves into comparing IoT and
non-IoT users in order to determine barriers to IoT adoption. We
analyze factors, such as concerns and levels of trust in the gov-
ernment between IoT and non-IoT users; this helps depict the per-
ceptions of each group and helps determine settings under which
each group is comfortable in interacting with IoT devices. RQ2: Are
there differences in perceptions and concerns regarding adop-
tion of IoT products among people from different cultures and
geographic regions? We study whether perceptions and concerns
vary by region, especially since different regions have different pri-
vacy regulations. For instance, the EU established the General Data
Protection Regulation (GDPR) [23], India is finalizing the Personal
Data Protection Bill (PDPB) [22], and the US recently passed the
California Consumer Privacy Act (CCPA) [13].

In this paper, we conduct a user survey to understand users’ con-
cerns in adopting IoT devices. We use statistical analysis techniques
to contrast perceptions and concerns among IoT and non-IoT users
from different regions of the world. Our analysis reveals similar-
ities and differences between adopters and non-adopters of IoT
devices; for example, both IoT and non-IoT users have similar levels
of trust in their respective governments, but IoT users are more
comfortable using IoT devices in private settings. We also find that
participants from different regions indicate similar concerns but
emphasize different factors; for instance, participants from India
are more concerned about their Internet connection and network
interference when it comes to adopting IoT devices.
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2 RELATED WORK

Privacy Concerns in using IoT Devices. Smart home technolo-
gies are becoming increasingly prevalent due to the convenience
they offer. However, they also create new security and privacy
risks. Barbosa et al. [4] found that a large number of consumers are
worried about privacy, and they expect privacy protections to be
embedded into the devices they purchase. Many qualitative studies
have found that consumers have limited perceptions of the security
and privacy risks imposed by IoT devices in smart home settings,
and have suggested that policy makers and manufacturers develop
an additional set of best practices specifically catered for smart
home users [27, 32, 34]. Researchers have also solicited privacy
preferences under various hypothetical IoT settings [7, 12, 21] and
found that not only do people’s preferences change under different
settings, but that preferences can also be predicted using machine
learning models.

Others have studied the privacy perceptions of bystanders and
guests in smart home settings [16, 30] and have found that the
level of concern varies depending on the trust towards the device
owner. A series of studies have looked at understanding the privacy
concerns and attitudes of smart speaker users [1, 11, 15, 28]. All of
these studies state that consumers want to see more user-friendly
privacy controls for smart speakers.

Attitude towards Buying IoT Devices. Most recently, we have
seen studies that try to understand whether consumers consider
security and privacy prior to purchasing IoT products [9]. A recent
interview study by Emami-Naeini et al. revealed that most device
owners do not consider privacy or security prior to purchasing, but
become concerned once the devices are installed in their homes [9].
Reasons for such concerns surface due to the lack of access to, or
information about, privacy and security of the devices. Interest-
ingly, the study also finds ‘privacy’ as the third-most influencing
factor on participants’ decisions to buy an IoT product, appearing
only after ‘features’ and ‘price’. This line of research motivated a
series of work that has examined the use of security and privacy
labels to help consumers make better decisions [8, 20]. Barbosa et
al. draw similar conclusions, where they found ‘convenience, ‘ease
of use, ‘price, ‘cost-saving, and ‘need’ as the top motivators for
buying IoT devices [5]. They also state that concerns arise after con-
sumers try and test the device, while considering their experience
with the device and their satisfaction with the manufacturer. Zheng
et al. interviewed consumers to determine whether certain data
practices, such as “who owns the data,” “what data is transmitted,”
and “is the data encrypted,” are considered prior to purchasing the
device [33]. They found convenience and usability as the main rea-
sons behind buying IoT devices and that many consumers assume
that big manufacturers (i.e., well-known brands) adopt good data
practices.

Distinctions from Prior Work. Most studies either focus solely
on IoT users or analyze concerns from a specific geographic region.
Our study contrasts concerns and potential mediation for both IoT
and non-IoT users by capturing responses from different geographic
locations through a user survey. To the best of our knowledge, this
paper is the first to attempt to understand user concerns across dif-
ferent geographical regions, providing a comprehensive analysis of
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reservations that consumers have regarding IoT adoption. Concerns
about IoT devices vary across parts of the world, as differences in
markets, usage, and laws affect buying and usage patterns. All of
these factors have helped shape this user study.

3 METHODOLOGY

Data Source. The goal of this paper is to elicit user concerns in
adopting IoT devices and to showcase how such concerns vary
across geographic regions. Given that past research has shown
that privacy expectations and requirements vary between different
countries [18, 19, 29], we wanted to analyze if such differences
are easily discernible when it comes to adopting IoT devices. Such
analysis can help understand to what extent expectations are being
fulfilled and what needs to be addressed to ease user concerns. To
elicit cross-societal concerns in adopting IoT devices, we resorted
to a survey based study (IRB approved) where participants from
different parts of the world engaged in our survey. The survey was
hosted on Qualtrics [24] and posted on Amazon Mechanical Turk
(MTurk) [2], a well-known crowd-sourcing platform often used by
the academic community. We also selected MTurk because recent
research has shown that MTurk responses are representative of
the general population [25]. Through MTurk, we paid the partici-
pant $2.50 in compensation (the survey took around 10 minutes to
complete), and added the following requirements to ensure quality
responses: the participant must be a Master worker, have a 95%
approval rate (HIT approval rate), and must have completed more
than 100 tasks (HITs). We launched our survey in April 2020.

The survey was composed of three main sections: demographic
information, questions tailored to either IoT or non-IoT users, and
questions asked to both IoT and non-IoT users. We first collected
demographic information to obtain background information on
the participants. After asking whether participants had experience
with IoT devices, specific questions were geared to each group. For
instance, we asked non-IoT users why they did not use IoT devices
while we asked IoT users why they used IoT devices. These tailored
questions also discussed concerns surrounding IoT device use and
whether actions could be taken to reduce these concerns. The third
section contained questions asked to both IoT and non-IoT users.
For instance, we asked about participants’ levels of trust in their
government as well as their comfort levels using IoT devices under
different settings. Some of these survey questions were inspired
by related work [21], which has analyzed people’s privacy prefer-
ences in different hypothetical scenarios. Many of these questions
provided a direct contrast in perceptions between IoT and non-
10T users. Furthermore, many survey questions also contained a
text field to allow for additional responses. This option encour-
aged participants to discuss concerns that were not covered by the
pre-populated answers. Some users chose to utilize this feature
and provided their personal thoughts and concerns. A copy of the
survey is provided in Appendix A.

Data Analysis Methods. We resorted to various statistical anal-
ysis techniques to perform a quantitative analysis of the survey
data. We used Pearson’s Chi-Square test to analyze relationships
between ordinal and qualitative variables. Fisher’s exact test was
used when conditions for minimum expectancy counts were not
met to compute the statistical difference [26]. Furthermore, the null
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hypothesis Hy represents that there is no statistical relationship
between the tested factors. The alternate hypothesis H, indicates
that there is a statistical relationship between the factors. We use
a = 0.05 for all Chi-Square tests and provide the y? value, df, and
p—wvalue. We also use o = 0.05 for Fisher’s exact test and report the
p —value. Additionally, we used multiple comparison tests to deter-
mine which pairs of factors are significantly different. Bonferroni’s
correction was used for all post-hoc analysis to adjust for the risk
of a Type I error. Lastly, Theil’s U (the “Uncertainty Coefficient”)
was also utilized to provide a measure of nominal association; this
is provided instead of Cramer’s V due to the asymmetrical shape of
the data [3].

Data Collection Setup. We iteratively collected data from partic-
ipants. We originally received 154 responses, composed of 132 IoT
users and 22 non-IoT users. In order to perform comparative analy-
sis between IoT and non-IoT users, we performed a second round of
data collection. Only non-IoT users were allowed to proceed in the
second round of the survey. MTurk user IDs were tracked to restrict
participants from reattempting the survey (e.g., participants could
not exit the survey and switch their responses to proceed with
the survey). After the second iteration, we received a total of 255
responses. However, 23 responses were filtered out, as participants
either completed the survey too quickly, in less than 2 minutes
where the average survey duration was approximately 7 minutes,
or failed to correctly answer the attention check question (an image
of ‘Google Home Mini’ was shown and respondents were asked
to recognize the device). After removing these responses, we had
232 total responses consisting of 120 IoT users and 112 non-IoT
users. Furthermore, our survey covered three different geographic
regions: US (89), EU (84) ! and India (54). Table 1 summarizes the
demographics of our participants.

Table 1: Demographics of participants.

Attribute ‘ Values

IoT users ‘ Non-IoT users

18-24 16 12
25-34 69 52
Age 35-44 25 29
45-54 7 12
55-64 3 4
65 or older | 0 3
Male 86 78
Gender Female 33 33
Other 1 1
UsS 45 44
Country EU 45 39
India 30 29

4 DATA ANALYSIS

We performed data analysis along three main directions. We con-
trasted perceptions and concerns in adopting IoT products of IoT
users against non-IoT users. IoT users and non-IoT users represent
the group of participants who claim to use IoT devices and those

!United Kingdom (24), Italy (19), Germany (16), Spain (14), France (6), Ireland (2),
Netherlands (2), Finland (1)
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who do not, respectively. We chose this distinction to determine
the potential barriers in mass adoption of IoT devices. Furthermore,
analyzing IoT users against non-IoT users highlights significant
concerns held by both groups and enables us to identify similar
and different comfort levels, indicating where IoT devices may be
commonly integrated in the future. Next, we test the impact of
the participant’s geographic location (i.e., cultural background) on
their attitudes towards adopting IoT devices. We collected data
from three main regions (the United States, Europe, and India), and
each region contains statistically sufficient samples to extract dis-
tinct perceptions. We chose to analyze user concerns by geographic
location due to the varying privacy regulations implemented by dif-
ferent governments. For instance, the European Union enforces the
General Data Protection Regulation (GDPR) [23], the United States
enforces the California Consumer Privacy Act (CCPA) [13], and In-
dia is finalizing the Personal Data Protection Bill (PDPB) [22]. While
these regulations may have similarities, certain differences exist
which allow for varying privacy sentiments; we strive to portray
these differences.

Lastly, we elicit necessary actions that may reduce user con-
cerns. By analyzing the types of actions that users would like to
see be taken, we determine whether the issue stems from govern-
ment regulations (or lack thereof), the manufacturer, or the product
itself. This form of analysis can potentially help policymakers en-
force standards to better promote transparency and control for
consumers.

4.1 Difference in Perception among IoT and
Non-IoT Users

It is important to differentiate between concerns of IoT and non-
IoT users. Both viewpoints provide valuable information to man-
ufacturers and governments, as they contribute insights on per-
ceptions about device safety and whether certain actions can be
taken to improve adoption. Our participants discussed numerous
privacy and security concerns as well as a lack of trust for govern-
ments/manufacturers. Participants also inform us of their comfort
levels in using IoT devices under specific settings. We collected
a total of 232 MTurk responses, composed of approximately 52%
(120/232) 10T users and 48% (112/232) non-IoT users.

Non_IoT users IoT users

No immediate benefit Just wanted to trv it
Scared of how my | al data

will be collected and shared Convenience
Too expensive

Tech savvy
Lack good internet connection

. Social Pressure

Not tech savvy o3
Other Other
0 10 20 30 40 50 60 0 15 30 45 60 75

Number of participants Number of participants

Figure 1: Reasons for not using and using IoT devices by non-
adopters and adopters, respectively.

Table 1 displays the demographic information for IoT and non-
IoT users. We first sought to determine perceptions that may limit
the adoption of IoT products. Figure 1 explains why non-IoT users
are reluctant to use IoT devices and why IoT users chose to use such
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Table 2: Percentage of participants selecting various con-
cerns (this was a multi-choice question).

Concerns ‘ Non-IoT users ‘ IoT users
Security loopholes 53.6% 63.3%
Transmit data w/o consent | 54.5% 55%

Data interception 37.5% 44.2%
Network interference 25.9% 28.3%

IoT deemed not useful 25.9% 12.5%
Others 5.4% 0.8%

devices. The majority of non-IoT users described how they saw
“no immediate benefit” from using IoT devices while being “scared
about how [their] personal data will be collected and shared.” On the
other hand, the majority of IoT users “just wanted to try it” because
they were “tech savvy,” or due to the “convenience” perceived from
the devices. Most IoT users who mentioned ‘other’ reasons specified
that the device was obtained through a gift, bundle, or rental.
Finding 1: [oT users are tech savvy and use IoT devices out of curiosity
or for convenience. Non-IoT users are scared of personal data collection
and see no benefit in using the device.

Participants were also asked to discuss concerns surrounding
either their use of IoT devices or concerns behind not using IoT
devices. Table 2 contrasts the concerns across both groups. Many
IoT and non-IoT users shared the same concerns, such as how the
device may transmit additional data without user consent. How-
ever, other concerns, such as devices’ perceived usefulness, was
prevalent for non-IoT users but insignificant for IoT users. Non-
IoT users also listed additional concerns; for instance, a non-IoT
user blatantly described that they “don’t trust the companies.” We
found marginal statistical significance for the distribution of con-
cerns across the IoT and non-IoT user groups (y%(5) = 11.105 and
p = 0.049). However, post-hoc testing (with Bonferroni correc-
tion) revealed that no concern was more prevalent than another,
which was further confirmed through a low Uncertainty Coefficient,
UloT_Use | Concerns) = 0.018. Nonetheless, Table 2 demonstrates
that IoT and non-IoT users share common concerns surrounding
IoT device use, and these concerns need to be addressed to promote
higher device adoption.

Finding 2: While both IoT and non-IoT users share similar concerns,
no specific concern is predominant.

Furthermore, we analyzed whether trust in government or reg-
ulations impacts adoption of IoT devices. As depicted in Table 3,
IoT and non-IoT users have similar distribution of levels of trust
in government. The majority of non-IoT users have some trust in
their government, while the remainder of the non-IoT users var-
ied between no trust and complete trust. This trend was similar
for IoT users; thus we conclude that IoT usage/adoption does not
relate to different levels of government trust (y%(3) = 1.938 and
p = 0.585). The independence between IoT use and government
trust is further confirmed through a low Uncertainty Coefficient,
UttoT_Use | Level_of _Trust) = 0.006. Table 3 also demonstrates that
only 10% of participants believe that sufficient laws are in place,
which highlights the necessity of new and improved privacy and
security regulations.
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Table 3: Percentage of participants who trust their govern-
ment to properly enforce consumer-friendly data practices.

Trust in govt. to enforce policies ‘ Non-IoT users ‘ IoT users

Do not trust government 24.1% 26.7%
Somewhat trust government 50% 45.8%
Fully trust government 19.6% 24.2%
Sufficient laws in place 6.3% 3.3%

Finding 3: [oT and non-IoT users have similar levels of trust in their
government. The majority of participants only somewhat trust their
government.

Lastly, we asked participants of their comfort levels in interact-

ing with IoT devices under different settings. Participants could rate
their comfort levels from “very uncomfortable” to “very comfort-
able” Figure 2 highlights the distribution of comfort levels across
various settings. We found statistically significant differences in
comfort levels among IoT and non-IoT users for the following set-
tings: at home (y%(4) = 59.538, p < 0.001, and UdoT Use |Home) =
0.066), with family or friends (y?(4) = 39.525, p < 0.001, and
UlloT_Use | Family/Friends) = 0.054), with a colleague (y*(4) =
18.618, p < 0.001, and U(1oT_Use | Colleague) = 0-048), and after
work (y%(4) = 33.797, p < 0.001, and U1oT Use | After Work) =
0.052). Post-hoc analysis (with Bonferroni correction) depicts that
the most prominent locations with differences are ‘at home’ (p <
0.001 in all cases) and ‘with family or friends’ (p < 0.001 in all
cases). These differences are also visible in Figure 2, where it can be
seen that IoT users are much more comfortable using their devices
at home and with friends compared to non-IoT users. Addition-
ally, Figure 2 demonstrates that both IoT and non-IoT users are
less comfortable in interacting with IoT devices in more public
locations.
Finding 4: IoT users are more comfortable using their devices in a
variety of locations/settings, especially in private settings. However,
both non-IoT and IoT users hesitate in interacting with IoT device in
public areas.

4.2 Difference in Perception across People
from Different Cultures

In recent years, many data privacy regulations (such as GDPR,
CCPA, or PDPB) have become increasingly prevalent throughout
the world. There are differences in the proposed regulations due to
the cultural differences that exist between many regions. We col-
lected data from 232 participants throughout three main regions —
89 participants from the United States, 84 participants from Europe,
and 59 participants from India. In this section we aim to under-
stand how perceptions in adopting IoT devices vary across different
geographic regions.

We found that non-IoT users’ reasons for not using IoT devices
differed by region (p < 0.001 and Uregion | Reasons) = 0-144). The
distribution of reasons varied significantly for Indian participants
when compared to participants from the US (p < 0.001) and Eu-
rope (p < 0.001). Figure 3 demonstrates that the vast majority of
Indian non-IoT users did not buy IoT devices due to a poor internet
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Non-IoT users ToT users

In Public Space

After Work hours

During Work hours

At workplace

Interacting with a stranger
With a Colleague

With Friends/Family

At Home

000 025 050 075 100 000 025 050 075 100
% of participants % of participants

B Very Uncomfortable Neither
B Somewhat Uncomfortable B Somewhat Comfortable

EEl Very Comfortable

Figure 2: Level of comfort in interacting with IoT devices under different contexts.
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India

EU

US

00 01 02 03 04 05 06 07 08 09 10
Percentage of participants
HEl Not tech savvy

B No immediate benefit
Too expensive

Scared of personal data being collected and shared
I Lack good internet connection
I Other

Figure 3: Distribution of reasons for not adopting IoT de-
vices across participants from different regions.

connection or because the devices are too expensive. Compared to
American and European participants, Indian non-IoT users were
not very concerned about the collection of personal data and viewed
IoT devices as beneficial.

Finding 5: Many Indian participants do not use IoT devices because
they lack a fast Internet connection or simply cannot afford the devices,
whereas many American and European participants are more worried
about personal data being collected or simply fail to see any immediate
benefits from IoT devices.

Similarly, we found that reasons for adopting IoT devices also
greatly differed by region (p = 0.002 and Uregion | Reasons) =
0.067). The distribution of reasons for adopting IoT devices among
Indian participants differed significantly when compared to Amer-
ican (p < 0.001) and European (p = 0.025) participants. Figure 4
displays that Indian IoT users faced more social pressure in buying
IoT devices, while many of the participants from the US and Europe
just wanted to try different devices.

Finding 6: Many Indian participants bought IoT devices due to social
pressure, whereas many American and European participants bought
devices out of curiosity.

India
EU
UsS

00 01 02 03 04 05 06 0.7 08 09 1.0
Percentage of participants

B Tech savvy
B Just wanted to try it
Convenience

B Social Pressure
Bl Other

Figure 4: Distribution of reasons for using IoT devices across
participants from different regions.

India: Non-IoT
EU: Non-IoT
US: Non-IoT

India: IoT
EU: IoT
US: IoT

00 01 02 03 04 05 06 07 08 0.9 10
Percentage of participants

Network interference
B IoT deemed not useful
Il Other

EEl Seccurity loopholes
I Transmit data w/o consent
Data interception

Figure 5: Distribution of concerns in using or not using IoT
devices across participants from different regions.

We also analyzed whether participants’ concerns in using or
not using IoT devices varied across different geographic regions.
Figure 5 displays the types of concerns across different regions;
it is evident that Indian participants were much more concerned
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EU India

| 1 |

| |

| 1 |

I | 1 |

| | |

| |

| |

| |
0.5 10 0.0 0.5 1.0

% of participants % of participants

Neither HEl Very Comfortable

B Somewhat Comfortable

Figure 6: Levels of comfort in interacting with IoT devices under different context for people from different parts of the world.

This plot combines IoT and non-IoT users per region.

about network interference than American or European partici-
pants. Pairwise statistical testing confirmed that Indian participants
discussed significantly different concerns compared to American
(p < 0.001) or European (p < 0.001) participants. Figure 5 depicts
that the majority of participants agreed on certain concerns, such
as security loopholes or transmitting data without consent. These
concerns were also reflected in both IoT and non-IoT participants.
Finding 7: Indian participants were very concerned with interference
on their network compared to American or European participants.
Nonetheless, most participants were greatly concerned with security
loopholes and transmission of personal data without consent.

Furthermore, we sought to determine whether specific regions
have different perceptions towards their respective governments
in terms of properly regulating how consumer data is collected
and shared. We found that participants’ trust also varied across
regions (p = 0.001 and URegion | Government_Trust) = 0.048). We
determined that Indian participants trusted their government more
than American (p < 0.001) and European (p = 0.002) participants.
Figure 7 demonstrates how American and European participants
both had little-to-no trust in their government.

Finding 8: Indian participants were more likely to trust their gov-
ernment and regulations, while American and European participants
were more hesitant in trusting their respective governments.

Lastly, we revisit the comfort level of interacting with IoT devices
under various settings among participants across different regions.
We found statistically significant differences across different re-
gions for all settings (p < 0.01 in all cases). Indian participants were
significantly more comfortable interacting with IoT devices than
American and European participants (p < 0.01 in both cases). Fur-
thermore, American and European participants displayed a similar
trend in comfort levels across the different settings, as evident in
Figure 6.

Finding 9: Indian participants were more comfortable using IoT
devices in any setting, while American and European participants were
more hesitant (especially in public spaces and during work hours).

India: Non-IoT 4
EU: Non-IoT
US: Non-IoT 1

India: IoT
EU: IoT 1
US: 10T 1

00 01 02 03 04 05 06 0.7 08 09 1.0
Percentage of participants

Do not trust government I Fully trust government

Somewhat trust government H Sufficient laws in place

Figure 7: Distribution of levels of trust on government
across participants from different regions.

5 DISCUSSION

Our analysis thus far has shown that both IoT and non-IoT users
have certain concerns in interacting with IoT devices. We, therefore,
asked non-IoT users whether certain actions would convince them
to use IoT devices in the future. Figure 8 depicts that the majority of
non-IoT users agree on various actions. Stronger government regu-
lations proved to be the most effective action, as over 80% of users
agreed that this action may convince them to buy an IoT device (i.e.,
“might or might not” to “definitely yes” to buying an IoT device).
Similarly, providing a summary of collected data influenced the
majority of non-IoT users to reconsider using IoT devices. However,
no specific action was found to be statistically more significant than
another (y?(8) = 17.338 and p = 0.364). In other words, different
users may prefer different actions. For instance, one participant
may prefer a summary of data collection while another may prefer
stricter government regulations. Furthermore, some participants
mentioned that they would prefer to see limited functionality; for
instance, a participant described how “IoT reaching cars ... is a really
worrying idea.” Another participant mentioned a requirement of
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Stronger government
regulations

Third party security and
privacy auditing

Summary of what data
collected and how used

More easily tune-able
privacy settings
00 01 02 03 04 05 06 07 08 09 1.0
Percentage of participants

B Definitely not

Probably not

HEl Definitely yes

Might or might not
I Probably yes

Figure 8: Likelihood of using an IoT device in the future
based on different transparency-inducing actions (for non-
iot users).

transparency surrounding IoT devices, such as open-source sys-
tems.

Through our user study, we propose the following measures and
actions for IoT manufacturers and policy-makers in order to reduce
consumer concerns, and thereby enhance transparency. This will
also help them better gain consumer trust.

e Policy-makers can hire third-party auditors or implement
government auditors to analyze a manufacturer’s data prac-
tices and ensure that no privacy violations are occurring.
This would increase consumer trust, since users would know
that their data is protected as the manufacturer’s data prac-
tices have been verified by an auditor. At the same time,
manufacturers should vet their products internally by hiring
a third-party auditor before they release their product to
market.

o To increase consumer trust, manufacturers should provide
periodic or real-time summaries of all actions taken on a
user’s personal data, including collection, storage, and share
of data.

e Consumers also want to gain more control over their data
and want to be able to act on such controls through easily
tune-able privacy settings. Thus, more research is required
to develop usable privacy settings.

e Stronger government regulations need to be implemented in
order to increase consumer trust. While we are seeing new
regulations, such as GDPR, CCPA and PDPB come to light,
more effort is required in actually enforcing such regulations.
Such efforts will further improve IoT adoption.

e Consumers in certain countries, such as India, hesitate to
purchase and use IoT devices due to poor/unstable network
conditions. Internet service providers and governments in
these countries need to improve wireless networks in order
to improve IoT device adoption rates.

Limitations. There are a few limitations to our study. Firstly,
we had a limited number of participants from different countries.
Our participants’ demographics were also more skewed towards
males than females. While we still found statistically significant
differences, more diverse data collection could reveal new findings.
Secondly, we did not provide an explicit definition of IoT devices
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to the participants. Therefore, it is possible that certain users had
different perceptions of IoT devices while taking the survey. How-
ever, our survey included a list of example IoT devices to provide a
better context to the participants.

6 CONCLUSION

This paper reports consumer privacy and security concerns based
on the rapidly expanding field of IoT. We sought to answer the
research questions — (1) what perceptions and concerns do IoT and
non-IoT users have, and do these differ between IoT and non-IoT
users, and (2) are there any differences in perceptions and concerns
for IoT adoption across different geographic regions? Through these
questions, we seek to understand the factors differentiating IoT and
non-IoT users as well as participants in different regions; which
in turn allow us to provide recommendations to policy-makers
and manufacturers. We answer these questions by eliciting user
concerns through a survey from 232 participants located in different
geographic regions.

Our analyses demonstrate that consumers discuss specific pri-
vacy and security concerns that need to be addressed to improve
IoT device adoption. Consumers worldwide are concerned about
the lack of transparency (i.e., data collection without consent), and
security loopholes, each of which may lead to data privacy vio-
lations. Also, the default privacy settings need to be revisited as
consumers from different parts of the world have different comfort
levels in interacting IoT devices.

Future work is required in this field to determine on a larger
scale the difference in perceptions and concerns between different
geographic regions. Furthermore, with the development of new
privacy regulations and increased enforcement of current regula-
tions in separate countries, privacy sentiments may change over
time. These new sentiments will need to be analyzed to determine
whether manufacturers and policy-makers have successfully im-
proved consumer trust and enhanced IoT device adoption.
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Understanding People’s Attitude and Concerns towards Adopting loT Devices

®)

©

®)

(6)

™)

e Interference between devices on the network
o IoT has not evolved enough to deem useful
o Others, please mention below

How much would you trust your government to enforce/pass
consumer-friendly laws governing the collection and use of
data by IoT devices?

e I would not trust my government at all

o I somewhat trust my government to have some laws
o I fully trust my government is taking/has taken efforts

e My government has sufficient strict laws in place that
govern what information is being used

For each of the following settings, please rate how you would
feel about interacting with (or being captured by) an IoT
device with the ratings being : Very Uncomfortable, Some-
what Uncomfortable, Neither comfortable nor uncomfort-
able, Somewhat Comfortable, Very Comfortable

o At Home

o With family/friends

o When with a colleague

e When interacting with a stranger
o At workplace

e During work hours

o After work hours

e In public space(e.g. Mall)

Do you recognize the device in the picture? (attention check
question)

Google Home Mini
Amazon Echo Dot
JBL Wireless Speaker

e Sonos One

e Apple HomePod

Which of the following actions would reduce your concerns
about using IoT devices?
e Stronger government regulations

o More easily tune-able privacy settings

e Summary of various data collected and how is it used by
the devices

o Third party security and privacy auditing (something like
a security and privacy rating)

o None of the above

o Others(specify)

Would you reconsider using any IoT devices in the near
future?
o Definitely yes

=

—
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=
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~

~
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e Probably yes

e Might or might not
e Probably not

o Definitely not

IoT Users

You answered ’Yes’ to owning an IoT device, what device(s)
do you own?

Google Home

Amazon Alexa

Philips Hue

Ring Doorbell

Wyze Doorbell

Facebook Portal

Tile Lock

Smartwatch

Other (please mention)

How many IoT devices do you own?

1

2

3

4

5+

For how long have you used IoT devices?

e 1 year or less

e 1to 2 years

e 2 to 4 years

e 4 years or more

What factors lead to buying/using an IoT device?

e Convenience

e I'm tech savvy

e Social Pressure (friends/colleagues bought it)

o Just wanted to try it

e Other (please specify)

For each of the following settings, please rate how you would
feel about interacting with (or being captured by) an IoT
device with the ratings being : Very Uncomfortable, Some-
what Uncomfortable, Neither comfortable nor uncomfort-
able, Somewhat Comfortable, Very Comfortable

At Home

With family/friends

When with a colleague

When interacting with a stranger

At workplace

During work hours

After work hours

In public space(e.g. Mall)

Do you recognize the device in the picture? (attention check
question)

e Google Home Mini

e Amazon Echo Dot

o JBL Wireless Speaker

e Sonos One

e Apple HomePod

Does any of the following concerns resonate with you when
you use an IoT device?
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o Others (please specify)

(8) How much would you trust your government to enforce/pass
consumer-friendly laws governing the collection and use of
data by IoT devices?

o I would not trust my government at all
o I somewhat trust my government to have some laws
o I fully trust my government is taking/has taken efforts

o There could be someone intercepting my data at the other * My governm.ent has sufﬁ.cien‘.[ strict laws in place that
end govern what information is being used

e Might transmit extra data without my consent (9) Would you buy another IoT device?

o Security loopholes in the device. For example, passively * Definitely, y,es, 1find them reall.y useful
listening in the background when it shouldn’t * No, asI don’t see any need for it )

o Interference between devices on the network * No, as they are not as safe as I perceived them to be

o IoT has not evolved enough to deem useful * Others (please specify)
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