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ABSTRACT

In this paper, we propose that the theory of planned behavior (TPB)
with the additional factors of awareness and context-based infor-
mation can be used to positively influence users’ cybersecurity
behavior. A research model based on TPB is developed and vali-
dated using a user study. As a proof-of-concept, we developed a
mobile cybersecurity news app that incorporates context-based
information such as location, search history, and usage information
of other mobile apps into its article recommendations and warning
notifications to address user awareness better. Through a survey of
100 participants, the proposed research model was validated, and it
was confirmed that context-based information positively influences
users’ awareness in cybersecurity.
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1 INTRODUCTION

The growing number of online users, diversity of devices, and easier
access to the Internet provide great opportunities for cyber attack-
ers, and users are becoming aware of the potential consequences
of cyber attacks. According to the Identity Theft Resource Cen-
ter 2018 report, “hacking was the most common form of a data
breach in 2018, totaling 482 data breaches and exposing 16 million
(16,698,248) consumer records” [1]. Of the data breaches caused by
hacking, phishing was the most common approach to breaking into
the system. The phishing attack, a type of semantic attacks [17], is
also becoming harder to detect as hackers become more sophisti-
cated. The lack of a user’s ability to detect and recognize phishing
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attempts has a direct negative impact on companies and the online
community as it poses a risk to everyone’s private data.

The intricacy and sophistication of semantic attacks tend to
make users the most vulnerable part in securing computer sys-
tems, and understanding their mental model of information pro-
cessing could help mitigate the vulnerability. According to a recent
work [9], a security application whose main feature was enhanced
with an analysis of user behaviors based on reasoned action ap-
proach (RAA) [2] could help users make more informed decisions
in cybersecurity. Importantly, the study which was focused on de-
veloping and validating a mental model based on RAA with a new
additional component called Awareness concluded that the user
awareness impacts the cybersecurity behavior of the user. In this
paper, we extended the prior work in such a way that users can
be influenced and thus better prepared for cybersecurity-related
actions with their context-based information. For that purpose, we
proposed a model adapted from the theory of planned behavior
(TPB) [3] with the additional factors of awareness and context-
based information. Through a user study, the proposed model was
validated, and it was confirmed that context-based information
positively influences users’ awareness in cybersecurity. In addi-
tion, this paper discussed as a proof-of-concept implementation
a mobile cybersecurity news application called CyberAware that
incorporates context-based information such as location, search
history, and usage information of other mobile applications into its
article recommendations and warning notifications to address user
awareness better.

2 THEORY OF PLANNED BEHAVIOR

Icek Ajzen introduced the Theory of Planned Behavior (TPB) in
1985, building off of the Reasoned Action Approach (RAA) with the
added variable of “perceived behavioral control" [3]. RAA supposes
that a person’s intention is a precursor to their behavior, and their
subjective norms and attitudes directly influence their behavioral
intention. The added “perceived behavioral control" to TPB refers to
a person’s belief in their ability to perform a task or behavior. The
“perceived behavioral control” directly impacts a person’s intention
to perform a behavior, meaning if they have a low “perceived behav-
ior control,’ they are less likely to intend to perform the behavior,
making them less likely to do the behavior. For example, suppose
they do not believe that they can accurately identify a phishing
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attempt. In that case, they are less likely to intend to identify a
phishing attempt, and then they will not try to identify a phishing
attempt. In TPB, the main factors that affect intention are their
subjective norms, attitude, and their perceived behavioral control,
and the added perceived behavioral control allows for behavior
predictions in scenarios where people may not have the control or
ability to perform certain tasks [4].

TPB has been used to test the user’s intention to perform certain
tasks to mitigate cybersecurity risks in the past. For instance, there
were TPB-based studies that measured participants’ intention to
use anti-malware [16] and participants’ intention to comply with
information security policies [5]. In addition, additional variables
to TPB were suggested to be more capable of accurately predicting
the user’s intention to predict positive cybersecurity behaviors.
For instance, 16 additional variables were added to TPB to more
accurately predict the intention of workers to comply with the
information security policy [15]. However, our proposed approach
is different from these modified models since we identified and
incorporated the unique variable of the context-based information
that has a positive impact on both user intention and user behavior.

3 OUR APPROACH
3.1 The Research Model

Based on and extended from TPB, our research model has seven
variables, as shown in Figure 1. The model has attitude, subjective
norms, perceived behavioral control, intention, behavior, aware-
ness, and context-based information. The first five variables were
unchanged from TPB, while the last two variables (in red colored
font) were added for our research purpose. The impact relationship
between the variables are depicted by a line with an arrow (uni-
directional or bi-directional). For instance, behavior is impacted
by the intention to perform the behavior and is also impacted by
the perceived behavior control over the action in both TPB and
our proposed model. The strongest relationship between variables
is typically the relationship between intention and behavior. The
additional variable of context-based information should increase
the amount of awareness a person has due to using the knowledge
that is relevant to their experience and surroundings. Using context
to make information more relevant to people has been shown to
improve their knowledge of the subject more than non-contextual
information in [7].

3.2 Hypotheses

In order to test whether the newly added components (awareness
and context-based information) impact behavior in cybersecurity,
we developed four hypotheses as follows:

e Hypothesis 1: Users’ intention to protect themselves from cyber-
attacks has a positive influence on users’ cybersecurity behav-
ior.

e Hypothesis 2: Users’ awareness of the consequence and the need
for cybersecurity has a positive influence on their intention to
protect themselves from cyber-attacks.

e Hypothesis 3: Users’ awareness of the consequence and the need
for cybersecurity has a positive influence on users’ cybersecu-
rity behavior.
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Figure 1: Proposed Research Model with Labeled Hypothe-
ses.

o Hypothesis 4: Users’ context-based information has a positive
influence on users’ awareness of the consequence and the need
for cybersecurity.

The hypotheses developed are depicted in Figure 1, along with the
model elements that they are concerning. Note that we did not
develop hypotheses associated with other model elements such as
attitude, subjective norm, and perceived behavioral control, due to
the fact that there existed prior research that developed and tested
their relationship [13] and those variables were not the main focus
of our research.

4 OUR USER STUDY

The survey was conducted on Amazon Mechanical Turk, where
100 individuals participated in the survey during August of 2019.
Of the participants 52 were identified as male and 48 identified
as female. The average age of the participants was 35 years old.
Over half of the participants reported being moderately familiar
with topics of cybersecurity. From these 100 participants, 34 were
removed as outliers. The remaining 66 participant’s answers were
analyzed using Microsoft Excel and IBM SPSS Statistics, and the
model fit was tested using warpPLS 6.0 [11].

The survey questionnaires were designed to test the four hy-
potheses, which pertain to Context-Based Information, Awareness of
the Consequences and the Need of Cybersecurity, Intention to Protect
from Cyberattacks, and Positive and Active Cybersecurity Behavior,
as shown in Figure 1. Each of these four was measured using six
statements that address the area of interest. Each of the statements
was measured using a 5 point Likert Scale: 1- Strongly Agree, 2 -
Agree, 3 - Neutral, 4 - Disagree, 5 - Strongly Disagree. The four
items of our research model are:

e Contextual Based Information refers to information based
on the user’s location, frequency of mobile application usage,
and wireless network connections.

e User’s awareness of the consequences and need for cyber-
security pertains to two separate factors. The first is aimed at
assessing the user’s knowledge of the risks they face online.
The statements focus on a specific threat vector: WiFi net-
works, phishing attacks, and shoulder surfing. The second is



aimed at their awareness of current cybersecurity services
and their ability to customize these content.

e User’s intention to protect themselves from cyber-attacks
is measured in two different directions. The first being the
intention to protect one’s personal or work data. These state-
ments were adapted from Soderlund and Ohman’s work on
Intentions in Consumer Research [10]. The second is the
intention to use cybersecurity software and respond to in-
formation given from the software.

e User’s Behavior that is positive and active towards cyber-
security is measured in two areas of interest. First, the area
of positive cybersecurity behavior will mitigate their risks
online by choosing not to engage in poor cybersecurity prac-
tices. The second is an active behavior towards cybersecurity
where a user will seek cybersecurity software, then listen
and respond to any warnings received by the software.

4.1

After outliers were removed from the data set, the reverse coded
questions were renumbered to reflect the response accurately. Reli-
ability analysis tests were conducted to test the overall consistency
of those research questionnaires in each of the areas. We used the
Cronbach’s Alpha and Composite Reliability (CR) for the reliability
and validity testing, as shown in Table 1. The Cronbach’s Alpha
for Intention and Awareness are above the acceptable > 0.7 [12].
Behavior is a bit lower but still within the range of acceptability
of > 0.6 given by Haris et. all [8]. The Context construct has the
lowest Cronbach’s Alpha of .495, which is below the acceptable
values.

Analysis

Table 1: Reliability and Validity

Categories | Cronbach’s Alpha | Composite Reliability
Context 0.495 0.724
Awareness 0.745 0.832
Intention 0.837 0.880
Behavior 0.641 0.811

CR is another measure of reliability in addition to Cronbach’s
Alpha, and its measurements were calculated using SPSS factor
analysis with a Varimax rotation and an extracted Eigenvalue of
0.9. All of the CR values are within the acceptable range of > 0.7,
and thus showing the internal consistency of our measurement.

4.2 Results

For the purpose of testing our hypotheses, we used the structural
equation modeling (SEM) approach. A SEM model was constructed
using warpPLS 6.0, as shown in Figure 2, and it was processed
using the bootstrap resampling for 100 iterations. Each oval in the
model corresponds to the element in our research model: Context
is Context-Based Information, Aware is Awareness of the conse-
quence and need of cybersecurity, Intent is Intention to protect from
cyber attacks, and Behavior is Positive and Active cybersecurity
behavior. As shown in Figure 2, there is a statistically significant
(p < .01) relationship between Context-Based Information and
Awareness, Awareness and Intention, and Intention and Behavior
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with path coefficients of § = 0.54, f = 0.70, and = 0.50. These
results validate our hypotheses (Hypothesis 1, 2, and 4). However,
there is a statistically insignificant relationship (p = .11) between
Awareness and Behavior, which invalidates Hypothesis 3. There
could be several possible reasons for this, including a small sample
size and a less number of statements (6 instead of 10) than SEM
is recommended to have. The effect of context on awareness has
R? = 0.29 or 29% of the variance of user’s cybersecurity awareness,
which is statistically significant. The effect on intent by awareness
has R? = 0.49 or 49%, which is also significant. The user’s cyberse-
curity behavior also has R? = 0.49, which is determined by intent
and awareness.
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Figure 2: SEM Model for testing our hypotheses. Created
with warpPLS 6.0.

Using warpPLS, the model was tested for the fit and quality
indices were calculated to show how relevant and effective the
model is. The test results show that the Hypotheses 1,2, and 4 are
validated and the addition of Context-Based Information to our
proposed model can predict an increase in Awareness and can
influence users’ behavior through impacting users’ intent.

5 CYBERAWARE

As a proof-of-concept, a mobile app, called CyberAware, which could
provide users with both effective warnings and relevant cybersecu-
rity information was developed. This mobile news app incorporates
context-based information such as user location, search history, and
usage information of other mobile apps into its article recommen-
dations and warning notifications to address user awareness better.
We believe that a mobile app is the most effective outlet for this
purpose since mobile devices are widely available and people are
almost always carrying their mobile devices with them. CyberAware
was developed on Android OS, as shown in Figure 3.

6 DISCUSSION AND CONCLUSION

In this paper, we presented an approach based on the Theory of
Planned Behavior (TPB) to study how to persuade users to be more
engaged in cybersecurity, thereby helping them make better cyber-
security decisions when they need to be made. A research model
extended from TPB with the additional factors of Awareness and
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Figure 3: CyberAware: Main News Feed (leftmost), Personal News Fees - with Cryptography and Malware as topics selected
(center), and Notification when connected to a non-whitelisted, public WiFi (rightmost)

Context-Based Information was proposed and validated, along with
hypotheses that show the new variable of Context-Based Informa-
tion is a good determinant for users’ awareness of the consequence
and need of cybersecurity.

This research is by no mean complete. The result of this research
clearly shows that there is a positive, indirect link between Context-
Based Information and Behavior. More importantly, it shows that
Context-Based Information has a strong influence on Awareness
and can be used as a way to educate users on cybersecurity is-
sues more effectively. Our immediate future work will focus on
diversifying context-based information so that users can get more
personalized and engaging learning experiences from CyberAware.
We also plan to have a user study to test the efficacy and effective-
ness of the mobile app.
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