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Abstract— Self-driving vehicles are very susceptible to cyber
attacks. This paper aims to utilize a machine learning approach
in combating cyber attacks on self-driving vehicles. We focus on
detecting incorrect data that are injected into the data bus of
vehicles. We will utilize the extreme gradient boosting approach,
as a promising example of machine learning, to classify such
incorrect information. We will discuss in details the research
methodology, which includes acquiring the driving data, pre-
processing it, artificially inserting incorrect information, and
finally classifying it. Our results show that the considered
algorithm achieve accuracy of up to 92% in detecting the
abnormal behavior on the car data bus.

Index Terms— Cyber-security, machine learning, self-driving
vehicles, gradient boosting.

I. INTRODUCTION

In recent years, there has been a growing interest in

research targeted towards enabling self-driving vehicles [1]–

[3]. It is expected that this field will grow by more than

34% a year going into 2023 [4]. While this field’s inno-

vations seem to be the pinnacle of future technology, there

are numerous obstacles associated with its realization. For

example, it has been shown (e.g. in [5]) that self-driving

cars are susceptible to hacking, given their sole reliance on

data inputs from various sources in their surroundings.

Looking at how self-driving vehicles operate, they use

a plethora of information, both from other smart vehicles

in the area, and through a number of sensors on the car.

The vehicle’s Controller Area Network (CAN) bus takes in

this information and uses it to control the car’s movements

through the Electronic Control Units (ECUs). However, what

does the CAN bus do when it receives information that might

be false, and how does it even flag this data to begin with?

These various flaws help to raise the question of how these

cars can be better secured from both these hackers, and

simple mistakes as well. Answering these questions defines

the scope of this paper.

To answer these questions, we can turn to the idea of

machine learning. In recent years, machine learning has

proved to provide effective solutions to a variety of problems,

including cyber-security [6], [7]. For instance, it was shown
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in [8] that 85− 90% accuracy can be achieved while classi-

fying the validity of steering angles within a vehicle. Other

studies have also proven effective at locating inaccuracies

within data being sent to the CAN bus, including dimen-

sional data (the size of nearby objects) and communication

information [9]. Similarly in [10], a device was created to

be plugged into a car’s CAN bus to intercept various signals

and interpret them.

This paper is a prime example of how machine learning

can be used in combating cyber attacks in self-driving cars.

More precisely, we seek to employ a machine learning algo-

rithm, namely extreme gradient boosting (XGB) [11], to show

how a machine learning approach can be incorporated into

the CAN bus to prevent the use of false data. Furthermore,

this paper offers an in-depth discussion of the datasets and

models used to train the machine learning algorithm.

Particularly, we will discuss the usage of driving dataset,

provided freely by Udacity self-driving car project [12]. We

will be utilizing the datsets presenting the steering angles,

torque, and speed of the vehicles. Moreover, we will present

the process of inserting incorrect data to help in training and

testing of the machine learning algorithm. The classification

results, presented in this paper, are extremely promising. For

instance, we will show that an accuracy of up to 92% is

achieved by using a few features that are function of any

type of the driving data (e.g. speed).

The organization of this paper is as follows. In the next

section, we will describe the research methodology consist-

ing of acquiring the driving dataset, modeling cyber attacks,

and data pre-processing which is needed for training the

machine learning algorithm. Section III presents the machine

learning algorithm along with the associated results. Finally,

Section IV concludes the paper along with presenting some

insights on the future research.

II. RESEARCH METHODOLOGY

In this section, first we introduce the driving dataset.

Second, we will explain the implementation of the cyber

attack model. Finally, we discuss the data pre-processing

step, which prepares the dataset for the training of the

machine learning algorithm.
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