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A g r o wi n g c u st o m e r b a s e f o r s ol a r- pl u s- st o r a g e at t h e g ri d e d g e h a s r e s ult e d i n st r o n g e r i nt er e st at t h e

r e g ul at o r y l e v el t o w a r d s e n e r g y m a r k et s at t h e di stri b uti o n l e v el. L o c al e n er g y m a r k et s ( L E M s) r u n ni n g

o n bl o c k c h ai n s a r e b ei n g st u di e d a s a p o s si bl e di r e cti o n, b ut t h e r el e v a nt lit e r at u r e t r e at s t h e bl o c k c h ai n

c o m p o n e nt a s a bl a c k b o x. W e m a k e t h e c a s e t h at t hi s a p p r o a c h i s fl a w e d b e c a u s e t h e c h oi c e s i n t hi s l a y er

aff e ct t h e m a r k et’ s p e rf o r m a n c e si g nifi c a ntl y. W e e x pli citl y i d e ntif y t h e d e si g n s p a c e t h at t h e bl o c k c h ai n l a y er

i nt r o d u c e s, a n d a n al y z e h o w t h e d e si g n c h oi c e s m a d e t h e r ei n aff e ct t h e p e rf o r m a n c e, g o v e r n a n c e, a n d d e gr e e

of d e c e nt r ali z ati o n of t h e s e m ar k et s. A s a n e x e r ci s e, w e c o n si d e r t h r e e di sti n ct c o nfi g u r ati o n s f or a n e xt-

g e n e r ati o n L E M, a n d c o m p ar e t h ei r p e rf or m a n c e o n b ot h t h e bl o c k c h ai n a n d t h e m a r k et l a y er vi a a c a s e

st u d y. W e d e m o n str at e t h at si m pl e c h a n g e s i n t h e d at a m o d el c a n d e c r e a s e t h e m a r k et effi ci e n c y b y u p

t o 9 0 %. W e al s o s h o w t h at c h a n g e s i n t h e w a y bi d s g et e n c r y pt e d m a y r e s ult i n e c o n o mi c i m pr o v e m e nt s,

b ut t h e y d o s o at t h e ri s k of s u b v e rti n g t h e p r o p e r o p e r ati o n a n d r e sili e n c e of t h e m a r k et. T h e si m ul ati o n s

f or o u r c a s e st u d y a r e c o n d u ct e d vi a a fr a m e w or k t h at w e d e v el o p e d a n d o p e n- s o u r c e d a s p art of t hi s

w or k.
1. I nt r o d u cti o n

S ol ar p h ot o v olt ai cs ( P V ) a n d b att er y st or a g e m ar k ets k e e p gr o wi n g. F or

t h e p a st y e ar t hr o u g h Q 3, s ol ar P V a c c o u nt e d f or 3 9 % of all n e w

el e ctri cit y- g e n er ati n g c a p a cit y i n st all e d i n t h e U S [ 1 ]. I n Q 3, 2. 6 G W d c

of c a p a cit y w a s a d d e d – u p 4 5 % fr o m t h e q u art er o n e y e ar- a g o –,

a n d t h e r e si d e nti al s e ct or h a d it s l ar g e st q u art er e v er wit h 7 0 0 M W d c

— u p 2 0 % y e ar- o v er- y e ar. I n a d diti o n, t hr o u g h o ut 2 0 1 8, t h e m e di a n

i n st all ati o n pri c e ( U S D / W) a cr o s s all m ar k et s e g m e nt s f ell b y 5 %,

c o nti n ui n g a 5- y e ar tr e n d [ 2 ] ( Fi g. 1 a ).

T h e st or y f or b att er y st or a g e t e c h n ol o g y i s si mil ar: i n Q 3, 2 6 4. 6

W h of b att er y st or a g e w a s d e pl o y e d i n t h e U S, m ar ki n g a 5 9 %

u art er- o v er- q u art e r i n cr e a s e [ 3 ]. M or e o v er, t h e r e si d e nti al s e ct or h a d

r e c or d- br e a ki n g q u art er, wit h 4 0 M W d c of n e wl y i n st all e d c a p a c-

t y [4 ]. A cr o s s t h e e ntir e U S m ar k et, a n n u al st or a g e d e pl o y m e nt s ar e

x p e ct e d t o r e a c h 5. 4 G W d c i n 2 0 2 4, wit h t h e m ar k et r e a c hi n g a si z e of

5. 4 B n U S D, gr o wi n g m or e t h a n 8 x fr o m 2 0 1 9 ( 6 4 5 M U S D) [ 3 ]. Pri c e-

wi s e, c o st s f or lit hi u m-i o n b att er y p a c k s h a v e f all e n 8 5 % fr o m 2 0 1 0

t o 2 0 1 9, t o 1 7 6 U S D / k W h [5 ], dri v e n m o stl y b y m a s s pr o d u cti o n of

b att eri e s f or el e ctri c v e hi cl e s.

P V p a n el s a n d b att er y st or a g e m a k e a p o w erf ul c o m bi n ati o n; a

b att er y c a n st or e e x c e s s e n er g y g e n er at e d b y t h e P V p a n el s d uri n g

∗ C or r e s p o n di n g a ut h o r.

d a yti m e, a n d m a k e it a v ail a bl e t o it s o w n er d uri n g off- p e a k h o ur s. A s

a n e x a m pl e, a 5 k W p ( kil o W att p e a k) P V i n st all ati o n wit h a 4 k W h

b att er y c a n d o u bl e a h o u s e h ol d’ s c o n s u m pti o n of P V p o w er fr o m 3 0 %

t o 6 0 % [6 ]. Fi g. 1 b tr a c k s t h e i n cr e a si n g p er c e nt a g e of h o u s e h ol d s t h at

o pt f or b ot h s ol ar a n d st or a g e a cr o s s 6 U S st at e s.

Eff e ct o n utiliti es. A gr o wi n g c u st o m er b a s e f or s ol ar- pl u s- st or a g e ul-

ti m at el y m e a n s l e s s el e ctri cit y c o n s u m e d fr o m t h e gri d. E v e n u n d er

t h e l e a st o pti mi sti c m o d eli n g s c e n ari o s [ 7 ], t h e l e v eli z e d c o st of e n er g y

( L C O E) f or s ol ar- pl u s- st or a g e t h at c a n m e et 1 0 0 % of a sit e’ s l o a d will

b e c h e a p er t h a n gri d el e ctri cit y f or milli o n s of c o m m er ci al r at e p a y er s

i n N e w Y or k a n d C alif or ni a b y t h e e n d of t h e d e c a d e, wit h gri d p arit y

r e a c hi n g r e si d e nti al c u st o m er s s e v er al y e ar s l at er.

Gri d p arit y a si d e, d e m a n d f or p o w er i s alr e a d y sl o wi n g d o w n. Utili-

ti e s ar e alr e a d y s e ei n g mi ni m al, st a g n a nt, or e v e n n e g ati v e l o a d gr o wt h

i n t h eir s er vi c e t errit ori e s [8 ]. T h e r ef er e n c e c a s e ( A E O 2 0 2 0) fr o m

t h e m o st r e c e nt A n n u al E n er g y O utl o o k r el e a s e d b y t h e EI A ( E n e r g y

I nf or m ati o n A d mi ni str ati o n), pr oj e ct s a n a n n u al gr o wt h i n el e ctri cit y

d e m a n d t h at a v er a g e s j u st a b o ut 1 % t hr o u g h o ut t h e pr oj e cti o n p eri o d

( 2 0 1 9 – 2 0 5 0) [9 ].
v ail a bl e o nli n e 2 1 O ct o b er 2 0 2 0
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Fig. 1. Trends in the residential solar-plus-storage sector.
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These trends call for a redesign of the electricity business model.
nder the existing regulation, the revenue that utilities make depends
irectly on the volume of retail sales1� reduced power consumption
translates to less profits and the risk of stranded investment costs [12].
This leaves the utilities at a dead-end; if they do nothing, their revenues
decay; if they penalize the solar customers � by means of lowering
net metering payments or imposing additional fixed charges [13] �
, they may delay revenue loss temporarily, but ultimately will only
accelerate the solar-plus-storage trend. Changes in net metering and
time-of-use rates increase the value of solar energy stored in batteries
and discharged later in the day, a dynamic that is already driving
battery adoption in Hawaii and Arizona for instance [4].

Transactive energy and performance-based regulation. Proposed business
models heavily revolve around two concepts; that of transactive energy
(TE) [14], and performance-based regulation (PBR). In TE, we take
advantage of the deployment of two-way communications capabilities
and intelligent, communicating sensors and devices and use market-
based constructs to dynamically balance supply and demand, while
considering grid reliability constraints [15,16].

With PBR, profits are based on performance goals set by the local
Public Utilities Commission (PUC), emphasizing results for customers
and system efficiency [17], rather than capital expenditures [18].

1 Remember that the retail rate charged by utilities is a bundle of two
components: one that covers the utility's investment costs, and one that covers
the fuel costs. The latter is revenue neutral, i.e., the utilities do not make
money on the actual energy they sell [10], but their fixed costs are recovered
through charges based on how much electricity their customers use [11].
2

a

Example goals include: reliability (System Average Frequency and In-
terruption Duration Indexes2), peak reduction, power balancing, en-
vironmental impact (CO2/kWh), total cost per customer [20], and
customer satisfaction [21].

Smart grid technologies then, turn the utilities into distribution
wires companies that become platform service providers. They facilitate
the transaction of independent, distributed agents in the electric net-
work, enable experimentation at the grid edge, and lower transaction
costs [10].

This is not merely a theoretical proposition. On the regulatory front,
this is the direction that the New York Public Service Commission
(PSC) is setting with their ``Reforming the Energy Vision'' (REV) [21]
program. There, utilities operate a retail electricity market where third
parties � commonly referred to as third-party grid service providers
(GSPs) or energy service companies (ESCOs) � can compete to provide
products and services on the retail side, such as energy storage, demand
response, and distributed generation [22]. The utilities themselves are
rewarded in a PBR fashion.3

Blockchain-based energy markets. One direction we seem to be headed
then, is that of energy markets at the distribution level, that operate on
a varying degrees of decentralization. The question that arises is: how
does the underlying transaction management platform4 (TMP) look like? In

2 Referred to as SAIFI and SAIDI in the utility industry respectively [19].
AIFI measures the average number of interruptions per customer per year,
hile SAIDI measures the average length of each interruption.
3 Within the REV context this is captured by the Earnings Impact
echanisms (EIMs) [23] concept.
4 Recall that this is the layer that handles all market-clearing functions in

way that balances supply and demand in the local market [24].
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our previous work [25], we examined the applicability of blockchains
in the Internet of Things (IoT) sector, and as we saw blockchains allow
us to build transparent digital marketplaces with verifiable processes.

Transparency is important because third-party vendors need access
o a detailed market load profile and grid utilization data [24]; this
llows them to optimize the placement of their distributed energy
esources (DERs), and make an informed choice on whether or not
hey should be participating in a certain market to begin with. So-
arCity, a GSP that manages and deploys DERs, has expressed this
xact request [26]. Community-choice aggregators in the San Francisco
ay Area shared anonymized customer data with the vendors for that
ame reason, when soliciting 30 MW of storage-plus-solar capacity last
ear [27].
Ultimately, transparency lowers the barrier to entry for GSPs and

llows them to build more competitive businesses. Verifying the in-
egrity of market processes assuages fears of maladministration by the
arket operators. As an example,5 if we are dealing with auctions, we
an verify that no late bids were included when they are all published to
blockchain, even if they are encrypted [29]. We are not the first ones
o suggest that blockchain-based local energy markets (LEMs) (Fig. 2)
ay work; in Section 2 we analyze all relevant work in the space.

otivation. The problem however with all pieces of existing work in
the blockchain-based LEM space is that they focus mostly on the local
energy market part, treating the blockchain component as, more or less,
a black box. When setting up a blockchain-based system, a number of
uestions have to be considered and answered. To name a few:

1. Who runs blockchain nodes, and how are they deployed?
2. Who has read/write-access to the blockchain?
3. What consensus mechanism makes sense? Do all nodes run it?
4. What is the frequency with which blocks are cut? Is the block-
cutting frequency configurable? If so, what is its value?

5. Who deploys the smart contracts that expose market primitives,
such as ``buy'' and ``sell'' orders, and who is allowed to invoke a
given smart contract?

6. How is the smart contract designed?
7. What, if any, are the conditions under which the proposed design
is subject to tampering by byzantine actors in the market?

8. In case of auctions, what dictates the cut-off time for bids?
9. In case of closed-order book auctions, how are the encrypted bids
processed for the market-clearing price to be calculated? How is
this price communicated to the market participants?

Depending on the blockchain stack that is used, not all of these
uestions may apply directly, but the general observation stands: none
f the answers to these questions are given, and it is the answers to
hese questions that dictate whether the proposal makes sense as a
lockchain-based application, how that application performs in terms
f throughput, and how this affects the market that is provisioned on
op of it.
Put differently, blockchains reify protocols, and the configuration

ptions offered draw a pretty wide design space. Questions along the
ines stated above must be answered, and the answers should also be
onsidered for second-order effects; we identify this as a gap in all
elevant work (see Section 2.1).

5 As another example, consider the case in 2016, where a datacenter
perator based in Austin, TX, filed a complaint [28] against the local utility,
ustin Energy, accusing them of trying to recover the production costs of its
holesale generating business through retail base rates [28]. According to the
rguments presented in the complaint, Austin Energy attempted to recover
he variable production costs associated with its wholesale endeavors twice:
nce from base rates, and then again from wholesale revenue. The utility
ould refuse to provide exact revenue figures for its generating business, or a
ufficient justification for including its costs in the rate base; as the complaint
3

oted � ``AE has the burden of proof, and it failed to carry that burden''.
Contribution. In this work, we design a blockchain-based local energy
market by carefully considering the questions above, and reasoning
over their implications. Specifically:

We build this market on top of the open-source blockchain plat-
form that we developed and presented in [30].
We discuss the design of the smart contact that backs the market
operations; we identify who deploys the contract, who can invoke
it, what its endorsement policy is, what is the considered data
model and how it affects performance.
Given the above, we consider a double auction with closed-
order book, and analyze the options available for implementing
this mechanism on a blockchain � something that is noticeably
absent in the relevant literature.
We explicitly demonstrate how these design choices matter, by
creating three distinct configurations for our local-energy market.
Each configuration occupies a different point in the design space:
we explain the implications in terms of performance, governance,
and degree of decentralization.
We validate this by performing a case study on the considered
configurations, and perform a joint analysis on the performance
of both the blockchain and the market layers.

Note that this paper is not meant to be the be-all, end-all work in
the space. In addition, we do not perform a sensitivity analysis across
all parameters exposed to us by the underlying framework, nor are
we presenting the preferred configuration (Configuration 2 covered
in Section 3) as the golden standard for blockchain-based LEMs.

Our hope is that the work presented here serves as a guiding
framework for designing and evaluating realistic blockchain-based local
energy markets. Thus, we have explicitly chosen to focus on how
specific blockchain implementation options impact the performance,
governance, and degree of decentralization of a next-generation LEM.
To that effect, all of the code we have developed and used for this
work, including the simulation framework and the local energy market
configurations, has been open-sourced [31�35].

Structure. This paper is structured as follows: We cover related work
in Section 2. In Section 3 we design the blockchain-based LEM. We
define three distinct configurations for the proposed local energy mar-
ket, run a case study on them, and compare and analyze the results
in Section 4. In Section 5 we note our concluding observations.

2. Related work

2.1. Literature review

The authors in [36] present an economic evaluation of a blockchain-
based local energy market that utilizes a closed double auction market
mechanism. While the blockchain layer is built on a private Ethereum
blockchain network, the implementation runs a PoW-based consensus
mechanism, which is unnecessary for this application as noted by the
authors themselves. In addition, there is no technical evaluation of the
blockchain as an information and communications technology (ICT)
platform for local energy markets. In [37], the same authors describe
the simulations that were conducted during the project planning phase
of the Landau Microgrid Project (LAMP), a real-world deployment
of a blockchain-based local energy market in Landau, Germany. The
market runs on a time-discrete double auction mechanism, and the
participants are modeled as agents that learn from their past trades
and adjust their bidding strategies accordingly. They find that the
marketplace increases self-consumption by 16%. However, the details
of the blockchain implementation behind this experiment were not
shared, and thus the influence of the blockchain setup on the simulation
results cannot be assessed.

In [38] a blockchain-based solar energy production and distribution
network is presented, where prosumers can then transfer tokens to each
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Fi g. 2. C o n c e pt u al di a g r a m f or a bl o c k c h ai n- b a s e d l o c al e n er g y m ar k et t h at s p a n s t h e a r e a s er v e d b y a di st ri b uti o n s u b st ati o n. T hir d- p a rt y e n e r g y s e r vi c e c o m p a ni e s ( E S C O s) s ell

s er vi c e s s u c h a s di stri b ut e d g e n er ati o n, st or a g e, o r v olt a g e r e g ul ati o n t o c o n s u m er s. [ 1 5 ] c o nt ai n s a n e xt e n si v e li st of tr a n s a cti o n- b a s e d e n er g y s er vi c e s t h at c a n b e e x c h a n g e d o n

t h e di st ri b uti o n l e v el, al o n g wit h t e c h ni c al r e q ui r e m e nt s t o f ulfill t h e m, a n d a q u alit ati v e d e s cri pti o n of b e n efit s t o p arti ci p ati n g st a k e h ol d e r s. I n t hi s d e pi cti o n, e a c h p a rti ci p a nt

i n t h e s y st e m i s r e p r e s e nt e d b y t h eir o w n bl o c k c h ai n n o d e. Bl a c k li n e s f or m t h e c o m m u ni c ati o n n et w or k t h at c o n n e ct s all n o d e s i n t h e s y st e m.
ot h er i n e x c h a n g e f or e n er g y. All o p er ati o n s r u n o n a si n gl e mi d dl e w ar e

c o ntr oll er, o n w hi c h t h e si n gl e s m art c o ntr a ct i s t o b e d e pl o y e d; t h at

n o d e i s t h e o nl y o n e t h at c a n tr a n sf er c oi n s fr o m o n e u s er t o a n ot h er.

T hi s a d d s u n n e c e s s ar y c e ntr ali z ati o n. I n st e a d, t h e d e pl o y m e nt a n d

m a n a g e m e nt of t h e c o ntr oll er n o d e s h o ul d b e d o n e c oll a b or ati v el y b y

a c o n s orti u m c o n si sti n g of all t h e n o d e s i n t h e s y st e m. T h e a ut h or s

s e e m t o b e u si n g t h e bl o c k c h ai n e x a ctl y a s o n e w o ul d u s e a c e ntr ali z e d

d at a b a s e.

T h e w or k i n [ 2 4 ] pr e s e nt s ‘‘ P E Tr a’’, a bl o c k c h ai n- b a s e d tr a n s a cti o n

m a n a g e m e nt pl atf or m f or tr a n s a cti v e e n er g y s y st e m s ( T E S) ai mi n g f or

p arti ci p a nt pri v a c y a n d s af et y b y e n s uri n g o p er ati o n wit hi n st a bl e

b o u n d s. H o w e v er, o n t h e pri v a c y fr o nt, t h e a ut h or s m e r el y pr o p o s e t h e

st a n d ar d pr a cti c e i n bl o c k c h ai n pl atf or m s t h at h a s p arti ci p a nt s u si n g

a n e w pri v at e / p u bli c k e y- p air f or e v er y tr a n s a cti o n. A d diti o n all y, t h e

s y st e m s af et y c o n c er n i s n ot a bl o c k c h ai n pr o bl e m; s y st e m o p er at or s

r el y o n t h e m ar k et m e c h a ni s m t o c oll at er ali z e t h e s al e w h e n t h e s u p pl y

i s l o w, a n d t h e y r el y o n sl a c k b u s e s w h e n s u p pl y i s hi g h.

T h e a ut h or i n [ 3 9 ] d e si g n a bl o c k c h ai n- b a s e d s y st e m t h at all o w s

el e ctri c v e hi cl e s ( E V s) t o e x c h a n g e e n er g y wit h e a c h ot h er, a n d utili z e

a c o n s orti u m bl o c k c h ai n. H o w e v er, t h e u s ef ul n e s s of a pr o of- of- w or k

c o n s e n s u s m e c h a ni s m i s u n cl e ar gi v e n t h at t h e S y bil att a c k v e ct or i s

n ot t h er e; s e e o u r w or k i n [ 2 5 ] f or m or e o n t hi s. I n a d diti o n, t h e u s e of

a n a u cti o n e er c o ntr a di ct s t h e cl ai m t h at t hi s tr a di n g h a p p e n s ‘‘ wit h o ut

r eli a n c e o n a tr u st e d t hir d p art y’’ — t h e e x a ct s a m e f u n cti o n alit y c a n

e a sil y b e d e c e ntr ali z e d vi a a s m art c o ntr a ct. Fi n all y, t h er e ar e n o

s p e cifi c s r e g ar di n g t h e bl o c k c h ai n pl atf or m’ s c o nfi g ur ati o n; w e h a v e n o

i d e a h o w t hi s aff e ct s t h e e x p eri m e nt a n d t h e r e s ult s.

T h e w or k i n [ 4 0 ] pr e s e nt s a bl o c k c h ai n- b a s e d pr ot o c ol t h at all o w s

el e ctri c v e hi cl e o w n er s t o c h o o s e a t ariff d y n a mi c all y vi a P e d e r s e n

c o m mit m e nt s [ 4 1 ] wit h o ut b ei n g tr a c k e d o v er ti m e. C h ar gi n g st ati o n s

p o st off er s o n t h e bl o c k c h ai n, a n d E V s i s s u e a bi n di n g a n d hi di n g c o m-

mit m e nt t o o n e of t h e bi d s b y p u s hi n g a h a s h v al u e t o t h e bl o c k c h ai n.

H o w e v er, if pri v a c y i s a c o n c er n, u si n g a diff er e nt k e y- p air e v er y ti m e

a t ariff q u er y i s s e nt will s uffi c e; t hi s i s st a n d ar d p r a cti c e i n m o st

bl o c k c h ai n s et u p s, a n d i s a c k n o wl e d g e d i n p a s si n g i n S e cti o n 4. 1 of t h e

r ef er e n c e d w or k. I n a d diti o n, t h e pr a cti c alit y of t h e pr o p o s e d s ol uti o n

i s q u e sti o n a bl e; t h er e i s n o r e a s o n a bl e m ar k et a s s u m pti o n u n d er w hi c h

m ulti pl e c h ar gi n g st ati o n o w n er s will r es er v e e x cl usi v el y a c h ar gi n g sl ot
4

f or a c u st o m er t h at m a y ulti m at el y n ot s h o w u p.
A l o c al e n er g y m ar k et pl a c e d e si g n e d a s p art of ‘‘ N O B E L’’, a E ur o-

p e a n pr oj e ct, i s pr e s e nt e d a n d si m ul at e d i n [ 4 2 ]. T h e m ar k et’ s d e si g n

f oll o w s t h e st o c k e x c h a n g e m o d el wit h ‘‘ s ell’’ a n d ‘‘ b u y’’ or d er b o o k s,

wit h t h e diff er e n c e t h at t h e tr a di n g p eri o d s ar e di s cr et e fi x e d- si z e ti m e

sl ot s. F or t h e e v al u ati o n s c e n ari o, t h e a ut h or s u s e ‘‘ z er o i nt elli g e n c e’’

a g e nt s b e c a u s e t h eir b e h a vi or c a n h el p r e a c h a hi g h l e v el of or d er

m at c hi n g.

I n [4 3 ], t h e a ut h or s t e st o ut f o ur v ari ati o n s of a s m art c o ntr a ct,

all i m pl e m e nti n g a u nif or m- pri c e, d o u bl e- a u cti o n m e c h a ni s m f or a

d e c e ntr ali z e d e n er g y m ar k et. E a c h s m art c o ntr a ct i s t e sti n g a diff er e nt

w a y t o c al c ul at e t h e m ar k et- cl e ari n g pri c e, c o v eri n g t h e s p e ctr u m

fr o m off- c h ai n t o o n- c h ai n c al c ul ati o n s. T h e f o c u s i s o n t h e n u m-

b er of bl o c k s g e n er at e d d uri n g t h e si m ul ati o n r u n s, t h e n u m b er of

tr a n s a cti o n s p a c k e d i n e a c h bl o c k ( pr e s u m a bl y a s t h e i n d e x f or eff e c-

ti v e n e s s), a n d o n t h e g a s c o st f or e a c h tr a n s a cti o n. T h e o nl y s e c urit y-

r el at e d r ef er e n c e i n t h e i m pl e m e nt ati o n s e cti o n h a s t o d o wit h t h e

f a ct t h at tr a n s a cti o n s ar e si g n e d w hi c h i s ( a) pr ett y m u c h a gi v e n f or

a bl o c k c h ai n n et w or k, a n d ( b) d o e s n ot c o n stit ut e t h e b a si s of a n y

s e c urit y c o m p ari s o n. B e si d e s t h e criti ci s m a b o v e, t w o m aj or diff er e n c e s

c o m p ar e d t o o u r w or k ar e t h at w e t a c kl e t h e s c e n ari o of a cl o s e d- or d er

b o o k ( a d dr e s si n g t h e pri v a c y c o n c er n s t h at t h e [ 4 3 ] w o ul d pr e s u m a bl y

c o v er), a n d w e al s o tr a c k h o w t h e eff e cti v e n e s s of t h e m ar k et (i. e., it s

all o c ati v e effi ci e n c y [ 4 2 ]) i s aff e ct e d b y t h e u n d erl yi n g bl o c k c h ai n

i m pl e m e nt ati o n.

A n ot h er w or k b y t h e s a m e a ut h or s, t h at i s cl o s er t o o ur li n e of w or k,

i s [4 4 ]. W h e n it c o m e s t o e x p eri m e nt s, t h e m ai n diff er e n c e c o m p ar e d

t o [4 3 ] i s i n t h e s e n siti vit y a n al y si s t h at i s p erf or m e d d uri n g t h e

si m ul ati o n s; t h e n u m b er of m ar k et p arti ci p a nt s, t h e a u cti o n p eri o d, a n d

t h e bl o c k g e n er ati o n ti m e ar e n ot fi x e d. W h at bri n g s t hi s p a p er cl o s er

t o o ur li n e of w or k h o w e v er, i s t h at f or e v er y e x p eri m e nt c o n d u ct e d

t h e y t r a c k t h e eff e cti v e n e s s of t h e m ar k et, u nli k e w h at i s d o n e i n [ 4 3 ].

I n a d diti o n, t h e y c o n cl u d e t h at bl o c k c h ai n- b a s e d s y st e m s d e si g n e d f or

a p pli c ati o n s wit h hi g h d e m a n d o n s y n c hr o ni z ati o n n e e d t o h a v e a

bl o c k g e n er ati o n ti m e s 𝑥 ti m e s s m all er c o m p ar e d t o a f ull a p pli c ati o n

r o u n d. T h e diff er e n c e t o o ur w or k i s t h at w e d o cl o s e d- or d er b o o k

a u cti o n s, a n d o ur e x p eri m e nt s c o v er b ot h t h e d e c e ntr ali z ati o n a n d t h e

d at a c o nt e nti o n ( or c o n c urr e n c y) a x e s.

I n [4 5 ] t h e a ut h or s r u n si m ul ati o n s of a d a y- a h e a d a n d r e al-ti m e
l o c al e n er g y m ar k et o n a pri v at e Et h er e u m bl o c k c h ai n n et w or k wit h
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a focus on gas usage. Gas is effectively the cost that users need to
pay for a transaction or smart contract operation; the more complex
the operation, the higher the gas cost. The underlying thinking is that
measuring gas usage gives us a sense of the scalability of the system
because any given block has a cap on gas costs, which translates to
an upper bound for transactions per block. However, in a purpose-
built private network with vetted participants and a select number of
smart contracts, gas is an artificial constraint, and while the authors
acknowledge that the gas limit can be adjusted, their concern that ``by
setting the gas limit too high, the blockchain could suffer from technical
disadvantages'' is ill-placed.

The authors in [46] deploy an agent-based simulation framework to
simulate blockchain-backed energy marketplaces. The agents in their
framework are economically rational, and follow a zero-knowledge
strategy. On the blockchain side of things, a private blockchain network
that runs on Ethermint [47] (i.e., an Ethereum VM and the Tendermint
consensus engine [48]). Every household is represented by a node on
that network, and the marketplace runs a double auction. There are
two distinct sensitivity analyses. Initially, the authors vary the period
under inspection, and the proportion of grid prosumers, and track the
participants' gains and the market efficiency. They find that the market-
place is more efficient, when the offer and demand volumes are bigger.
In the second analysis, they vary the number of validating nodes, bids
sent per second, and the period between successive bids. Their findings
show that the higher the number of validators used, the longer it takes
for a single transaction to get validated. We note that the two analyses
are, unfortunately, decoupled; we cannot see, for instance, how the
blockchain parameters affect the market's efficiency in this integrated
system. We also note that the validator-related findings offer no new
insight; we know that increasing the number of validators decreases
the throughput of the system because Tendermint is a rebranded PBFT
protocol [49].

The work in [50] is a prime example of what motivates our work in
this paper. The authors introduce a game-theoretic model for demand-
side management, and conduct a case study with residential loads in
a microgrid. In it, they introduce a blockchain, but treat is as a black
box, without any reference to its configuration, and how this may affect
the flow of bids into the system. For instance, they use the blockchain
implementation that we have built in [30], but there is no reference to
the block periods, or who is running the nodes.

2.2. Blockchain performance evaluation

The work in [51] introduces a benchmarking framework called
``BlockBench'', and a set of workloads for evaluating private blockchain
systems. Their benchmarks are derived from database workloads and
are essentially smart contracts that exercise a certain component of the
blockchain system. They use two macro-benchmarks to assess the per-
formance of the application layer, and micro-benchmarks to evaluate
the performance of the three layers found in each blockchain system:
consensus, data, and execution.

In our previous work [30], we evaluate the performance of our
open-source blockchain implementation, Hyperledger Fabric, using a
simple cryptocurrency that follows the Bitcoin UTXO model. We begin
our experiments by deploying 3 ordering service nodes (the nodes that
package transactions into blocks and disseminate them to the network),
and peer nodes (the nodes that execute chaincode according to client
requests, and maintain the state of the blockchain) in VMs in one
datacenter. For all experiments, we use clients that issue concurrent
requests to the peers; we increase the number of these clients until
the system end-to-end (E2E) throughput is saturated, and focus on
the throughput and E2E latency (as observed by the peer nodes) just
below saturation. Our sensitivity analysis considers block size, number
of vCPUs per node, the storage medium (SSD vs. RAM disks), scalability
over a local area network, scalability over two datacenters and impact
5

of gossip, and finally scalability over multiple datacenters.
In [52] the authors focus on the consensus stage in networks run-
ning Hyperledger Fabric with PBFT, and use Stochastic Reward Nets to
model it. With the resulting model in hand, they compute the mean
time to reach consensus for networks of up to 100 peer nodes, and
perform sensitivity analyses that allow them to quantify the effect
of message transmission delays, or delays at a certain stage in the
consensus process, on the overall time to reach consensus.

2.3. Real-world deployments

In September 2017, the Department of Energy awarded $2.5M to
the Pacific Northwest National Lab [53,54] along with project part-
ners Guardtime, Washington State University, TVA, Siemens, and DoD
Homeland Defense and Security Information Analysis Center (HDIAC),
so as to ``develop block-chain (sic) cybersecurity technology for dis-
tributed energy resources at the grid's edge, such as transactive energy
exchanges that can be expected to create new markets''.

The work in [55] discusses the Brooklyn Microgrid (BMG) project.
It is a blockchain-based local energy market, covering a 10-by-10
housing blocks area, and spanning three distribution grid networks.
Participating households can buy/sell energy from one another. The
market mechanism is a closed-order book with a time-discrete double
auction in 15-min time slots. The network can operate in island mode
when power outages occur; critical facilities such as hospitals receive
energy at fixed rates, while residences and business have to bid on
the microgrid's remaining power. The system is a private blockchain
network that runs on Tendermint.

Grid [56,57] is a utility provider that uses the Ethereum
blockchain and a protocol/system built on top of it to sell energy to its
customers, or let its customers sell energy to each other. Its customers
will own a piece of hardware called ``Smart Agent'' (now renamed
to ``Lattice1'' [58]). This device can store cryptocurrencies, buy/sell
electricity on behalf of the user in real-time, and manage smart loads.
Customers buy custom tokens (BOLT tokens) using US dollars, and have
them automatically transferred to their Smart Agent. The BOLT token
is issued and backed by Grid and it is stable; i.e., it will always be
redeemable for 1 USD. A stable token is needed to avoid speculation
and liquidity slips. Transactions take place on payments channels to
avoid the network congestion and comparatively high transaction fees
of the main Ethereum network (mainnet).

From the description provided6 it seems that the customer pays after
consumption in the real-time market (RTM). The company's mission
stems from its belief that Ethereum can enable lower cost electricity
via disintermediation and user agency. Their revenue will be generated
from markup on wholesale energy prices, transaction fees, interest on
capital backing BOLT tokens, and sales of Smart Agents. Grid expects
to charge 20% above the wholesale plus distribution cost. For the Texas
market this would provide a customer savings of 38%. The mandatory
use of deposits results in the complete removal of bad debt expenses,
which creates a competitive advantage over incumbent retailers. The
Smart Agent will predict usage for the customer and try and find the
most efficient split between the day-ahead and real-time markets. The
company is considering adding a firm fixed option.

Swedish utility Vattenfall launched ``Powerpeers'', a blockchain-
based energy trading platform for prosumers. It charges subscription
fees to traders, and plans to expand to other countries [59]. Their
executives see this platform as enabling ``the exchange of goods versus
money in real time'' [60].

Belgium-based energy technology company Ferranti developed a
blockchain-based DSO (Distribution System Operator) application, al-
lowing trades on next-day energy positions. They shifted from
Ethereum to Fabric, citing the fact that ``the platform does not depend

6 See [56, Fig. 8].
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Fi g. 3. A n e x a m pl e m a r k et cl e a ri n g pri c e ( M C P) c al c ul ati o n i n a d o u bl e a u cti o n. C o n s u m e r s A a n d B h a v e pl a c e d bi d s f or 1 a n d 2 k W h wit h r e s e r v ati o n pri c e s of $ 1 1 / k W h

a n d $ 7 / k W h r e s p e cti v el y. Pr o d u c e r s C a n d D h a v e pl a c e d off e r s f or 1 k W h e a c h, wit h r e s er v ati o n pri c e s of $ 5 / k W h a n d $ 6 / k W h r e s p e cti v el y. W e s ort t h e d e m a n d a n d s u p pl y

a c c o r di n g t o t h ei r r e s e r v ati o n p ri c e s — hi g h e st (l o w e st) r e s e r v ati o n p ri c e f or bi d s ( off er s) g o e s fi r st. T h e gr e e n- s h a d e d ar e a i d e ntifi e s t h e a m o u nt of e n e r g y t h at c a n b e tr a d e d

( h ei g ht), a n d t h e p o s si bl e pri c e s at w hi c h it c a n b e t r a d e d ( wi dt h). C o n cr et el y h e r e, it s h o w s t h at w e c a n tr a d e 1 k W h at a n y p ri c e i n t h e [ 5, 6] $ / k W h i nt e r v al, or 2 k W h at a n y

pri c e i n t h e [ 6, 7] $ / k W h i nt er v al. W e c h o o s e a s M C P t h e p ri c e t h at m a xi mi z e s t h e a m o u nt of tr a d e a bl e e n e r g y. W h e n m o r e t h a n o n e pri c e s ati sfi e s t hi s c o n diti o n – a s i s t h e c a s e

h er e – w e u s e t h e a v e r a g e. I n o ur c a s e, t h e m a r k et cl e ar s at $ 6. 5 si n c e t h e a m o u nt of tr a d e a bl e e n er g y i s m a xi mi z e d i n t h e [ 6, 7] i nt er v al. 2 k W h ar e tr a d e d at t hi s p ri c e.
Fi g. 4. M ai n m o d ul e s i n t h e tr a n s a cti v e e n e r g y e n a bl e d ( T E- e n a bl e d) s m art m et e r s t h at

all pr o s u m e r s u s e i n o ur s y st e m m o d el ( S e cti o n 3. 1 ).

o n mi n er s r el e a si n g cr y pt o c urr e n ci e s i nt o t h e n et w or k, a n d t h u s all o w-

i n g f or f a st er c o ntr a ct v ali d ati o n wit h l e s s c o m p ut ati o n p o w er’’ a s o n e

of t h ei r r e a s o n s f or d oi n g s o [ 6 1 ].

A utilit y i n F u k u s hi m a, J a p a n d e b ut e d a bl o c k c h ai n- e n a bl e d mi cr o-

gri d l a st y e ar [ 6 2 ] t o e x p eri m e nt wit h e n er g y e x c h a n g e s b et w e e n t h e

1 0 0 0 p arti ci p ati n g h o u s e h ol d s. T h e p arti ci p a nt s w er e al s o gi v e n s m art

p o w er stri p s t h at c a n b e di s a bl e d b a s e d o n si g n al s fr o m t h e b a c ki n g

bl o c k c h ai n — t hi s i s, f or i n st a n c e, t h e c a s e w h e n t h e s u p pl y c a n n ot

k e e p u p wit h d e m a n d.

Vi e n n a- b a s e d st art u p Gri d Si n g ul arit y h a s c o n d u ct e d tri al s w h er e

c u st o m er s p a y- a s-t h e y- g o f o r t h e e n er g y t h at t h e y n e e d [ 6 3 ]. T h eir

t ar g et i s d e v el o pi n g c o u ntri e s [6 4 ]; pr e- p ai d m et eri n g i n S o ut h Afri c a

f or i n st a n c e i s i m p ort a nt si n c e 8 0 % of it s p o p ul ati o n i s u n b a n k e d.

Lit o n i s a li c e n s e d e n er g y s u p pli er i n G er m a n y wit h a bl o c k c h ai n-

b a s e d m ar k et pl a c e t h at c o n n e ct s c o n s u m er s ( 7 0 0 h o u s e h ol d s) dir e ctl y

wit h e n er g y pr o d u c er s. T h e y u s e Et h e r e u m b e c a u s e t h e y w a nt a p er mi-

si o nl e s s bl o c k c h ai n, b ut t h e l o n g tr a n s a cti o n ti m e s ar e a p ai nt p oi nt

(‘‘ 2 0 t o 3 0 s t o t ell a c u st o m er w h et h er t h e y c a n b u y e n er g y or

n ot’’ [ 6 5 ]).

Fi n all y, w e p oi nt t h e r e a d er t o t h e s ur v e y w or k d o n e i n [ 6 6 ]; t h e

a ut h or s h a v e i d e ntifi e d m or e t h a n 1 4 0 bl o c k c h ai n pr oj e ct s a n d r e s e ar c h

i niti ati v e s i n t h e e n er g y s p a c e, br e a ki n g t h e m d o w n b y fi el d of a cti vit y
6

a n d bl o c k c h ai n pl atf or m u s e d.
3. S y st e m m o d el

3. 1. T h e e n er g y m ar k et

3. 1. 1. M ar k et p arti ci p a nts

T h e l o c al e n er g y m ar k et s p a n s t h e s er vi c e ar e a of a di stri b uti o n

s u b st ati o n. It c o n si st s of 𝑥 h o u s e h ol d s. All of t h e m ar e e q ui p p e d wit h

s ol ar p a n el s, a n d c a n t h er ef or e pr o d u c e t h eir o w n e n er g y ( pr o s u m er s).

T h e pr o s u m er s will s ell t h at e x c e s s e n er g y t o a n ei g h b o r, if t h er e i s

d e m a n d; ot h er wi s e t h e y will s ell it b a c k t o t h e gri d f or a l o w er pri c e.

F or si m pli cit y, a n d wit h o ut l a c k of g e n er alit y, w e d o n ot c o n si d er a

r e si d e nti al e n er g y st or a g e m e c h a ni s m.

3. 1. 2. M ar k et m e c h a nis m

E n er g y i s e x c h a n g e d u si n g a d o u bl e a u cti o n m ar k et, i m pl e m e nt e d

vi a a cl o s e d or d er b o o k, wit h di s cr et e m ar k et cl o si n g ti m e s, a n d pri c e –

ti m e pr e c e d e n c e, a s i s t h e c a s e i n [2 4 ,3 6 ]. A u nif or m m ar k et- cl e ari n g

pri c e ( M C P) i s d et er mi n e d f or e a c h ti m e sl ot 7 ; t h e l o w e st bi d pri c e

t h at c a n still b e s er v e d gi v e n t h e a g gr e g at e d s u p pl y d et er mi n e s t h e

m ar k et cl e ari n g pri c e [ 3 6 ]. Fi g. 3 s h o w s a n e x a m pl e of h o w t h e M C P

i s c al c ul at e d.

3. 1. 3. S m art m et ers

Bi d s ar e pl a c e d a n d r e c ei v e d b y t h e h o u s e h ol d s vi a t h eir T E- e n a bl e d

s m art m et er s, i nli n e wit h t h e s et u p a d o pt e d i n [ 2 4 ]; e a c h s m art m et er

i s e q ui p p e d wit h s u b st a nti al o n- b o ar d c o m p ut ati o n al r e s o ur c e s, a n d

c a n al s o c o m m u ni c at e wit h ot h er s m art m et er s. B e si d e s t h eir st a n d ar d

f u n cti o n alit y – a bilit y t o m e a s ur e li n e v olt a g e s, p o w er c o n s u m pti o n a n d

pr o d u cti o n, a n d c o m m u ni c at e t h e s e t o t h e di stri b uti o n s y st e m o p er at or

–, t h e s m art m et er s c arr y a n e n er g y g e n er ati o n / c o n s u m pti o n f or e c a st

m o d ul e, a n d a m ar k et a g e nt m o d ul e ( s e e Fi g. 4 ).

F or si m pli cit y, w e a s s u m e t h at t h e f or e c a st m o d ul e h a s p e rf e ct

a c c u r a c y f or t h e n e xt sl ot, a s i n [ 3 7 ]. W h e n e v er t h e a g e nt g e n er at e s a

bi d, t h e e n c o m p a s si n g m et er p o st s it o n t h e bl o c k c h ai n t h at u n d e r pi n s

t h e m ar k et — it t h er ef or e d o u bl e s a s a bl o c k c h ai n n o d e.

Vi a t h e h ar d w ar e s e c urit y m o d ul e ( H S M) i n st all e d o n t h e d e vi c e,

t h e s m art m et er p eri o di c all y p o st s t o t h e bl o c k c h ai n n et w or k t h e a ct u al

e n er g y c o n s u m e d fr o m, a n d d eli v er e d t o t h e gri d.

7 W e r ef er t h e r e a d er t o [ 3 5 ], f o r a n o p e n- s o u r c e li b r ar y w e d e v el o p e d f or
M C P c al c ul ati o n.
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Fi g. 5. I n t h e e x a m pl e s h o w n h e r e, bi d di n g f or sl ot 𝑥 5 t a k e s pl a c e d u ri n g sl ot 𝑠 3 . I n

g e n er al, bi d di n g f o r sl ot 𝑠 𝑖 t a k e s pl a c e d uri n g sl ot 𝑠 𝑖− 2 ( S e cti o n 3. 1. 6 ).

3. 1. 4. Bi d di n g

O n a gi v e n sl ot, e a c h m ar k et p arti ci p a nt c a n a pl a c e of m a xi m u m of

o n e bi d (‘‘ b u y’’ or d er) a n d o n e off er (‘‘ s ell’’ or d er). E a c h or d er c o n si st s

of t h e q u a ntit y of e n er g y b ei n g b o u g ht or s ol d, t h e sl ot it a p pli e s t o,

a n d a r e s er v ati o n pri c e. 8

T h e bi d d er s ar e r ati o n al: t h e r e s er v ati o n pri c e s t h e y pi c k f or t h eir

bi d s ar e gr e at er t h a n t h e l o w pri c e t h at t h e gri d i s off eri n g t o t h e m f or

t h eir s ur pl u s (t h e f e e d-i n t ariff [6 7 ]), a n d s m all er t h a n t h e hi g h pri c e

t h at t h e gri d i s s elli n g e n er g y t o t h e m f or (t h e r et ail r at e). T h e M C P t h e n

i s b o u n d b et w e e n t h e f e e d-i n t ariff [6 7 ], a n d t h e r et ail r at e off er e d b y

t h e gri d.

Pr o s u m er s s ell all of t h eir o ut p ut o n a gi v e n sl ot, i n st e a d of u si n g

it t o s ati sf y t h eir o w n n e e d s fir st. T hi s a s s u m pti o n d o e s n ot n e c e s s aril y

w or k i n f a v or of t h e i n di vi d u al g e n er at or, a s t h e y m a y e n d u p b yi n g

e n er g y f or a hi g h er pri c e t h a n t h e o n e t h e y s ell t h eir o w n pr o d u cti o n

f or, b ut it c o ntri b ut e s p o siti v el y t o t h e w elf ar e of t h e l o c al m ar k et.

O ur m oti v ati o n f or t hi s c h oi c e i s p ur el y pr a cti c al: w e w a nt t o i n cr e a s e

t h e o p p o rt u niti e s f or m at c hi n g bi d s b y i n cr e a si n g t h e tr a d e a bl e e n er g y,

si n c e o n e of o ur g o al s i s t o e v al u at e t h e tr a d e cl e ari n g p erf or m a n c e of

t h e pl atf or m.

All u n m et e n er g y n e e d s ar e b al a n c e d b y t h e gri d; e x c e s s pr o d u cti o n

i s r et u r n e d t o t h e gri d u si n g t h e f e e d-i n t ariff [6 7 ], a n d u n m et d e m a n d

i s s ati sfi e d at t h e r et ail r at e. T hi s i s al s o t h e c a s e w h e n t h e m ar k et

c a n n ot cl e ar f or a sl ot d u e t o i s s u e s wit h t h e b a c ki n g tr a n s a cti o n

m a n a g e m e nt pl atf or m.

3. 1. 5. Billi n g

Billi n g i s h a n dl e d b y a n E S C O o n t h e n et w or k. T h e E S C O a u dit s

t h e bl o c k c h ai n, l o o ki n g at t h e a m o u nt of e n er g y t h at a pr o s u m e r

c o m mitt e d t o pr o d u c e / c o n s u m e o n a gi v e n sl ot, al o n g wit h t h e m ar k et

cl e ari n g pri c e f or t h at sl ot, a n d t h e a ct u al e n er g y t h e pr o d u c er pr o-

d u c e d / c o n s u m e d o n t h at sl ot, a s c o m m u ni c at e d vi a t h eir H S M- c arr yi n g

s m art m et er ( S e cti o n 3. 1. 3 ). It t h e n r e c o n cil e s t h o s e t w o str e a m s of

d at a i n or d er t o cr e dit / d e bit e a c h pr o s u m er a c c or di n gl y. T h e a ct u al

e x c h a n g e of m o n e y b et w e e n t h e pr o s u m er s a n d t h e E S C O t a k e s pl a c e

offli n e, i. e. it i s i d e nti c al t o h o w t hi n g s w or k t o d a y b et w e e n el e ctri cit y

c o n s u m er s a n d t h eir utilit y pr o vi d er s.

3. 1. 6. Ti m e-fr a m e of tr a di n g

Bi d di n g f or sl ot 𝑠 𝑖 l a st s f or a fi x e d d ur ati o n 𝐷 a n d cl o s e s a c ert ai n

a m o u nt of ti m e 𝐵 b ef or e t h at sl ot i s a b o ut t o b e c o m e a cti v e. F or

si m pli cit y, w e a d o pt 𝐷 = 𝐵 a s i n [ 6 8 ], i. e., bi d di n g f or sl ot 𝑠 𝑖 t a k e s

pl a c e d uri n g sl ot 𝑠 𝑖− 2 , a n d t h e m ar k et cl e ari n g pri c e i s c al c ul at e d a n d

c o m m u ni c at e d t o t h e m ar k et p arti ci p a nt s at t h e e n d of 𝑠 𝑖− 2 , all o wi n g

t h e m t o a dj u st t h eir d efi cit or s u r pl u s f or t h e u p c o mi n g sl ot wit h t h e

gri d, a s s e e n i n Fi g. 5 .

8 T h e m a xi m u m ( mi ni m u m) p ri c e at w hi c h t h e b u y e r ( s ell er) i s willi n g t o
7

t r a d e [2 4 ].
3. 2. T h e bl o c k c h ai n l a y er

3. 2. 1. Bl o c k c h ai n st a c k

T h e bl o c k c h ai n n et w or k i n o u r m o d el i s p er missi o n e d .9 T h e p arti ci-

p a nt s i n t h e L E M m ust b e v ett e d a n d w hit eli st e d t o e n s ur e t h e y b el o n g

t o t h e s a m e di stri b uti o n s er vi c e ar e a. T hi s ‘‘ K n o w Y o ur C u st o m er’’

( K Y C) t a s k i s h a n dl e d b y t h e o v er s e er of t h e m ar k et — t h e utilit y

( s e e S e cti o n 1 ).

A p er mi s si o n e d n et w or k c o nfi g ur ati o n m e a n s w e d o n ot n e e d Pr o of-

of- W or k ( P o W), a s it s ol v e s a pr o bl e m ( S y bil att a c k [ 6 9 ]) w e d o n ot

h a v e. C o n s e q u e ntl y, w e h a v e n o n e e d t o i n c e nti vi z e t h e mi n er s fi n a n-

ci all y, w hi c h tr a n sl at e s t o n o n e e d f or cr y pt o c urr e n c y s u p p ort . I n st e a d,

w e r e s ort t o cl a s si c B y z a nti n e f a ult t ol er a nt ( B F T) s ol uti o n s, a n d c a n

u s e a m e c h a ni s m s u c h a s B F T- S M A R T [ 7 0 ] a s o u r c o n s e n s u s e n gi n e. 1 0

W e c h o o s e H y p erl e d g er F a bri c, t h e s y st e m w e d e v el o p e d i n [ 3 0 ], a s

t h e bl o c k c h ai n i m pl e m e nt ati o n f or t h e L E M’ s T M P. B e si d e s s u p p orti n g

t h e c h oi c e s a b o v e ( B F T u si n g t h e or d eri n g s er vi c e d e v el o p e d i n [ 7 1 ]),

it all o w s u s t o writ e s m art c o ntr a ct s i n a st a n d ar d, g e n er al- p ur p o s e

pr o gr a m mi n g l a n g u a g e, a n d s u p p ort s a fi n e- gr ai n e d tr u st m o d el. 1 1 W e

l e v er a g e b ot h of t h e s e f e at ur e s i n t h e t e xt t h at f oll o w s.

3. 2. 2. N et w or k c o nfi g ur ati o n

T h er e ar e t hr e e k e y r ol e s i n F a bri c:

1. Or d eri n g n o d e s, w hi c h p a c k a g e i n c o mi n g r e q u e st s (tr a n s a cti o n s)

i nt o bl o c k s a n d di s s e mi n at e t h e m t o t h e r e st of t h e n et w or k.

2. P e er n o d e s, w hi c h e x e c ut e t r a n s a cti o n pr o p o s al s, v ali d at e i n c o m-

i n g tr a n s a cti o n s, a n d m ai nt ai n t h e l e d g er.

3. Cli e nt n o d e s, w hi c h s u b mit t r a n s a cti o n pr o p o s al s t o t h e p e er s,

a n d tr a n s a cti o n s t o t h e or d eri n g n o d e s, o n c e t h e a p pr o pri at e

e n d or s e m e nt s h a v e b e e n c oll e ct e d.

I n o ur m o d el, t h e o r d eri n g s er vi c e i s d el e g at e d t o t h e utilit y a n d

t h e E S C O s. T h e u s u al B F T c a v e at s a p pl y; t h e s e n o d e s ar e v ett e d b y

t h e utilit y s o t h at t h e pr o b a bilit y of o n e t hir d ( or m or e) of t h e m

si m ult a n e o u sl y c oll u di n g ar e mi ni mi z e d. I n a n y ot h er c a s e, t h e n et w or k

st o p s pr o d u ci n g n e w b at c h e s of bi d s 1 2 a n d t h e m ar k et st o p s.

W e e x p e ct p arti ci p ati o n i n t h e or d eri n g s er vi c e t o b e b a c k e d b y

c o ntr a ct s t h at r e q uir e a d e p o sit; i n c a s e of m ali ci o u s b e h a vi or, t h e

d e p o sit i s s ei z e d b y t h e utilit y. Pr e v e nti n g s u c h b e h a vi o r e n s ur e s t h e

n et w or k’ s li v e n ess; it i s n ot h o w e v er e n o u g h t o pr e v e nt c e n s or s hi p of

bi d s (t r a n s a cti o n s). T h e or d eri n g s er vi c e n o d e t h at l e a d s t h e c urr e nt

vi e w c a n still s el e cti v el y i g n or e bi d s, a n d will m ai nt ai n its l e a d ers hi p f or

a s l o n g a s it pr o d u c e s n e w bl o c k s i n a ti m el y m a n n er.

T o pr e v e nt t h at b e h a vi or, t h e m ar k et n e e d s t o ulti m at el y s wit c h t o

a B F T pr ot o c ol t h at f oll o w s t h e r ot ati n g c o or di n at or p ar a di g m [ 7 2 ]. 1 3

T h e n, l e a d er s ar e r ot at e d p eri o di c all y, a n d si n c e n ot all l e a d e r s ar e

B y z a nti n e, a n y c e n s or e d tr a n s a cti o n s will e v e nt u all y g o t hr o u g h.

A s w e will s e e i n S e cti o n 4. 1. 1 , e n er g y tr a n s a cti o n s r ar el y h a p p e n

o n s c al e s s h o rt er t h a n fi v e mi n ut e s, 1 4 a n d p h y si c al li mit ati o n s m a y n ot

all o w t hi s l e n gt h t o g et a n y s h ort er. S u c h ti m efr a m e s – w hi c h m a p

9 A s o p p o s e d t o p u bli c o r p er missi o nl ess ; s e e o u r t a x o n o m y of bl o c k c h ai n s

i n [2 5 ].
1 0 R ef e r t o o u r p r e vi o u s w o r k i n [ 2 5 ] f o r a n e x p o siti o n i nt o t h e t er m s u s e d

h e r e.
1 1 Vi a e n d o r s e m e nt p oli ci e s at t h e a p pli c ati o n ( s m a rt c o nt r a ct) l e v el. T hi s

all o w s u s t o di ct at e w h o c a n i n v o k e w h at.
1 2 I n bl o c k c h ai n t e r m s: bl o c ks .
1 3 N. B. t h at t h e r e i s n o s u c h i m pl e m e nt ati o n f or F a b ri c a s of t h e ti m e of t hi s

w riti n g.
1 4 ‘‘ Ti m e s c al e f or e n e r g y m a r k et s e r vi c e s t r a n s a cti o n s: a u cti o n s o r a gr e e-

m e nt s f or e n e r g y e x c h a n g e s a r e t y pi c all y m a d e mi n ut e s t o d a y a h e a d i n
a d v a n c e.’’ [ 1 5 ].
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Table 1
Association between Fabric roles and market roles in the system model in Section 3.2.
can means that the LEM entity can assume that role but is not required to; must
means that this Fabric role must be assumed by the entity if it wants to participate in
the blockchain-based LEM. Concretely here: the utility can participate in the network
with orderer or peer nodes, but cannot operate as client since it is not expected to
post orders. ESCOs will be assigned with running ordering service nodes, and peers.
Optionally they may act as clients if the energy service they provide requires them
to bid into the market. Finally, prosumers cannot deploy their own ordering service
nodes, can deploy peer nodes if they want to, and must act as Fabric clients since that
allows them to bid into the market.
Market role Fabric role

Orderer Peer Client

Utility can can cannot
ESCO must must can
Prosumer cannot can must

to auction periods in our LEM � are, for now,15 long enough for the
ordering service to rotate through at least a third of its members, thus
eliminating the possibility of censorship.

Peer nodes are maintained by all entities in the system (utility,
ESCOs, prosumers). When computing resources are scarce, peer nodes
are maintained at a minimum across the same subset as the ordering
service, and ESCOs are created with the sole purpose of acting as
the ingress point for the prosumers' client nodes into the blockchain
network. Hereinafter we refer to peer nodes maintained by the utility
and the ESCOs as organizational16 peers, to distinguish them from the
individual peers that may be run by prosumers.

Table 1 shows which Fabric roles a LEM entity (depicted in Fig. 2)
can assume.

3.2.3. Smart contract design
Purpose. Market participants17 use the smart contract to post orders
for the auction. A closed order book means that these orders need to
be encrypted. Furthermore, the auction having discrete market closing
times means we need a way to communicate these time barriers to
the participants, effectively coming up with a rough synchronization
primitive. All of these considerations need to be taken into account for
the smart contract(s) that make the LEM work. We proceed with the
following design.

Methods. For the auction in slot , each market participant posts in
slot (see Section 3.1.6) an order encrypted with the public key
that corresponds to private key . Then the participant follows
up by posting their private key to the blockchain. They do this,
so that their order can be decrypted and a market-clearing price can
be calculated for slot . This suggests that every slot is actually broken
into two phases (sub-slots): bid, followed by reveal. These are denoted
with subscripts BP and RP respectively. We describe how the agents
discern the active slot and active phase within the slot in Section 3.2.4.

On a high-level then, the smart contract18 exposes the following
ethods:

1. .19 During the bidding phase of a slot,
the invoker creates an object defining the amount of

15 The need for ancillary services (regulation, flexibility, ramping) is ex-
ected to increase with increased penetration of renewables [15] and as these
rends develop, we will be moving towards shorter periods. The Transactive
nergy Framework [14] notes that interfaces with existing market structures
hould be considered within the seconds-to-minutes time band.
16 Not to be confused with the concept of an organization in Fabric.
17 In the text that follows, we use the terms ``market participants'', ``agents'',
r ``nodes'' interchangeably.
18 In Fabric terms: chaincode.
19 This is pseudocode, and not the actual method signature; see [31] for our
8

pen-source implementation of this.
energy they are willing to buy, as well as their maximum reser-
vation price per unit (ppu). The invoker then encrypts this
order locally using a key pair generated strictly for that par-
ticular order, then passes the resulting byte array (the

) to the contract's method. If the order is
posted successfully to the blockchain, it returns a transaction ID
( ).

2. : Works identically to the case.
Used for selling locally produced energy.

3. : Invoked during
the reveal phase of a slot, so as to reveal the private key
( ) that decrypts the that cor-
responds to .

If a smart contract invocation fails � for instance, because of a
network partition, or an MVCC conflict (Section 3.2.5) � agents retry
a finite number of times. The wait time between retries follows an
exponential backoff algorithm, as opposed to retrying immediately, for
better flow control.

The only way for participants to know if their order � or more
generally, their invocation of a smart contract method � has been
submitted successfully: if it has, it will eventually show up in the
ledger. When a participant is able to read their write, they know that
their transaction has been recorded. This applies to every blockchain
network, regardless of underlying implementation.

Endorsement policy. The smart contract is deployed on a single channel
by the regulated entity that overlooks the network, the utility. The
simplest, most reasonable endorsement policy for this contract requires
the majority of on the network to sign off on a transaction
proposal before it can be considered valid � see ``Transaction Flow''
in Section 3.2.5.

3.2.4. Time-slotting
As explained in Section 3.2.3, the closed book requirement trans-

lates into each slot consisting of two phases; bid (BP), and reveal (RP).
The problem we need to solve then is that of communicating to the
agents the current slot and phase.

In Fabric, the ordering service nodes batch incoming transactions
and eventually cut them into blocks. Specifically, a block is cut either
(a) after a certain amount of time20 has elapsed after the first transac-
tion of a new batch comes in, or (b) when at least a certain amount of
data21 have been accumulated in the new batch � whichever comes
first.

Under perfect network conditions then, we could ensure that a
new block is cut precisely every seconds by issuing
a transaction with that exact same frequency ( ). Given
that the network is unreliable however [73], we are better off issuing
transactions at a higher frequency, and this is exactly the approach we
adopt. Specifically, we introduce a new method to the smart
contract that is meant to be as lightweight as possible, so as to minimize
transmission latency, processing requirements, and disk space effects on
the blockchain � it is practically a ``no-op'' transaction that primes the
creation of new blocks.

Any agent can invoke this method at whichever frequency they
choose; practically we expect the utility and ESCO nodes to undertake
this task, and opt for a frequency that is a single-digit multiple of

. Given a steady, deterministic rate of incoming blocks,
every node in the system can then inspect the blockchain ledger height
to ``tell time''. For example, if a slot corresponds to 100 blocks, and
a phase (subslot) corresponds to 50 blocks, a blockchain that is 754
blocks long means we are now at the reveal phase (RP) of the 8th slot �

20 In Fabric terms: .
21 In Fabric terms: .
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s e e Fi g. 6 . U n d er t h e c o n diti o n s d e s cri b e d a b o v e, t h e bl o c k c h ai n l e d g er

h ei g ht a ct s a s a l o gi c al cl o c k f or e a c h n o d e.

H o w e v er, t hi s i s a b e st- eff ort, n o n-f o ol pr o of a p pr o xi m ati o n of a

s ol uti o n; t h e f u n d a m e nt al pr o bl e m h er e i s t h at w e ar e tr yi n g t o eff e ct

s y n c hr o n y a n d r u n a ti m e- s e n siti v e pr ot o c ol (t h e L E M) o n a m e di u m

t h at i s di stri b ut e d a n d a s y n c hr o n o u s. C o n si d er t h e c a s e w h er e a n et-

w or k p artiti o n pr e v e nt s t h e or d eri n g s er vi c e fr o m r e a c hi n g a q u or u m;

d uri n g t h at ti m e, n o bl o c k s c a n b e c ut 2 2 e v e n if t h e a g e nt s i n a p artiti o n

p o st t r a n s a cti o n s t o t h e or d eri n g s er vi c e wit hi n b a t c h T i m e o u t .

W h e n n et w or k c o n n e cti vit y i s e v e nt u all y r e st or e d, a n d t h e or d eri n g

er vi c e r e a c h e s a q u o r u m, t h e c urr e nt bl o c k h ei g ht ( o ur l o gi c al cl o c k)

ill b e off s et fr o m t h e a ct u al, c u rr e nt sl ot (t h e w all cl o c k t h at m o v e s

or w ar d r e g ar dl e s s of bl o c k h ei g ht pr o gr e s s). A n y att e m pt t o r e s y n c hr o-

i z e t h e t w o cl o c k s i s i n e vit a bl y n o n- d et er mi ni sti c. F or c o m pl et e n e s s,

e d e s cri b e o n e s u c h c orr e cti v e pr o c e s s i n A p p e n di x .

. 2. 5. D at a sli ci n g

W h e n a cli e nt p o st s a n off er or a k e y, t h e y u p d at e t h e st at e m ai n-

ai n e d b y t h e s m art c o ntr a ct. At fir st p a s s, c o nfi g uri n g t h e k e y s t h at a

m art c o ntr a ct writ e s t o m a y s e e m li k e a nit; h o w e v er – a s w e will s e e

n S e cti o n 4. 2. 1 – it c a n h a v e a si g nifi c a nt eff e ct i n t h e p erf or m a n c e of

h e bl o c k c h ai n l a y er.

r a ns a cti o n fl o w. I n F a bri c, r e c all t h at st at e i s m ai nt ai n e d i n a v er-

i o n e d k e y – v al u e st or e ( K V S), a n d t h e st at e cr e at e d b y a c h ai n c o d e i s

c o p e d e x cl u si v el y t o t h at c h ai n c o d e. At a hi g h l e v el, 2 3 a s u c c e s sf ul st at e

p d at e r e q uir e s t h e f oll o wi n g s e q u e n c e of st e p s: a cli e nt c o n str u ct s a

r a ns a cti o n pr o p os al — a r e q u e st t o i n v o k e a c h ai n c o d e m et h o d wit h

p e cifi c p ar a m et er v al u e s —, t h e n s e n d s it t o a s m a n y p e er s a s n e e d e d

n or d er t o s ati sf y t h e c h ai n c o d e’ s e n d or s e m e nt p oli c y.

E a c h t ar g et e d p e er si m ul at e s t h e pr o p o s al b y e x e c uti n g it a g ai n st

t s l o c al st at e; it d o e s n ot c o m mit t h e r e s ult s of t hi s pr o p o s al. I n st e a d

t r et ur n s t o t h e cli e nt a pr o p os al r es p o ns e t h at c o nt ai n s t h e r e a ds et a n d

rit es et f or t h at pr o p o s al, i. e., t h e s et of k e y s t h at w er e r e a d d uri n g

h e si m ul ati o n of t h e pr o p o s al al o n g wit h t h e v er si o n of t h o s e k e y s,

n d t h e s et of k e y s t h at w er e u p d at e d d uri n g t h e si m ul ati o n al o n g wit h

h eir n e w v al u e s.

W h e n t h e cli e nt c oll e ct s e n o u g h e n d or s e m e nt r e s p o n s e s t o s at-

sf y t h e c h ai n c o d e’ s e n d or s e m e nt p oli c y, it a s s e m bl e s t h e m i nt o a

r a ns a cti o n, a n d s e n d s t h at t o t h e or d e ri n g s er vi c e. E v e nt u all y e v er y

c o m mitti n g) p e er r e c ei v e s t hi s tr a n s a cti o n fr o m t h e or d eri n g s er vi c e

n d r u n s it t hr o u g h t h e v ali d ati o n p h as e ; it c h e c k s if it s ati sfi e s t h e

n d or s e m e nt p oli c y of t h e a s s o ci at e d c h ai n c o d e, a n d al s o c h e c ks if t h e

ersi o ns i n t h e r e a ds et m at c h its c urr e nt st at e . If b ot h c h e c k s p a s s, t h e

r a n s a cti o n i s m ar k e d a s v ali d, a n d it s writ e s et i s u s e d t o u p d at e t h e

e er’ s l o c al l e d g er.

T hi s t r a n s a cti o n fl o w i s d e pi ct e d i n Fi g. 7 .

2 2 R e m e m b e r t h at i n a c c or d a n c e t o S e cti o n 3. 1. 4 , all e n er g y n e e d s d u ri n g

hi s ti m ef r a m e will b e s ati sfi e d b y t h e g ri d.
2 3
9

F or a d et ail e d e x pl a n ati o n, s e e [ 3 0 , S e c. 3 ].
T h e k e y p er sl ot a p pr o a c h. Gi v e n t h e a b o v e, c o n si d er t h e c a s e w h er e w e

d e si g n t h e L E M’ s s m art c o ntr a ct s o t h at all off er s f or sl ot 𝑥 𝑠 g et p o st e d

u n d er t h e s a m e c h ai n c o d e k e y 𝑠 𝑖. L et u s a s s u m e t h e b e st c a s e s c e n ari o

w h er e, at t h e st art of 𝑠 𝑖− 2 ,2 4 all e n d or si n g p e er s i n t h e n et w or k ar e u p-

t o- d at e; e a c h p e er c arri e s t h e e x a ct s a m e k e y s a n d v al u e s i n t h eir l e d g er,

at t h e e x a ct s a m e v er si o n s.

T h e n, w h e n t w o or m or e a g e nt s p o st off er s, t h eir si m ul ati o n pr o p o s-

al s will h a v e t h e s a m e r e a ds et – si n c e 𝑠 𝑖 i s at t h e s a m e v e r si o n a cr o s s all

p e er s –, a n d a diff er e nt writ e s et — a s e a c h p arti ci p a nt ai m s t o u p d at e 𝐷 𝐵

wit h t h eir o w n off e r. E a c h a g e nt will f oll o w t h e fl o w d e s cri b e d e arli er

i n t hi s s e cti o n, b y a s s e m bli n g a tr a n s a cti o n a n d s u b mitti n g it t o t h e

or d eri n g s er vi c e. W e n o w h a v e a r a c e c o n diti o n; i n e vit a bl y o n e of t h e

p e n di n g tr a n s a cti o n s will b e pr o c e s s e d first b y all p e er s; t hi s t r a n s a cti o n

will p a s s t h e v ali d ati o n c h e c k s, a n d will h a v e it s writ e s et a d o pt e d a s t h e

n e w st at e f or 𝐷 𝐵. All ot h er tr a n s a cti o n s will f ail t h e v ali d ati o n b e c a u s e

t h eir r e a d s et i s n o l o n g er c u rr e nt — w e c all t hi s a n M V C C 2 5 c o nfli ct .

T hi s i s d e pi ct e d i n Fi g. 8 a .

T h e s u b mitt er s of t h e f ail e d tr a n s a cti o n s n e e d t o r e p e at t h e pr o c e s s

r o m s cr at c h, a n d h o p e t h at t h e y b ot h pi c k u p a n e n d or s e m e nt fr o m a

e er w h o s e st at e i s c urr e nt ( s o t h at t h e i n cl u d e d r e a d s et i s c urr e nt), a n d

h at t h eir o w n tr a n s a cti o n g o e s t hr o u g h t h e v ali d ati o n p h a s e b ef or e a n y

t h er t r a n s a cti o n t h at writ e s t o t h e s a m e k e y.

h e k e y p er tr a ns a cti o n a p pr o a c h. I n o ur m o d el, w e pr e v e nt t h e s e

o nfli ct s b y h a vi n g e a c h s m art c o ntr a ct o p er ati o n – b e it a n off er, or

h e p o sti n g of a pri v at e k e y – writ e t o a u ni q u e k e y i n t h e c o ntr a ct’ s

e y – v al u e st or e. S p e cifi c all y, w e m a k e it s o t h at e a c h tr a n s a cti o n

et s p o st e d u n d er a k e y f oll o wi n g t h e n a mi n g p att er n s l o t N u m b e r -
r a n s a c t i o n I D , w h er e t r a n s a c t i o n I D i s a u ni v er s all y u ni q u e

d e ntifi c ati o n n u m b er ( U UI D) t h at t h e s u b mitti n g cli e nt g e n er at e s.

i n c e all tr a n s a cti o n s r ef er e n c e u ni q u e k e y s i n t h ei r r e a d s et s a n d writ e-

et s, r a c e c o n diti o n s ar e a v oi d e d, a n d t h e r e a d- writ e c o nfli ct c h e c k at

h e c o m mitti n g p e er s p a s s e s. T hi s i s d e pi ct e d i n Fi g. 8 b .

. 2. 6. Bi d e n cr y pti o n alt er n ati v es

P arti ci p a nt s i n o ur m o d el ar e r e s p o n si bl e f or e n cr y pti n g a n d d e-

r y pti n g t h eir o w n bi d s ( s e e S e cti o n 3. 2. 3 ). B e si d e s b ei n g t h e m o st

tr ai g htf or w ar d i m pl e m e nt ati o n f or a cl o s e d or d er b o o k a u cti o n, t hi s

s al s o t h e o pti o n t h at m a xi mi z e s u s er a g e n c y.

O n t h e ot h er e n d of t hi s a xi s, w e w o ul d fi n d t h e si n gl e (fi x e d or

ot ati n g ) a u cti o n e er m o d e. I n it, t h e m ar k et a s si g n s t h e d e cr y pti o n

f bi d s t o a si n gl e E S C O, or a s et of r ot ati n g E S C O s. T h e n, f or t h e

u cti o n i n sl ot 𝑠 𝑖, all m ar k et p arti ci p a nt s w o ul d p o st i n sl ot 𝑠 𝑖− 2 or d er s

n cr y pt e d wit h t h e p u bli c k e y 𝑠 𝑖 𝑖. T hi s c orr e s p o n d s t o t h e pri v at e k e y

𝑘 𝑖 of t h e E S C O t h at i s t a s k e d wit h r u n ni n g t h e a u cti o n f or t h at sl ot. At

h e e n d of 𝑠 𝑖− 2 , t h e E S C O p o st s 𝑣 𝑘 𝑖 o n t h e bl o c k c h ai n vi a a n e wl y- a d d e d

a r k E n d ( p r i v a t e K e y ) 2 6 s m art c o ntr a ct m et h o d.

E a c h p arti ci p a nt i s n o w a bl e t o d e cr y pt all bi d s, a n d c al c ul at e t h e

ar k et- cl e ari n g pri c e f or 𝑠 𝑖 l o c all y. T h e a d v a nt a g e of s u c h a n a p pr o a c h

s t h at w e n o l o n g er n e e d t o s plit t h e sl ot i nt o bi d di n g a n d k e y-

e v el ati o n p h a s e s ( S e cti o n 3. 2. 3 ) — t h e sl ot i n it s e ntir et y n o w c a n b e

u s e d f or p o sti n g bi d s. Li k e wi s e, t h e n u m b er of tr a n s a cti o n s n e e d e d f or

𝑁 a g e nt s t o c o m m u ni c at e (i. e., c o m mit a n d l at er o n, r e v e al) t h eir bi d s

d e cr e a s e s fr o m 𝑁 ⋅ 2 t o 𝑁 + 1 .

2 4 T hi s i s t h e sl ot d u ri n g w hi c h p a rti ci p a nt s bi d f o r sl ot 𝑠 𝑖.
2 5 M ulti v e r si o n c o n c ur r e n c y c o nt r ol.
2 6
 It m ar ks t h e e n d of a sl ot.
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. 2. 7. Pri v a c y a n d s e c urit y c o nsi d er ati o ns

O ur w or k d o e s n ot c o n si d er a d diti o n al pri v a c y-r el at e d m e a s ur e s,

t h er t h a n t h e st a n d ar d pr a cti c e of u si n g a hi er ar c hi c al d et e r mi ni sti c

all et [ 7 4 ] a n d u ni q u e k e y- p air s f or e a c h tr a n s a cti o n. T hi s a p pr o a c h
1 0

a y n ot b e t a m p er- pr o of, a n d a m ali ci o u s a ct or wit h e n o u g h r e s o ur c e s c
a y e v e nt u all y b e a bl e t o li n k all tr a n s a cti o n s b a c k t o t h e s a m e i d e n-

it y. W e d e e m it a s g o o d e n o u g h f or t h e pri v a c y m o d el a d o pt e d i n t h e

or k pr e s e nt e d h er e. O ur t h e si s o n t h e pri v a c y fr o nt i s t h at e n er g y st or-

g e a n d r e p ut ati o n- b a s e d m ar k et s will e v e nt u all y r e n d er t h e pri v a c y
o n c er n s irr el e v a nt. A s e n e r g y st or a g e g et s c h e a p er, t h e c o n s u m er s’
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Fig. 9. Average retail price of electricity (¢/kWh) for residential customers in
Austin, TX throughout 2013 [80]. This defines the upper bound for all bids placed
in the local energy market presented in Section 4.

load profile will be decoupled from their presence on premise, so a
malicious actor will be unable to detect when the customers are home.27
Furthermore, as some blockchain-based networks inevitably move to
reputation-based markets, participants in the market will actually want
to have their bids coupled to their identity in return for lower rates or
higher quality of service.

For a privacy-friendly approach to local energy trading, we direct
the reader to the work of [68]; it proposes a protocol that guarantees
the confidentiality of bids and the privacy of the auction winner by
using secure, multiparty computations. The work does not consider
a blockchain implementation, but integration with blockchain-based
systems should be feasible. The protocol can handle 2500 bids in less
than five minutes in the on-line phase.

On the security front, we opt into a permissioned blockchain net-
work (Section 3.2.1), which restrict a node's interactions to a set of
whitelisted and vetted participants. Furthermore, we configure the
smart meters (Section 3.1.3) so as to prevent access to the public
Internet; the power grid can [76] and has in fact been hacked [77], but
electricity is a public good � its uninterrupted delivery to customers
should not be taken lightly.

4. Case study

4.1. Setup

4.1.1. Market layer
We use a set of 63 single-family houses with solar panels in Austin,

TX. We focus on their electricity generation and consumption dur-
ing the first two months of 2013. The data is sourced from [78], a
repository of residential electricity usage datasets. Our methodology
for extracting, transforming, and loading (ETL) the traces in [78] is
captured in our open-sourced Jupyter Notebooks [32]. We also open-
sourced the utility that allowed us to identify overlapping traces across
all candidate houses in [33].

All households in our set participate in the LEM described in Sec-
tion 3 via a zero-intelligence agent [36,42,79]. This provides a lower
bound on market efficiency [36].

Each slot in the double auction is 15-min long [44], and bidding
closes 15 min before that slot is about to become active, i.e.,

(Section 3.1.6).
The upper bound for bids is equal to the grid electricity tariff, as is

the case with all related works in the literature (Section 2.1). We track

27 [75] writes that ``consumers worry that intelligent monitoring devices,
hich transmit power-usage information to the utility as frequently as every
5 min, would make them vulnerable to thieves, annoying marketers, and
olice investigations.'' If we fast forward a few years ahead, when solar panels
nd battery storage are prevalent, and where smart electric devices can have
heir operation time-shifted, what does the fact that a customer draws energy
11

n the middle of night can tell you about their whereabouts? Nothing.
Table 2
Market layer parameters for the case study in Section 4.
Parameter Value

Location Austin, TX
Number of households 63
Time span Jan 1st�Mar 1st, 2013
Market agent strategy zero intelligence
Slot duration 15 min
Lower bound of bids Wholesale real-time rate
Upper bound of bids Retail rate

Table 3
The three blockchain layer variants under consideration in our case study (Sec-
tion 4.1.2). Under ``key per transaction'' column, every / /
transaction gets posted in a unique key in the smart contract's KVS. In the ``key per
slot'' column, all transactions for a given slot get posted in the same smart contract key.
The ``common key'' row carries configurations where each bidder encrypts their bids
using their own public key; in ``individual keys'', each bidder encrypts their bids using
a rotating common entity's public key. Configuration 2 constitutes the sensible default.
Configurations 1 and 3 are considered for comparison purposes. Only the data slicing
and bid encryption columns are shown here, as these contain the decision variables.
All other dimensions are set as described in Section 3.2.
Data slicing Bid encryption

individual keys common key

key per slot Configuration 1
key per transaction Configuration 2 Configuration 3

this via the average retail electricity price for residential customers in
Texas [80], shown in Fig. 9.

For the lower bound, we use the wholesale real-time energy market
price from the South zone [81] of ERCOT.28 We do so because, since
they converted to a nodal market for energy in 2010, ERCOT became
the singular massive pool through which all energy sales flow [83]. The
feed-in tariff [67] � the standard choice for a lower bound � cannot
work in Texas. The closest thing to such a rate in the state � the VOST
rate29 � is actually higher than the average residential rate (our upper
bound). In 2012 for instance, the residential rate for 1 kWh in Texas
was approximately 11¢, while the VOST rate was 12.8¢.

All the parameters chosen for the market are summarized in Table 2.

4.1.2. Blockchain layer
We consider the following configurations (Table 3):

1. In Configuration 1, the agents encrypt and decrypt their own bids
(Section 3.2.6) but post to the same smart contract key for a
given slot (Section 3.2.5, ``key per slot'' option).

2. Configuration 2 is the one presented in Section 3.2 for our system
model. It differs from Configuration 1 in that the agents create a
unique smart contract key per slot (Section 3.2.5).

3. In Configuration 3, the agents post to unique smart contract
keys as in Configuration 2, but their bids are encrypted using
the public key of a common, rotating auctioneer (Section 3.2.6,
``single (fixed or rotating) auctioneer'' option).

4.1.3. Simulation
As part of this work, we developed and open-sourced [31],

a simulation framework specifically geared for blockchain-based local
energy markets.

28 There are four competitive load zones [82] in Texas, and Austin belongs
in the South zone.
29 There are no net metering policies in effect in the state of Texas [84].
The closest thing to such a policy, is the Value of Solar Tariff (VOST) program
adopted by Austin Energy in 2012. Residential PV customers under VOST are
given credit for each kWh they produce, according to the utility's calculated
value of solar. This rate may be adjusted annually. It was set to 12.8¢/kWh

in 2012 [85]; in 2017, it was set to 10.6¢/kWh [86].
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Table 4
Parameters used when running for the case study in Section 4.1.3. N.B. The exponential backoff (see parameter ) applies only to
Configuration 1. It is used in order to minimize contention between the bidders, since they all attempt to post to the same key in the smart contract.
Parameter Value(s) Description

1�3 Blockchain configuration (Section 4.1.2)
2 Maximum number of retries an agent may repeat a failed smart contract invocation
10 Exponential backoff factor; agents wait for ⋅ blocks before attempt
5760 Process the first entries in the trace; each entry corresponds to a 15-min slot
140 How many blocks comprise a slot
70 The reveal phase starts this many blocks into a slot (Section 3.2.3)
100 ms Dictates the frequency with which agents invoke the method (Section 3.2.4)
200 ms Dictates the frequency with which the ordering service cuts blocks if there is activity on the network,

and the file size limits have not been exceeded
Fig. 10. Effect of blockchain configuration on transaction success rate.
t
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We used with the parameter values listed in Table 4,
against version 1.4.4 of Fabric. We executed the simulations in virtual
machines leased at DigitalOcean [87], using their Standard plan (8 GBs
of RAM, 4 vCPUs). In order to speed up the execution time, we set

to effectively moving us from 15-min slots
( � see Section 4.1.1) to 28-second slots.

4.2. Results

4.2.1. Blockchain layer performance analysis
The first part of our analysis focuses on the performance of the

blockchain layer, as a function of the chosen blockchain configuration
(Section 4.1.2). The questions we seek to answer are how many trans-
actions does this TMP let go through, and how fast does it do so, the latter
eing a metric also explored in [24]. N.B. that we talk about transactions
hat get posted successfully; these are not necessarily successful bids,
.e. bids that got matched. Our focus here is on what happens on the
ransport layer with regards to effective throughput.
Fig. 10a shows that when running under Configuration 1, 72.28%

f the time, agents are unable to post a bid (or the decryption key for
hat bid) to the network in time, and ultimately fail. All failures are due
o MVCC conflicts (Section 3.2.5); the readset that these transactions
arry is no longer current. In fact, as we see in Fig. 10b, out of the
uccessful set, almost half of these successes (43%) register on the
ery last attempt � recall from Table 4 that each agent can retry a
ransaction up to 2 times, for a total of 3 attempts. Contrast this with
onfigurations 2 and 3 where all transactions clear (Fig. 10a), and do
o at the first attempt (Fig. 10b).
In Fig. 11, we break down the latency distribution of successfully

osted transactions, grouping them by phase (Section 3.2.3). Half of
12
he bids get posted in under 477 ms in Configuration 2, or 609 ms
or Configuration 3. When switching to Configuration 1, this number
pikes to 775 ms; that is 62% up compared to Configuration 2. The
egradation in quality of service incurred by Configuration 1 becomes
ore pronounced when looking at the 95th percentiles � its latencies
ractically doubled compared to Configurations 2 and 3 (Fig. 11a).
In the reveal phase, we confirm that Configuration 3 outperforms

onfiguration 2 � the 95th percentiles are 420 and 731.5 ms re-
pectively. We expect this because the reveal phase consists of a sin-
le transaction (Section 3.2.6) in the Configuration 3 case,
ersus transactions in the Configuration 2 one.
Overall these results validate the problem with the key per slot

approach (Section 3.2.5) that is codified in Configuration 1. Under this
data model, assuming a common state across peers, we expect only one
transaction proposal to go through successfully among all concurrent
transaction proposals; every other proposal has to be repeated. This is
a waste of computing and network resources, and increases the risk
that the market participants will not get their offers in on time. Note
that this contention occurs twice per slot; both during the bid and the
reveal phase. Having the agents default to backing off exponentially
even before their first attempt to post a bid mitigates this contention,
but not substantially.

4.2.2. Energy market impact analysis
Next, we evaluate the impact of each configuration on the energy

market, with an eye towards maximizing the welfare of the community.
As such, we focus on the community as a whole, instead of looking at
differences between individual agents within the community.

Fig. 12 shows the amount of demand that is met internally, that
is, the energy needs that were settled within the local market between
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Fig. 11. Latency distribution for successfully posted transactions across all considered configurations in our simulations. Higher and to the left is better. The phases are described
in Section 3.2.3; the blockchain configurations in (Section 4.1.2).

Fig. 12. Cumulative energy demands met within the local energy market, plotted over time. Any excess demand is satisfied from the price at a higher price (Section 3.1.4), so the
higher the plotted the line, the better. At the end of the simulation run, the community had 8402 MWh settled internally under Configuration 1, versus 17,140 and 17,240 MWh
with Configurations 2 and 3 respectively.

Fig. 13. Aggregate financial obligation towards the grid service provider for the community. This quantity is the aggregate of the amount paid to the grid from the community at
the retail rate for excess demand, minus the amount earned from the grid at the feed-in tariff for excess production. We do not factor in the internal demand since any transactions
related to that amounts to money that stays within the community, and as such as it is welfare-maximizing. When running under Configuration 1, the community's obligations
towards the grid at the end of the 2-month run amount to $5009, versus $4352 for Configuration 2, and $4344 for Configuration 3. All prices in 2013-USD.
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Fig. 14. Cumulative external cost with and without a local energy market. Lower is better. The local energy market is running Configuration 3, the best-performing configuration
rom Fig. 13. Without a local market, the community pays $7497 to the grid. With a local market, that number drops by 42%. All prices in 2013-USD.
rosumers. In Fig. 13 this is translated into the metric that ultimately
matters most from a welfare-maximizing perspective; the aggregate
financial obligations (``external cost'') of the community towards the
grid. As both plots show, Configuration 1 performs the worst; a move
away from it results in the amount of energy that is traded internally
to more than double (Fig. 12). This is accompanied by a 13% drop in
external costs (Fig. 13).

Configurations 2 and 3 run comparably, with Configuration 3 per-
forming better at the margin. For reference, we compare the external
cost of the best-performing configuration (Configuration 3) against
what we would get if there was no local energy market and the
community's energy needs in their entirety were satisfied by the grid.
According to Fig. 14, at the end of the 2-month run, the community's
external cost drops by almost half (42% decrease). N.B. that this
difference is not equal to cost savings, since we do not account for
the money that is exchanged within the community whenever the local
arket clears. This difference, however, translates directly to aggregate
elfare enhancement, since it corresponds to either money that is not
pent � because prices in the internal market are lower than the grid's
etail rate �, or money that changes hand inside the community, from
ne prosumer to another.
Finally, we examine the market and allocative efficiencies under

ach configuration, as is the case in [24] and [42] respectively.
The market efficiency (Eq. (1)) is defined as the ratio of energy

emand met internally over the energy demand imported from the grid
or a given slot. For slot :

(1)

The allocative efficiency (Eq. (2)) is defined as the energy that was
traded internally ( ) divided by all the energy that could have been
traded in that slot. For slot , assuming ( ) is the aggregate
energy requested (offered) across all buy (sell) orders for that slot, we
have:

(2)

We consider both the averages (Fig. 15) and the L2-norms of these
metrics (Table 5). The L2-norm (Eq. (3)) is defined as:

‖ ‖

√

√

√

√

√

∑

(3)

where is the total number of 15-min slots evaluated in this case
study with for our 2-month timeframe. For completeness,
Table 5 is expanded with the L2-norms of the total energy cost for all
14
Table 5
L2-norms ‖ ‖ for the market and allocative efficiences (higher is better), the total
energy cost for the community (lower is better), as well as the energy trade (higher is
better). ``imported'' energy stands for energy that is bought from the grid, ``exported''
is surplus energy that is sold to the grid, and ``traded'' stands for energy that is
traded internally between prosumers. The market efficiency of Configuration 1 is
approximately smaller than the competition. Same goes for the energy that is
traded internally, where the L2-norm is approximately half of that of Configurations 2
and 3. Configurations 2 and 3 perform comparably.
Configuration Efficiency Energy cost ( ) Energy ( )

market allocative imported exported traded

1 26.86 49.09 2.382 0.919 1.625 0.191
2 252.40 59.90 2.110 0.857 1.449 0.381
3 261.53 59.94 2.105 0.856 1.447 0.383

the households in the community, and the energy quantities that were
imported (bought from the grid), exported (sold to the grid), or traded
internally.

Across all metrics, the common theme is that of Configuration
1 having a substantially negative impact on the performance of the
energy market, compared to the rest of the configuration. For in-
stance, its market efficiency is approximately 7 times lower on average
(Fig. 15), or 10 times worse when comparing L2-norms (Table 5). The
L2-norm on energy traded internally is approximately half of that of
the competition.

Intuitively, these results make sense and build upon the analysis of
the previous section (Section 4.2.1). When the market runs on a TMP
with decreased effective throughput, as is the case with Configuration
1, it observes less bids and offers per slot. This translates to the market
clearing at a suboptimal point. We know this is a suboptimal operation
point, because of Configurations 2 and 3 confirm there is room to grow;
a LEM running under either of these configurations sees the demand
that can be met internally increasing, and its external costs decreasing.

When it comes to comparing Configurations 2 and 3, we find both
to be comparable across the board; Configuration 3 is only performing
marginally better.

Security considerations for the discussed configurations. The aforemen-
tioned marginal improvement of Configuration 3 comes with a security
asterisk; the design (Section 3.2.6) is excessively centralized and makes
the key-carrying node � the single auctioneer that invokes the

call � a single point of failure. Even if we set ideological objections
to centralization aside, the downsides of such an approach are concrete
and practical:

1. This node's private key for slot can be stolen by an adver-

sary, or shared privately with them in the case of bribery. The
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Fig. 15. Indexes used to assess the health of the local energy market: market, and allocative efficiency. These are averaged over the course of the case study. Higher is better.
egardless of index we observe that the efficiency of the market is worse under Configuration 1, and comparable between Configurations 2 and 3.
w
-
P

adversary then would have an asymmetrical market advantage
during the bidding for , as all the encrypted bids would be
known to them.

2. To a lesser degree, the market under Configuration 3 also runs
the risk of the key-holding ESCO node deciding to ``not show
up'', i.e., not invoke the call for . When that happens,
no trading takes place during since all the bids remain sealed.
Even though in practice, such a risk would be mitigated via
collaterilization,30 it is still worth noting.

Finally, Configurations 1 and 2 are considered identical from a trust
tandpoint.

. Conclusions

In this work, we design and analytically evaluate an auction-based
ocal energy market on a permissioned blockchain. This is a depar-
ure from the current related literature that studies the intersection
f blockchains and energy markets by treating the blockchain layer
s a black box. As our work demonstrates, the design choices in the
lockchain layer of a blockchain-based LEM should be explicitly called
ut and evaluated for possible trade-offs, because they affect both
he welfare of the community, and the network's usage of computing
esources.
Our work sets precedence on the blockchain design space definition,

nd explicitly analyzes its impact on the performance, governance, and
ecentralization of the LEM. We utilize the open-source blockchain
latform Hyperledger Fabric [30] for the blockchain layer of our mar-
et, and design and present in detail the underlying smart contract
rchitecture, the operational parties, and their roles. We also design
nd implement the market mechanism that sits atop the blockchain
ayer; to the best of our knowledge, our work is the first to explicitly
dentify how a closed-order book double auction can be implemented
n a blockchain-based LEM.
Finally, a numerical evaluation demonstrates the applicability of

ur model to a real-world case, and its ability to provide insights on
arameter choices during both market infrastructure planning and day-
o-day LEM operation. Our case study, based on residential electricity
sage data, showed (Section 4.2.2) how a change in the blockchain
ata model can decrease the market efficiency by approximately 90%

30 The ESCOs that assume the key-holding service would sign a
eposit-backed contract, as is the case with the ordering service nodes
n Section 3.2.2.
15
(switch from Configuration 2 to Configuration 1), or � as another
example � how a change in the way bids are encrypted can result in
further market improvements, but at the risk of subverting the proper
operation and resilience of the market (switch from Configuration 2 to
Configuration 3). The simulation framework that we developed for the
numerical evaluation has been open-sourced and is available in [31].

We consider that the presented work can be adopted as a canonical
framework for designing and evaluating blockchain-based LEMs. Part
of our future work includes extending our model to evaluate the use
of intelligent market agents, and analyze the market gains that can be
had out of this change.
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Appendix. Resynchronizing blockchain height with market slot

In Section 3.2.4 we explained why the adopted approach for time-
slotting the network is best-effort, and how it can fail to keep the
two clocks, � the logical clock maintained via the blockchain ledger
height, and the wall-clock � in sync. We noted that any attempt
to resynchronize the two clocks is inevitably non-deterministic. We

describe how one such approach would work in the rest of this section.
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The two clocks could be re-synced via a
method that links the beginning of with the block that
encapsulates this call. This method would be exposed via a separate
smart contract on the same channel. We would use a separate smart
contract because we would require a different endorsement policy
compared to the methods of the existing smart contract. Specifically,
the new endorsement policy would require signatures from the majority
of the organizational peers present on the network, at a minimum. An
application-level (i.e. non-blockchain) process would monitor the wall-
clock and the current block height; in absence of new blocks coming in
after seconds, it would invoke
the method on the second smart contract, with
the new, appropriate value according to the what the
invoking node's wall-clock reads. The invoking node would then issue
a transaction proposal to the organizational peers, and each peer would
endorse after checking that the proposed corresponds to
the local wall-clock value, plus or minus a certain slack.

This corrective process is yet again best-effort,31 because we do not
know if the local clock of the invoking node is right. Receiving peers
may not endorse the proposal because their own clock skews make
them think that the proposal is incorrect, or because the proposal does
not reach them in time. This is Segal's law,32 and we attempt to get
to the truth by applying a stricter endorsement policy, i.e. by polling
more peers.
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