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Abstract—Given the substantial penetration of so-
cial networks in citizens’ everyday life activities, the
success of a public safety system depends on the citi-
zens’ incentivization by the Emergency Control Center
(ECC), and their effective effort contribution in the
overall disaster management operation. In this paper,
we introduce a formal method based on the principles
of Contract Theory, to identify the optimal rewards
to the citizens from the ECC’s perspective, and the
optimal invested effort from the citizens’ side, referred
to as contract pairs. The identification of these contract
pairs (i.e., rewards and respective efforts) between the
ECC and each citizen, depend on each citizen’s social
and communication characteristics that are used to
define their specific type and profile, while they are
properly reflected in the corresponding designed utility
functions to be optimized. The problem under consid-
eration is treated for both cases of complete (ideal)
and incomplete (realistic) information availability, with
respect to the level of knowledge of the ECC about
the exact type of each citizen. The overall framework
was evaluated via modeling and simulation, in terms
of its efficiency and effectiveness, by studying multiple
operation approaches and scenarios.

Index Terms—Contract Theory, Socio-aware Public
Safety, Effort Investment, Citizen Incentivization

I. INTRODUCTION

In public safety events, either natural disasters or ter-
rorists attacks, the engagement of the citizens, the knowl-
edge discovery, and the information dissemination play a
critical role throughout the overall disaster management
operation. Nowadays, social networks have become of
paramount importance in preparedness, emergency control
management, response, and recovery. Millions of citizens
depend on and exploit various social networks, such as
Facebook, Weibo, Twitter, and others to spread infor-
mation about critical events. This process in turn helps
the Emergency Control Centers (ECC) to improve the
disaster management operation. An indicative example is
the "Boston Marathon” event in 2013, where the image
of the suspect was retrieved from the social networks [1].
However, rumors and false information can also be dis-
seminated in social networks and harm the rescue process
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in a public safety system [2]. Therefore, the classification,
capabilities and interactions of the involved actors in the
socio-aware public safety systems are of high significance.

Motivated by the aforementioned observations, in this
paper, we introduce a socio-aware public safety system,
where the types of citizens offering information to the
ECC are identified based on their social and communi-
cation characteristics. The ECC motivates the citizens
to participate in the disaster management operation by
offering to them incentives (e.g., benefits, coupons) in
accordance to their types under information asymmetry or
complete information, while the citizens contribute their
personal effort to the process in order to improve the
disaster management operation. To this end, we adopt
Contract Theory, a powerful tool from microeconomics
to model the citizens’ incentive mechanism, through the
use of contracts (agreements) between the ECC and the
citizens. The ultimate goal is to find the optimal contract
pair of ECC’s offered reward and each citizen’s provided
effort based on its socio-communication profile and type.

A. Related Work

The actual and potential exploitation and impact of
social networks on emergency disaster management and
crisis situation has been studied in [3] to identify the
benefits, e.g., monitoring situations, extending emergency
response and management, as well as the negative de-
velopments, such as disseminating rumors. In [4], the
authors introduce the concept of People as Sensors, where
people contribute information through the social networks
and their provided information is integrated within the
location-based services, data analysis, and visualization
systems. This concept is further extended in [5], where a
tutorial of models and algorithms is presented for interac-
tive sensing in social networks, where the users’ provided
information is exploited to optimize sensing, decision-
making, and operations in dynamic environments, such
as the public safety systems. Furthermore, a multimedia
content analysis of the available information in social
networks is introduced in [6] in order to detect events,
e.g., natural disasters and terrorists’ attacks, and manage
the corresponding rescue operations.



Based on the above, it is evident that a great part
of the available literature deals with the exploitation of
the already available information in the social networks
in order to detect public safety events and provide input
to the disaster management operations. However, limited
research has been performed in the area of properly
modeling and exploiting the incentivization of the citizens
in order to provide valuable information in the social
networks that will support the ECC’s operations. Towards
this direction, some initial efforts have been devoted to
encouraging citizens to report public safety problems, by
capitalizing on the concepts of crowdsourcing, incentiviza-
tion and volunteer computing [7], [8]. Nevertheless, the
majority of them have been relatively primitive focusing
primarily on finding ways of simply engaging citizens,
being either heuristic or crude in their nature, without
attempting to quantify the contribution of each citizen in
a formal manner.

In this paper, we adopt concepts and principles of
Contract Theory, which provides the mathematical foun-
dations to design formal and informal agreements to
motivate people with potentially conflicting interests to
take mutually beneficial actions, which otherwise would
be counter-productive. Under this concept, an employer
provides contracts to the employees based on their profiles,
i.e., types, to motivate them to provide back their effort,
which is crucial for the employer’s operational processes.

Contract theory has been already applied in several
communication-related applications, including device-to-
device (D2D) communications and cooperative spectrum
sharing. In particular, in [9], the authors introduce a
contract-theoretic relay selection framework, where the
employer is the transmitter and the employees are the
relay nodes. The transmitter offers rewards, i.e., payments,
to the employees, while the latter guarantee a signal-to-
interference-plus-noise-ratio at the destination. Contract
theory has been also used to incentivize the users, i.e.,
employees, to establish device-to-device communication
pairs to de-congest their communication with the base
station (i.e., employer) [10]. Also, contract theory is used
in cooperative spectrum sharing [11], and in cognitive
networks allowing the primary spectrum owner (i.e., em-
ployer) to incentivize the secondary users (i.e., employees)
to efficiently share the available bandwidth [12].

B. Contributions & Outline

This paper aims exactly at filling the aforementioned
research gap, by introducing formal methods - based on
the Contract Theory - in order for the ECC to incentivize
the citizens to participate in the disaster management
operations and offer their valuable effort and information
in an optimal manner. The key scientific contributions of
our work that differentiate it from the rest of the existing
literature, are summarized as follows.

1. The different types of the citizens are identified by
the ECC via exploiting their social and communication

characteristics, and identify a socio-communication type
for each citizen. Based on the citizen’s type, a corre-
sponding utility is formulated reflecting its perceived sat-
isfaction from the received reward for its invested effort.
Also, the ECC’s utility is defined to capture the overall
benefit of using the citizens’ efforts, while considering the
corresponding cost of providing incentives to the citizens
through the rewards. A contract pair between the ECC
and each citizen is considered to be established consisting
of the ECC’s reward and the citizen’s effort (Section II).

2. The problem of determining the optimal rewards from
the ECC’s perspective and the optimal invested effort
from the citizens’ side is formulated and solved initially
considering that the ECC has complete information about
the types of the citizens (Section IIT). Furthermore, the
aforementioned problem is addressed and thoroughly ana-
lyzed, under the most challenging and realistic assumption
of ECC’s incomplete information knowledge about the
citizens’ types (Section IV). In both scenarios, the outcome
of the proposed framework is the optimal contract pairs.

3. A series of simulation experiments are realized to
evaluate the performance and inherent attributes of the
proposed socio-aware public safety framework (Section V).
Finally, Section VI concludes the paper.

II. SYSTEM MODEL

We consider a public safety system consisting of an
Emergency Control Center (ECC) that is responsible to
coordinate the disaster management operations and a set
of citizens C' = {1,...,¢,...,|C|}. The ECC rewards the
citizens through personalized rewards r. (e.g., benefits,
coupons, money) in order to incentivize them to provide
their valuable effort in the disaster management opera-
tions. The citizen’s effort g. can capture various types
of effort: (a) social related effort, such as data quality
(e.g., sensing data, closed cameras TV data), information
shared in social networks, influential posts on Twitter,
shelters’ announcements on Facebook, and others, and
(b) communication related effort, such as coverage area
of the citizen’s mobile device, which can potentially act
as a relay node, CPU capability provided by the citizen’s
devices to process data in a fog computing setup and
others. We consider the normalized values of the ECC’s
rewards, i.e., 7. € [0,1], and the citizen’s effort, i.e.,

€ [0,1]. Also, the ECC acts in a fair manner and rewards
more the citizens that provide more effort in the disaster
management operation, thus the reward r. is a strictly
increasing function with respect to the citizen’s effort g..

A. Citizen’s Social and Communication Type

Each citizen is characterized by a socio-communication
type t. which captures its social and communication char-
acteristics in terms of providing information to the ECC.
Regarding the communication characteristics, each citizen

achieves a data rate R, = Wlog(l + %)
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directly report information to the ECC’s receiver, where
W is the system’s bandwidth, P, and g. are the citi-
zen’s transmission power and channel gain, respectively,
Do £ P;g; is the overall sensed interference, and I is
the background noise. It is evident that the greater the
citizen’s achievable data rate is, the more valuable it
becomes for the ECC’s operation as more information can
be collected by the ECC.

Moreover, the citizen’s socio-communication type is also
dependent on its social characteristics. Each citizen is
characterized by its reputation score p.., p. € [0,1], based
on its activity in the social networks, i.e., information
spread. The citizen’s information spread is modeled in
the literature by the diffusion model and the influence
maximization algorithms can be used to determine the
reputation score p. (i.e., identify the influential citizens)
[13]. A citizen’s contribution to the information spread
process, is characterized by a corresponding social impact
SI.(je) to the community, which is assumed a strictly
increasing function with respect to the citizen’s reputation
score. Furthermore, to also capture the importance of the
citizen’s information contribution for the disaster manage-
ment operation of the ECC, we introduce the concept of
knowledge discovery KD., KD, € [0,1], referring to the
unique content that the citizen shares to the social network
or offers directly to the ECC compared to a bulk amount
of data.

Based on the aforementioned citizen’s social and com-
munication characteristics, the socio-communication type
te,te € [0,1] of the citizen is defined as follows.

_ R, . ST (1e)
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For demonstration purposes, we also consider a strictly

increasing function r.(¢.) = t.q. regarding the ECC’s
reward for citizen c. Also, in the following analysis, we
consider |C] different types of citizens, that is each citizen
has a unique socio-communication type, while a citizen of
higher type, i.e., t; < .- <{t. <--- <t¢|, provides more
effort g, ie, g1 < <gq. < - <qq-

tc 'KDC (1)

B. Emergency Control Center’s and Citizens’ Utilities

The ECC offers a personalized contract pair {r.(q.), ¢.}
to the citizen ¢ for its provided effort ¢. by providing a
corresponding reward r.. Each citizen is characterized by
a utility function U.(q.) expressing the perceived satisfac-
tion from the ECC’s provided reward based on its socio-
communication type, as well as its cost to provide its effort
that the citizen has invested in the disaster management
operation. The citizen’s utility is defined as follows.

UC(QC) =tc- G(TC) —dqc (2)

where e(r.) is the evaluation function of the citizen ¢
regarding the received reward r.. The evaluation function
e(r.) is a strictly increasing, concave function with respect
to the citizen’s effort g., with e(r. = 0) = 0 and expresses

the citizen’s satisfaction with respect to the reward that
it received. For demonstration purposes and without loss
of generality, in the following we consider e(r.) = |/Tc.

The ECC also experiences a utility U = ¢ — K - e
by each citizen’s provided effort, while taking into account
the corresponding cost of the reward r. (x is the ECC’s
pricing factor). In the general case, the ECC may not
be aware of the citizen’s types, thus the ECC estimates
them with probability p., where Z‘Cill pe. = 1. Thus, the
ECC’s overall perceived utility (accounting for all citizens)
is defined as follows.

IC]

Upcc(a) =Y [pe(qe — - 7e))] (3)

c=1

where q = (q1, ..., q|c|) is the vector of the citizens’ effort.

Considering the overall socio-aware public safety sys-
tem, its social welfare, including both the ECC and all
the citizens, is defined as follows.

[C]
SW(a) = Upco(a) + 3 Udla) (4)

C. Contract Theory Perspective and Methodology

Based on the aforementioned utilities, rewards and other
related parameters, in general the solution we seek is a
set of contract pairs between the ECC and the citizens
(employer and employees under Contract Theory termi-
nology [14]) with reference to the citizen’s effort ¢. and the
corresponding provided reward r., with the objective being
maximizing the employer’s utility. The problem is typically
formulated as maximizing an objective function that rep-
resents the employer’s utility, subject to the incentive com-
patibility constraint that the employee’s expected utility is
maximized when accepting the personalized contract, and
the individual rationality constraint that the employee’s
utility under this contract is larger than or equal to its
counterpart when not participating (the latter concepts
are described formally and more detailed in Section III
and Section IV below).

Contract theory is used to study the interaction between
employer(s) and employees, and treats real world problems
with either complete or even incomplete (often referred
to as asymmetric information), by formally designing the
contract between employer and employee, while implic-
itly introducing cooperation. The information asymmetry
mainly refers to the fact that the employer does not know
exactly the types and therefore the characteristics of the
employees, and has only knowledge about the probability
distribution of the types of employees. Contract-theoretic
models allow the alleviation of this problem, and accord-
ingly the employer can overcome this asymmetricity and
efficiently still incentivize its employees. In the following
sections we address the identification of optimal contract
pairs between the ECC and citizens, for both cases of
complete and incomplete information availability.



ITI. CrTizENsS’ CONTRACTS UNDER COMPLETE
INFORMATION

In this section, the ideal case where the ECC knows a
priori the type of each citizen is considered. In this scenario
which can be mainly used for benchmarking purposes, the
ECC can fully exploit the citizens’ efforts and make the
best out of them regarding the disaster management op-
eration. Thus, the ECC aims at maximizing its perceived
utility by the effort of each citizen, while guaranteeing that
the latter will accept the offered contract, i.e., the ECC has
to ensure that the individual rationality condition of each
citizen is satisfied. Therefore, the problem of determining
the optimal contracts, under the assumption of complete
information of the citizens’ socio-communication types,
can be written as follows.

Vee O (5a)

max

Upce =qc— K Te
cc c cy
{re(ge)sqc}veec

s.t. te-e(re) —q. >0 (5b)

The ECC will target at providing the minimum ac-
ceptable utility to the citizens towards maximizing its
own utility. Thus, the constraint (5b) can be considered
alternatively as equality in this case. Accordingly the
solution of the optimization problem (5a)-(5b) is obtained
by initially solving the equality (5b) with respect to r., and
subsequently performing basic mathematical treatment
and manipulations (i.e., substituting in (5a), differentiat-
ing Eq. (5a) with respect to ¢., and equating the outcome
to zero). Consequently, under the assumption of complete
information availability at the ECC, with respect to the
exact type of each citizen and therefore its characteristics,
the optimal contract pair is given by the following closed

form solution: {r(q.), ¢} = {(42)?, 5= }.

IV. CoONTRACT THEORETIC PUBLIC SAFETY SYSTEMS
UNDER INCOMPLETE INFORMATION

In this section, we extend our study in determining
the optimal contract pairs {r.(q.),q.} between the ECC
and the citizens, under the realistic scenario of incomplete
information availability, that is the ECC is not aware of the
exact type of each citizen (i.e., information asymmetry).
Nevertheless, the ECC should ensure two conditions for
the citizens, i.e., individual rationality (IR) and incentive
compatibility (IC), in order to guarantee their partic-
ipation in the disaster management operation. The IR
constraint refers to guaranteeing that the citizens will
receive a non-negative utility by accepting the contract,
thus, they will be at least willing to participate in the
disaster management operation, while the IC constraint
ensures that each citizen will receive the contract that
better matches its type. The aforementioned conditions
can be formally stated as follows.

Definition 1: (Individual Rationality (IR)) A contract
pair {7(qc), ¢.} should guarantee that each citizen’s utility
is non-negative, i.e., U.(¢.) = t. - e(re) — q. > 0,¥c € C.

Definition 2: (Incentive Compatibility (IC)) Each citi-
zen must select the contract pair {r.(q.), ¢.} designed for
its type, i.e., te-e(re) —qe > te-e(re) —qe, Ve, € Coe# .

The IR and IC constraints are necessary, but not suffi-
cient in order the ECC to determine the optimal contract
pairs. Additionally, the following conditions and properties
must hold true in order the contract pairs to be feasible.

Proposition 1: For any feasible contract pair {r.(q.), ¢.},
the following property must hold true: r. > ro < t. > to
and ro =ry S t. =tu.

Proof: Initially, we prove the sufficiency of the above
property by using the IC constraint, i.e., t. - e(r:) — ¢. >
te-e(rer) — qo, Ve, € Cyc # . Thus, we want to show
te >t = 1. > ro. Based on the IC constraint, we have:

te-e(re) —qe > te- e(re) — ge (6)
tee(re) —qe 2t -e(re) = ge (7)

By adding the inequalities (6) and (7), we have:
tee(re) +tee(re) > tee(re) + toe(re) (8)

By continuing the derivations in inequality (8) and given
that t. > t. and e(r.) is a strictly increasing function with
respect to r., we conclude that r. > r.. Continuing our
analysis, we prove the necessity of the examined property,
ie, re > ro = t. > to. We have r. > ro, and given
that e(r.) is a strictly increasing function, we conclude
that e(r.) — e(ro) > 0. Based on Eq. 8, we have t.[e(r.) —
e(re)] = tole(re) — e(re)] & [te = tolle(re) — e(re)] =
0, thus t. > t». Similar analysis can be followed for the
property r. =ro &t = tor. [ |

The physical meaning of Proposition 1 is that a citizen
of higher type t. will receive a higher reward r. compared
to a citizen of lower type t./, who will receive lower reward
r.. Proposition 1 guarantees the fairness in the rewards
allocation from the ECC to the citizens.

Proposition 2: (Monotonicity) A citizen of higher type,
Le,ty <.+ <te <--- <t|, will receive a greater reward
from the ECC, ie., 11 < -+ <r. < -+ < rig), as it will
contribute a greater effort, i.e., g1 <--- <gq. <--- < g

Proof: The proof of this proposition intuitively stems
from Proposition 1, given that t; < ... <t. < .. <t B

In the following proposition, we examine the per-
ceived utility of the citizens that have different socio-
communication types.

Proposition 3: A citizen of higher type, ie., t; < -+ <
te <+ <1}, will receive a higher utility, i.e., Uy <--- <
U. < - <U\C|-

Proof: We examine two citizens ¢, ¢’ € C of types t, >

ter,c # . Based on the IC constraint, we have t. - e(r.) —
te>t.r
qe Z tc . 6(7"0/) — g —— UC(qC) = tc : B(TC) —qc > tc’ :

S(Tc/) — Qo = UC/(qC/>. Thus, for t; < --- <t. <--- < t|c‘,
we conclude that U1<'~<UC<~-<U‘C|. [ |

Based on the above introduced models, constraints, and
the application of the key principles of Contract Theory,
the ECC aims at maximizing its utility, while the citizens



should satisfy all their personal constraints in order to
be willing to participate in the socio-aware public safety
system. Thus, optimization problem to determine the
optimal contract pairs {r.(q.),q.},Ve € C between the
ECC and the citizens is formulated as follows.

[C]
max U = (G — K- Te 9a
reta oS veee U0 ;[ @ RS
s.t. te-e(re) —qe > 0,Vee C (9b)
te-e(re) —qe > te-e(re) —qe,Ve,d € Coe £ (9¢)
0<r < - <re < <1 (9d)

Given that the above optimization problem is non-
convex, in the following we reduce its constraints in order
to solve it in a tractable manner. Based on Proposition 2,
we have t1 < -+ < t, < -+ < tic| and considering the
IC constraint, we have t.-e(r.) — g > t.-e(rer) — gor >
t.-e(r1) — qi. Given that t. > t1, we have: t.-e(r.) — q. >
t.-e(r1) —q1 > t1-e(r1) — ¢ > 0. The last step of the
latter inequality stems from the IR constraint (9b). Thus,
if t1-e(r1) —qp > 0 holds true, then t.-e(r.) —g. > 0 holds
true for each citizen ¢ € C. The above analysis concludes
to the observation that if the IR constraint holds true
for the citizen with the lower type, i.e., t1, then it will
hold true for any other citizen of higher type, thus, the IR
constraints are reduced to t1 -e(r;) —¢q; = 0. The latter IR
constraint is considered as equality in order to the ECC
to collect the maximum benefit from the citizen’s effort.

In the following analysis, we target at reducing the IC
constraints. The terminology that we use about the IC
constraints between citizens: (a) ¢,c’,¢ € {1,...c—1} is
downward IC constraints, (b) ¢, ¢,/ € {¢+1,...|C|} is
upward IC constraints, (¢) ¢,c — 1,V¢,c — 1 € C' is local
downward IC constraints, and (d) ¢,c+ 1,Ve,c+1 € C'is
local upward IC constraints.

Proposition 4: All the downward IC constraints can be
represented by the local downward IC constraints.

Proof: Considering three types of citizens: t._1 < t. <
tet1, the local downward IC constraints can be written as:

(10)
(11)

Based on Proposition 1, we have r. > ro < t. > to.
For r. > TC,1<e:/>e(rc) > e(re—1) < e(re) —e(re—1) > 0.
Thus, for tep1 > te < tepile(re) — e(re—1)] > tele(re) —
e(re—1)] > g, — g._1. Therefore, we have recursively:
tc-‘rl 'e(rc+1)_QC+1 Z tc+1 'e(rc—l)_QC—l Z tc-‘,—l '6(70—2)_
Ge—o > +++ > terr - e(r1) — g1 Thus, all the downward
IC constraints can be equivalently captured by the local
downward IC constraints:

tet1 - €(Tet1) — Geg1 = ter - e(Te) — qe

tC : €(TC) —qc 2 tc : 6("Acfl) —(Qc—1

te - G(TC> — ({c > te - 6(7"071) —Gc—-1 (12)

Proposition 5: All the upward IC constraints can be
represented by the local downward IC constraints.
Proof: Based on the IC constraint, we have:

tcfl : 6(’!’671) —(c—1 Z tcfl : €(Tc) —qc
te - E(Tc) —qc = te- 6(7"0+1) — (c+1

Based on Proposition 1, we have r. > ro < t. > to.
Thus, based on Eq. 14, we have:

Ger1—Ge 2 tele(resr) —e(re)] = teile(reyr) —e(re)] (15)

given that t. > t._1. Based on Eq. 13, 15, we have:
tc—le(""c—l) = Qe—1 2 tc—le(rc) —Gc = tc—le(rc-&-l) — qe+1-
Thus, we have: te_1e(re—1) — qe—1 > te—1€(res1) — get1-
Thus, if the IC constraint holds true for the citizen of
type t._1, then all the upward IC constraints hold true.
Therefore, we have recursively: t._q - e(re_1) — qe—1 >
“e(Tet1) = Qet1 2> o+ 2> te1 - e(rio)) — qic|- Based
on the above analysis, we conclude that the local upward
IC constraints and all the upward IC constraints can be
reduced to the local downward IC constraints. [ ]

Based on the reduced IR constraints, and Propositions 4
and 5, the optimization problem (9a)-(9d) can be rewritten
to the following convex optimization problem.

tc—l

|C|
max U = (qe — K- Te 16a
{re(ge)sqe}veec sce(a) ;[ (a ) (162)
s.t. ty-e(r1) —q1 =0,YVee O (16Db)
te - €<TC) —(c = te - 6(7‘071) —c—1 (16C)
0<r < - <re<-- <1 (16d)

The optimization problem (16a)-(16d) is solved using
standard methods of convex optimization due to the con-
vexity of the objective function and the constraints [15],
and the optimal contract pairs {r.(q.), q.} are determined.

V. NUMERICAL RESULTS

In this section, a detailed numerical evaluation of the
proposed contract-theoretic socio-aware public safety ap-
proach is conducted, via modeling and simulation. The
performance evaluation initially focuses on the pure oper-
ation of the proposed framework in terms of determining
the optimal contract pairs, the citizens’ and the ECC’s
utilities, as well as the overall social welfare of the system,
for both cases of complete and incomplete information
availability (Section V-A). Then, a comparative study of
the proposed contract-theoretic framework against differ-
ent alternative scenarios of determining the amount of
effort offered by the citizens is presented (Section V-B).

In the rest, we consider £ = 0.999, and that the prob-
abilities of the citizens’ types follow a uniform distribu-
tion. Moreover, the achievable data rate R, is determined
for each citizen considering a constant data transmission
power P. = 2Watts, the channel gain is g. = 1/d?, where
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Fig. 1: Pure Framework Evaluation - Complete and Incomplete (Asymmetric) Information Scenarios

d. € [10,400]m is the distance of the citizen ¢ from the
ECC’s receiver, the sytem’s bandwidth is W = 5MHz,
and the background noise is Iy = 10~'3. The reputation
score [, pie € [0,1] is appropriately calculated following
the influence maximization algorithm [13]. The social
impact function is SI(pu.) = log(ue), and the knowledge
discovery factor K D, takes random values in the interval
[0, 1], where values closer to one indicate that the citizen
has provided unique and valuable content to the ECC.

A. Pure Framework Operation Evaluation

Fig. 1.a presents the citizens’ type values as a function
of their index. We considered |C| = 10 indicative citizens,
where the greater the citizen’s index is the higher its
type, ie., t; < < t. < < ti9. Fig. 1.b-1.d
present the citizens’ efforts, their offered rewards by the
ECC and their achieved utilities as a function of the
citizen’s index, respectively, considering the scenarios of
complete and incomplete information. Similarly, Fig. 1.e-
1.f demonstrates the system’s point of view, by presenting
the ECC’s utility and the system’s social welfare, in a
cumulative manner as the number of contributing citizens
increases (each time inserting one additional citizen type
indicated by the increased indices in the horizontal axis).

The results reveal that under the scenario of complete
information (i.e., ideal scenario), the ECC knows a priori
the socio-communication type of each citizen, thus, it
fully exploits the citizens’ effort (Fig. 1.b) by providing
increased rewards to them (Fig. 1.c), and achieving high
ECC utility due to the increased citizens’ participation
(Fig.1.e). Given that the ECC knows the citizens’ types,
it offers them the minimum possible reward based on
their invested efforts in order to marginally satisfy their
rationality constraints, thus U. = 0,Vc € C (Fig. 1.d).

On the other hand, under the incomplete information
scenario, the ECC is not aware of the citizens’ actual types,
but it rather estimates them based on the knowledge about
their probability distribution. In this case, the citizens

by not disclosing their actual type to the ECC are able
to achieve a higher utility compared to the complete
information scenario (Fig. 1.d), i.e., tradeoff between their
invested efforts (Fig. 1.b) and their rewards from the ECC
(Fig. 1.c). Consequently, the ECC achieves lower utility
compared to the complete information scenario (Fig. 1.e).
The sub-graph in Fig. 1.d shows that citizens’ of higher
type receive higher utility and the contract that matches
the citizen’s type concludes to the best achieved utility.
In a nutshell, based on Fig. l.a-1.d, it is confirmed
that a citizen of higher type, invests more effort, receives
more reward from the ECC, and consequently achieves
greater utility, as also stated in Proposition 2. Moreover,
in Fig. 1.f, we observe that despite the fact that under
the incomplete information scenario the ECC is not aware
of the exact type of each citizen, the achieved overall
public safety system’s social welfare is reduced only by
approximately 15% for the case of |C| = 10 citizens (this
value becomes even smaller for larger populations), which
indicates that the proposed framework behaves very well
under the challenging and realistic asymmetric scenario.

B. Comparative Evaluation

Fig. 2.a-2.c compares the proposed incomplete infor-
mation realistic contact-theoretic framework’s achieved
ECC’s utility, citizens’ utilities, and overall system’s social
welfare, respectively, against three alternative strategies
with respect to the citizen’s effort investment, as follows:
(i) minimum effort, (i) maximum effort, and (iii) a ran-
dom amount of effort. The results reveal that under the
proposed framework the citizens are able to achieve high
utility, similar to the one achieved by their minimum
personal effort strategy (Fig. 2.b). Also, as expected, the
ECC achieves the maximum utility if all the citizens invest
their maximum effort (Fig. 2.a). However, despite the
fact that ECC achieves low utility under the proposed
contract-theoretic approach due to the cost of increased
provided rewards to the citizens (owing to the information



0 1
(a)
z02 08
= >
= =
D .0.4 {{~Contract Theoretic ._—:0 6
K “Minimum Efforts o
< >Full Efforts n .
©-0.6 0.4 |*Contract Theoretic
'E =Random Efforts 8 =Minimum Efforts
o 0.8 \/ w 02 *Maximum Efforts
< |=Random Efforts
v

(b) 008 _‘/—_’><:_,,£L

=Contract Theoretic

~Minimum Efforts

*>Maximum Efforts

=Random Efforts
~

Social Welfare
)
o
(3]

'
o
o

o
N

4 6 8 10 0 2 4
Citizen's Index

Citizen's Index

6 8 10 0 2 4 6 8 10
Citizen's Index

Fig. 2: Comparative Evaluation

x10°2
201 citizen's Utility - CT
~Citizen's Utility - Linear
157l-ECC's Utility CT
+ECC's Utility Linear

Il
°
=

(b),

i*Contract Theoretic Approach
~Linear Reward

4
Q
=)

Social Welfare
o
(=]
=

o
2

0
0 2 4 6 8 10 0 2 4 6 8 10

Citizen's Index Citizen's Index

Fig. 3: Type dependent vs. type agnostic rewards

incompleteness assumption), the system’s social welfare is
the highest among all scenarios (Fig. 2.c). The latter shows
that the proposed framework enables the smooth collab-
oration between the ECC and the citizens, concluding to
improved social welfare. Finally, the scenario where the
citizens invest a random effort presents an intermediate
trend regarding all the examined metrics, between the
minimum and the maximum invested efforts scenarios.
In the following we compare the strategy where the
ECC offers personalized rewards to the citizens (according
to their type as realized in the proposed framework,
ie, r. = t.-q.), against an alternative still linear but

type agnostic reward approach, oi‘fering common reward
C

[
o . . tC
to all the citizens, i.e., r. = “==— - ¢.. We observe

that the citizens benefit in terms of their achieved utility
under the contract-theoretic (CT) framework, while the
ECC achieves lower utility compared to the linear reward
scenario, as in the latter case it tends to over-reward the
citizens without adopting to their socio-communication
type (Fig.3.a). We also observe that the contract-theoretic
framework achieves higher system’s social welfare (Fig.
3.b), exceeding by approximately 25% the corresponding
values under the linear reward framework.

VI. CONCLUSIONS

In this paper, a socio-aware public safety framework
founded on the properties of contract theory is proposed,
in order to determine the optimal contract pairs between
the ECC and the citizens, towards incentivizing the latter
to participate in the disaster management operation. The
citizens are characterized by their socio-communication
type, capturing both their activity in the social networks
and their communication characteristics. The citizens pro-
vide their efforts to the ECC, which in return rewards
them. The identification of the optimal contract pairs, i.e.,
ECC’s rewards and citizens’ efforts, have been provided
under the scenarios of both complete and incomplete
information, with respect to the ECC knowledge about
the actual type of each citizen.The overall framework was

evaluated via modeling and simulation, in terms of its
efficiency and effectiveness, by studying multiple operation
approaches and scenarios.

Part of our current and future work contains the exten-
sion of this model under the principles of Prospect Theory,
towards capturing the citizens’ behavioral characteristics
in their utilities under risks and uncertainty, and their
corresponding impact on the optimal contract pairing.
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