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Abstract—Radar sensors have shown great potential for
surveillance and security authentication applications. However, a
thorough analysis of their vulnerability to spoofing or replay
attacks has not been performed yet. In this paper, the feasibility of
performing spoofing attacks to radar sensor is studied and
experimentally verified. First, a simple binary phase-shift keying
system was used to generate artificial spectral components in the
radar’s demodulated signal. Additionally, an analog phase shifter
was driven by an arbitrary signal generator to mimic the human
cardio-respiratory motion. Characteristic time and frequency
domain cardio-respiratory human signatures were successfully
generated, which opens possibilities to perform spoofing attacks to
surveillance and security continuous authentication systems based
on microwave radar sensors.
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1. INTRODUCTION

Doppler and interferometric radars are being widely studied
for sensing applications in recent years. These sensors have
shown great potential for active shooter and human presence
detection, non-contact and unobtrusive cardio-respiratory
motion sensing, and security continuous authentication [1]-[5].
Recently, continuous non-contact and unobtrusive physiological
biometric authentication is getting much more attention, since a
heart/respiratory based biometric is non-volitional (e.g.,
unknown to the user), unique, and hard to hide [3]-[5].
Additionally, it reduces the disruption and discomfort of using
wearables or intentionally engaging with the authentication
system. The analysis of human cardio-respiratory and micro-
Doppler signatures has also shown to be very effective for
presence detection and surveillance purposes. However, a
thorough analysis of its vulnerability to spoofing or replay
attacks has not been performed yet.

A conventional Doppler/interferometric radar sends a
continuous electromagnetic signal towards a target, which
produces a phase change to the signal that is related to the
target’s movement [3]. Therefore, by analyzing the complex
demodulated signal, the moving frequency, displacement, and
instantaneous speed of the certain target can be obtained [3], [5],
[6]. For continuous authentication, different features that are
present in the cardio-respiratory motion can be extracted. These
features are unique for each subject, making them suitable for
authentication. For instance, in [5] invariant descriptors from the
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Fig. 1. A real human subject vs. a spoofing device for a continuous-
wave radar sensor.

recovered cardiac displacement were extracted by segmenting
the heart’s periodical signal into discrete frames. These frames
were selected based on fiducial points that are biomarkers with
physical meaning in the cardiac motion cycle. Additionally,
unique micro-Doppler features were found in [1] to determine
whether a person was carrying a concealed weapon or not. All
these systems rely on the analysis of the phase/frequency shifts
caused by the target to the radar signal. Therefore, by
electronically applying a phase/frequency shift to the reflected
signal, a fake target could be realized to perform a spoofing
attack as depicted in Fig. 1. For instance, the “vital Doppler”
effect used in [2] for human presence detection could be
mimicked using a phase shifter and an arbitrary signal generator
(ASG). Similarly, an ASG can be combined with a microwave
mixer to create micro-Doppler signatures, which could produce
a false alarm in the potential active shooter detection system
proposed in [1]. For continuous authentication, a sample of the
cardio-respiratory signature of the subject is required to properly
perform the spoofing task. This sample can be obtained by
scanning the subject with a replica radar for a short period of
time.

In this paper, the feasibility of electronically mimicking time
and frequency domain Doppler signatures with portable devices
is studied. First, a simple binary phase-shift keying (BPSK)
system was used to generate artificial spectral components in the
reflected demodulated signal. Additionally, an analog phase
shifter was driven by an ASG to mimic the human cardio-
respiratory motion. Experimental results verify the feasibility of
performing a spoofing attack to a radar-based monitoring
system.
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Fig. 2. Block diagram of a) BPSK backscatter spoofing system and b)

phase shifter based spoofing system.

a) 2.7 ! ! : : .

——I channel
——Q channel| |

Voltage (V)
Ing g g
&~ W =

N
W
T

16 18 20
Time (s)

14

i

Normalized Amp.

f\ A
P VYW
0 0.5 1 15 2
Frequency (Hz)
Fig. 3. Cardio-respiratory spoofing results for a) quadrature time
domain and b) frequency domain using BPSK tag.

2.5

II. THEORY

A conventional motion sensing Doppler radar transmits
continuous electromagnetic signal towards the target and
demodulates the generated echo. The phase of the reflected
signal will be directly proportional to any movement performed
by the target (e.g., chest movement due to cardio-respiratory
activity) [3]-[6]. The typical baseband signals obtained from a
quadrature direct conversion receiver can be modeled as
B,(t) = Vo; + cos(4nx(t)/A+ @) and  By(t) =Vpo +
sin(4mx(t)/A + ¢), where Vy; and Vo are the DC offset
voltages, ¢ is the total residual phase accumulated in the circuit
and along the transmission path, 4 is the wavelength of the
wireless signal and x(t) is the mechanical movement.
Assuming that the DC offset can be properly calibrated, the
displacement signal x(t) can be recovered using arctangent
demodulation as x(t) = arctan(BQ )/ B,(t)) X 4 /A [6].

All the continuous authentication methods previously
discussed are based on identifying certain characteristic
displacement x(t). However, if a sample of the displacement
signal from a particular person can be obtained, it can be used to
electronically modulate the radar’s transmitted signal to perform
a spoofing attack. Likewise, a false alarm can be triggered on a
human presence sensing system by modulating the radar’s signal
with an ideal cardio-respiratory motion x(t) = x,.(t) +
xp(t) = m, - sin(w.t) + my, - sin (w,t), where m,, w, and
my,, wy, are the respiratory and cardiac motion amplitudes and
angular frequencies, respectively.
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A. BPSK Modulation

BPSK is a simple digital modulation process that applies two
different phase shifts to the carrier signal (radar transmitted
signal) to achieve up-conversion as depicted in Fig. 2(a). The
applied phase shifts are usually separated by 180° and it has the
highest noise tolerance among all the phase shift keying (PSK)
schemes. The general form of BPSK can be modeled as

sp(t) = A-cosuft+ (1 —n)m),n=0,1 D

where A and f are the amplitude and frequency of the carrier
signal, respectively. When n is periodically changed between 0
and 1, a double side band frequency modulation is applied to the
signal s,,(t). The obtained frequency shift will be equal to the
frequency associated with the periodic variation of n. However,
a fixed BPSK modulation can generate just one spectral
component at a time (e.g., heartbeat or respiration). To
overcome this issue, the fact that windows from 10 to 20 seconds
are commonly used for spectral calculations in cardio-
respiratory motion sensing can be exploited. For instance, two
different tones can be alternately generated in a sub-window and
both will appear in the calculated spectrum. The amplitude of
each tone in the frequency domain can be controlled by
changing the amount of time that each tone is present in the
window.

B. Phase Modulation

To overcome the limitations of the BPSK digital modulation
(e.g., one tone generated at a time), an analog microwave phase
shifter could be used to mimic a human target by applying a
phase shift equal to (4m/A)(x,(t) + x,(t)) to the radar’s
transmitted signal, where x,.(t) and x; (t) are the mechanical
movements inherent to the heart and chest in the
cardiorespiratory process. As depicted in Fig. 2(b), the Rx
antenna feeds the radar’s transmitted signal into the phase
shifter, which introduces a phase delay to the signal controlled
by an ASG. After the phase delay is applied, the signal is
retransmitted towards the radar where after the demodulation
process the synthetically applied modulation is recovered.

III. EXPERIMETAL RESULTS

To verify the feasibility of performing spoofing attacks to
radar sensors, two different experiments were carried out. First,
a BPSK backscatter system was used to modulate the signal
coming from a 24-GHz radar (InnoSent IVS-162). The BPSK
system was composed by a pin diode (MACOM MADP-
000907-14020), a microcontroller (Microchip PIC18F24K42T-
I), a buffer, and a Tx/Rx antenna. The pin diode was used to
switch between two states, open and short circuit, to reflect the
received signal back to the radar with the desired phase shift
applied (e.g., ' =1 or I' = —1). Whereas the microcontroller
(MCU) and the buffer were used to generate the switching
signal. To mimic the cardio-respiratory spectrum, the radar’s
transmitted signal was modulated using a 0.16 Hz tone that was
kept for the 83% of the time in a 12 second window. During the
remaining 17% of the window, a 0.98 Hz tone was used as the
modulating signal. The low and high frequency tones were used
to mimic the respiration and cardiac rate of a human subject,
respectively. Fig. 3(a)-(b) show the time and frequency domain
signals detected by the radar. From Fig. 3(b) the two

Authorized licensed use limited to: IEEE Editors-in-Chief. Downloaded on May 22,2021 at 01:13:57 UTC from IEEE Xplore. Restrictions apply.



_ Phase.
« -+ Shifter S

\

-

. Experimental setup for the analog phase shifter experiment.

0.4 T

I channel
——Q channel

0.2

Amplitude (V)
(=}

-0.4
0 2 4 6 8 10
Time (s)
b) 0.15 ‘
0.19 Hz
Z 0.1 ]
Q
b
ke
a
20.05F ]
=<
0 )
0 0.5 1 L5 2 2.5
Frequency(Hz)

Fig. 5. Cardio-respiratory spoofing results for a) quadrature time
domain and b) frequency domain using the analog phase shifter.

programmed tones can be clearly seen in the spectrum, along
with the respiration harmonics. This represents a typical vital
signs spectrum that can be used to perform spoofing attacks to
spectral-based monitoring techniques as those proposed in [2],
[3]. However, as depicted in Fig. 3(a), the time domain signal
can be identified as a mimicking signal, due to the fact that just
one tone is present at a time during the window length and that
a digital modulation scheme is used to mimic an analog process,
making this type of attacking impractical against time-domain
techniques or with complex micro-Doppler signatures as the
ones proposed in [1], [4], [5].

To improve the time domain obtained results, an analog
phase shifter (Analog Devices HMC935LPSE) was used along
with an ASG to modulate the transmitted signal from a 5.8 GHz
Doppler radar [7]. The experimental setup is depicted in Fig. 4,
the radar was placed 60 cm away from the spoofing device and
one antenna was attached to each port of the phase shifter (e.g.,
input and output), to receive and transmit the phase-modulated
signal back to the radar. Two sinusoidal phase shifts were
applied to the radar’s transmitted signal simultaneously by using
two Instek GFG-8210 ASG connected in series, as the phase
shifter’s control voltage. One ASG was set at 0.2 Hz and the
other at 1.23 Hz to mimic the respiratory and cardiac
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frequencies, respectively. The recovered time and frequency
domain signals are depicted in Fig. 5. As shown in Fig 5(a), the
recovered time domain signal is mainly sinusoid with a small
amplitude distortion. This is the common observed shape
obtained from a human subject since the respiratory motion
dominates over the cardiac one. On the other hand, the two
programmed frequencies were successfully added to the radar
baseband output, forming a typical vital signs spectrum as
depicted in Fig 5(b). The obtained results verified the
possibilities to perform spoofing attacks to human presence,
potential shooter detection, and non-contact authentications
systems based on complex micro-Doppler/vital-Doppler
signatures and displacement measurements obtained from
microwave Doppler radars.

IV. CONCLUSION

Mimicking vital signs were successfully generated to show
the potential of the BPSK and phase shifter based spoofing
systems to perform spoofing attacks to time and/or frequency
domain based surveillance and authentication systems. The
BPSK system showed a limited time-domain performance,
since it only generates one frequency tone at a time. However,
it exhibits a lower hardware complexity and could be used to
perform spoofing attacks to frequency-based system. The phase
modulation based approach can spoof human vital signs in both
time and frequency domains. Finally, the feasibility of
performing spoofing attacks to surveillance and authentication
systems based on microwave Doppler radars was studied and
experimentally verified.
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