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Abstract— Smart consumer electronic devices are
mostly area constrained and operate on a limited
battery supply and therefore, have tight energy
budgets. Lightweight Cryptography (LWC) such as
PRESENT-80 allows for minimal area usage and
low energy for secure operations. However, CMOS
implemented LWCs are vulnerable to side-channel
attacks such as Correlation Power Analysis (CPA).
Adiabatic Logic is an emerging circuit design tech-
nique that can reduce energy consumption and be
CPA resistant. Many existing adiabatic logic families
use a 4-phase clocking scheme which pays a large
area penalty. Thus, in this article, we introduce 2-EE-
SPFAL, a 2-phase clocking scheme implementation of
an existing adiabatic family known as EE-SPFAL. To
show the applicability of 2-EE-SPFAL, we construct a
2-phase clock generator that remains energy efficient
and secure. From 100 kHz to 25 MHz, our results
show an average energy saving of 76.5% to 21.3%
between CMOS and 2-EE-SPFAL. As a case study,
we performed a CPA attack on both the CMOS and
2-EE-SPFAL implementation of PRESENT-80 and
determined that the CMOS key could be retrieved
while the adiabatic key was kept hidden.

I. INTRODUCTION

The arrival of the smart consumer electronics
age has led to an increase in the need for energy-
efficient hardware design techniques with a parallel
focus on the security of these devices [1], [2]. With
the growth of smart consumer electronic devices,
the potential threat vectors for malicious cyber-
attacks are rapidly expanding [3]. Many of these de-
vices communicate and store information and thus
are targets for side-channel attacks. Side-channel
attacks come in many forms, they can exploit power
consumption [4], timing [5], etc. Side-channel at-
tacks are a dangerous threat to consumers’ personal
information, device reliability, and general well-
being. As the smart consumer electronics paradigm
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emerges, there are challenging requirements to de-
sign energy-efficient and secure systems.

Novel computing paradigms such as adiabatic
logic are promising to develop low energy and
CPA resistant circuits [6]. Adiabatic logic recycles
energy to reduce power [7] (Figure 1). Figure 1 il-
lustrates adiabatic logic as a solution to both energy
constraints and security concerns. Further, adiabatic
circuits can be designed such that their evaluation
networks are balanced and therefore having equal
discharge to prevent information leakage. Many
adiabatic families operate on a 4-phase clocking
scheme which can lead to high amounts of area
overhead from both interconnection routing and the
clock structure. Thus, in this paper, we explore
2-phase clocking to reduce area while remaining
energy-efficient and secure.

Previously, we proposed a CPA resistant adia-
batic logic family known as Energy Efficient Secure
Positive Feedback Adiabatic Logic (EE-SPFAL)
[6]. EE-SPFAL operates using a 4-phase trape-
zoidal clocking scheme. To remain CPA resistant,
EE-SPFAL requires four separate clocks and four
separate discharge signals. A large amount of in-
terconnects can lead to large areas on post-layout
chip designs. 4-phase clocking design can also be
more complex than their 2-phase counterpart. Thus,
in this paper, we propose 2-EE-SPFAL, a 2-phase
implementation of EE-SPFAL to reduce intercon-
nect area and clock design complexity. In our 2-
EE-SPFAL design, we implement the circuit using
a sinusoidal wave. To demonstrate energy savings
and security, we have constructed one round of
PRESENT-80 using both CMOS and 2-EE-SPFAL.
From 100 kHz to 25 MHz, our results show an
average energy saving of 76.5% to 21.3% between
CMOS and 2-EE-SPFAL with clock generator im-
plemented. To demonstrate secure operations, we



Vulnerabilities

|_.
Sn

Energy Consumption

Security

Logic

Adiabatic

E@E

Energy Recovery

Energy-Efficient
Secure Electronics

Wearables
Smart
Health
Smart
Home

Fig. 1: Adiabatic logic is a potential solution to security and energy needs.
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Fig. 2: General structure of adiabatic logic circuits.
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also performed a CPA attack on PRESENT. We
show that we were able to retrieve the key of the
CMOS implementation of PRESENT using 5120
traces. However, we were not able to retrieve the
key to the 2-EE-SPFAL sinusoidal wave implemen-
tation of PRESENT-80.

II. BACKGROUND ON ADIABATIC LOGIC AND
CORRELATION POWER ANALYSIS

Adiabatic logic is one of the low-power design
techniques for designing ultra-low-energy circuits
[8]. Adiabatic logic reduces the overall energy
consumed by the circuit by efficiently recycling the
energy stored in the load capacitor after each clock
cycle. The recovered energy is then reused in the
next cycle. The energy dissipated in an adiabatic

circuit is given by:

RC

Ediss = CVdd (1)

Where T is the charging perlod of the capacitor, C'
is the output load capacitor, V4 is the full swing
of the 2-phase power clock (e.g the max of the
sinusoidal waveform to ground). If the charging
time 7' > 2RC, then the energy dissipated by
an adiabatic circuit is less than a conventional
CMOS circuit. Figure 2 illustrates an adiabatic
circuit structure and its discharge and recovery.

Side-channel attacks come in many forms, they
can exploit power consumption [4], timing [5],
etc. Of the power analysis attacks, the Correlation
Power Analysis attack (CPA) is widely used be-
cause of its robustness towards both symmetric and
non-symmetric cryptographic algorithms [9]. CPA
attacks look to retrieve otherwise hidden keys by
correlating the power of a circuit with a circuit’s
input.

CPA attacks can be conceptualized by examining
Figure 4. Without examining the blocks, one can
determine which weight is heavier by looking at
the direction of the seesaw. This is similar to
examining the power consumption to determine the
inputs without actually looking at the inputs. If we
instead balance the weights, the seesaw remains
stable and thus we cannot determine anything about
the blocks, the same can be said if a circuits power
consumption is uniform. Similarly, depending on
the input of the CMOS circuit a different amount
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SPFAL XOR gate.
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Fig. 4: Abstract illustration of Correlation Power
Analysis.

of power is consumed. With this information, an
attacker can correlate the power of a cryptographic
circuit with the input key. To combat this we look
to design our circuits such that the outputs are
balanced thus the power consumption is balanced.
Uniform power consumption can be examined in
Figure 3. Uniform power consumption prevents
information leakage and thus keeps a cryptographic
circuit secure.

III. 2-EE-SPFAL: PROPOSED 2-PHASE
ENERGY EFFICIENT SECURE POSITIVE
FEEDBACK LOGIC

Energy-Efficient Secure Positive Feedback Adi-
abatic Logic (EE-SPFAL) is a recently proposed
low energy and CPA resistant logic family [6].
Figure 5 shows the general structure of a 2-EE-
SPFAL adiabatic circuit. The structure consists of
two balanced evaluation networks. The structure
also consists of cross-coupled inverters acting as a
sense amplifier. Finally, the discharge transistors are
used to reset the output so that the power consump-
tion remains uniform. EE-SPFAL was originally
constructed with a 4-phase trapezoidal clocking
scheme. In this paper, we present the 2-phase design
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Fig. 5: General structure of 2-EE-SPFAL circuit.
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Fig. 6: Proposed 2-phase sinusoidal clocking
scheme for 2-EE-SPFAL.

of EE-SPFAL using sinusoidal power clocks. For
2-phase EE-SPFAL to work properly and be CPA
resistant, adjustments are made to the clocking
scheme and discharge signals.

Figure 6 shows the proposed sinusoidal clocking
scheme. It consists of two sinusoidal waves 180°
out of phase. The clocking scheme consists of an
“evaluate” phase in which the power clock is rising
and a “recover” phase in which the power clock
is falling. There are two discharge signals, one for
each clock. The period and delay of the discharge
signals are equal to their respective clocks.

Using two clocks rather than four results in
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Fig. 7: Design of four buffers using 4-phase clock-
ing and 2-phase clocking.

multiple benefits. Namely, two clocks reduce the
amount of area and complexity required to generate
the power clock. Take the 4-phase clock generator
in [10] and the 2-phase clock generator in [11]
as a case study. The 4-phase design consumes a
substantial area and requires a more complex design
than in the 2-phase design.

The 4-phase clocking scheme also leads to a
more complicated routing scheme. Using 4-phases
requires four separate interconnects when four or
more gates are cascaded. Take the four buffers seen
in Figure 7(a) as a case study, in the 4-phase case,
eight separate interconnects are required for the
circuit to operate correctly while in the 2-phase case
only four interconnects are needed.

IV. 2-PHASE ADIABATIC POWER CLOCK
GENERATOR

This section discusses the energy-efficient adia-
batic Power Clock Generator (PCG) which is used
to operate 2-EE-SPFAL. The PCG uses an external
inductor and the load of the adiabatic circuit to
generate the waveforms. There are many existing
clock generators, for this case study, we have used
the 2N-2P synchronous clock generator discussed
in [12]. The timing diagram of the controlling
external signals is shown in Figure 8. From Figure
8, we developed the novel way for discharge and
discharge signals to have dual-function: (i) control
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Fig. 8: Synchronous 2N-2P 2-phase clock support-
ing control signals.

signals for the clock generator, and (ii) discharge
control for the adiabatic logic circuit. The proposed
dual-function reduces the number of external sig-
nals necessary for operation.

V. DEMONSTRATION OF 2-EE-SPFAL
SECURITY AND ENERGY EFFICIENCY

Each 2-EE-SPFAL gate results in a half-cycle
delay. Thus, additional buffers are inserted in 2-
EE-SPFAL circuits to synchronize the outputs.

We evaluate two criteria to determine the energy
efficiency and security of 2-EE-SPFAL. The criteria
Normalized Energy Deviation (NED) is defined as
(Emaz - Emin)/Eme:. NED is used to indicate
the percent difference between the minimum and
maximum energy consumption of the possible input
transitions. A second parameter, Normalized Stan-
dard Deviation (NSD), is defined as % where o, is
the standard deviation of the energy dissipated by
the circuit per input transition and E is the average
energy dissipation. Both NED and NSD are impor-
tant parameters when determining circuit resilience
to CPA attacks. NED and NSD values reported in
this paper are calculated with the integration of the
power clock generator.

Table I show the simulated and calculated param-
eters for the 2-EE-SPFAL sinusoidal based NAND
and XOR implementation at 12.5 MHz with the
integrated clock generator. The low NED and NSD
calculations show that 2-EE-SPFAL sinusoidal has
minimal energy consumption changes between the
input transitions. From Table I, it can also be seen
that the XOR gate of 2-EE-SPFAL sinusoidal has



TABLE I: Simulation and calculation results for
NAND and XOR gates.

Parameter ~ 2-EE-SPFAL (NAND) 2-EE-SPFAL (XOR)
Emin(fJ) 294 2.86
Emax(fJ)  3.02 2.87
Eavg(fJ)  2.99 2.87
NED (%) 2.6 0.21
NSD (%)  0.75 0.08

lower values of NED and NSD compared to the
NAND gate.

From Figure 3, we can observe that regardless
of input combination, the current consumption of
the XOR gate is nearly constant. The small varia-
tions in current results in minimal NED and NSD
values and thus are theoretically more resistant to
Correlation Power Analysis (CPA) attacks.

Furthermore, we examined the relationship be-
tween NED/NSD, frequency, and output load val-
ues. The relationships can be seen in Figures 9(a)
and 9(b). We can observe that as frequency in-
creases NED/NSD values also increase. The same
relationship can be seen between NED/NSD and
load. As the output load surpasses 60 fF the
NED/NSD values begin to increase. When design-
ing circuits one should take into consideration these
relationships to prevent information leakage.

VI. A SpPECIFIC CASE STUDY ON PRESENT-80

A. PRESENT: A lightweight encryption

PRESENT [13] is a lightweight cipher.
PRESENT has low area overhead which makes
it an ideal candidate for smart electronic circuits
that look to balance area and security. PRESENT
supports key lengths of 80 or 128 bits. As the goal
of this paper is low energy, we decided to use an
80-bit key.

PRESENT-80 implemented in CMOS is sus-
ceptible to side-channel attacks such as Correla-
tion Power Analysis (CPA). Many countermeasures
against CPA attacks are not suitable for smart
electronic devices as they consume large amounts
of power thus we explore to design PRESENT-80
using 2-EE-SPFAL.
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(a) NED/NSD versus frequency of 2-EE-SPFAL XNOR/XOR
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(b) NED/NSD versus load of 2-EE-SPFAL XNOR/XOR gate.

Fig. 9: Relationship between NED/NSD, frequency,
and load for 2-EE-SPFAL XOR/XNOR gate.

B. 2-EE-SPFAL Implementation of PRESENT-80

CMOS implementation of PRESENT-80 is sus-
ceptible to Correlation Power Analysis (CPA) at-
tacks and consumes large amounts of energy and
thus is not suitable for low power smart electronic
devices. In this section, we discuss the imple-
mentation of one round of PRESENT-80 with 2-
EE-SPFAL. 2-EE-SPFAL requires two sinusoidal
clocks 180° out of phase. Figure 10 shows the
implementation of 1-round of PRESENT 80. The
AddRoundKey stage is operated by ¢, the S-Box
stage consists of both ¢; and ¢2 where ¢ and ¢o
are the two respective power clocks.

PRESENT-80 implemented with 2-EE-SPFAL
and an integrated clock generator leads to more
secure operation from uniform current consump-
tion as seen in Figure 11. The uniform current
traces during the operation of PRESENT-80 will
prevent information leakage as we will see when
a Correlation Power Analysis is performed. Figure
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Fig. 10: One round of PRESENT-80 implemented in 2-EE-SPFAL.
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Fig. 11: Uniform current traces of PRESENT-80
implemented with 2-EE-SPFAL and clock genera-
tor.

12 and Table II show the energy per cycle of
both the CMOS and 2-EE-SPFAL implementation
of PRESENT-80 as a function of frequency. From
Figure 12 and Table II we can see that when using
sinusoidal power clocks, 2-EE-SPFAL consumes
less energy than its CMOS counterpart through
25MHz. We can see that at 12.5MHz, there is an
average energy saving of 24.67% between CMOS
and 2-EE-SPFAL based designs. From 100 kHz
to 25 MHz, our results show an average energy
saving of 76.5% to 21.3% between CMOS and 2-
EE-SPFAL with clock generator implemented.

C. CPA Attack on PRESENT-80

2-EE-SPFAL  based  implementation  of
PRESENT-80 has been shown to reduce energy
when compared to CMOS. However, it is important
to validate the security of 2-EE-SPFAL. The S-
Box layer of PRESENT-80 is chosen as the attack
point (Figure 10). The CPA attack is performed
by following the steps described in [14]. The
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Fig. 12: Energy per cycle of PRESENT-80 imple-

mented in CMOS and 2-EE-SPFAL.

simulation was performed at 12.5MHz with a
100 fF load. The sinusoidal wave implementation
of 2-EE-SPFAL was used as the test circuit.
Practical CPA attacks usually require greater than
100,000 traces to be successful. However, we are
performing a simulation which is absent from
electrical noise and therefore we require much
fewer traces. We have chosen 80 samples per clock
period thus we will sample every Ins assuming
a clock period of 80ns. 5120 input traces were
necessary to complete a successful CPA attack on
the CMOS based design of PRESENT-80. Figure
13(a) shows a successful CPA attack on a CMOS
implementation of PRESENT-80.

While the CMOS key was revealed in 5120
traces, the 2-EE-SPFAL implementation of
PRESENT-80 did not reveal the key in greater than
12,000 traces. Figure 13(b) shows an unsuccessful
CPA attack against the 2-EE-SPFAL implemented
PRESENT-80. This case study shows 2-EE-SPFAL
is a promising candidate for secure and low energy
smart electronic devices.



TABLE II: Energy per cycle of one round of PRESENT-80 implemented with CMOS and 2-EE-SPFAL.

Energy Per Cycle (pJ) | 100kHz | 500kHz | 1IMHz | SMHz | 10MHz | 12.5MHz | 25MHz
CMOS 1.1 0.54 0.46 0.41 0.40 0.40 0.40
2-EE-SPFAL 0.27 0.25 0.25 0.27 0.30 0.30 0.31
06 =1 to keep the key secret when a Correlation Power
0al Analysis attack was performed on the circuit.
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(a) Successful CPA attack on CMOS based implementation of
round of PRESENT-80.
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(b) Unsuccessful CPA Attack on 2-EE-SPFAL based implemen-

tation of 1 round of PRESENT-80.

Fig. 13: Correlation power analysis performed on
both CMOS and 2-EE-SPFAL implementation of
PRESENT-80.

VII. CONCLUSION

In this article, we have demonstrated the ap-
plicability of secure 2-phase adiabatic logic as a
novel computing paradigm to design low energy
and secure smart electronic devices. One round
of PRESENT-80 is designed using both standard
CMOS and adiabatic design principles as a case
study. The circuits were analyzed and simulated
using Cadence Spectre. The results show significant
energy savings between the adiabatic design and
the CMOS design. Along with energy savings, the
adiabatic implementation of PRESENT-80 was able
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