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SDP-Based Moment Closure for Epidemic
Processes on Networks

Ximing Chen

Abstract—In this paper, we analyze the (exact) stochastic
dynamics of spreading processes taking place in complex networks.
The analysis of this dynamics is, in general, very challenging since
its state space grows exponentially with the network size. A
common approach to overcome this challenge is to apply moment-
closure techniques, such as the popular mean-field approach, to
approximate the exact stochastic dynamics via ordinary differential
equations. However, most existing moment-closure techniques
do not provide quantitative guarantees on the quality of the
approximation, limiting the applicability of these techniques. To
overcome this limitation, we propose a novel moment-closure
technique with explicit quality guarantees based on recent results
relating the multidimensional moment problem with semidefinite
programming. We illustrate how this technique can be used to
derive upper and lower bounds on the exact (stochastic) dynamics
of a variety of networked spreading processes, such as the SIS, SI,
and SIR models. Moreover, we provide a simplified version of this
moment-closure technique to approximate the dynamics of the
probabilities of infection of each node using a linear number of
piecewise-affine differential equations. Finally, we demonstrate the
validity of our bounds via numerical simulations in a real-world
social network.

Index Terms—Complex networks, epidemics, stochastic pro-

cesses, moment closure, K-moment problem, semidefinite
programming.

1. INTRODUCTION

ODELING and analysis of spreading processes taking

place in complex networks have found applications in a
wide range of scenarios, such as modeling the propagation of
malware in computer networks [1], failures in technological net-
works [2], memes in social networks [3], and diseases in human
populations [4]-[6]. We find in the literature a wide variety of
models to characterize the dynamics of spreading processes over
networks. In the epidemiological literature, these models con-
sider the spread of a disease in human contact networks in which
individuals and their relationships are modeled via complex
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networks. Some of the most popular models in the literature are
the Susceptible-Infected-Susceptible (SIS) [7], the Susceptible-
Infected-Recovered (SIR) [8], and their variants [9], [10].

During the last decade, several mathematical techniques have
been developed to determine whether a disease spreading over a
network will be eradicated quickly or, in contrast, will spread
widely over time, causing a large epidemic outbreak. These tech-
niques can then be used to design efficient strategies to contain,
or even eradicate, the spread of the disease by distributing medi-
cal resources throughout the network [11]-[14]. One of the most
important characteristics in the global behavior of these models
is the presence of phase transitions, or epidemic thresholds. These
phase transitions can be described as a dynamical bifurcations in
the dynamics, where the system transition from a single stable
equilibrium at the origin (i.e., the disease-free state) towards the
existence of (potentially many) nontrivial equilibria. The authors
in [15] presented an approximate analysis to show that the net-
worked SIS model presents a phase transition that can be charac-
terized in terms of the largest eigenvalue of the adjacency matrix
representing the network structure. A rigorous analysis of this
phase transition was presented in [7], where the authors use Mar-
kov processes to model the exact stochastic dynamics of the net-
worked SIS spreading process. Following this approach, the
authors in [10] characterized the global dynamics of a more gen-
eral spreading model which includes the SIS as a particular case.

A common idea behind the aforementioned results is to con-
struct a Markov transition model and analyze the transition prob-
abilities among network states. However, the number of possible
network states grows exponentially with the number of nodes.
Consequently, the analysis of the resulting Markov process is
both computationally and analytically challenging to study. An
alternative approach to overcome this challenge is to analyze the
probability of each node being in a particular state at a given
time. For example, in the SIS spreading model, it is mathemati-
cally convenient to analyze the time evolution of the probabilities
of infection of each node in the network. However, as illustrated
in [7], the ODEs describing the evolution of these infection
probabilities depend on pairwise correlations (second-order
moments) between the states of connected nodes in the network.
As shown in [16], the governing dynamics of these second-order
moments can also be described as ODEs involving third-order
moments. In general, the ODEs describing the dynamics of k-th
order moments depend on (k + 1)-th order moment. Therefore,
a complete characterization of the dynamics requires, in general,
an exponential number of ODEs [17]. To address this issue, it is
common to resort to moment-closure techniques—a method to
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obtain a closed system of ODEs by approximating higher-order
moments using lower-order ones [18]. Hence, it would be possi-
ble to use this technique to obtain a polynomial number of ODEs
approximating the dynamics of moments of order £ as a function
of moments of order up to k. For instance, the popular mean-field
approximation (MFA) is a moment-closure techniques in which
pairwise correlations are approximated by the products of two
first-order expectations [7], resulting in a linear number of
ODEs. In [19], the authors proposed to close second-order
moments using Fréchet inequalities; whereas the authors in [20]
proposed to close third-order moments by products of first- and
second-order moments.

Existing moment-closure techniques suffer from the follow-
ing pitfalls. Firstly, there is no theoretical guarantee on the
quality of the approximation obtained. Secondly, in the partic-
ular case of the SIS dynamics, these techniques often fail to
lower bound the evolution of the probabilities of infection of
each node. These pitfalls are partly addressed by [19], [21]; in
particular, in [21] the authors showed that the moment-closure
problem can be directly related to the multidimensional
moment problem in functional analysis [22].

The objective of this paper is to provide a moment-closure
framework with theoretical guarantee on the quality of the
approximation for networked SIS model, along with several
other disease spreading models. More specifically, in this paper,
we further achieve the following contributions:

e We extend the work in [21] and propose a mathematical
and computational framework to obtain a polynomial
number of ODEs describing the dynamics of all k-th
order moments of the SIS stochastic model for an arbi-
trary integer k and an arbitrary contact network.

e As part of this framework, we provide upper and lower
bounds on the evolution of an arbitrary k-th moment of
the SIS stochastic model.

e We provide a simplified expression for £ = 1 to approxi-
mate the dynamics of the means of each node state using
a linear number of piecewise-affine differential equations.

e Finally, we extend our framework to other compartmen-
tal spreading processes over networks, such as the SI
and SIR models.

The rest of the paper is organized as follows. In Section II, we
provide preliminaries and a description of the non-homogeneous
SIS spreading process, as well as necessary background on the
multidimensional moment problem. The proposed moment-
closure framework is introduced in Section III, where we focus
our attention on the networked SIS model. In Section IV, we dis-
cuss how to apply this moment-closure technique to both the SI
and the SIR epidemic models. In Section V, we illustrate the per-
formance of our framework by numerically analyzing several
spreading processes taking place over a real-world social net-
work. Finally, conclusions are presented in Section VI. All
proofs of lemmas and theorems are available in Appendix A.

II. PRELIMINARIES

We use bold fonts to represent vectors and capital letters to
represent matrices. For a vector x, we denote its transpose,
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Fig. 1. Tllustration of the SIS spreading model on a directed graph. In the left
subfigure, the black arrows represent the edges in the digraph, whereas the red
and blue circles represent the infected and susceptible nodes, respectively. In
the right subfigure, we show the possible transitions between states of a node
1. The variable Y;; represents the event that an in-neighbor j of 7 is infected.

i-th element, and l-norm as x', x;, and |x| =", |z,
respectively. The n-dimensional vector of all ones is denoted
by 1, € R", and the m-by-n matrix of all ones by
I € R™ " The transpose of a matrix M is denoted by
MT.If a matrix M € R™" is positive semi-definite, we write
M > 0. Given a positive integer n € N, we use the shorthand
notation [n] to represent the set of integers {1,...,n} and we
let N? = {x e N": [x| <r}.

A. Heterogeneous Networked SIS Spreading Model

In this section, we describe the Susceptible-Infected-
Susceptible (SIS) model, which is commonly used to char-
acterize epidemics over networked populations. In the com-
ing sections, we introduce a novel technique to analyze the
stochastic dynamics of this, and other, epidemic models.
For clarity in our exposition, we first illustrate the proposed
technique using the SIS epidemic model; we then extend
our analysis to other models, such as the SI and SIR mod-
els, in Section IV.

Let G = (V, ) be a directed graph, also called digraph, with
node-set and edge-set denoted by V = [n] and € CV % | res-
pectively. The out-neighborhood (respectively, in-neighborhood)
of node 7 is defined as N = {j € V: (4,4) € £} (respectively,
N, ={jeV: (i) € €.

Next, we describe the continuous-time heterogeneous SIS
spreading model on the graph G, [7]. In this model, at a given
time ¢ > 0, each node can be in one of the following two states:
(2) ‘Susceptible,” representing the case of a healthy node, and
(22) ‘Infected,” in which the node is infected by a disease propa-
gating through the network. On one hand, whenever node ¢ is in
the Susceptible state, ¢ can be infected by one of its infected in-
neighbour j € N, according to a Poisson process with parame-
ter B;; > 0, called the infection rate of edge (j, i). On the other
hand, if node 7 is in the Infected state at a given time ¢, it cures
itself according to a Poisson process with parameter §;, called
the recovery rate of node ¢. We use a binary variable
z;(t) € {0,1} to represent the state of node i € V at time ¢ > 0.
More specifically, x;(¢t) =0 if node 4 is Susceptible, and
x;(t) = 1 if it is Infected at time ¢ > 0. We illustrate the SIS
spreading model in Fig. 1.

The exact evolution of the random variables x;(¢) can be
characterized by a continuous-time Markov process with the
following transition probabilities:
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P(zi(t+h) = 1]@i(t) = 0) = Y Bya;(t)h + o(h),
JeEN;

P(xi(t +h) = 0| z;(t) = 1) = 8;h + o(h). (1

Notice that the dimension of the state space of the Markov
process in (1) is 2"; hence, an exact analysis of the stochastic
process is computationally challenging when the size of the
underlying network is large. In what follows, we are interested
in analyzing the dynamics of the probability of a node ¢ € V
being infected at time ¢, i.e., P(x;(t) = 1) = E[x;(¢)]. As illus-
trated in [4], the governing equations for the evolution of the
expectation of z;(t) is given by

d
EEW = —8E[zi] + > ByE[z;] — > BE[zmiz;]. )
JeN; JeENT

We refer to (2) as the mean SIS dynamics of node . In order to
solve (2), it is necessary to characterize the second-order
moment E(z;z;] for all j € N;. However, as shown in [16],
the evolution of E[z;z;] depends on third-order moments of
the form E[z;x;x;], which in turn, forces us to characterize
E[z;z;x)]. More generally, one can prove that, in order to
characterize the evolution of a k-th order moment, one needs
to characterize the time derivatives of moments of order
k+ 1. As a result of this recursive dependency, the evolution
of the mean SIS dynamics is fully characterized by 2" ordi-
nary differential equations.

In order to obtain a computationally tractable approxima-
tion of the mean SIS dynamics, it is common to use moment-
closure techniques in which one approximates k-th order
moments using lower-order moments (see for example [16]).
In particular, the mean-field approximation (MFA) is a widely
adopted moment-closure technique in which one assumes that
E[z;z;] = E[z;]E[x;]. Hence, defining the moment variable

w; = Elz;], (2) turns into the following system of n non-
linear differential equations:
By = —8ip; + Z /31']'//-]' - Z .Bijl/«iﬂj~ (3)
JeN; JeN;

Although, as shown in [23], this approximation provides an
upper bound on the mean SIS dynamics of each node i, it
is unclear how MFA can be generalized to provide upper or
lower bounds for higher-order moment closures. In this paper,
we develop a systematic framework to perform moment-
closure with quality guarantees by using recent results on the
K-moment problem [22]. The proposed framework is capable
of providing both upper and lower bounds on the mean SIS
spreading process. In the next subsection, we provide neces-
sary background on the K-moment problem. We use the SIS
model as a running example to illustrate the proposed tech-
nique. In Section IV, we will extend this technique to analyze
other epidemic models, such as the networked SI and SIR
models.

! Whenever clear from the context, we shall remove the time-dependent
notation from the random variable z; (¢).
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B. The K-Moment Problem

To explain our approach, we first introduce the K-moment
problem and related notions. Let (), F,P) be a probability
space, and B be a o-algebra of R" containing open sets. An
R"-valued random variable is a function X : ) — R" such
that for all Be B, {w: X(w) € B} € F. Moreover, let
A: B — [0,1] be a measure on R"; the support of A, denoted
as Supp(A), is defined as the smallest closed set C' C R" such
that A(R" \ C) = 0, [24]. Given an R"-valued random vari-
able x ~ ) and an integer vector @ € N", the a-moment of x
is defined as E[x®] = [, [];_, «;"d\. Moreover, the order of
an o-moment is |«|. Finally, a sequence y = {yq}qenn
indexed by « is called a multi-sequence.

Definition 1: Let K be aclosed set of R". Lety = {¥a }qenn
be an infinite multi-sequence. A measure A is said to be a
K-representing measure for y if

Yo = / x%d\, for all @ € N", 4)
R?’L

and
Supp()) C K. ®)

If y has a K-representing measure, then we say that y is
K-feasible.

In this paper, we are particularly interested in the case when K
is a semi-algebraic set. A set K C R" is called a semi-algebraic
set if there exist a set of m polynomials g; : R” — R such that
K={xecR":¢(x)>0foralliec[m]}. A necessary and
sufficient condition for the feasibility of the K -moment problem,
restricted to the case when K is semi-algebraic and compact, can
be stated in terms of linear matrix inequalities involving moment
matrices and localizing matrices. In order to define these matri-
ces, we introduce the following notions. Given an integer r € N,
we define the vector
XY, x"]T, (6)

% n

v, (x) = [Lz1,..., 2,27, 2129, . ..

i.e., the vector containing the monomials of the canonical basis
of real-valued polynomials of degree at most r. Furthermore,
given an integer vector « = [o,... ,otn]T € N7, we define
[VT](x =X

Definition 2: Given an R"-valued random variable x, the
moment matrix of x of order 2r is defined as M, =
E[v,(x)v,(x)"].

Let y = {Ya}|q/<o, be a finite t can index the entries of the
moment matrix M, using two elements of N as follows. Given
two elements o, B € N7, the («, B)-th entry of M, denoted by
[M,], g, is equal to E[[v,],[v,] g] = E[x*x?] = ya 4. For exam-
ple, let n = 2 and r = 1; hence v|(x) = [1,z1,,] . Then, we
have that the multi-sequence of moments is defined as y =
{Ui}i 1 jeor With yi; = Blz{2;] for all li,j]" € N2. Hence, the
moment matrix can be written as:

1 Yoo Yo You
Mi(y)=E ||z |l z1 22| = |y10 Y20 yn
L2 Yor Y11 Yo2
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Similarly, we define the localizing matrices as follows.

Definition 3: Given an R"-valued random variable x, and a
polynomial g : R" — R, we define the localizing matrix of x
with respect to g as L,(g) = E[g(x)v,(x)v,(x)].

Let deg(g) be the degree of the polynomial g. Then, g can

be written as
y
E cyX¥,

n
YENdéf.(/(g)

g(x) =

where x is a monomial (i.e., an entry in v () (X)) and ¢, is its
corresponding coefficient. Let Y = {Ya } <24 deq(y) bE the multi-

sequence of moments such that y, = E[x*] foralle € Ny, ;...

Hence, the entries of the localizing matrix can be indexed using
two entries of N, deglg) B follows. Given two elements «, B €
N7, the (a, B)-th entry of L,(g), denoted by [L,(g)], 4, is equal

to ]E[g(x)[vr]a[vr]ﬁ] = E[ZVENZég(g) cyxyxvtxﬁ] = ZyeN"

deg(g)
CyYa+p+y- For example, let n =2 and r =1, and g(x) = 1 —

x1, then the localizing matrix can be written as

Yoo — Yo Yo —Y20 Yo —Yn
Li(g,y) = | y10 —%20 Y20 — Y30 Y1 — ¥y |,
Yor — Y11 Y1 — Y21 Yo2 — Y12

where y = E[z|z)], fora = [i,j]" € N2

In order to state a necessary and sufficient conditions for an
infinite multi-sequence y = {yq }4cnn to be K-feasible for a
semi-algebraic set K, we first need to define the following
notion [22].

Definition 4: A polynomial p:R"” — R is a sum-of-
squares (SOS) if p can be written as

J
P = pi(x)", ™

for some finite set of polynomials {p; : j € [J]}.

A necessary and sufficient condition for an infinite multi-
sequence Y = {Ya }qeyn to be K-feasible, restricted to the
case when K is both compact and semi-algebraic, is as
follows.

Theorem 1: (Putinar’s Positivstellensatz, [25]) Consider an
infinite multi-sequence Y = {ya }4cnn» and a collection of poly-
nomials g; : R” — R, for all ¢ € [m]. Define a compact semi-
algebraic set K ={x€R":g;(x) >0, i € [m]}. Assume
that there exists a polynomial u = ug + Y .-, u;g;, where u;
are SOS polynomials for all i € [m], such that the set
{x :u(x) > 0} is compact. Then, the multi-sequence y has a
K-representing measure, if and only if,

M, (y) = 0, and

L.(g;y) = 0, for all j € [m], and r € N. ®)

Remark 1: Using (8) to verify the K-feasibility of a given
multi-sequence requires checking the positive semi-definiteness
of m + 1 matrices for each r € N. Moreover, the dimension of
these matrices grows with r.

Based on Theorem 1, one can verify whether a given multi-
sequence is a K-feasible moment sequence by solving an
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infinite sequence of semi-definite programs. On the other
hand, given a finite moment sequence, up to a certain order,
one can use Theorem 1 to derive conditions on higher-order
moments for the multi-sequence of moments to be feasible. In
the next section, we use this idea to provide upper and lower
bounds on the evolution of E[x;], described in (2).

III. SDP-BASED MOMENT CLOSURE

In this section, we first characterize the dynamics of the
a-moment of the random vector describing the state of the SIS
model, for an arbitrary & € NF (Section III-A). Then, we show
that the problem of obtaining upper and lower bounds on the
evolution of the ¢-moment is closely related to the K-moment
problem (Section III-B). Finally, we obtain a closed-form
expression for the mean dynamics of the SIS spreading pro-
cess (Section III-C). In Section IV, we will extend our results
to other networked epidemic models, such as the SI and SIR
models.

A. Dynamics of the a-Moment in the SIS Spreading Process

As discussed in Section II-A, in order to close the system of
differential equations describing the mean SIS dynamics (2), it
is necessary to characterize the dynamics of second-order
moments E[z;z;] for all (z,j) € €. More generally, in order to
characterize the mean dynamics of any k-th order moment of
the form E[z;, - - - x;,], we need to obtain an expression for the
(k+1)-th order differential dx;, ---x;,_ . To undertake the
problem of finding a closed system of differential equations to
describe the mean SIS spreading process, we propose the follow-
ing three-step approach: First, we describe the stochastic dynam-
ics of the networked SIS process using jump processes [26].
Second, we use Ito’s formula for jump processes to obtain a gov-
erning equation for high-order differentials, i.e., an expression
for dw;, - - - x;, for arbitrary k. Finally, we derive explicit differ-
ential equations allowing us to upper and lower bound the
dynamics of any k-th order moment of the SIS spreading pro-
cess. To achieve our goals, we first introduce related notions on
Poisson jump processes.

Definition 5: [26] Given y > 0, a stochastic process P is
called a Poisson jump process with rate y if: (i) for every
s,t > 0, the random variable P, — P? is independent of
{P : 1t < s} and follows the same distribution as P} — Py,
and (ii) the random variable P} — P} follows a the Poisson dis-
tribution with mean y¢, i.e, P(P/ — B} = k) =" (Vk—?k

In what follows, we abbreviate Pt” as P, for convenience.
Using Poisson jump processes, the evolution of the states x;(t)
in the SIS spreading process described in (1) can be character-
ized by the following set of stochastic differential equations:

da; = —widPy + (1 —2;) > @;dPy,,
JENT

(€))

with z;(0) € {0,1} for all 7 € V. Notice that, we can recover
the first-order mean dynamics of the SIS spreading process
in (2) by taking expectation of (9). In order to obtain the
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dynamics of the second-order differential dx;x;, we use Ito’s
formula for jump processes, as stated below:

Theorem 2: [26] Let x(t) be an R"-valued random vari-
able for all ¢ > 0, and ¢ : R" — R be a twice continuously-
differentiable function. If

S

where hy, : R" — R", for all k € [n,], then

Py, (10)

np

dp(x) = Z[qb(x + hi(x)) = (x)]dP,.

k=1

(1)

As an example, we let ¢(x) = x;x;, and apply Theorem 2
on (9). Subsequently, after tedious (but simple) algebraic
manipulations, we obtain

—wi)z; Y wpdPy,
keN

d.’JSZ‘LL'j = —.’EZ‘LL'j(dP,si + dPaj) + (1

—+ (1 — x]):c, Z xk'dpﬂjk'

& (12)
If the SIS spreading process is homogeneous, i.e., §; = § for
all i € [n] and B;; = B for all (i, j) € £, then taking the expec-
tation of (12) results in:

dE[z;z;]

i = —28E 33 xj

ﬁz ik + azk

[y

+ B Z E[z;zg] + Z Elzzi] |,

keN keN;

which reduces to the result in [16]. More generally, we can
use (11) to derive explicit expressions of higher-order differ-
entials, i.e., dz{'ay? - x% for arbitrary a,...,a, € N, for
the SIS spreading model, as stated in the following theorem.
Theorem 3: Given a collection of k integers i1y, € 0]
and a vector of positive integers « 6 N we deﬁne the
following monomials @ (x) = 27 - Tk . B (x) =
gl la sttt and ¢q(x) = x;, - - - 3;,. Consider a d1rected
(V,€), and the set of stochastic differential equations

Ls—1 Tlsyl i
graph G =
described in (9). Then, the evolution of the ¢-moment satisfies

dEpy(x)] _ "
—a - z:: Elp1(x)]
k
+ 20 3 AuelEld (o - Eiga()ad).
’ 13)
Proof: See Appendix A. |

Remark 2: As an example, consider k = 2,_i1 =1,ip =2
and @ = [1,1], we have that ¢, (x) = 2122, ¢, (X) = 22 and
¢,"2(x) = x1. Subsequently, from (13), we can obtain the
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time derivative of E[¢,(x)]
expression in (12).

Theorem 3 shows that the time derivative of the @-moment
E[¢,(x)] depends on E ¢ (x)x], which is a moment of higher
order.

Remark 3: From (13), we have that the time derivatives of
n first order moment E[x;] depends on second-order moments
of the form E[z;2;|, which requires us to characterize the time
derivatives of () second-order moments. Inductively, the
time derivatives of ('kl) k-th-order moment is dependent on
moments of oder (k + 1); hence, a complete characterization
of the dynamics requires >, (Z) = 2" number of ODEs,
which is exponential on n.

In order to close the differential equation in (13), we pro-
pose to approximate E[¢; (x)x/] using E[¢, (x)] for |a| < k. In
the next section, we achieve this goal by upper and lower
bound the term E[¢ (X)z¢].

= E[z22], which follows similar

B. SDP-Based Moment Closure

In this subsection, we will develop a framework to obtain
both upper and lower bounds on the dynamics of the
a-moment, E[¢p,]. In this direction, we will bound the higher-
order term E[¢q(x)x| using lower-order moments E[¢pg(x)]
for |B| < k. For example, the widely used mean-field approxi-
mation [16] is an approach to close the first-order mean-
dynamics E[x;] by approximating the second-order term
E[z;x;] using the following product of two first-order terms

In what follows, we develop a framework to find two systems
of differential equations whose solutions are guaranteed to upper
and lower bound the dynamics of any a-moment. Our approach
utilizes Putinar’s Positivstellensatz to derive bounds on an
a-moment in terms of lower-order moments. Before we present
this approach, we first introduce several definitions. Given a set
T ] n], we define w7 = E[Il;cz2;]. Furthermore, given a set of
k distinct indices Z), = {41, ..., 4} C[n], we define the (finite)
multi-sequence of moments y(Zx) = {E[ILseszs]}scz, |51 <4

In what follows, we bound the moment E[¢,] = 7, using
lower-order moments contained in the set y(Z). To achieve this
goal, we notice that at each time ¢ > 0, x(¢) is a {0, 1}"-valued
random varlable Subsequently, for a given time ¢, [x; (t),

Sy (t )]" follows a distribution supported on {0,1}". In par-
ticular, the a-moment of [z; (f),... (¢ )" for a =1, is
equal to w7, . Therefore, the sequence of moments y(Z;) =
y(Zp) U {“Ik} must be {0, 1}*-feasible (see Definition 1). Con-
sequently, an upper bound (respectively, lower bound) on jiz,
can be obtained by finding the largest (respectively, smallest)
value of j17, such that y(Z}) is {0, 1}"-feasible.

To achieve the above objective, we propose to exploit the
semidefinite inequalities in Theorem 1, regarding the moment
and localizing matrices of y(Z). However, (8) provides con-
ditions for an infinite sequence to be K-feasible whereas the
sequence y(Zy) is finite. To circumvent this issue, we will
extend the finite multi-sequence of moments y(Z}) into an
infinite sequence such that the results in Theorem 1 are appli-
cable. As we discuss below, this extension is possible due to
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the binary nature of the random variables ;. More specifi-
cally, although y(Z}) contains a finite sequence of moments,
we can extend this sequence using the following observation:
Given a set of ¢ disjoint indices {i1,...,i,} C[n], since z;
are binary random variables, we have that:
B[ 2] = BT 2], (14)
forall ¢ < k, where oy > 0 forall s € [g]. Subsequently, y(Z},)
can be extended uniquely into an infinite sequence, as follows:
Given y(Z}), we construct its associated infinite extension as
Yoo (Z1) = {Ya }genr> With yo satisfying (14). Consequently,
given a compact semi-algebraic set K, the K-feasibility of
y(Z}) is equivalent to the K-feasibility of y__(Z1) = {¥a } gent-
Secondly, in order to apply Theorem 1, we show below (in
Lemma 4) that the infinite-dimensional matrices in (8) are posi-
tive semidefinite, if and only if, certain finite-dimensional matri-
ces are positive semidefinite. Before rigorously stating this
claim, we need to introduce several additional notions. Given
k<n, we let k=[k/2], and N, = (*/*). Finally, given
s € [k], we let e, denote the s-th standard basis vector of R”.
With the help of these notions, we define the following finite-
dimensional matrices. Let M, (y(Z;)) € RV be defined
entry-wise by

[Mk(y(zk))]a,ﬁ = Ya+8; (15)

for all o, B € N¥. Essentially, if y, = E[x"] for all y € N*, then
M, is the principal sub-matrix of size IV}, of the infinite moment
matrix in Theorem 1. In addition to M,, we now construct a col-
lection of finite-dimensional matrices to replace the infinite-
dimensional localizing matrices in Theorem 1. To achieve this
goal, we first notice that the measure of the random vector
[Ty, ,xik,]T is supported on S, = [0, 1]¥ 5{ 0,1}*, which is
both compact and semi-algebraic. By defining g!(x) = 1 — z;,
and ¢°(x) = ,, for all s € [k], the hypercube S}, can be repre-
sented as

Sp={xeR": g{(x) > 0,g)(x) > 0,¥s € [K]}.  (16)

Next, for each s € [k], we define two matrices [L.(y(Z}), s)]
and [LY(y(Zy), s)], as follows:

[Lll((y(z.k)7 S)Lx,ﬁ = Ya+B — Yatptess (17)

and

[LUY(Z1), 8)lap = YarBre,- (18)

As we will prove in Lemma 4, the matrices in (17) and (18)
can be used as finite-dimensional localizing matrices for g (x)
and ¢°(x), respectively.

Remark 4: From (14), we see that whenever Yo 8 = Ya+p+e,»
the corresponding entry in (17) is zero. More specifically, given
an integer vector @ € N¥| we define A = {i: [a], # 0} and
B = {i: [Bl; # 0}. Consequently, [L;(¥(Z}),5)], 4 = 0, if and
only if,

AUB=AUBU{i,}. (19)
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Next, we show that the positive semidefiniteness of the
infinite-dimensional matrices in Theorem 1 is equivalent to
the positive semidefiniteness of the finite-dimensional matri-
cesin (15), (17), and (18).

Lemma 4: Let {z;} ) be a collection of binary random
variables such that y(Z;) = {E[ILes2]} gc7, . and denote its
associated infinite extension by y_ (Z}). Then, the sequence
y..(Z1) is Sy-feasible, if and only if,

M(y(Z))) = 0, and

LI$(Zy),s) = 0, LY(§(Z4),s) = 0,¥Vs € [K].  (20)

Proof: See Appendix A. u

Remark 5: From (15), (17), and (18), we have that
M (y(Z1)) = LYy(Zy), s) + L2Uy(Zy), s). Subsequently, pos-
itive semidefiniteness of L!(y(Z), s) and L2(y(Z}), s) implies
that M, (y(Zy)) >~ 0.

Based on the above lemma, we can derive upper and lower
bounds on the moment E[¢q(x)z¢] = 7,74 in (13) by solv-
ing, respectively, the following semidefinite programs:

Tz,u( = Max g,y S.t. (20) holds. Q1)
Rz 0{e}
By g = 00 g q 8.t (20) holds. (22)

HT,0{}

Hence, givep aset Ty, we have that uz, sy € [ﬁzku{@’ r,003)-
Based on this, one could be tempted to obtain an upper (respec-
tively, a lower) bound on the evolution of E[¢,] by solving the
ODE in (13) after replacing the higher-order term E[¢4 (x)xz/(] by
Kroi0 (respectively, 727, ,(¢y)- However, this is not true, since a
monotone relationship between derivatives does not preserve the
monotonicity between the solutions of the ODEs, as discussed
in [27].

To address this issue, we propose to make slight modifications
on the entries of the localizing matrices to invoke a multidimen-
sional version of Gronwall’s comparison lemma [27]. More spe-
cifically, for a given set J CI , let i 7 and [i; be upper and
lower bounds on the moment 7, i.e., uys € [ft 7, ft7]. For a
given y € N¥, let us define J = {i € [n] : [y]; # 0}, as well as
9y = [t and ¥, = 1 7. Let us also define the following modifi-
cations on the localizing matrices described in (17) and (18):

~1 [0, if (19) holds,
O {ﬁwﬁ — Uatpres, Otherwise.’ (23)
and
(LY (Z1): 8)lap = Gt pe. - (24)

In the next theorem, we formally show how to obtain upper
and lower bounds on the evolution of E[¢,] using a modifica-
tion of the ODE in (13) involving (23) and (24).

Theorem 5: Given a directed graph G = (V,€), let us
define a sequence of functions {/i7(t), itz (t)} 7, 7)< Satis-
fying the following ODEs:
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WI Z)
Z (Szﬁl’LZ
\I\
+ Z Z Bi (IaIu{z}\{is}(t) - ﬁzu{g}@))
s=1LeN;
and
IZ]
Z 61511“1
|1\
+ Z Z Bioe (izugen i,y (B) — Tzuge (1),
s=1 ZEN;
forall Z C[ n|, |Z| < k, where
MIU{é}: if [Zu{e}] <k,
Kron = { MIU{ o otherwise, (25)
and
gy, ETU{G <K,
Hzufey = {MIU{/}, otherwise. (26)

In particular, /l;u {0 and ﬂ;u (¢} Are, respectively, the solutions
that minimize/maximize the following SDPs:

min /max fizygy
Hzu{ey  Rzu{e}

subject to Ll (y(Z U {¢}),s) = 0,Vs € [k],
LAy(Z U{t}),s) = 0,Vs € [k].

27)

Let uz(t) = E[¢,] be the solution of the ODE in (13). Then, if
fiz(0) = nz(0) = f17(0), we have that fiz(t) > puz(t) =
fiz(t), forallt > 0andZ € [n],|Z] < k.o

Proof: See Appendix A. u

In the above theorem, we have provided an SDP-based
moment-closure procedure for SIS spreading process. More
specifically, when |Z| < k, the ODEs in the statement of the
above theorem resemble the ODE in (13). Nonetheless, when
|Z| = k, the term E[¢q(x)x,] in (13) may be of order k + 1;
hence, the resulting system of ODEs cannot be solved. In the
above theorem, we derive bounds for moments that are of
order k+ 1 by solving the finite-dimensional SDPs in (27).
Notice that these SDPs involve, solely, moments of order up
to k. Consequently, all the moments in the ODEs in Theorem 5
are of order less or equal to k, resulting in a closed system of
differential equations. The theorem also states that, when the
ODE:s in Theorem 5 share the same initial conditions as the
ODE in (13), the solutions are upper and lower bounds on
the exact dynamics of E[¢,(x)]. In the next section, we illus-
trate the proposed approach to perform a first-order moment-
closure of the mean dynamics of the SIS spreading process.

C. First-Order Moment Closure

In theory, we can upper and lower bound the dynamics of
the mean spreading process in (2) by solving the ODEs in
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Theorem 5. In practice, these ODEs are solved via numerical
methods using a discretized time interval. Notice that, accord-
ing to Theorem 5, we need to solve the SDPs in (25) and (26)
in each time step, which can be computationally very chal-
lenging in large-scale applications. To undertake this issue,
we will develop a simplified procedure by finding a closed-
form solution of the SDPs for the first-order mean dynamics.
Our approach towards deriving a closed-form expression con-
sists of two steps: First, we explicitly write the moment and
localizing matrices in (20) for the first-order mean dynamics;
then, we use a generalized version of Sylvester’s criterion [28]
to find a closed-form solution of the resulting SDPs.

When considering the first-order mean-dynamics in (2), we
aim to derive upper and lower bounds on the second-order
moments p;; = Efz;x;] for i # j, in terms of first-order
moments p; = E[z;]. In this case, since k = 2, we have that
Ty ={i,j} (i.e., iy =1 and iy = j). Subsequently, the multi-
sequence of interest y(Z>) is given by y(Z») = {1, u;, u;}, and
its associated infinite extension is equal to y_(Z:) =
{1, i, e, i, ...} More specifically, in the multisequence
Y..(Z2), the entries are indexed as follows: , = p; if s = 0,
Mo = pj if @3 =0, and p, = u;; otherwise. Subsequently,
according to (15), we have that

T wy
M (y(Z2)) = | Hi i Iy (28)
My Hig o MKy

Moreover, from (17) and (18), we construct the following four
matrices:

[y :uij_
Lo(f’(I2) )= M Mij |
L Mij  Mij K . (29
LY(Y(Z2),4) = Hij Mg Mj
L :u’_/ ML_/ /"L_/
I N
Li(y(Z),i)=| 0 0 0 |, (30
sy —tig 0y —
and
o =y mi—py O
Li(Yy(Z2),7) = | i —mij i — gy O 3D
0 0 0

Hence, according to Lemma 4, the sequence V.. (Z2) has an
Sy-representing measure with Sy = {x € R? : z;,2; € [0,1]},
if and only if, (28)—(31) are all positive semidefinite. The main
idea of our approach is to use a generalized version of Syl-
vester’s criterion to replace the linear matrix inequalities in (27)
by polynomial inequalities, as shown in the theorem below.

Theorem 6: Consider a directed graph G = (V, £) and a set
of n initial values {1;(0)};_,. Let us define two sequences of
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ing process and SIR-spreading process, respectively.

functions {/;(¢)}", and {f;(¢)};_, satisfying the following
ODEs:

dfi; . . =
7 = —0;fl; + Z ﬁijﬂj - Z ﬁijﬂijy
J J

dfi;

E = —Siﬂi + ; :87][1’/ - ;‘Bmﬁlf

with f;(0) = 1;(0) = ,;(0), where

;= max{ft; + jt; — 1,0}, (32)&2.]. = min{/i;, fi;}.(33)
Then f;(t) > p;(t) > @;(t), forallt > 0and i € [n]. o

Proof: See Appendix A. |

Several remarks are in order. First, note that we do not need
to solve a semidefinite program to numerically find the upper
and lower bounds stated in the above theorem. Instead, we
need to solve a system of 2n piece-wise affine differential
equations, where the piece-wise nonlinearities are described
in (32) and (33). Furthermore, it is, in principle, possible to
use the proposed approach to obtain a whole hierarchy of
moment closures by considering higher-order moments. For
example, we could derive a system of n + m differential equa-
tions, where m is the number of edges in the graph, using both
n first-order and m second-order moments. Finally, it is worth
noting that the proposed technique can be generalized to ana-
lyze the mean dynamics of other spreading processes, as we
illustrate in the next section.

IV. MOMENT CLOSURE OF OTHER POPULAR SPREADING
MODELS

In this section, we will apply the SDP-based moment clo-
sure framework herein proposed to find upper and lower
bounds on the stochastic dynamics of two other networked
epidemic models, namely, the SI and the SIR models.

A. Susceptible-Infected (SI) Epidemic Model

In the SI networked epidemic model [6], a susceptible node
can be infected by its infected in-neighbors; however, once
the node is infected, it remains infectious forever (see Fig. 2-
(a) for a detailed transition diagram). Let z; be a binary ran-
dom variable representing the state of node ¢, where x;(t) = 0
if node 4 is susceptible at time ¢ and x;(t) = 1 if it is infected.
The stochastic dynamics of the networked SI process can be
modeled using the following jump-process:

d,’Ei = (1 — xi) Z l‘jdpﬁij. (34)
JENT

In (a) and (b), we show the transition between states in the SI-spread-
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Notice that this SDE is similar to (9), after removing the term
describing the recovery process. Consequently, using the tech-
niques used to prove Theorem 3, we can readily obtain the fol-
lowing ODE describing the evolution of any moment 7 (),
for any choice of Z [ n]:

17|

Z Z Bioe(Mzogep gisy — Mzu{e})

5=1 LeN;

dMI

(35)

Since the random variables defining the states of nodes in the
network are binary, we can use the techniques used in the
analysis of the SIS model to find upper and lower bounds in
the moment dynamics. In particular, the finite-dimensional
moment and localizing matrices proposed in Section III-B can
be directly used in here. Thus, we can obtain the following
corollary from Theorem 5.

Corollary 1: Given a directed graph G = (V,€), let us
define two sequences of functions {fiz(t)}7, 7)<, and
{iiz(t)}2¢(n) 7)< satisfying the following ODE’s:

1zl
dfiz(t)
=22 2 B Bauenn©) — itz )
s=1 eN;
duz 7|
=33 Biilizop i () — o (1),
s=1LeN;,
for all Z C[ nl,|Z| < k, where Tz and p_ | [0y e defined
as in (25) and (26), respectively. If ji7(0) > uz(0) > 17(0),
then  f7(t) > puz(t) > pg(t), for all t>0 and

T e n,|Z] < k.o

B. Susceptible-Infected-Removed (SIR) Spreading Process

In the case of SIR spreading process, nodes in GG can be in one
out of three states: susceptible, infected, or removed, at any time
instance. A node is in the removed state when it has been
infected in the past, it has recovered from the infection, and has
developed permanent immunity to the disease (see Fig. 2-(b) for
a detailed transition diagram); hence, it cannot be infected again
in the future. In what follows, we use {0, 1}-valued random vari-
ables x; g(t), x; 1(t), and z; r(t) to indicate whether node i is
susceptible, infected, or removed at time ¢, respectively. Since
node ¢ can only be in exactly one compartment at every time
instance, we have that x; g(t) + z;;(t) + z; r(t) = 1 for all
t > 0. With these definitions, the two transition probabilities
among states are characterized by:

P(wif(t+h) =1]azis(t) = 1) =h Y Byaji(t) + o(h),
JeN;
P(z;g(t+h) =1|zi1(t) = 1) = 8;h + o(h). (36)

We assume that a node is either susceptible or infected at time
t = 0. The evolution of the network states are characterized
by the following set of SDEs:
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Tis 0 —Ti, ST 1
d x“ = —QL‘Z‘T[ dP5i+ Z chj‘sfbj‘[ dP,gij, (37)
Ti R Ti 1 JENT 0

for all i € [n], where all the Poisson jump-processes are inde-
pendent. From (37), the expectation of the random variable
x; g satisfies

w - Z BiiElzis(t)x;1(t)].

JENT

(38)

Therefore, in order to solve for E[z; s(t)], it is necessary to
characterize the evolution of E[z; sz ; ;] over time.

In what follows, we apply the framework herein proposed to
derive a closed system of ODEs bounding the mean SIR
spreading process. We start by computing the mean dynamics
of the SIR spreading process via Ito’s formula, as follows.

Theorem 7: Consider the networked SIR process described
in (37). Given the Vectors a , B,y € N", define the monomial

¢a,ﬁ,y( ) Hfl 11.5 sz I:L.z R Then
dE[¢q g, (x)] -
% =— Z 8s1p,£0E [0 g, (X)]

s=1
n

ap B Vi .
+ Z 8s1p —ony, 20K [Hk-e[n],k'#xk.szk,ﬂkﬂ%sx&l
s=1

- Z Z ﬂ.eZla(sioE[¢u,ﬂ,y(x)xf,f}

s=1 (e/\/;

n
+3 0 Buluy-orp 0Bl ., () 20.1]

s=1teNy

(39)

Proof: See Appendix A. [ |
Hereafter, given two sets of indices Z, 7 [ n], we define

nz.g = Blliczz; sWje 7z 1]. (40)

In particular, when Z (resp. J) is a singleton, i.e., Z = {i}

(resp., J ={j}), we also write puz;=pu; s (resp.,
w1y = i ;). Letting y = 0, in (39), we obtain

dMIJ
== Szt = Y Y Bubzau
seJ s€L teN
+ > > Bubzau 1)
SET\L LN

which depends only on moments of x; ¢ and z; ; for i € [n]. In
order to solve the above system of ODEs, we need to provide
bounds on uz 7, using lower-order moments. To achieve
this goal, similar to the case of SIS spreading process, we aim
to construct moment and localizing matrices, as listed in (20).
We consider a slight abuse of notations by replacing k in
y(Zx) with |Z| + |J|, and y(Z},) with

Y(Z.T) ={nz .57 < 1
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With this definition, we construct finite-dimensional matrices
analogous to the ones in (15), (17), and (18) using elements in
yz.7 accordingly. For example, to close the first-order mean
dynamics of the SIR spreading process, the moment matrix
defined in (15) becomes:

1 Mg Ko j
Mi(y({i}, {5}) = | Hip Hip Hoj (42)
Mo Mij Mo

Since z; g and x;  are binary random variables for all 7 € V,
Lemma 4 can be applied without loss of generality.

To provide upper and lower bounds for the moment 7 7,y
we build 2k + 1 matrices using elements in y(Z, J U {¢}) and
solve for the maximum and minimum value pz 7 such that
those matrices are positive semidefinite. Denoting those extreme
values by Kz 7000 and 7tz 7,00, We have that wuz 7 €
[ﬁz. Uity 17 704y - Finally, we adopt a similar treatment to the
loczilizing matrices as in (23) and (24), i.e., replacing the entries
within localizing matnces by upper and lower estimates fi7 7
and i 7. We use /LI Tuley and [ /’LI Jug to denote the lower and
upper estimates of ju7 7 obtained by solving SDPs using modi-
fied localizing matrices. As a result, we obtain the following the-
orem for the networked SIR epidemic model:

Theorem 8: Consider the networked SIR process described
in (37). Let us define a sequence of functions {/i7 (),
1.7 (1) }1,7¢ ) 7)< Satisfying the following ODEs:

dMIJ
== D 8tz g ()= D Butty 10
seJ s€L LeNy
+ Z Z Bseliz 70(0y5
seJ\T teNy
dpi _
Ij ZSSMIJ - Z Z Bslz 702}
seJ s€T (eNy
+ Z Z lgsiﬂI.JU{K}’
seI\T LeN'y
where
_ | Ry, T[T UG < K,
Hz,gufey = {“I Julep otherwise, (@3)
and
szu{/}a if |Z]+ |7 u{e}] <k, (44)
Ko = ,uI Tuiep otherwise,
for all Z,7 d n]. If 7 7(0) > uz 7(0) > jiz 7(0), then
iz g(t) > ur g(t) > fiz 7(t), forall Z,J  n]and t > 0.

Proof: See Appendix A. [ ]

In the next section, we demonstrate the performance of the
moment-closure framework herein proposed on both the SIS
and SIR epidemic processes taking place in a real social
network.
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Fig. 3.
among 34 individuals.

V. SIMULATION

In this section, we demonstrate the SDP-based moment-
closure framework by finding upper and lower bounds on the
probabilities of infection of all nodes in a real social network.
In our first set of simulations (Section V-A), we implement
the exact stochastic SIS spreading process, as described in [7].
We simulate 10,000 realizations of the stochastic process
using the same initial conditions and compute the evolutions
of the empirical average of the probabilities of infection,
which is an approximation of the mean SIS dynamics. We
then execute our SDP-based moment-closure technique, using
Theorem 6, in order to obtain the upper and lower bounds on
the mean SIS dynamics, fi;(t) and fi;(t). Furthermore, we
compare the time evolution of these bounds with the widely
used mean-field approximation (3). In our second set of
simulations (Section V-B), we apply similar analysis to the
SIR spreading process. In our third set of simulations
(Section V-C), we compare the time evolution of first-order
moment closure and second-order moment closure obtained
using Theorem 6 and 5, respectively.

A. Moment-Closure of the SIS Epidemic Process

In this subsection, we run the stochastic SIS dynamics over
the Zachary’s Karate Club [29], plotted in Fig. 3. In our experi-
ments, we choose the individuals with labels S = {3,5,
6, 14,16, 17,20, 23} to be initially infected. The infection rates
satisfy B,; = p =1 for all (7, j) € £ and the recovery rates are
8; = 6 = 7.4 for all nodes. According to [15], the expected num-
ber of infected individuals converges towards zero exponentially
fastif r = g < ﬁ, where \; (A) is the largest absolute eigen-
value of the adjacency matrix. In our case, the largest eigenvalue
of the Zachary’s network equals to A\ (A) = 6.7257; hence, the
condition 7 < ﬁ is satisfied. As illustrated in Fig. 4, the
empirical average of number of infected nodes decreases expo-
nentially over time. In Fig. 5, we plot the evolution of the mean
SIS dynamics of each node in the Zachary’s network.Our simu-
lations show the validity of the bounds obtained by our moment-
closure framework.

B. Moment-Closure of the SIR Epidemic Process

We proceed to demonstrate our SDP-based moment-clo-
sure scheme on the SIR model. In these experiments, we

Topology of the Zachary’s Karate Club, representing friendships
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Fig. 4. This figure depicts upper and lower bounds on the expected number
of infected nodes. The solid black line represent the empirical average over
10000 realizations of the number of infected nodes over time. The dashed line
and the shaded region represent the expected number of infected nodes calcu-
lated via the mean-field approximation and the SDP-based moment-closure
technique, respectively.

use again Zachary’s network. In our simulations, we have
selected the following set of initially infected nodes:
D = {5,22,28,31,32}; all remaining nodes are initially in
the susceptible state. We set the infection rates to be f;; =
B =10, whereas the recovery rates are §; = 6 = 6.7257 for
all nodes. Due to space limitations, we show in Fig. 6 the
evolution of {f; (1), it; 1(t), it; z(t)} and {f; s(t), ft; (1),
ft; g(t)} for the nodes in the subset {2,7,22,29}. Notice
that the proposed moment-closure technique does indeed
upper and lower bounds the true mean dynamics of the SIR
model. Nonetheless, the performance of these bounds
varies. For example, in Fig. 6-(c), both bounds remain close
to the true mean dynamics. However, in Fig. 6-(a), the
upper estimate i, ; fails to keep track of the true evolution
of fuy 7(t). There are several possible reasons for this to hap-
pen. For example, as shown in (37), at every time instance,
we have p; g(t) + i, 1(t) + 1 g(t) = 1; however, the pro-
posed upper and lower estimates fail to preserve this
property.

C. First-Order and Second-Order Moment-Closure of the SIS
Epidemic Process

In this subsection, we run the stochastic SIS dynamics over a
directed graph with six nodes, whose topology is depicted in
Fig. 7. In our experiments, we choose node 1 and node 4 to be
the infected nodes at time ¢t = 0, as colored in red in Fig. 7. The
infection rates satisfy B;; = =1 for all (,j) € £ and the
recovery rates are §; = § = 7.4 for all nodes. Similar to Section
V-A, we choose these two parameters such that T = g < ﬁ;
hence the expected number of infected individuals converges
towards zero exponentially fast. In Fig. 8, we plot the evolution
of the mean SIS dynamics of all six nodes in the graph. Further-
more, we plot the evolution of upper and lower bounds using
first- and second-order moment-closure framework, as described
in Theorem 5. From this experiment, we observe that second-
order moment closure outperforms first-order moment closure
on certain nodes of the network. However, such a conclusion is

non-general.
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Fig.5. Dashed lines represent the empirical averages of 10,000 realizations of the stochastic SIS dynamics for each node 7. The dotted lines represent the trajec-
tories obtained from the mean-field approximation for each node. The solid lines represent /1;(¢) and f1;(t) for each node 7. Finally, the shaded areas are filling
the gap between the empirical average and /t;(¢) for each node i.

Node 2 Node 7 Node 22 Node 29

0 0.2 0.4 0.6 0.8 1

0 0.2 0.4 0.6 0.8 1

0 02 04 06 08 1
(a) (b) () (d)
Fig. 6. Dashed lines represent the average of 10,000 realizations of stochastic SIR dynamics for each node 7. In subfigures (a)— (d), we show the evolution of

f; o(t) and f1; o(t), where C' € {S, I, R}, for the nodes i = 2, 7,22, 29, respectively. For instance, in (a), blue and green lines in each of the subplots (from up to
down) show the evolution of { /iy (t), it 5(t)}, {fta (1), fta s (t)}, and {fis g(t), fta ()}, respectively.
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5 4

Fig. 7. Topology of directed graph with six nodes used in the third set off
simulations in Section V-C. Nodes that are in infected state at ¢ = 0 is colored
in red, whereas nodes that are in susceptible state are colored in blue.

Node 1

Node 2 Node 3

0.1

0.08

0.8

0.06
061

0.4 0.04 |

0.2

Fig. 8. The dashed black and red lines represent the upper and lower esti-
mates [;(t) and j1;(t) for each node 7 obtained using second-order moment
closure (i.e., k = 2 in Theorem 5), whereas the other dashed line in the middle
represent the empirical averages of 20,000 realizations of the stochastic SIS
dynamics for each node 7. The solid (green and yellow) lines represent i, (t)
and /¢, (¢) for each node i solved using Theorem 6.

VI. CONCLUSION

In this paper, we have analyzed the (exact) stochastic dynam-
ics of the networked SIS, SI, and SIR epidemic models with
heterogeneous spreading and recovery rates. The analysis of
these models are, in general, very challenging since their state
space grows exponentially with the number of nodes in the net-
work. A common approach to overcome this challenge is to
apply moment-closure techniques to approximate the exact sto-
chastic dynamics via ordinary differential equations. However,
most existing moment-closure techniques do not provide quan-
titative guarantees on the quality of the approximation, limiting
the applicability of these techniques. To overcome this limita-
tion, we have proposed a novel moment-closure framework
which allows us to derive explicit quality guarantees. This
framework is based on recent results from real algebraic geom-
etry relating the multidimensional moment problem with semi-
definite programming. We have illustrate how this technique
can be used to derive upper and lower bounds on the exact (sto-
chastic) dynamics of the SIS, SI, and SIR models. Moreover,
we have provided a simplified version of our moment-closure
technique to approximate the mean dynamics of the SIS model
using a linear number of piecewise-affine differential equations.
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Finally, we have illustrated the validity of our results via
numerical simulations in the Zachary’s Karate Club network as
well as an artificial digraph with six nodes.

APPENDIX

In this appendix, we provide proofs for the lemmas and theo-
rems in this paper. In particular, our central idea of proving
Lemma 9, Theorem 3 and Theorem 7 relies on carefully
applying Theorem 2 to the jump-processes defined by the (sto-
chastic) SIS and SIR processes, respectively. We then simplify
the expressions by using the fact that the random variables
representing the states of nodes in the network are binary.

Lemma 9: Given a directed graph G = (V, &), i1,..., i €
[n], and @ € N*. If
dx; = —J)idP,si + (1 — l‘l‘) Z x-deﬁii’ 45)
JENT '
forallz € V, then

dt dt

Proof of Lemma 9: To show (46), we first write (45) in the
form of (10). Notice that there are |V| + |£| Poisson counters
in total, thus we define hy:R" — R", for £ € [|V|+ |€]].
Each h; is defined as follows: (i) when ¢ € [n], we let

he(x) =1[0,...,—xy,... ,O]T, and (ii) when £ > n, we order
the edges (j,i) € £ and assign then with a label ¢; hence,
he(x) =[0,...,(1 —z;)zj,...,0]", ie, each (j,i) €& is

associated with a function hy.
With these definitions, it follows from (11) that

k
dey (x) = _Hlezis Z dFs;,

s=1

k
+ Z Z Tip b 1=z )z @i, dDPp,,.

s=1teN

(47)

Notice that the random variables z;’s are supported on [0, 1],
for all i € [n], therefore E[¢p,(x)] exists and is finite for every
a € N". Subsequently, from (47), we have that:

k
% —_ ;5UE[¢1(X)]

k
30 BBl o 1 —w)m ] (48)

s=1 LeN;

On the other hand,

k
d¢o¢(x) = _¢a(x) Z dPSis
s=1

+ Z gl ((:167g + (1 —a;)z)™ — xf‘:) ~--x?k"'dPﬂs[.
s€[kleNy

(49)
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Since z; € {0,1} for all i€ [n], the term (z;, + (1—
z;,)xe)™ — x}* equals to

S
as—1

2 (();[j)xfs((l = @i )z)" "

k=0

However, since z;, € {0,1}, the above term can be further
simplified to ((1 — z;,)z¢)*. Therefore, taking expectation
of (49) leads to:

dE ¢y ()] -
—a Z 8i Elda(x)]

=1

¢
k
+D ) BB (L) ey,

s=1 feN is
(50)

where the second equality is due to z; are binary random vari-

ables. The proof finishes by noticing that the right-hand-side

on i dE[¢1(x)]
of the above equation is equal to — =" u

With the above lemma, we proceed to prove Theorem 3.
Proof of Theorem 3: From Lemma 9, we have that

dE[¢a(¥)] _ -,
— = ;SWE[%(x)]
k
+3 D BBl 1@ a2, (51)
s=1 LeN;

Meanwhile, % = % holds for all «, thus rearranging

the term E[z; --( 1 — x;, )2, - - - ;] leads us to (13). |

In order to show Lemma 4, we introduce the following
lemma, which establishes an equivalence relationship on the
positive-semidefinteness of two matrices provided that one
can be constructed from another in a special way.

Lemma 10: Consider a matrix A = [a;;] € R™*", a sequence
of integers di,...,d, € N, and a mapping f:R"" —
R i %21 % defined as

aida a1, 4, a1nJay d,
* axJi,d, 0 Gnddyd,

fa) = : : . : ’
* * ¥ Gpndd, d,

where J,, is the p X ¢ matrix of all ones. Then, if A > 0, we
have that f(A4) = 0. ¢
Proof of Lemma 10: To proof the Lemma, let us define

n
T4, € R2_im1 5" g

Toydy =+ - 1|,

e g,

i.e., a block-diagonal matrix with its diagonal blocks specified
by1d17“')1d .

n
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Next, we notices that given a matrix A = [q;;] € R"*",

aiJa, q;  andd dy a1nday d,
* a22Jdy dy a2nJdy.d,
f(4) = .
* * * Apn Jdn Jdy,
.
- Td1 ,,,,, dn Ale,...,dn
Consequently, A >0 implies that f(A)="Ty, 4,
ATy 4, =0

construct w € RZ«i=1“ as follows iteratively. The first d;
entries of w are all equals to vy /dy, the i-th d; entries of w are
____ 4,W = V. Thus, f(A) is nega-
tive definite. Consequently, we have shown that A > 0 if and
only if f(A) = 0. u

With the help of Lemma 10, we are able to prove Lemma 4.
The main idea of proving Lemma 4 lies in constructing matri-
ces that exploits the special structures of moment and localiz-
ing matrices, in the form described by Lemma 10. This is
possible since the random variables {z;(t) : @ € V} describing
the states of nodes ¢ are binary.

Proof of Lemma 4: Notice that S, = [0, l]k is a compact,
semi-algebraic set, and it satisfies the Putinar’s condition, it
follows that y__(Z}) is S)-feasible if and only if the conditions
in (8) are satisfied. Subsequently, it suffices to show that the
matrices in (20) implies the positive semi-definiteness of the
moment and localizing matrices specified according to Theo-
rem 1 and vice versa.

Consider 7 € N and r > k, the construction of () together
with the definition of y__(Z}) implies that M;(y(Z;)) is the
k-th order principal submatrix of M, (y, (Zx)). Since
M,(y.(Zx)) = 0, we have that Mj(y(Zy)) > 0 as well. Simi-
larly, the positive semi-definiteness of localizing matrices of
Yoo (Zi) implies that both Li(y(Zy),s) and L)(y(Zy),s) are
positive semi-definite for all s € [k].

Conversely, if M} (y(Z}.)) is positive semi-definite, we aim
to show that M, (y_ (Z})) is also positive semi-definite for all
r € N. Notice that it suffices to show the above relationship
holds for > k. To achieve this goal, we proceed by permut-
ing the entries in M, (y, (Z1)). Without loss of generality, we
assume that 7, = {1,...,k}. Given a a set WW CZ j, we use
xy = ILiewx;. Next, we consider

— 2 2 r r
v (xz,) = [l,xl,...,mk,xl,...xk,...,xl,...,xk],
and
monomials involving only

—N—

/ _ -
v,.(xz,) = |1, X1, .., T, Ty ..,
Ty, forweW,. .. x1,|.

LWy
——

monomials involving only
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Thus, v/ (xz,) is a permutation on the entries in v,(xz,). Let
N, = (H’") and S, be the permutation group on the set [V,],
there exists 7 : S, — S, such that for all ¢ € [N,] we have
v,(xz,); = n(v,(xz,); for some j € [V,].
Consider the followmg N,-dimensional matrix M, whose
entries are defined by:

[M"]a,ﬁ = Yoo (Tk) 71 (a+B) (52)

for all &, B € N¥ r/2° Thus, there exists a permutation matrix
P e Ao, 1}Nr“‘r such that M, = PM,(y. (Z}))P~". More-
over, M, is in the following form:

1 /’Lll;«r/g e %

* /’LlJr/Q,r/Z (53)
* * :

* * * g, Jyg

for some ¢ € N. Similarly, we can permute the matrix
Mi(y(Zy)) into the above form. Thus, there exists M such
that 77, . dkMTd .... dp = = PM;(y(Z;))P~" for some sequence
of di,...,d;. Furthermore, there exists another sequence
{dy, ..., r/z} such that 7Ty, MT,Z 0, = = M,. Conse-

..... dyjo
quently, applying Lemma V twice, ‘W& have that if
Mi(y(Zy)) = 0 then M, (y.(Zx)) = 0. The above claim

holds for arbitrary r, thus the result follows. The relationship
between finite and infinite dimensional localizing matrices
can be shown using the above procedure. u

Proof of Theorem 5: To show the monotone relationship
iz (t) > pr(t) > fiz(t) holds for all Z and ¢t > 0, we apply
the multi-variate comparison lemma, i.e., Theorem 1.2
from [30]. More specifically, we aim to show that when
pr=upz, pr=>pg for al py>wps,J#7Z  and
ity <pg YT <k

On one hand, when |Z U {¢}}| < k, we have that all the
terms with positive coefficients are bounded above by upper
estimates fizy (;,}, Whereas the terms with negative coeffi-
cients are bounded below by fi7,(s; thence jiz > f7.

On the other hand, when |Z U {¢}}| = k + 1, it suffices to
show that pi7( is feasible in the SDPs (27). Consider the
random variable X7y = [, . . xg] , its underlying mea-
sure at time ¢ is supported on Smﬂ, which is a compact and
semi-algebraic set. Let y be the infinite multi-sequence con-
sisting of all the moments of xzy(s. From y, we can readily
construct moment matrix M, (y), and localizing matrices
L,(gy), for any given r € N. Consequently, according to
Theorem 1, these matrices are positive semi-definite. More-
over, according to Lemma 4, the positive semi-definiteness of
these matrices are equivalent to positive semi-definiteness of
ME(Y(I U {(})), L};(Y(I U {f}), 8)7 and L%(Y(I U {E})7 3)
for all s € [k]. Consequently, {& 7} 774 is a feasible solu-
tion to both 25 and (26). Meanwhile, the eigenvalues of (23)
and (24) are monotonic in terms of their entries, which implies
that {47} 771, 4y is also feasible with respect to both the min-
imization and maximization problems (27). Furthermore, this
holds for all p;>pus, J#7Z and s < pz,VJT| <k
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Summarizing the above claims, we have that if
f7(0) > uz(0), then fiz(t) > p7(t) holds for all Z and ¢ > 0.
The above argument readily applies to the comparison
between p7(t) and fi7(t). u

Proof of Theorem 6: To show the results, we use the fact that
a matrix is positive semi-definite, if and only if, all its principal
minors are non-negative [31] and apply it to (28)—(31), respec-
tively. In particular, in the view of Remark 5, it suffices for us to
characterize the condition for positive semidefniteness of matri-
ces (29)-(31). More specifically, we compute all principal
minors of localizing matrices and require them to be non-nega-
tive. Therefore, from LY(y(Z2),i), LY(y(Z2),j) = 0, we obtain
wij < min{u;, u;}. From Li(y(Z3),4), Li(y(Z2),5) = 0, we
have ju;; > ; + w; — 1. Therefore, {1;, 1, it;;} is a feasible
moment sequence provided that all the above constraints on j;;

are satisfied simultaneously. This is equivalent to i;; € [lij, ug),
where
wij = min{p;, 1}, (54)
and
lij = max{p; +p; — 1,0} (55)

Since B;; > 0, maximizing over — 27:1 Bijuij is equivalent
to minimize w;;. In particular, the minimum of y;; is attained at
l;;. Thus, the upper bound is obtained. Similarly, to obtain the
lower bound, we maximize j;; for all 4,5 € [n]. The optimal
solution of these two problems are M* and K , respectively.

Next, we aim to show that f,;(¢) > /L (t) > f1;(t). To
achieve this goal, we utilize Proposition 1.4 from [30]. It suf-
fice to show that when pu;(t) = jt,(t), [i; > p; for all
ft; > ;. Consider the difference between ﬂl and [,

Zﬂw

The above equality is due to the assumption that [, = ;.
Consider the following cases: (i) ft; = u;, then the right-
hand-side is larger than zero according to (26); (ii) /ZL]- >
and fi; + u; —1 <0, the RHS is non-negative trivially; and
(i) ft; > pjand ft; + p; —1 > 0, it follows that:

duz duz

— MW+ M — E‘j]

[f1; — pj + iy — max{0, 1; + p; — 1}]

diy; dpg N
at dt *;[“‘7

2 Z[N«m —max{0, u; + p; — 1}] > 0.
J

— gy — g — g+ 1]

As a consequence, fi;(t) > p;(t) according to [30]. Similar
analysis holds for comparing ji; and ;. u
Proof of Theorem 7: Similar to the treatment in Lemma V,
we define hy: R3 — R3", for £ € [|[V|+|€]]. Bach hy is

defined as follows: (i) when £ € [n], we let
he(x) = 0,0,0]",

[070707'"707_xl,17$€,17"'7
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and (ii) for every (¢, j) € &, we let

h(zﬁ,j)(x) = [0, 0, 0, ey TG ST, i STy ey 0, 0, O]T

With these definitions, according to (11), when ¢ € [n], we
have that @, g, (X + hy(x)) — ¢4 g, () is equal to

o B Ve |0 Yi ap  Bo, vi
er{n].,k#‘xk,s%ﬂkﬂ [%,S(W,R +x0r)" — LosTytleR|-

Consequently, when B, # 0, the term above equals to
®a.py(X). Meanwhile, , ; and 2 are binary variables. More-
over, zyp+xs; <1 for all ¢t >0. Thus, (2, + zer)"—
z}', = x4 . Subsequently, we have

(:ba.ﬁ.y(x + h[(X)) - ¢u,ﬁ,y(x)
_¢a,ﬁ.y(x)ﬂ if ﬂl{ 7é 07

By ve .
Wy i) rpety sty vy my sz s, if B =0 and y, # 0,
0, otherwise.

(56)
Similarly, for a given (j,i) € £, we have
(pa.ﬂ,y(x + h(jz)(x)) - ¢u,ﬁ,y(x)
= Wi asihls iy o) pl sz
(| 1= @) (wor + wisw;)” ol O

On one hand, when «; # 0, we observe that if 2;; = 0, then
(1 —a0)" (zir — xiﬁgx]-,,])ﬂi — xf} equals to zero, whereas if
zjr = 1, the term equals to —z; 7.

On the other hand, when «; = 0 and S, = 0, (18) equals to
0. Finally, we consider the case when «; = 0 and 8; # 0. In
this context, it suffices to examine (z; + Z'i’sfrj’])ﬂi - If}
Notice that when z; ¢ = 0 the sum equals to 0, and x; ; other-
wise. Thus, it can be simplified into x; sx; ;. Summarizing the
above cases, let

Q = ¢u,ﬂ,y/x£il

we obtain that:

B py (X + Piji) (X)) — P gy (X)
_d’aﬁ,y(x)xjﬁfv if o; 7é 0,
= Quiszjr, if o; =0 and B; # 0,

0, otherwise.

(58)

Finally, (39) is obtained by taking expectation on the sum of
[V] + |€] equations (56) and (58). [ |
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