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1. Introduction

With the development of satellite-based free-space communications [1], the capacity and security of communi-
cation between satellites have become relevant. The recent satellite-to-ground quantum key distribution (QKD)
experiment [2] has shown that it is possible to use QKD for secure satellite-based communication. However, vari-
ous realistic scenarios including those with spy satellites haven’t been thoroughly studied so far from security point
of view. Thus in this paper we look into two typical scenarios where eavesdropper’s (Eve’s) collecting ability is
taken into consideration.

We first introduce in Sec. 2 and analyze the so-called “’exclusion zone” scenario where Eve cannot eavesdrop
without alerting the communicating parties. Then in Sec. 3 we study the scenario where Eve’s collecting ability
is limited by the size of her aperture. We demonstrate that for certain well-chosen parameters we can achieve
significantly higher secure-key rate (SKR) lower bounds compared to traditional unrestricted Eve scenario.

2. Exclusion zone scenario

In this section we will evaluate the first scenario as is illustrated
in Fig. 1 (a), here “exclusion zone” means that Eve cannot col-
lect photons in this zone without alerting communicating parties. In
satellite based secure communication, setting an “’exclusion zone”
is one of the most straightforward methods to improve security as
this effectively decreases Eve’s collecting ability. Here we assume
that Eve can collect all photons outside of the exclusion zone.
According to similar analysis in [3-6], if the frequency used @  (a) Exclusion Zone Scenario () Limitg?;;‘?oape”“re
is restricted to 0 < @ < @y = 2wcL/+\/AA,, then the transmis-
sivity at frequency @ is determined by T[((!)) = ((1)/(00)2 < 1. Fig. 1: Geometric setup of (a) Exclusion
Since the transmission is in space, for thermal noise frequency zone scenario, (b) Limited-size aperture sce-
dependence we use the black body radiation equation (Eq. (1.49) nario. A, is the transmitting aperture (Alice)
in [7]) to calculate the mean photon number of noise thermal state: area and A, is the receiving aperture (Bob)
e = m. We set temperature to 7 = 3K in the simulation in area. L is the transmission distance between
Fig. 2. Alice and Bob. The exclusion zone area in
As we can see in Fig. 2, the SKR lower bounds [3,4] increase (a) is denoted as A,, which is a ring around
with increasing frequency. Although choosing a higher frequency Bob’s aperture. In (b) A,,. is the eavesdrop-
can always result in higher SKR, this can pose potential challenges per (Eve) aperture area which is placed in
to the system design as we need higher frequency for longer trans- the same plane as Bob’s aperture.
mission distance. This problem can be solved by enlarging the exclusion zone as it effectively decreases Eve’s
receiving area and thus relax the need for higher frequency as in Fig. 2

3. Limited-size aperture scenario

In Sec. 2 we didn’t pose any restrictions on Eve’s aperture size. Here we assume that Eve has a limited-size
aperture Ay, as in Fig. 1 (b). First we look at the straightforward case which actually gives us very interesting
results when Eve’s aperture is in the same plane as Bob’s aperture with no overlapping. In this case, the optimal
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Fig. 2: SKR lower bound vs. center frequency. Radius Fig. 3: SKR lower bounds vs. distance. Unrestricted
of exclusion zone and transmission distance are given. Eve’s case [3] is also included for comparison.

position is when Eve’s aperture is tangential to Bob’s aperture, as illustrated in Fig. 1 (b). More generalized
scenarios will be included in a complete version of this paper which will be available online soon.

Here we also use the same noise frequency dependence as in Sec. 2. We assume that Gaussian beam is transmit-
ted. In Fig. 3 we plot the SKR lower bound versus transmission distance at wavelength A = 0.5mm, r; = r, = 5cm.
The channel actually approximates a pure loss channel [3] as 7, = 0 in space (T = 3K) at this wavelength.

In Fig. 3 we can see that the SKR lower bounds first decrease with increasing distance.When Eve has a infinite
size aperture (unrestricted case in Fig. 3), the SKR would drop to zero as distance goes to infinity since increased
distance only decreases Bob’s collecting ability. However if we assume limited aperture size for Eve then the
SKR goes to a non-zero value as distance goes to infinity. This is because when distance is large, we will have
limy e ?'AJ = % = m, where Nap and Nag = (1 — Nap) K refer to Alice-to-Bob and Alice-to-Eve transmissivity,
respectively. Here & is the restriction factor [3] on Eve. This would return a constant SKR lower bound as 1n4p goes

to zero: limy . SKR > max (—logz(m)7 —log, ((Him) b e) ) In Fig. 3 we can see that when Eve’s aperture is

much larger than Bob’s then the SKR lower bound approximates the unrestricted Eve’s case when distance is large.
However when Bob’s aperture is larger than Eve’s, or even when they are equal, the SKR tends to a non-zero value
almost independent on distance. This situation would be more complex when Eve can move her aperture around
or has access to multiple apertures, which would be discussed in the following work.

4. Conclusion

We have analyzed SKR lower bounds for two realistic scenarios for free-space satellite-to-satellite secure com-
munication and shown their performance with respect to relevant channel parameters. In exclusion zone scenario,
by enlarging the exclusion zone area we can relax the need for high frequency in long distance transmission. In
limited-size aperture scenario, we found out that when Bob’s aperture is comparable to Eve’s we can get a distance
independent SKR at a large transmission distance.
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