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ABSTRACT ARTICLE HISTORY

This research examines how people subjectively perceive the disclosure risk of a map using original Received |17 February 2020
data collected in an online survey with 856 participants. The results indicate that perceived  Accepted 8 July 2020
disclosure risk increases as the amount of locational information displayed on a map increases. KEYWORDS

Compared to point-based maps, perceived disclosure risk is significantly lower for kernel density
maps, convex hull maps, and standard deviational ellipse maps. The results also revealed that
perceived disclosure risk is affected by map scale and the presence of information of other people
on a map. For geomasking methods, perceived disclosure risk decreases as aggregation level
increases and as relocation distance increases. However, aggregation methods (point to polygon)
are more effective in preventing the re-identification of individuals when compared to relocation
methods (point to point). Lastly, the perceived disclosure risk of a map that displays socially-
vulnerable people is significantly higher than that of a map that displays non-vulnerable groups.
Specifically, a map displaying the private locations of elementary school students has the highest
perceived disclosure risk. Based on the results, a set of geoprivacy protection guidelines for
mapping people’s private locations to minimize people’s perceived disclosure risk is proposed.

Disclosure risk; geoprivacy;
geomasking; perception;
COVID-19; survey

Implications for mapping infectious diseases like the COVID-19 are also discussed.

Infroduction

In recent years, advances in geospatial technologies and
GlScience methods have allowed researchers to analyze
and visualize geospatial data in great detail (Gutmann
et al., 2008; Kwan, 2012; Richardson et al., 2013). For
instance, maps have been widely utilized to visualize the
complex patterns of diverse social phenomena, such as
infectious diseases and human daily mobility (e.g., Kim &
Kwan, 2019, 2020; Kim & Lee, 2019; Kwan, 2004; Reich &
Haran, 2018). At the same time, however, mapping people’s
confidential geospatial data (e.g., people’s homes, work-
places, or GPS trajectories) may allow an individual’s iden-
tity (e.g., name and street address) to be identified from
a map (A.J. Curtis et al., 2006; Brownstein et al., 2006;
A. Curtis et al., 2011; Kounadi & Leitner, 2014; Kounadi
& Resch, 2018; VanWey et al., 2005). Therefore, when
mapping individual confidential geospatial data, it is crucial
to accurately assess the disclosure risk of the map to protect
people’s privacy from being violated.

Although previous studies have evaluated the disclo-
sure risk of maps (i.e., probability of reidentification),

little is known about how people subjectively perceive
disclosure risk when their confidential locations are
displayed on maps. In addition to evaluating the risk
of identifying a person through spatial reverse engineer-
ing (A.J. Curtis et al., 2006; Brownstein et al., 2006;
A. Curtis et al., 2011), assessing perceived disclosure
risk is also important. This is because it can inform
researchers to establish geoprivacy protection guidelines
for mapping people’s private locations to avoid privacy
violations, which cannot be done without obtaining
people’s perceived disclosure risk since the concept of
privacy is socially and culturally constructed
(Armstrong & Ruggles, 2005; McLafferty, 2004).
Therefore, to fill this gap, this research examines how
people subjectively perceive the disclosure risk of a map
using original data collected in a survey (n = 856).
Specifically, we ask the following three questions: (1) How
do different components of a map affect an individual’s
perceived disclosure risk of a map? (2) How do different
geomasking methods affect an individual’s perceived dis-
closure risk of a map? (3) How does an individual perceive
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the disclosure risk of a map when the private locations of
socially-vulnerable people are visualized?

The results of the study reveal that an individual’s
perceived disclosure risk is significantly affected by four
attributes of a map (i.e., the mapping method, the
amount of private locational information displayed on
amap, the map scale, and the presence of the informa-
tion of other people on the map), the application of
different geomasking methods, and the presence of
socially vulnerable groups on a map. Based on the
results, a set of geoprivacy protection guidelines for
mapping people’s private locations to minimize their
perceived disclosure risk is proposed. Moreover, impli-
cations for mapping infectious diseases such as COVID-
19 are also discussed, with a focus on balancing the need
for disease control (by releasing geospatial information
about infected persons) and individual geoprivacy pro-
tection (by geomasking information).

Background: disclosure risk of a map and
privacy violation

Mapping is a useful tool for visualizing detailed geospa-
tial data. But it may violate people’s geoprivacy through
the process of spatial reverse engineering when their
private locations such as homes, workplaces and GPS
trajectories are displayed (and thus disclosed) on maps
(A.]. Curtis et al., 2006; Brownstein et al., 2006; A. Curtis
et al.,, 2011; Gutmann et al., 2008; Kounadi & Leitner,
2014; Kounadi & Resch, 2018; VanWey et al., 2005). For
example, imagine a map that displays the home loca-
tions of survey participants to illustrate the point pat-
terns (e.g., whether the locations are clustered or not)
(Haley et al., 2016; Kounadi & Leitner, 2014). Due to
human subjects protection and related requirements
(see The Federal Policy for the Protection of Human
Subjects, 45 C.F.R. 46, 1991, also known as “The
Common Rule”), responsible researchers would be cau-
tious about publishing maps that explicitly label each
point with participants’ name and home address.
Instead, a researcher publishes a point-based map with-
out labeling. Some may think this point-based map has
low privacy disclosure risk because it does not explicitly
label people’s specific identity (e.g., name and street
address). However, this may not be the case because it
is possible to accurately estimate the street address of
a person from the map and discover the true identity of
each person by linking the street address to publicly
available data (e.g., white pages or voter lists) (A.].
Curtis et al., 2006; Brownstein et al., 2006; A. Curtis
et al.,, 2011; Gutmann et al., 2008; Kounadi & Leitner,
2014; Kounadi & Resch, 2018; VanWey et al., 2005).
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The disclosure of people’s private locations through
mapping is a serious problem because it may violate
personal privacy and data confidentiality requirements.
Privacy violation is often considered to be illegal (e.g.,
the violation of the Health Insurance Portability and
Accountability Act [HIPAA] in the United States) (Kar
et al., 2013; Kwan et al., 2004). Readers may refer to Kar
et al. (2013) for a comprehensive summary of the legal
and policy aspects of the disclosure of people’s private
locations. Moreover, privacy violation is often consid-
ered to be unethical as it may cause unintended con-
sequences (e.g., robbery or discrimination) to people
whose private locations are disclosed (Kwan et al.,
2004). Further, the violation of privacy may discourage
people to participate in surveys because people may not
be willing to share their private information with
researchers when realizing it is possible for their privacy
to be violated (Gutmann et al., 2008; Singer, 1978).

Previous studies have assessed the disclosure risk of
maps (i.e., probability of reidentification) to help pre-
vent privacy violations. Specifically, studies have shown
that, through spatial reverse engineering, an individual’s
identity may be uncovered even though a point-based
map does not explicitly indicate it. For example,
Brownstein et al. (2006) showed that a street address
of an individual whose home location is displayed as
a point in a map may be accurately reverse engineered
from the map regardless of its resolution. Moreover, A.J.
Curtis et al. (2006) concluded that the accuracy of the
spatial reverse engineering of a point-based map
depends on the urban form (e.g., the housing pattern
on a street).

Furthermore, researchers have evaluated how geo-
masking methods can reduce the disclosure risk of
maps. Geomasking methods refer to methods that delib-
erately introduce errors to the original points on maps to
reduce disclosure risk (Armstrong et al., 1999; Hampton
et al., 2010; Kwan et al., 2004; Zandbergen, 2014; Zhang
etal., 2017). In general, there are two main geomasking
methods: aggregation (point to polygon) and relocation
methods (point to point, such as affine transformation
and random perturbation). Note that in addition to geo-
masking methods, there are other methods for reducing
the disclosure risk of an individual in a database (e.g.,
differential privacy) (Abowd & Schmutte, 2019).
However, since the primary focus of this paper is on
assessing disclosure risk through mapping, these other
methods are not discussed in this paper.

First, in aggregation methods (point to polygon),
individual locations are aggregated to a polygon that
contains a certain number of people rather than display-
ing the original points. An example is a map showing
the total number of cancer patients at the census tract
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level instead of displaying their home locations as indi-
vidual points. Different aggregation levels are used in
past studies, but the levels between 1:20 and 1:20,000 are
typically used (A. Curtis et al., 2011; VanWey et al.,
2005). For instance, the aggregation level of 1:20
means that an individual’s private location is displayed
in a polygon that also includes 19 other persons, indi-
cating that an individual can be identified with
a probability of 1 in 20 (5%). Previous studies have
examined how disclosure risk is affected by different
aggregation levels. For example, A. Curtis et al. (2011)
investigated how the aggregation level affects disclosure
risk and concluded that a map at a scale of 0.5 km grid
can be sufficient to protect from the disclosure.
Moreover, by using the 2001 Canadian census data,
Emam et al. (2009) examined aggregation population
thresholds (i.e., cutoffs) that contain a large number of
people for lowering disclosure risk. They concluded that
there is no single threshold for aggregation because the
optimal threshold is affected by the characteristics of the
variables in question.

Second, relocation methods (point to point) move the
original points on a map to nearby new points at a random
distance and/or direction. Studies have shown that para-
meters (e.g., radii) used in relocation methods affect dis-
closure risk. For example, Kwan et al. (2004) examined
three geomasking methods with different perturbation
radii (r) using a 1999 dataset of lung cancer deaths in
Franklin County, Ohio, and observed a consistent trade-
off between analytical accuracy and confidentiality (geo-
privacy protection). Moreover, researchers have developed
various metrics, such as spatial k-anonymity, to assess the
performance of geomasking methods in minimizing dis-
closure risk (Ghinita et al., 2010; Wang & Kwan, 2020;
Zhang et al., 2017).

Although these previous studies have provided
invaluable insights into assessing the disclosure risk of
maps, they have largely ignored how people perceive the
disclosure risk of a map (i.e., perceived disclosure risk).
An individual’s perceived disclosure risk of a map refers
to how the individual subjectively perceives the disclo-
sure risk (e.g., feels uncomfortable) of the map that
displays his/her private locations (e.g., home location)
(Benisch et al., 2011; Groff et al., 2005; Kefiler &
McKenzie, 2018; Ketelaar & VanBalen, 2018; Kounadi
et al., 2015; Slovic et al., 1980). Even for one map, the
perceived disclosure risk can vary among individuals
based on one’s previous experiences and opinions on
locational privacy (Slovic et al., 1980). For example,
consider a map where an individual’s private location
can be identified at a probability of 1 in 100 (1%). Some
people may feel comfortable with this level of disclosure
risk, while others may not because each individual may

feel differently about disclosure risk based on their sub-
jective assessment.

Perceived disclosure risk provides several important
insights into assessing the disclosure risk of a map. First,
perceived disclosure risk considers the social and cul-
tural influences on people’s risk assessment, which may
not be adequately addressed by previous studies that did
not consider people’s perception. For example, consider
a map that displays the home locations of socially vul-
nerable people, such as people with physical disabilities
or mental health disorders, children, pregnant women,
and AIDS patients. Concerning their privacy, it is widely
known that these people may suffer from more serious
harms when their locational privacy is breached than
what the non-vulnerable groups may experience
(Breslin et al., 2019; Duncan et al., 2016; Fuller et al.,
2017; Leitner & Curtis, 2006; Mirzazadeh et al., 2014).
However, disclosure risk assessed without considering
how people perceive the risk may not adequately tell
which socially-vulnerable group has a higher risk. For
example, imagine two maps where an individual can be
identified at a probability of 1in 100 (1%), but the first
map displays the home locations of elementary school
students, while the second map displays the home loca-
tions of lung cancer patients. Which map had a higher
disclosure risk? The disclosure risk evaluated without
considering how people perceive the risk may not be
able to fully answer this question because the potential
harms associated with spatial reverse engineering are
socially and culturally constructed (Armstrong &
Ruggles, 2005; McLafferty, 2004). Instead, examining
the extent to which people feel uncomfortable with
each map (i.e., perceived disclosure risk) can take into
account the social and cultural influences on people’s
subjective risk assessment while attempting to answer
this question.

Second, perceived disclosure risk can be used to
establish geoprivacy protection guidelines for mapping
people’s private locations. Recently, studies have called
for establishing guidelines that inform researchers
when creating maps with higher analytical utility
while minimizing disclosure risk (Boulos et al., 2009;
Kounadi & Resch, 2018; Leitner & Curtis, 2004;
Richardson et al., 2015, VanWey et al., 2005).
Although current privacy protection laws (e.g., the
HIPAA in the United States) guide researchers to
follow certain thresholds of disclosure risk (i.e., prob-
ability of reidentification), there is no clear consensus
among scientists or society at large about which risk
level should be used as the safe threshold (A. Curtis
et al,, 2011; VanWey et al., 2005). Would 1:20 (5%) or
1:2,000 (0.05%) be acceptable to people? Disclosure
risk that is assessed without considering how people



perceive the risk may not fully address this question. In
this light, perceived disclosure risk may provide useful
supplemental or alternative insight into the extent to
which a given level of disclosure risk (i.e., probability
of reidentification) is acceptable to people in geopriv-
acy protection guidelines.

Despite the significance of assessing the perceived
disclosure risk of maps, little attention has been paid
to it to date. Therefore, to fill this gap, the goal of this
research is to investigate how people perceive the dis-
closure risk of a map by conducting an online survey.
Moreover, we propose a set of geoprivacy protection
guidelines for mapping private locations that help
researchers minimize perceived disclosure risk based
on the survey results.

Data and method
Data collection

The data for this study were collected through an online
survey, which was implemented in Google Forms.
Participants were recruited through distributing
a solicitation e-mail message to 12,000 members (6,000
students and 6,000 faculty/staff members) of a university
who were randomly selected from the complete list of the
university’s members in November 2019. Table 1 shows the
sociodemographic characteristics of the 856 participants
who completed the survey. Note that although the survey
participants were recruited from a university and therefore
may differ systematically in their beliefs from the popula-
tion at large, the survey still gives us insight into the
perceived disclosure risk of people from diverse back-
grounds in terms of their gender, age, and income. The
survey protocol and instrument were reviewed and
approved by the Institutional Review Board (IRB) of the
concerned university.

Survey questionnaire

The questionnaire used in the online survey has 4 parts,
each of which addresses one of the research questions
mentioned earlier in the paper. In Parts 1 and 2, we ask
participants to imagine the hypothetical scenario that
their private locations (e.g., home/workplace and GPS
trajectories) are displayed on a map published in
ajournal article that can be accessed by the general public.
Part 1 of the questionnaire aims to examine the first
research question: how do different attributes or charac-
teristics of a map affect an individual’s perceived disclo-
sure risk of the map? Specifically, we focus on the
following four components: (1) the amount of private
locational information: home, workplace, and daily GPS
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Table |. Sociodemographic characteristics of the survey partici-
pants (n = 856).

Sociodemographic variables n %
Gender Female 503 58.8
Male 302 353
Others 9 I.1
Prefer not to say 42 4.9
Age ~ 19 years 62 72
20 ~ 29 years 221 25.8
30 ~ 39 years 176 20.6
40 ~ 49 years 169 19.7
50 ~ 59 years 127 14.8
60 ~ 69 years 69 8.1
70 years ~ 6 0.7
Prefer not to say 26 3.0
Race/Ethnicity® African American or Black 31 3.6
Asian 117 13.7
White or Caucasian 621 725
Hispanic or Latino 50 5.8
Others 12 1.5
Prefer not to say 49 5.7
International Yes 67 78
No 789 92.2
Monthly ~ $2,000 188 22.0
Income $2,000 ~ $4,000 205 239
$4,000 ~ $6,000 146 17.1
$6,000 ~ $8,000 63 74
$8,000 ~ $10,000 31 3.6
$10,000 ~ 80 9.3
Prefer not to say 143 16.7
Affiliation Staff/Faculty 590 68.9
Graduate 114 13.3
Undergraduate 152 17.8
Major Geography-related majors® 21 25
Otherwise 835 975

a Race categories are not mutually exclusive. b) Geography-related majors
include Geography, GlScience, Urban and Regional Planning, Spatial
Planning, City Planning, Landscape Architecture and Architecture.

trajectories, (2) the type of map: point, flow, kernel den-
sity estimation, minimum convex hull, and standard
deviational ellipse, (3) the scale of the map: city-level
and regional-level, and (4) the number of other people
(i.e., survey participants) displayed on the map: single and
multiple. The amount of private locational information
refers to how much locational information of a person is
displayed on a map. For instance, assume we have two
maps of the same type and on the same scale. If the first
map displays a person’s home location while the second
map displays a person’s daily GPS trajectory points,
the second map displays more private locational informa-
tion than the first map. Table 2 describes the different
combinations of these four map attributes of the 10 maps
used in the online survey. Figures S1 and S2 and Table S1
in the accompanying Supplementary Material provide the
maps and detailed instructions for participants that were
used in Part 1 of the survey.

Note that the private locations and street networks
used in Maps 1 ~ 10 in the online survey are hypothetical
and do not represent any actual private locations of the
survey participants. Specifically, while undertaking the
survey, a participant reports his/her perceived disclosure
risk as if the point in Map 1 (Figure 1(a)) represents his/
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Table 2. A detailed description of the 10 maps used in the survey (Part ).

Map Locational information Type Scale Number of people
Map | Home Point City |
Map 2 Home Point City Multiple
Map 3 Home and workplace Point (flow) City |
Map 4 Home and workplace Point (flow) City Multiple
Map 5 Daily GPS trajectory Point City |
Map 6 Daily GPS trajectory Point City Multiple
Map 7 Daily GPS trajectory Point Regional |
Map 8 Daily GPS trajectory Kernel density estimation City |
Map 9 Daily GPS trajectory Convex hull City |
Map 10 Daily GPS trajectory Standard deviation ellipse City |

her actual home location. Similarly, the participant
reports his/her perceived disclosure risk as if the points
in Map 2 (Figure 1(b)) display his/her home location and
those of other survey participants in the given hypothe-
tical scenario. Although it would be ideal if customized
maps and participants” actual private locations were used
in the survey, we used hypothetical locations because
obtaining participants’ actual private locations, such as
home addresses or daily GPS trajectories, would raise
significant privacy concerns among them and increase
their cognitive burdens in participating in the survey.

Moreover, note that, for some survey items that
might have used technical terms (e.g., kernel density),
the survey items are phrased without using the technical
terms. This is because most of the survey participants
may not be familiar with these technical terms as they
may not come from geography-related fields (Table 1).
Kernel density estimation is simply represented by “the
density of your daily GPS trajectory points.” The mini-
mum convex hull is explained as “the smallest polygon
that includes all the daily GPS trajectory points.” The
standard deviational ellipse is represented by “an ellipse
that shows the general pattern of your daily GPS trajec-
tory points.” The detailed instructions for each map are
provided in Table S1 in the accompanying
Supplementary Material.

Part 2 of the questionnaire aims to answer the second
research question: how do different geomasking meth-
ods affect an individual’s perceived disclosure risk of
a map? Although there are many other existing geo-
masking methods, such as affine transformation and
location swapping (e.g., Armstrong et al., 1999;
Zandbergen, 2014), this research purposefully selects
two geomasking methods: aggregation (point to poly-
gon) and random perturbation (point to point). This is
because each of these methods represents a broad type
of geomasking methods. For example, survey items
about the areal aggregation method explore the per-
ceived disclosure risk of maps when points are replaced
by polygons (i.e., point to polygon). On the other hand,
survey items about the relocation method investigate
the perceived disclosure risk of maps when points are
still displayed as points but at new locations (i.e., point
to point). Thus, by focusing on these two geomasking
methods, we can study how the type of geomasking
methods used may affect the perceived disclosure risk
of maps.

Specifically, regarding aggregation methods (point to
polygon), we examine six different aggregation levels:
1:20, 1:100, 1:200, 1:2,000, 1:5,000, and 1:20,000. For
example, the 1:20 aggregation level indicates that an
individual's private location is displayed in a polygon

LT T 8 -;—,‘
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Figure 1. (a) Map | and (b) Map 2 of Part | of the survey questionnaire.



that also includes 19 other people, and thus the persons’
private location can be identified with a probability of 1
in 20 (5%). With respect to relocation methods (point to
point), we examine five different relocation distances:
100 ft (30 m), 500 ft (150 m), 1,000 ft (300 m), 2,000 ft
(600 m), and 4,000 ft (1,200 m). For example, the relo-
cation distance of 1,000 ft (300 m) indicates that an
individual’s private location is displayed at a new point
that is 1,000 ft (300 m) away from the original point in
a random direction. Figures S3 and S4 and Table S2 in
the accompanying Supplementary Material provide the
maps and detailed instructions for participants that
were used in Part 2 of the survey.

Part 3 of the questionnaire aims to investigate the
third research question: how does an individual perceive
the disclosure risk of a map when the private locations
of socially vulnerable people are visualized? Table 3
presents the 10 scenarios used in this part of the study.
Note that the survey question presents the hypothetical
scenario in which a map displays the fictitious private
locations of socially vulnerable people as other people
(rather than the survey participants themselves). Note
that the study did not recruit socially vulnerable people
as survey participants, although it would be ideal to do
so. Alternatively, we can ask the survey participants to
pretend that they belong to a socially vulnerable group
in each scenario (e.g., asking “what if you are
a patient . .. ”). However, our pilot study that tested
the survey questions found that this scenario was not
as effective as we expected because people found it
difficult or unpleasant as they have rarely imagined
such a scenario. Therefore, the research team decided
to ask people about their discomfort level when the
private locations of “other socially vulnerable people”
are displayed on a map.

Lastly, Part 4 of the questionnaire collects basic
sociodemographic information from the participants,
including gender, age, race/ethnicity, nationality, posi-
tion (faculty, staff, student), academic major, and
income level. Statistical tests are conducted to investi-
gate whether there are significant differences in

Table 3. A detailed description of the 10 scenarios used in the
survey (Part 3).

Scenario Description

SI Cancer patients

S2 HIV (AIDS) patients

S3 Elementary school students

S4 Pregnant women

S5 Elderly people

S6 People who engage in sex with people of the same sex
S7 People in poverty

S8 High-income earners

S9 People who are in alcohol or substance abuse treatment
S10 Randomly selected people
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perceived disclosure risk between participants with dif-
ferent sociodemographic characteristics.

Measurement of an individual’s perceived
disclosure risk of a map

The perceived disclosure risk of a map represents the
extent to which an individual subjectively feels comfor-
table with the map that displays his/her private locations
(Benisch et al., 2011; Groff et al., 2005; Kefller &
McKenzie, 2018; Ketelaar & VanBalen, 2018; Kounadi
et al., 2015). Specifically, the feeling can be positive (i.e.,
comfortable) or negative (i.e., uncomfortable), and the
intensity of the feeling can be strong or weak. Following
an approach in previous studies (e.g., Benisch et al.,
2011; Groff et al., 2005; Kounadi et al., 2015), an indivi-
dual’s perceived disclosure risk in this study is measured
on a scale of 1 to 7, where 1 means “the most comfor-
table” and 7 is “the most uncomfortable.” A scale of 1 to
7 is used in the survey questionnaire to fully capture the
diverse range of the perceived risk levels of the partici-
pants (Bandalos, 2018). Although a scale with fewer
response options (e.g., a 5-point scale) may be preferred
for simplicity, it may not effectively reflect the wide
spectrum of the intensities of the participants” perceived
risk. For example, when a scale of 1 to 5 is used, if
a participant feels discomfort with a certain map, he/
she has only two options (i.e., 4: uncomfortable; 5: the
most uncomfortable), which may not effectively capture
the various intensities of uncomfortableness. Figure 2
illustrates this scale of perceived disclosure risk used in
our online survey.

Moreover, an open-ended question is assigned to
each map/scenario in Parts 1 ~ 3 where survey partici-
pants briefly explain the reason for their responses. The
open-ended questions ask the survey participant why
he/she feels comfortable or uncomfortable with a map
in each questionnaire item. By categorizing the repeated
themes that appeared in the responses, we examine the
primary reasons why the survey participants feel com-
fortable or uncomfortable with a map. Note that, to

345®;@;>
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Figure 2. Perceived disclosure risk that is measured on a scale of
| to 7, using | as the most comfortable and 7 as the most
uncomfortable.
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increase the participation rate, answering the open-
ended questions is optional and thus, not every partici-
pant responded to the open-ended questions.

J. KIMET AL.

Results

The effects of map attributes on the perceived
disclosure risk (Part 1)

First, we examine the effects of the amount of private
locational information displayed on perceived disclo-
sure risk by focusing on Maps 1, 3, and 5. Recall that
these maps are different in the amount of locational
information but are the same in map type (i.e., point-
based), scale (i.e., city-level), and the number of people
displayed (i.e., 1 person) (see Table 2 for a detailed
description of each map). Specifically, Map 5 displays
the most amount of information, followed by Map 3 and
Map 1. As mentioned earlier in the Survey questionnaire
section, since we did not collect the actual private loca-
tions of the survey participants, maps used in the ques-
tionnaire represent hypothetical situations. Thus, while
undertaking the survey, the participants are asked to
imagine that the maps display their actual private
locations.

Figure 3 illustrates the bar graphs that show the
frequency of the discomfort level for Maps 1, 3, and 5.
Opverall, the bar graphs show that the percentage of
people who feel uncomfortable (i.e.,, discomfort level
5 ~7) is the highest for Map 5 (87%), followed by
Map 3 (81%) and Map 1 (74%). Table 4 shows the
descriptive statistics. The average discomfort level of
the participants is the highest for Map 5 (6.2), followed
by Map 3 (5.7) and Map 1 (5.3). Moreover, we investi-
gate whether the pairwise differences between these
three maps are significant. The Wilcoxon signed-rank

Map 1 Map 3 Map 5
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Figure 3. Frequency of the discomfort level in Maps |, 3, and 5
(Note: I: The most comfortable, 4: Neutral, 7: The most
uncomfortable).

Table 4. Descriptive statistics of the responses to the 10 different
maps?.

Level of discomfort®
Maps© | 2 3 4 5 6 7

Map | 4% 7% 7% 9% 20% 21% 33% 53
Map2 12% 15% 14% 13% 16% 16% 14% 4.1
Map 3 3% 4% 5% 8% 1% 24% 46% 5.7
Map4 12% 13% 12% 13% 16% 18% 16% 4.3
Map 5 2% 3% 3% 5% 7% 13% 67% 6.2
Map6 20% 16% 12% 16% 14% 11% 11% 3.6
Map 7 3% 6% 5% 9% 10% 18% 49% 5.7
Map8 10% 10% 10% 15% 17% 17% 22% 4.6
Map9 14% 13% 15% 15% 17% 13% 13% 4.0
Map 10 16% 16% 14% 15% 18% 11% 10% 3.8 1.9
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M denotes Mean, Mdn denotes Median, and SD denotes Standard Deviation.
a) Bold indicates the highest proportion among the responses. b) I: The
most comfortable, 4: Neutral, 7: The most uncomfortable. c) Please refer to
Table 2 for the detailed description of each map.

test is used because the responses are on an ordinal scale
of measurement and the distribution of participants’
responses to each questionnaire item shows strong non-
normality as shown in Figure 3-6 (Privitera, 2011). The
results indicate that the pairwise differences in perceived
disclosure risk between the three maps are statistically
significant (p < 0.001) even after considering Bonferroni
correction.

Therefore, these results suggest that the perceived
disclosure risk of a map increases when the map displays
more locational information. Moreover, the results sup-
port the claim of previous studies that researchers
should pay special attention when mapping detailed
trajectories obtained from mobile devices or smart sen-
sors (Breslin et al., 2019; Seidl et al., 2016; Fuller et al.,
2017; De Montjoye et al., 2013; Wang & Kwan, 2020).

Next, we investigate the effects of the type of map on
perceived disclosure risk by focusing on Maps 8, 9, and
10. Recall that these three maps are different map types
but are the same in scale (i.e., city-level) and the number

Map 8 Map 9 Map 10
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Figure 4. Frequency of the discomfort level in Maps 8, 9, and 10
(Note: I: The most comfortable, 4: Neutral, 7: The most
uncomfortable).
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Figure 5. Frequency of the discomfort level in Map 7 (Note: I:
The most comfortable, 4: Neutral, 7: The most uncomfortable).
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Figure 6. Frequency of the discomfort level in Maps 2, 4, and 6
(Note: I: The most comfortable, 4: Neutral, 7: The most
uncomfortable).

of people displayed (i.e., 1 person). Specifically, com-
pared to Map 5 that displays the hypothetical GPS
trajectories of one participant, each map type is differ-
ent: Map 8 (kernel density estimation), Map 9 (mini-
mum convex hull), and Map 10 (standard deviation
ellipse).

Figure 4 shows the frequency of the discomfort level
for Maps 8, 9, and 10. Compared to Map 5, the perceived
disclosure risks are lower in these three maps. The per-
centage of people who feel uncomfortable (i.e., discom-
fort level 5 ~ 7) is the lowest for Map 10 (39%), followed
by Map 9 (43%) and Map 8 (56%). Moreover, as Table 4
illustrated, the average discomfort level is the lowest for
Map 10 (3.8), followed by Map 9 (4.0), Map 8 (4.6), and
Map 5 (6.2). The pairwise Wilcoxon signed-rank test
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indicates that the pairwise differences between the four
maps are statistically significant (p < 0.001) even after
considering Bonferroni correction. Therefore, these
results suggest that map type is associated with perceived
disclosure risk.

These results imply that, given the current research
practice that visualizes people’s private locations using
points (Haley et al., 2016; Kounadi & Leitner, 2014),
selecting the proper map type can reduce perceived
disclosure risk. For example, converting a point-based
map to a kernel density map can be one of the suitable
options because it provides useful analytical informa-
tion as well as reduces the disclosure risk (Boulos et al.,
2009; Kounadi & Resch, 2018). However, one caveat is
that the kernel density surface may not always be the
best answer because the original points can still be
accurately recovered when the parameters (bandwidth
and cell size) are not carefully selected (Boulos et al.,
2009; Lee et al., 2019; Wang et al., 2019).

In what follows, we examine the effects of map scale
on perceived disclosure risk by comparing Map 5 and
Map 7. These two maps are different in scale (i.e., Map 5:
city level, Map 7: regional level) but provide the same
amount of locational information (i.e., daily GPS trajec-
tory), use the same map type (i.e., point), and display the
same number of people (i.e. 1 person). Figure 5 shows
the frequency of the discomfort level in Map 7.
Compared to Map 5 (87%), it shows that many partici-
pants (77%) still feel uncomfortable but the percentage
of Map 7 is lower than that of Map 5. Table 4 showed
that the average score of Map 7 (5.7) is lower than that
of Map 5 (6.2). The pairwise Wilcoxon signed-rank test
illustrates that the pairwise differences between Map 5
and Map 7 are statistically significant (p < 0.001).
Therefore, the results indicate that the perceived disclo-
sure risk of a regional-scale map is smaller than that of
a city-scale map.

Lastly, we investigate the effects of the presence of the
other people in a map on perceived disclosure risk by
examining three map pairs: Maps 1 and 2, Maps 3 and 4,
and Maps 5 and 6. The maps in each pair of these maps
have the same amount of locational information and are
of the same map type and scale. Figure 6 shows the
frequency of the discomfort level in Maps 2, 4, and 6.
By comparing this with the results revealed in Figure 3,
we observe that fewer people feel uncomfortable with
a map when the hypothetical locations of the other survey
participants are also displayed on a map. For example,
74% of the survey participants feel uncomfortable with
Map 1, while 46% of them feel uncomfortable with Map
2. Moreover, 81% of the survey participants feel uncom-
fortable with Map 3, while 50% of them feel uncomfor-
table with Map 3. Lastly, 87% of the survey participants
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feel uncomfortable with Map 5, while 34% of them feel
uncomfortable with Map 6. The pairwise Wilcoxon
signed-rank test shows that the pairwise differences for
each of these three map pairs are statistically significant
(p < 0.001). Thus, the results indicate that perceived
disclosure risk is lower when people’s private locations
are “diluted” by the locations of the others.

Further, we explore why people feel uncomfortable
with a map that discloses their home location by analyz-
ing their responses to an open-ended question.
Although the open-ended question is assigned to each
map (Map 1 ~ 10), we present the results on Map 1 as it
has the largest number of responses. Since we desig-
nated this open-ended question as an optional question,
about half of the survey participants provided answers.
We read through all responses and categorized them
into several groups that appear repeatedly in the
responses. Figure 7 is a pie chart that illustrates the
categorized primary reason why people feel
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Why do you feel uncomfortable?

R7: 5%
R6: 4%

R5:5% _

R1:27%

R4:13%

R3:19%
R2: 27%

R1 My identity can be easily re-identified.
R2 | dislike a map displaying my home location.

It may lead to unintended consequences.
(e.g., hackers, crime)

It violates privacy in general.

(e.g., consent, law)

Location itself contains too detailed personal
information.

It depends on context.
(e.g., audience, study area)

R7 Others

R3
R4
R5

R6

Figure 7. The primary reason why the survey participants feel
uncomfortable with Map | (n = 330).

uncomfortable (i.e., discomfort level: 5 ~ 7) with Map
1 that displays his/her hypothetical home location
(n = 330). A couple of important observations can be
made here.

First, about 30% of the survey participants feel
uncomfortable because they think their identity can be
easily re-identified. Some participants mentioned that
by using web search engines or online map services,
anyone can easily identify the specific location and street
address. Some of these participants also stated that since
their home location represents their identity, they con-
sider that a map that indicates their home location
discloses their identity even if the map does not specify
their name or other detailed demographic information.
Second, about 20% of these participants reported that
they worry about possible unintended consequences.
For example, some mentioned that strangers may be
able to visit their private locations, which may lead to
safety issues (e.g., crime). They said this situation makes
them feel uncomfortable. Lastly, others mentioned that
their perceived disclosure risk depends on the contexts
of a map, such as audiences and study areas. Specifically,
some mentioned that they would feel more uncomfor-
table if the map is presented in mass media, which is
more accessible by the general public. Others mentioned
that the perceived disclosure risk depends on the study
area where they live. People who said they live in a small
rural community or a suburban single-family neighbor-
hood mentioned they particularly feel uncomfortable
with a map because they can easily be identified from
their small neighborhood. On the contrary, people who
said they live in a high-density urban area or temporary
housing (e.g., a dormitory for students) reported that
they feel less uncomfortable. They mentioned that since
many other people live in the same building (e.g., apart-
ment complex) with them or their home location is not
permanent as they frequently move to new places, they
are less concerned.

The effects of geomasking methods on the
perceived disclosure risk (Part 2)

We first examine how perceived disclosure risk is
affected by the aggregation level using the aggregation
geomasking method. Figure 8 illustrates the frequency
of the discomfort level regarding the six different aggre-
gation levels. Table 5 shows the descriptive statistics. As
the aggregation level becomes higher (i.e., from 1:20 to
1:20,000), the perceived disclosure risk decreases. Recall
that the 1:20 aggregation level means that an indivi-
dual’s private location is displayed in a polygon that
also includes 19 other people, and thus the private loca-
tion can be identified with a probability of 1 in 20 (5%).
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Figure 8. Frequency of the discomfort level regarding 6 different aggregation levels (Note: |: The most comfortable, 4: Neutral, 7: The

most uncomfortable).

Table 5. Descriptive statistics of the responses regarding different aggregation levelsa.

Level of discomfort®

Aggregation Levels | 2 3 4 5 6 7 M Mdn SD
1:20 3% 6% 7% 11% 13% 22% 39% 54 6 1.7
1:100 8% 10% 13% 14% 19% 23% 15% 45 5 1.8
1:200 14% 13% 12% 22% 18% 1% 10% 39 4 1.8
1:2,000 28% 14% 20% 16% 8% 7% 7% 3.1 3 1.9
1:5,000 34% 24% 14% 10% 6% 5% 6% 2.7 2 1.8
1:20,000 55% 14% 7% 9% 4% 4% 5% 23 | 1.8

M denotes Mean, Mdn denotes Median, and SD denotes Standard Deviation. a) Bold indicates the highest proportion among the responses. b) |: The most

comfortable, 4: Neutral, 7: The most uncomfortable.

The results reveal that, at the 1:20 (5%) aggregation
level, 74% of the survey participants feel uncomfortable
(i-e., discomfort level: 5 ~7), but only 13% of them feel
uncomfortable with the 1:20,000 (0.005%) aggregation
level. Similarly, the average perceived disclosure risk of
the 1:20,000 aggregation level is 2.3, which is smaller
than that of the 1:20 level, which is 5.4.

Second, we investigate how perceived disclosure risk
is affected by relocation distance using the relocation
geomasking method. Figure 9 illustrates the frequency
of the discomfort level regarding five different reloca-
tion distances. Table 6 shows the descriptive statistics.
The results indicate that perceived disclosure risk

decreases as relocation distance increases. For instance,
77% of the participants who responded to this part of
the survey feel uncomfortable with a 100 ft (30 m)
relocation distance, while 32% of them feel uncomfor-
table with a 4,000 ft (1,200 m) relocation distance.
Similarly, the average perceived disclosure risk of the
4,000 ft (1,200 m) distance is 3.4, which is smaller than
that of the 100 ft (30 m) distance (5.7).

Based on these results, we suggest tentative aggregation
levels or distances that may seem to be acceptable to some
people. For each aggregation level (or distance), we calcu-
late the ratio of the number of the survey participants who
feel uncomfortable (i.e., discomfort level 5 ~ 7) to that of
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Figure 9. Frequency of the discomfort level regarding 5 different geomasking relocation distances.
Table 6. Descriptive statistics of the responses regarding different geomasking relocation distancesz.
Level of discomfort®
Geomasking Distances | 2 3 4 5 6 7 M Mdn sD
100 ft (30 m) 4% 4% 5% 9% 14% 15% 48% 5.7 6 1.7
500 ft (150 m) 5% 5% 7% 14% 14% 23% 32% 5.2 6 1.8
1,000 ft (300 m) 9% 8% 12% 16% 18% 15% 22% 4.6 5 1.9
2,000 ft (600 m) 15% 15% 13% 16% 14% 1% 16% 39 4 20
4,000 ft (1,200 m) 30% 13% 12% 14% 1% 8% 13% 34 3 2.1
M denotes Mean, Mdn denotes Median, and SD denotes Standard Deviation. a) Bold indicates the highest proportion among the responses. b) |: The most

comfortable, 4: Neutral, 7: The most uncomfortable.

the survey participants who feel comfortable (i.e., discom-
fort level 1 ~ 3). If the ratio is smaller than 1.0, it indicates
that the number of people who feel comfortable is higher
than that of people who feel uncomfortable.

For illustration purposes, we assume that a ratio of
smaller than 1.0 indicates a tentative acceptable aggrega-
tion level or relocation distance. It is worth mentioning
that we do not intend to provide a universal principle for
aggregation levels or relocation distances. Specifically,
acceptable aggregation levels or relocation distances
based on this assumption (i.e., 1.0 as a threshold) may be
used as a reference. If the ratio is 1.0, it indicates that about
half of the people are uncomfortable at the given aggrega-
tion level or relocation distance. Therefore, thresholds that

are smaller than 1.0 would be preferred for studies that
specifically need more rigorous privacy protection.
Figure 10 shows the ratio with respect to aggregation
level and relocation distance. In Figure 10(a), the ratio is
smaller than 1.0 when the aggregation level is higher than
1:200. Thus, it suggests that the range of acceptable levels
can be higher than 1:200. This result thus implies that
census block group (containing 2,000 people on average)
and census tract (containing 5,000 people on average) may
be suitable options for aggregation methods. Moreover, in
Figure 10(b), the ratio is smaller than 1.0 when the reloca-
tion distance is greater than 2,000 ft (600 m). Therefore, it
suggests that acceptable relocation distances are those that
are greater than 2,000 ft (600 m). However, one caveat is
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Figure 10. The ratio of the number of the survey participants who feel uncomfortable (i.e., discomfort level 5 ~ 7) to that of the survey
participants who feel comfortable (i.e., discomfort level | ~ 3) regarding (a) the aggregation level and (b) the relocation distance.

that this is not a golden rule that should always be followed
(Boulos et al., 2009). Recall that, for instance, there are still
13% of the participants who feel uncomfortable with
a 1:20,000 level of aggregation, which is the highest aggre-
gation level used in the questionnaire. In this light, one
possible data collection practice can be that researchers ask
survey participants (whose locational information is being
collected) about which aggregation level or relocation dis-
tance is acceptable to them. Although different people may
have different levels, by obtaining information about the
acceptable levels from all study participants, researchers
can systematically determine an aggregation level or relo-
cation distance rather than determining them arbitrarily.

Lastly, we explore why people feel uncomfortable with
a certain aggregation level and relocation distance by ana-
lyzing their responses to the two optional open-ended
questions in Part 2 of the survey. 161 participants
responded to the open-ended question about the aggrega-
tion method. About 70% of them mentioned that higher
aggregation levels are better because it is less likely their
identity can be estimated. More people (174 participants)
responded to the second open-ended question about the
relocation distance, which may imply their stronger con-
cerns about this method.

For example, about 40% of them stated that the reloca-
tion method itself may be inadequate because of two major
reasons. One reason is that the distances listed in the survey
(100 £t [30 m] ~ 4,000 ft [1,200 m]) are not large enough,
and relocated points can still be located in the same neigh-
borhood where the original points are located, which
makes them feel uncomfortable. The second reason,
which is often ignored by researchers, is that a randomly-
located point may harm or endanger the innocent people
who are falsely indicated by the relocated point, which
causes additional concerns to the participants. These obser-
vations also corroborate the findings of previous studies
that false identification is one of the critical issues in geo-
masking methods and should be avoided (Seidl et al., 2018;
McLafferty, 2004).

The perceived disclosure risk of a map when socially
vulnerable people are displayed (Part 3)

In what follows, we examine how an individual’s per-
ceived disclosure risk is affected when a map displays the
private locations of socially vulnerable people. Recall that
the survey presented 10 different hypothetical scenarios
related to socially vulnerable populations (see Table 3).
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Table 7. Descriptive statistics of the responses regarding 10
different scenariosz.

Level of discomfort®

Scenarios® | 2 3 4 5 6 7 M Mdn SD
SI 5% 5% 4% 18% 14% 17% 37% 53 6 1.8
S2 3% 4% 3% 13% 11% 17% 48% 57 6 1.7
S3 4% 4% 2% 10% 9% 14% 56% 58 6 1.7
S4 4% 4% 4% 15% 12% 16% 45% 55 6 1.7
S5 4% 6% 5% 15% 12% 16% 42% 54 7 1.8
Sé6 5% 4% 2% 15% 8% 16% 50% 57 7 17
S7 4% 4% 6% 17% 14% 20% 35% 53 5 1.7
S8 7% 7% 6% 20% 12% 17% 32% 50 6 19
S9 2% 4% 3% 13% 13% 20% 45% 57 6 1.6
S10 13% 7% 5% 26% 11% 13% 24% 45 4 20

M denotes Mean, Mdn denotes Median, and SD denotes Standard Deviation.
a) Bold indicates the highest proportion among the responses. b) |: The
most comfortable, 4: Neutral, 7: The most uncomfortable. c) Please refer to
Table 3 for the detailed description of each scenario.

Table 7 shows the descriptive statistics, and Figure 11
illustrates the frequency of the discomfort level. In terms
of the average discomfort level, a scenario for which
people are most uncomfortable is a map about elemen-
tary school students (S3; 5.8), followed by HIV/AIDS
patients (S2; 5.7), people who engage in sex with people
of the same sex (S6; 5.7), people who are under alcohol
or substance abuse treatment (S9; 5.7), pregnant women
(54; 5.5), elderly people (S5; 5.4), cancer patients (S1;
5.3), people in poverty (57; 5.3) and high-income earn-
ers (S8; 5.0). In addition, the average perceived disclo-
sure risk of these 9 scenarios is higher than that of the
randomly selected people (S10; 4.5). Moreover, the pair-
wise Wilcoxon signed-rank test results illustrate that the
pairwise differences between each scenario (S1 ~ S9)
and S10 are statistically significant (p < 0.001) even
after Bonferroni correction. Therefore, the results indi-
cate that the perceived disclosure risk of a map display-
ing the private locations of socially vulnerable people is
higher than the maps that display non-socially vulner-
able populations (e.g., randomly selected people).

We further explore why people reported higher per-
ceived disclosure risk regarding socially vulnerable peo-
ple by analyzing the optional open-ended question in
Part 3 of the questionnaire. About half of the 236 parti-
cipants who responded to this question expressed their

worry about unintended negative outcomes, such as
hate crime, discrimination, and stigmatization. Some
stated that the socially-vulnerable groups can be easily
targeted because they cannot defend themselves, which
calls for special attention when mapping their locations.

Survey participants particularly reported that they
feel the most discomfort (i.e., highest perceived disclo-
sure risk) with a map that displays the private locations
of younger children among all the scenarios investigated
in the survey. They reported that this is because younger

children are more vulnerable to unintended negative
outcomes (e.g., a crime like kidnapping or molesting)

than the other socially-vulnerable populations investi-
gated in the survey. However, others stated that some
maps can be useful for public policy purposes. For
example, a map of cancer patients may provide useful
insights into public health, and a map of the poor or the
elderly may be informative for knowing the people in
need of certain social services.

Therefore, the results imply that researchers should
exercise special care when mapping the private locations
of the socially-vulnerable populations (Breslin et al.,
2019; Duncan et al., 2016; Fuller et al., 2017; Leitner &
Curtis, 2006; Mirzazadeh et al., 2014). Specifically, by
comparing the 10 different scenarios, a map displaying
the private locations of elementary school students
reported the highest perceived disclosure risk.
Considering the recently growing attention in children’s
behavior studies (e.g., McCarthy et al., 2017; Stark et al.,
2018), the results imply that researchers should be more
careful when visualizing the home or activity locations
of children.

Perceived disclosure risk with respect to
sociodemographic characteristics (Part 4)

In this subsection, we examine the association between
perceived disclosure risk and sociodemographic charac-
teristics. To begin with, we calculate each participant’s
composite perceived disclosure risk score by adding
each response item in Map 1 through Map 10 in Part
1. We did not include items from Part 2 and Part 3
because the main objectives of those parts are specific
(e.g., the effects of geomasking and the socially-
vulnerable people) rather than investigating the per-
ceived disclosure risk of maps in general. The possible
maximum composite score is 70 because each item is
measured on a scale of 1 to 7 (i.e., 7 € 10), while the
possible minimum composite score is 10 (i.e., 1 € 10).
Cronbach'’s alpha of the 10 items is 0.924, indicating that
a set of items are closely related as a group (i.e., high
internal consistency). We calculate the perceived disclo-
sure risk score of the 856 participants. The average score
is 47.19, the median score is 49.00, and the standard
deviation is 14.3. The minimum score is 10, while the
maximum score is 70.

Next, we investigate the perceived disclosure risk
score in terms of sociodemographic characteristics of
the survey participants. Since the results of Shapiro-
WilK’s test suggest that the perceived disclosure risk
scores are not normally distributed (p < 0.001), we
employ the Mann-Whitney U test to investigate the
effects of gender, race, position (faculty/staff or student),
residence status (U.S.-born people or foreigners), and
major (Privitera, 2011). For investigating the effects of
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Figure 1 1. Frequency of the discomfort level regarding 10 different scenarios.

age and income level, we calculate the Spearman corre-
lation coefficient (Privitera, 2011). Table 8 shows the

results.
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The results of the Mann-Whitney U test in Table 8
show that the perceived disclosure risk score is signifi-

cantly greater among faculty/staff members compared
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Table 8. Descriptive statistics of the perceived risk score in terms of participants’ sociodemographic characteristics and results of the

Mann-Whitney U tests.

M Mdn SD M Mdn SD p*

Gender Female (n = 503) Male (n =302)

47.0 48.0 13.1 46.3 48.0 15.8 0.563
Race White (n = 599) Nonwhite (n = 206)

47.2 49.0 13.9 44.9 46.0 14.9 0.025
Affiliation Faculty/Staff (n = 590) Student (n = 266)

48.0 50.0 14.5 453 46.5 13.6 0.001
International U.S.-born (n = 789) Foreigner (n = 67)

47.5 49.0 14.0 43.8 45.0 16.5 0.042
Major® Non-geography (n = 835) Geography-related majors (n = 21)

47.2 49.0 14.3 46.8 50.0 13.8 0.788

M denotes Mean, Mdn denotes Median, SD denotes Standard Deviation, and p denotes p-value. a) Mann-Whitney U test results. b) Geography-related majors
include Geography, GlScience, Urban and Regional Planning, Spatial Planning, City Planning, Landscape Architecture and Architecture.

to students (p < 0.01). One possible explanation is that
faculty/staff members may be more concerned and
aware of (geo)privacy issues because they may have
participated in ethics training or are involved in the
IRB process more regularly and actively than students.
Moreover, the results indicate that the perceived disclo-
sure risk score of U.S.-born participants is significantly
greater than that of non-U.S.-born participants (for-
eigners) (p < 0.05), and the perceived disclosure risk
score of white people are also significantly greater than
that of nonwhite people (p < 0.05). One possible expla-
nation is that faculty/staff members largely consist of
white and U.S.-born people. For example, among the
266 students in our sample, 12% (n = 31) of them are
foreigners, and 42% (n = 112) of them are nonwhite. On
the contrary, among the 590 faculty/staff members in
the sample, only 6% (n = 35) of them are foreigners, and
only 16% (n = 94) of them are nonwhite. In other words,
the proportions of students who are foreigners and
nonwhite people are higher than those of faculty/staff
members.

Furthermore, there is no significant difference in the
perceived risk score in relation to gender and major. One
might expect the opposite result in terms of major because
people with a geography-related major may have funda-
mental mapping and spatial analysis backgrounds, which
may lead to their high perceived disclosure risk. One
possible explanation is that the number of people with
a geography-related major is too small in our sample
(n=21, 2.5% of all participants), which may not allow us
to capture the trend of the geography-related participants.

Lastly, the Spearman correlation coefficients show that
the correlation between the perceived disclosure risk score
and age is weak but significant (rs % 0:076, p < 0.05), but
the correlation between the perceived disclosure risk score
and income level is insignificant. One possible explanation
is that faculty/staff members, who reported high perceived

disclosure risk, are older than students.
However, one caveat is that this analysis is based on
a limited number of sociodemographic characteristics of

the participants. Since the sample is recruited from the
university population, the percentage of high-income and
educated people in the sample may be higher than that of
the general public. Also, some groups include only
a smaller number of participants (e.g., people with geo-
graphy-related majors), which may lead to limited repre-
sentativeness of these groups in our study. Moreover, the
linear regression model results (not presented here) illus-
trate that there are no significant associations between the
perceived disclosure risk score and each sociodemo-
graphic variable when all other variables are controlled.
Therefore, future studies should address this issue by
using participants with more diverse backgrounds to
investigate the association between perceived disclosure
risk and sociodemographic characteristics.

Conclusion

This research examines how people subjectively per-
ceive the disclosure risk of maps by conducting an
online survey. The results indicate that perceived dis-
closure risk increases as the amount of locational infor-
mation displayed on a map increases. Compared to
point-based maps, perceived disclosure risk is signifi-
cantly lower for kernel density maps, convex hull maps,
and standard deviational ellipse maps. The results also
reveal that perceived disclosure risk is affected by map
scale and the presence of the locational information
about other people on a map. With regard to the effects
of geomasking methods, perceived disclosure risk
decreases as aggregation level increases and as reloca-
tion distance increases. Lastly, the perceived disclosure
risk of a map that displays socially-vulnerable people is
significantly higher than that of a map that displays
non-vulnerable groups. Specifically, a map displaying
the private locations of elementary school students has
the highest perceived disclosure risk.

Based on these results, we propose some tentative
guidelines for geoprivacy protection that consider peo-
ple’s perceived disclosure risk. Researchers also should be



encouraged to fully understand the unique contexts of
their studies in which people’s private locations are
mapped. (1) To visualize the point patterns of the location
of people (e.g., survey participants), a kernel density map
may be recommended rather than a point-based map that
directly displays the points. However, we urge researchers
to pay special attention to carefully selecting parameters
(e.g., bandwidth and cell size) and trying different com-
binations of parameters to reduce the possibility of suc-
cessful spatial reverse engineering which may occur if the
parameters are improperly selected. (2) To visualize the
flow of people (e.g., commuting pattern), using aggre-
gated cells or polygons that each includes enough number
of people for the origin/destination points of a flow may
be recommended. Based on the results of this study,
including at least 200 people may be recommended, but
researchers should carefully consider the unique context
of their study. (3) To display the daily GPS trajectories of
one person as an illustrative example, a standard devia-
tional ellipse map may be the most recommended, fol-
lowed by a minimum convex hull map and a kernel
density map. However, when using a kernel density
map, researchers should pay attention to the caveat men-
tioned in Guideline (1) above.

We also offer the following suggestions related to
geomasking methods: (1) The aggregation method may
be preferred when compared to the relocation method
(e.g., affine transformation and random perturbation) for
avoiding the false identification of individuals. (2) For the
aggregation method, aggregation levels higher than 1:200
may be acceptable. For example, census block groups
(containing 2,000 people on average) and census tracts
(containing 5,000 people on average) may be one of the
acceptable options. However, researchers should carefully
consider the unique context of their study. (3) For the
relocation method, relocation distances greater than
2,000 ft (600 m) may be one of the acceptable options.
However, researchers should carefully consider the
unique context of their study. (4) The best practice may
be to ask survey participants (whose locational informa-
tion is collected) in advance to know which level or
distance is acceptable to them.

Lastly, we provide some guidelines for mapping
socially-vulnerable people: (1) The aggregation method
(point to polygon) with a proper aggregation level may
be recommended rather than the relocation method
(point to point). (2) The socially-vulnerable groups
that need the most attention are elementary school
students, followed by HIV/AIDS patients, people who
engage in sex with people of the same sex, people who
are in alcohol or substance abuse treatment, pregnant
women, elderly people, cancer patients, people in pov-
erty, and high-income earners. However, researchers
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should carefully consider the unique context of their
study.

The results of our research also provide some impor-
tant insights into mapping infectious diseases such as the
COVID-19 (the novel coronavirus disease of 2019) pan-
demic in 2020. During the pandemic, mapping the infec-
tious disease is one of the effective ways for public health
authorities to communicate with the general public
(Blendon et al., 2008; Boulos & Geraghty, 2020). For
example, some countries like South Korea publicly
released maps with great detail (e.g., building-level reso-
lution) that display a patient’s trajectories of several days
before he/she is diagnosed with COVID-19 (Sonn & Lee,
2020). The rationale behind releasing such maps is that,
by referring to the maps, people who might be in close
contact with the infected person would know that they
might be infected too and thus should be tested, which
may play a critical role in controlling the pandemic (Wu
& McGoogan, 2020). On the contrary, despite the poten-
tial social benefits of mapping patients” trajectories and
making such maps publicly available, some countries
decided not to release the trajectories because such dis-
closure may seriously violate patients” geoprivacy. For
instance, as suggested by the results of Part 3 in this
research, the geoprivacy of disease patients is especially
important and should be carefully protected to avoid
unintended negative consequences, such as stigmatiza-
tion and discrimination.

All things considered, to effectively control a pandemic
like COVID-19, it may be critical to balance between
promoting public health (by releasing information) and
protecting geoprivacy (by geomasking information) rather
than exclusively choosing one over the other (Halpern,
2020; Harari, 2020). In this light, conducting surveys that
are similar to ours may provide important insights into
how public health agencies can wisely balance between
disease control and geoprivacy protection. For example,
as suggested by the results of Part 2 in our survey, public
health agencies may consider applying geomasking meth-
ods to maps in order to protect the geoprivacy of patients
while still providing useful information to the general
public. However, we do not intend to argue that our results
can be directly applied in public health contexts. Instead,
we suggest that public health agencies may consider con-
ducting surveys that are similar to our research before the
next pandemic so that they can be fully prepared before an
outbreak.

However, this research has several limitations that
future studies should address. First, this research exam-
ined the perceived disclosure risk of a map displaying the
private locations of the socially-vulnerable populations in
a hypothetical setting. However, the responses may be
biased because they do not reflect the perceived disclosure
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risk of actual socially-vulnerable people. Second, this
research did not evaluate the impact of other geomasking
methods, such as affine transformation and location
swapping, on participants’ perceived disclosure risk.
People may perceive disclosure risk differently when
a different geomasking method is applied to a map. For
example, the location swapping relocation method selects
new relocated points that are already inhabited (Zhang
et al., 2017). Thus, considering the survey results that
people particularly feel discomfort with this kind of
maps because of the possibility of falsely identifying
innocent people, people may have higher perceived dis-
closure risks with the location swapping method than the
random perturbation method. Therefore, future studies
should examine the effect of various geomasking methods
on the perceived disclosure risk of maps. Moreover, the
perceived disclosure risk measured in the survey may be
inflated because people’s opinions on locational privacy
may be reinforced while conducting the survey (Seidl
et al., 2020). Future studies might explore experiments
to test alternative sets of wordings of the survey items to
optimize results and to test for any bias.
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