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Abstract—Cities have circumvented privacy norms and de-
ployed sensors to track vehicles via toll transponders (like E-
Zpass tags). The ethical problems regarding these practices
have been highlighted by various privacy advocacy groups. The
industry however, has yet to implement a standard privacy
protection regime to protect users’ data. Further, existing risk
management models do not adequately address user-controlled
data sharing requirements. In this paper, we consider the
challenges of protecting private data in the Internet of Vehicles
(IoV) and mobile edge networks. Specifically, we present a
privacy risk reduction model for electronic toll transponder
data. We seek to preserve driver privacy while contributing to
intelligent transportation infrastructure congestion automation
schemes. We thus propose TollsOnly, a fully homomorphic
encryption protocol. TollsOnly is expected to be a post-quantum
privacy preservation scheme. It enables users to share specific
data with smart cities via blockchain technology. TollsOnly
protects driver privacy in compliance with the European General
Data Protection Regulation (GDPR) and the California Consumer
Privacy Act.

Index Terms—IoV Privacy, Mobile Cyber Physical System, Ho-
momorphic Encryption, Vehicle Data Privacy, Toll Data Privacy.

I. INTRODUCTION

Companies, governments and consumers claim ownership
of data generated by vehicles in Internet of Vehicles (IoV).
Specifically, they claim ownership of the data sent by elec-
tronic transponders like those used in electronic toll collection
(ETC) systems. Most ETC’s leverage international standards
such as ISO/IEC 18000-63 [3], [24] and E-Zpass, Nation-
alPass in North America. These ETC systems are intended
to make toll collection easy and reduce congestion on toll
based roads. However, these transponders transmit sensitive
data that could be correlated to a user and track a driver’s
location since they are often interrogated at more than just
toll booths. For example, in New York City, it was discovered
that vehicle-to-infrastructure (V2I) road side units (RSU) were
distributed throughout the city and probed the toll transponders
that users thought were used only at toll booths [35]. This led
to demands for solutions by privacy advocates [20]. Several
compounding issues have motivated this research. First, US
federal law [2] made interoperability of ETC’s mandatory
in July 2016. As a result, several US state agencies issued
requests for proposals (RFP’s) including [23] [41] [42] for
transponder toll systems that could collect and share data. They
mandated compliance with the 6C Toll Operators Coalition
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(6C TOC) AVI Transponder Programming Standard [3] which
explicitly provides no encryption. The European Union has
mandated privacy-by-design in their GDPR [11]. The US state
of California Consumer Privacy Act (CCPA) mandated that
users be able to control their data [59] in IoV [52]. Thus, this
research sought to find an engineering solution that reduced
privacy risk, met regulatory requirements, and enabled users
to control how their toll data was shared.

We leverage the Homomorphic Encryption (HE) as a
privacy-preserving security solution for possible post-quantum
protection. The security of prevailing encryption schemes like
ECDSA [25] and RSA [54] are expected to be reduced in lieu
of cryptanalysis attacks that leverage quantum computing [7].

Ideal-lattice based HE cryptography, [21], some might ar-
gue, is overkill to use since it is so computationally heavy. This
argument holds some credence considering that other privacy
invading techniques like cameras and license plate readers
persist. However, toll tags are unique in that they carry data
with them about where the driver has been. Data written to the
last toll field in toll tags can be used to track a user. Further,
considering that people rarely “upgrade” their toll tags, key
management in a lighter crypto solution would still be an
unmanaged issue. If an attacker with quantum computing was
able to data mine toll tag data collected via a rogue reader, a
map could be made of not just where the rogue readers exist,
but where drivers had been. Thus a post-quantum solution is
required.

In this paper, our technical contributions are as follows: a)
we propose a novel privacy risk assessment model that can
be used to validate the efficacy of privacy in the Internet
of Vehicle and sharing controls in toll transponders; b) We
validate the proposed model by demonstrating the extent to
which risk is reduced with varying levels of encryption up
to lattice-based [21] fully homomorphic encryption (FHE)
[15] as implemented with the Palisade library [7], [10]. We
present TollsOnly as a technique for transponder owners to
anonymize transponder data with post-quantum cryptography
while still contributing to the local traffic management regime;
and c) Lastly, we introduce a method to enable drivers to share
their data in accordance with laws like [59] enabling them to
monetize their driving data. Furthermore, We developed an
objective rating system with a good Risk Assessment Model
for privacy of toll data (RASM), Driver Privacy Protection
(DPP) and Driver Controlled Sharing capabilities (DCS), we
assign an integer between 0 and 5. When an approach meets all
of the criteria, the following values are achieved RASM =5,
DPP =15, and DCS =5 and 0 otherwise.



The remainder of this paper is organized as follows: In
Section II, we describe a typical system model. Section III
presents the proposed TollsOnly solution. In Section III, we
present related work. Section IV presents the proposed privacy
model followed by FHE in TollsOnly. We present numerical
results in Section V. Finally, Section VI concludes the paper.

II. SYSTEM MODEL

A. Typical Electronic Toll Collection (ETC) System

This research focuses on a variant of vehicle-to-
infrastructures, V2I. We target transponder systems that use
UHF RFID as defined by ISO 18000-63 [24] and the EPC
UHF Gen2 Air Interface Protocol [17]. We concentrate on the
security of the data transmitted by 6¢ compliant transponders
[3]. The 6¢ standard is specifically called out in most ETC
deployments in the North America today.

6¢ systems operate in the 902-960 MHz radio frequency
range which transmits enough energy to power up transponder
tags when they come within range of a reader (interrogator).
That is, the power radiated towards the transponder (forward
link) causes it to power up and begin broadcasting its data (Fig.
1) to any reader in range via its reverse link. Typical tags have
no energy and thus are designed to be activated only within a
short range (from 7 to 12 meters) from the reader. Externally
powered tags are able to be read from even as far as 25 meters
[19].
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Fig. 1. Current State: Rogue tag reader steals private data

B. Sensitive Data

The data transmitted from the tag includes multiple unique
pieces of data that can be used to track a vehicle and can be
correlated to vehicle owner:

o Transponder ID (TID): a unique 64-bit transponder id

o 28-bit transponder serial number: comprised of 268 435
456 possible pre-defined values

o 16-bit SHA-1 hash: used to validate that vehicle de-
scription data (unique item identifier) that contains the
transponder serial number is unchanged

e Previous Toll Zone and read/write date/time (PT and
Time)

C. Target Problems

Fig. 1 shows the current tag reader infrastructure enables
easy compromise of private toll tag data. That is, any attacker
could place a UHF reader even inside a neighboring building
window and send a 950 MHz (to accommodate for further
distance) UHF power signal towards street traffic which would
result in all toll tag data being captured. Existing risk models
[28], [51] are insufficient to address risks related to toll tag
collection and sharing because of the following concerns that
we address in this paper:

o Transponders transmit details to any UHF reader in range,

even rogue RFID readers.

o The [17] standard states that authentication is optional.

o Encryption in the 6¢c standard devices is explicitly not

included. Thus nothing prevents any of this data from
being read by any rogue actor with a reader. If encryption
is enabled in any system that uses the 6¢ standard within
the USA, it would not be interoperable, and thus violate
the federal mandate. V2I readers read all data.

o UHF readers can be physically located anywhere within

range

« To prevent data leakage & billing, drivers must physically

hide the transponders in a RFID shielded case, like
thieves [53] [8]. This method may not be practical since
it requires users to remember to hide and unhide while
driving.

« No known V2I deployments allow users to control with

whom their data is shared and for what length of time.

III. RELATED WORKS

Privacy issues related to RFID based ETC have been well
researched for decades. Only a few attempted to provide a
comprehensive solution. In this section, we present related
state-of-the-art approaches. One of the earliest works on RFID
security [57] presents a clear category of security risks of
RFID without mathematical model to assess privacy risks and
did not offer a solution for user-sharing controls. In [17] the
authors provide a security risk & control methodology for
the risk of rogue tag readers and data leakage. Work in [29]
provided a security risk & controls methodology for vehicle
tracking issues. The work in [51] stated that the threat levels
are relative to the proximity of a reader since RFID tags are
powered by energy from the reader. Although [48] offered
no risk assessment model to protect driver privacy using a
somewhat homomorphic encryption commitment process. The
work in [6], [48] were earliest uses cases of homomorphic
encryption for V2X data where GPS data from toll data.
However, the design favored the Toll controller and not the
driver since the physical location of the data reader provides
location of the vehicle. Thus, encrypting the GPS data in the
target problem was a step in the right direction but it was
not enough. Further the on-board unit they proposed still left
the traceable data readable. Similarly, the work in [38] focused
on preserving the privacy of toll collection locations not driver
privacy. The encryption mechanism, zero knowledge proof was
relative to sharing traveled segments.



In [14] toll privacy was addressed from a legal perspective.
Their solution, public disclosure, addresses only the notifica-
tion aspect which is in alignment with our baseline assumption
of = 3, i.e. driver is informed of data sharing. In [26] a
wide breadth of vehicle data sharing concerns was explored.
The paper however only presented a blockchain-based data
sharing idea. It did not provide a mathematical model or details
of user-controlled data sharing, encrypting user data, or risk
management.

Although the work in [27] presented a thorough distributed
storage and decentralized information sharing platform, it
failed to give user control of the sharing. The work in [31]
presented a expiry mechanism for IoT end-to-end encryption.
The [49] paper presents a method to share V2X data in general
using blockchain. It addressed security controls including
encryption, but it did not address privacy of toll data, nor
did it present a risk reduction model. The blockchain sharing
mechanism did decentralize control of the data, but it failed to
put the user in control of sharing. The work in [62] presented
driver privacy protection, however, it has an inherent weakness
since it was designed specifically to enable the authority to
trace the real identity of the toll tag and the driver. In [36],
a light security and privacy framework was discussed but
their solution focused on removing vulnerabilities and not
directly preserving data privacy. Work in [22] proposed an
innovative scoring mechanism to provide access to Industrial
IoT data that is saved on a blockchain. The paper [32]
approached privacy in smart devices, including toll tags, from
an economic perspective. It did not offer a risk assessment.
Authors of [58] presented a method to leverage homomorphic
proxy-reencryption with a detailed crypto model to protect
user privacy. Table IV summarizes the state-of-art review and
compares the proposed TollsOnly approach in the scale of 0
to 5 for RASM, DPP and DSC.

IV. THE PROPOSAL SOLUTION AND DESCRIPTION

Step 1. Assess: We first define a model for current risks to
gauge adherence to privacy norms, laws, and to understand
what controls are required. The current risk models are not
sufficient to meet TollsOnly privacy needs so we propose our
own.

Step 2. Preserve: To solve the issue of toll data confidential-
ity, we propose TollsOnly, a tool that leverages HE to encrypt
specific toll data elements and provide privacy.

Step 3. Share: TollsOnly can share some data to law-
enforcement (as required by various laws), and place all data
in a monetized digital twin (e.g., [37]) of the toll tag on
blockchain to enable timed access to toll tag data. Table I
summarizes the controls implemented with the TollsOnly
solution.

The proposed privacy preserving solution and sharing model
are illustrated in Fig. 2 and detailed in Sections IV-B and I'V-C.

A. Privacy Risk Assessment

1) Risk Assessment Model: We approach this as a security
engineering problem with a design goal of reducing risk levels.

TABLE I
CONTROLS FOR TARGET SENSITIVE TRANSPONDER DATA

[ Toll Tag Data |

Transponder ID
(TID)

Proposed Protection |

Encrypt, store on digital twin (DT) on block
chain, enable monetize timed access, securely
compare to Law Enforcement Target (LETarget)
with in-fog HE, share on Law Enforcement
Blockchain (LEBlock)

Encrypt, store on DT enable monetize timed
access, securely compare to LETarget with HE,
share on LEBlock

Recompute with based on new encrypted TID.
Store on DT

Encrypt, UPDATE DT and monetize

28-bit transponder
serial number

16-bit SHA-1 hash

Previous Toll Zone
and read/write
date/time (PT and
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Fig. 2. Proposed: TollsOnly privatize() function saves FHE encrypted toll tag
data to a digital twin on blockchain. A POCI buyer uses TollsOnly dApp to
pay for access to data, and to retrieve the data using ephemeral Shared Key

We thus define the target risk as the probability, R, of a privacy
breach in which the plain text tag data can be viewed by
an honest-but-curious (HBC) attacker who has access to read
memory or transmitted data anywhere along the transmission
path. We leverage [28] as the standard information security
risk equation in (1):

R = Impact x Probability x Threat (1)

For the sake of this research, we consider the scenario where
tag reader equipment is permanently deployed as infrastructure
without being at legitimate toll ways, as is the case in various
locations in NYC [20]. We assign a value of 1 to threat for
this scenario. That is, in the context of tags, a threat exists,
in which case threat = 1 as indicated in [51], or does not
(i.e. no tag readers within range), threat = 0. We also assign
100% to probability in the target use case resulting in (2):

R = PrivacyImpact x 100% x 1 ()

2) Privacy Impact: Considering that current European law
and California law imposes heavy fines on companies that



fail to prevent privacy breaches and that fail to prevent users
from being able to control their personal data, we propose
that Privacy Impact, I, is a function of data type, T; impact if
privacy was breached, B; and impact if data was not shareable,
Q. To scale the resulting impact, we divide the whole result
by the maximum values of each t°,B’,{)’ as formally defined
in (3).

I(1,B,Q2) = 7x(B+Q)
7Tx (B+Q) 3)

7 x (B + )

Data Type, Breach, and Sharing Requirements: Data Type,
T, is assigned a value of 7 = 0 if the data contains no private
data at all. We assign a value of 7 = 1 if the data contains
location details or can be correlated to location details. 7 = 2
if that piece of data directly reveals identity, is correlatable to
identity, or is itself raw personal biometric data that could be
used to digitally represent a user, like EEG signatures. Tt is
formally defined in (4).

TELI0OSTL2 “4)

We describe the impact of privacy breach, B, in Table II.

TABLE I
PRIVACY BREACH IMPACT

Breach | Description Example

Impact

B=0 No impact if breached, i.e. | Transponder model number
data is not sensitive posted online

B=1 If data were breached, low | single data point car weight
likelihood of it correlating | posted online
back to a specific driver or
tracking a driver’s patterns

B=2 A targeted effort with Transponder ID, car color,
significant resources may Previous Toll Zone and
be able to correlate some read/write date/time posted
piece of data back to a online
subset of drivers or able to
be used to track a subset
of drivers driving patterns

B=3 Driver data and patterns GPS data, Transponder
may be discerned by an customer name stored in city
honest-but-curious admin. database

B=4 Not Private. All is Transponder ID, Previous Toll
plaintext and might be Zone and read/write date/time,
seen and shared by anyone | GPS data, Transponder
that stumbled upon it. customer Name, billing info

stored in an insecure AWS
container.

B is formally defined in (5).

BeZ|0<B<4 5)

The Impact of a solution’s inability to enable users to share
their data, €2, is summarized in Table III.
Q is formally defined in (6).

QezZ|0<n<4 (6)

TABLE III
USER SHAREABILITY REQUIREMENTS
Shareability Description
Impact
Q=0 User can control with whom and for how long
data can be shared.
Q=1 User can control with whom OR for how long
data can be shared, but not both.
Q=2 User can only control who can access the data
but not for how long
Q=3 User is informed of data sharing but the only
option to prevent breach is to not use the toll tag
Q=4 User has no control or knowledge of data sharing

3) Privacy Controls: We strive to reduce the impact of

privacy breach and non-shareability to 0. Our privacy model
(11), is thus a function of 1, p, and 2 as well as Data Transition
Types, A (7), User Control, u(8), and Control Type, x (9) where
each are formerly described herein.
Data Transition Types: Data Transition Types, A, represent
the transition state of the data. This is important because
different measures might be used at different states to protect
the data. Although we are focused on the data-in-compute
case, we define all three for completeness. We assign a value
of A = 1 if the data is stored, A = 2 if data is in transit, i.e.
being communicated over some transmission media, like the
UHF frequency, or A = 3 for data-in-compute, (7).

ANEZ|1<A<3 )

User Controls: User controls, v, represent the controllability
factor required by a growing number of governments. We
assign v = 0 if the user has no control of what data is shared.
We assign v = 1 if the user can control which data points get
shared but without any other restrictions. v = 4 is assigned
if the user can control which data points, with whom it is
shared, and for how long the data is shared. A value of v =5
is assigned if the user can also assign an expiration on the
data, assuming the start time to be when the data is shared.
We thus give (8) as the formal definition for v

vEZ|0<v<5 (®)

Encryption Control: Encryption Control Type, %, represents
the strength of protection being provided. The lowest level,
x = 0, indicates that the data is raw or just encoded, as
in the current state of toll tags. x=1 suggests that the data
is protected by some simple cipher, like a Caesar cipher
which is marginally better than simple encoding, but easily
crackable. x = 2 is assigned for a linear algorithm like
DES [40]. kK = 3 is assigned to logarithmic algorithms like
Elgamal [13] or an elliptical curve cipher (ECC), like [25],
or partially homomorphic like Pallier [45]. x = 4 is assigned
if somewhat homomorphic encryption (SWHE) is employed.
x = 5 would indicate that FHE with lattice is employed. We
formally describe % in (9)

KEZ|0<K<H ©)



Complete Privacy Controls: We thus formally express pri-
vacy controls in (10)

p(T, A\ U,6) =7 X A(v+K) (10)

And when summed with our original risk model, we derive
the resulting residual risk R, after applying the privacy
controls, as expressed in (11):

T x(B+Q)
T x (B + Q)

B. Privacy Preservation

—7XA(v+K) (11)

Now that we have established the need for strong quantum
safe crypto to effectively preserve toll tag owners’ privacy,
in this section, we describe a TollsOnly prototype that would
reduce the risk of privacy breach.
1) FHE Model: We build our model on Gentry’s FHE
model [15] to gain multiple HE operations. We incorporate
features found in CaseGHX [7], to take advantage of fast
additive operations with symmetric encryption schemes that
use multiple algorithms. TollsOnly is comprised of several
algorithms. The FHE stack includes genKey(), a function that
generates a single-use symmetric shared key (sk). We used
shared secrets/shared keys since we did not want to rely on a
centralized trust authority and with only a single key, greater
efficiency exists over ones that needed to handle multiple key
exchanges. genKey() is called twice: (1) to produce the actual
key to perform the encryption, and (2) to produce a secret
bootstrapping key (bk) that will be used during timed access
to the data for FHE key refresh. BK will also be used for
computations by 3rd parties who wish to access the private
data. This process is described further in (IV-C).
The next algorithm is the encrypt function, fheEncrypt(),
that encrypts arbitrary values like xq,29,..., etc., us-
ing sk deriving ciphertext {a},x},...,2],} such that when
fheEncrypt(sk, (x1,x2, 3,24, 25)) is tan, all x’s are the
results of a FHE operation. We encrypt with CaseGHX using
these steps:
1) Encoding the toll tag data in bulk as vectors, V, of length
n = 2 (chosen based on CaseGHX recommended
parameters) with our k = 4-bit entries producing V; €
0,2% — 1. We chose 4-bit entries to take advantage of
the smaller cipher expansion factor.
2) We then transform these vectors, V, into polynomial
messages, m(V) = S0 Vi x Vi

3) We then encrypt these messages using our fheEncrypt()
function to produce Ring Learning With Errors (RLWE)
ciphers, o = (a(V);b(V)), as indicated in 12

fheEncrypt(sk;m(V)) — o (12)

TollsOnly also implements an evaluation function, theEval(),
which evaluates Boolean multiplication functions while pro-
cessing ciphertext. Legitimate city planners would have a
blockchain app that used the theEval() function to unpack the
RLWE ciphers, though it could also be built into RSU’s or their
cloud counterparts. theEval() produces Learning With Errors
(LWE) ciphers, o, for each message m(V): ¢; = o,(V;).

The blockchain app would use fheFwval to process our
multiplication function MultiF() with ftheEval(sk, x1°, x2°, x3’,
x4’, x5°, MultiF()) which generates the encrypted results of
computation, MultiF(x1, x2, x3, x4, x5).

2) Device Specifications: TollsOnly is a powered container
that holds the toll tag. It does not have the limitation of non-
powered RFID tags, and thus can easily perform the compu-
tations in a reasonable amount of time. TollsOnly regularly
updates its local database of known toll locations from public
information using existing toll API services like those used
by Waze, Waymo, Here, etc. When TollsOnly detects that it
is within range of a legitimate toll, it proxies the conversation
with the reader, responding with all the same data that the tag
would send in an unencrypted format. The data is proxied as-is
rather than just cloned and transmitted to avoid being flagged
as a fake and have the transponder blacklisted. At any other
location, TollsOnly transmits fake data, storing the encrypted
version of the toll tag data on the blockchain.

3) Infrastructure Changes: Modifications to infrastructure
are required to support the TollsOnly protocol to retrieve valid
data if the user desires to do so. Otherwise, the anonymized
data sent will suffice for traffic counting. It is theorized
that two fog-based features could be implemented: homomor-
phic encryption for enhanced watch-list validation for law
enforcement, and a blockchain-based data sharing platform
for maintaining a single-use digital twin. This paper presents
details of the digital twin use case.

4) Data I/0: TollsOnly uses as its inputs, the sensitive
transponder fields described in Table I. It outputs 3 datasets.
Dataset (a) is the encrypted data sent to the UHF reader.
Dataset (b) is the blockchain locator for the decrypted dataset
version of the dataset, to enable direct access as an alternative
to using [12] POCI-based method. Dataset (c) is encrypted
dataset placed on the blockchain as a digital twin.

5) Palisade Library: We initially used the Palisade frame-
work because it leveraged quantum-safe lattice operations. As
was demonstrated by [21] [18] [55], lattice-based encryption
is provably quantum safe as indicated in the referenced ar-
ticles. We preferred a quantum-safe model, over traditional
crypto solutions, because it offered privacy protection for the
foreseeable future, even when quantum-computers become
a prevalent threat. Another reason we used the palisade
framework was that we were able to extend and adapt the
lattice cryptography library to protect V2X data with fewer
computations and theoretically less compute resources than
other frameworks. Specifically, Palisade provided functions to
ensure FHE-level privacy and sharing for toll tag data using
Proxy Re-Encryption like those implemented in [4], [16], [30],
[43], [50], [62].

Palisade made it possible, theoretically, to implement any
scheme, including CaseGHX. It handled the encoding leaving
the higher-level lattice-crypto mathematical building blocks
alone at the lattice-ops layer. For simulations, TollsOnly lever-
aged the NTL with GMP libraries for the low-level generic
mathematical operations, such as multi-precision arithmetic
implementations.



Data encoding: Before encrypting, most of the FHE schemes
require that the data be encoded to meet specific formats.
Fortunately, toll tag data are only 64-bit integers for transpon-
der ID or 96-bit text strings for other fields. One change
the authors recommends to the 6c standard is the use of
the BLAKE2 algorithm [5] since it is presumably quantum
resistant and runs faster than others with a 16-bit input at 0.53
cycles / byte [9]. We opted not to use Blake2 in TollsOnly as
doing so doesn’t increase driver privacy.
Security parameters: Although the primary scheme we fi-
nally opted to leverage was the CaseGHX scheme [7], in our
early experimentation, we found that modulus attributes based
on recommendations in [47] produced very fast results. For
comparison, CaseGHX used 2 basic parameters that included
other features, n = 2!2 and k = 4. Whereas Palisade recom-
mended parameters included: randomly generated prime Plain
modulus, 496 for the coefficient modulus and mod = (27 +1
for the poly modulus.

6) TollsOnly Algorithms: The TollsOnly driver Algorithm
1 takes as input, raw tag data which is read from the toll tag
when TollsOnly is powered up (i.e. car starts). As output the
TollsOnly driver Algorithm produces different sets of output,
depending on if the UHF Reader location is legit:

1) If the UHF reader is in a rogue location (i.e. not where
a known toll is), output is thus:

a) Randomized anonymous data sent to reader with
blockchain link to access real data

b) FHE encrypted toll tag data written to blockchain.

c) Single-use Secret Key

2) If the UHF reader is detected at a known toll site, send
raw toll tag data.

In Algorithm 1 we don’t show the steps that TollsOnly takes
to handle UHF channel startup with the reader i.e. Power Up,
Synch Clock, Carrier signal for return data, i.e. Pilot tone,
CRC, 16-bit random number/RN16.

In Algorithm 2, the privatization function, privatize(),
uses fheEncrypt() to produce both the fully homomorphic
encrypted ciphertext, and the anonymized data that is sent to
the rogue UHF reader.

C. Sharing Via Blockchain Model

To reduce the shareability impact to the lowest amount
possible, TollsOnly provides the user with greater control than
in status quo. In the base state, the driver is at best informed
(via the legalese when registering for the toll tag) of data
sharing but the only option the driver has is to not use the
toll tag. Toll tag devices don’t have any type of on-off switch
so there is no concept of “turning off the tag”. Although it may
seem trivial to hide the device, it is not. Unless the user hides
the tag in a radio frequency resistant Faraday cage [44], [46],
then the tag can still be read [39], [60]. Plus, some toll tags are
merely adhesive stickers, that are easily destroyed if removed.
Further, removing and remounting the device every time one

Algorithm 1: TollsOnly Driver
dataRaw

Input :
1 readerLegit < 0
2 while listenForUHF do

3 if TollsOnly Detects UHF 902-928Mhz then
4 gps.location < detect Location()
5 isReader Legit(gps.location)
6 end
7 if Toll site is legit then
8 | send(Unaltered Proxyresponses)
9 else
/+ UHF Reader must be rogue, so
Privatize */
10 ptd <+ privatize(dataRaw, gps.location)
1 send(Randomized Tag ID) when Receive(Query
TAG ID)
12 send(Randomized Serial number) when
Receive(QuerySerial Number)
13 send(fake sha-1 Hash) when Receive(sha-1
Hash)
14 send( NULL ) when Receive(PrevToll and
Time)
15 send
(EncryptedU ser M emory + blockchainlink)
when Receive(Query User Memory)
16 if Receive(Write toll location to user memory)
then
17 Write (gps.location) to DB of rogue reader
locations
/+ Write nothing to user
memory on tag. */
18 end
19 end
20 end

goes through a toll can be a source of driver frustration which
may lead to accidents [34]. Thus hiding the tag when not at
toll stations is not practical and thus a solution like ours is
required.

There is a benefit to smart cities that come from sharing
some toll tag data points. Smart cities use data from toll tags
to automatically adjust traffic lights and enable city planning.
Thus traffic planners, who have a legitimate need for the rich
data provided in toll tags could benefit from data if it were
shared on an accessible blockchain. This would satisfy legal
barriers presented in [1] by enabling the following:

o Enabling users to remain in control granting immediate
access to data owners as required by CCPA & GDPR
[11], [59]

« Enabling users to monetize their data as required in CCPA

« Revoking data access as required by CCPA & GDPR

[12], [61].We leverage [12]’s Pledge for its POCI consensus
engine and search functions.



Algorithm 2: privatize() - The privatization function

dataRaw
gps.location

Input
Input

1 sharedKey + genKey(randNum(), gps.location)
2 rawData.encoded <— Encode(64bit, data Raw)
3 rawData.encrypted +—
fheEncrypt(sharedKey, rawData.encoded)
4 dataNew.randT1D <« randomize(64bit, TagID)
5 dataNew.randSerial Number <
randomize(28bit, Serial Number)
6 dataNew.fakeShalHash <+
computeShal(DataNew.randT1D)
7 dataNew.PrevTollTime <~ NULL
8 blockchainLink <
tollsOnlyShare(rawData.encrypted)
9 dataNew.User Memory
(rawData.encrypted, blockchain Link)
10 return(dataN ew)

1) TollsOnly Sharing Model: The encrypted 6¢ data is
stored as an asset on a blockchain like BigchainDB [37] as
a digital twin. We store our Homomorphic encrypted toll
tag data on the blockchain to ensure decentralization and
user control of their toll tag data. Prior to encrypting data,
the transponder number is randomized, to prevent tracking,
regardless of what is shared. When the anonymized data is
returned to the RFID reader, see Algorithm 2, a URI of the
access link on the blockchain is also saved in the available
memory space. The ciphertexts produced by fheEncrypt()
are shared on the blockchain, presumably to be used by city
planners or smart city automation systems (and any POCI
buyers).

We theorize a TollsOnly decentralized application (dApp)
smart contract, illustrated in Fig. 3, that would enable the end
user to grant timed access to query the encrypted data without
sharing the original shared secret key or decrypted data. To
do so we propose the use of a second round of theEncrypt()
to create a FHE-type certificate which has the key and an
expiry date for enforcing timed access. The dApp user with
POCI would first buy the rights to use (rent) the homomorphic
machine learning capabilities of the dApp.

The DPP would allow the POCI user to ask a question like,
“was the target toll tag at GPS location X?” The response
would be a percentage. This protects driver privacy because at
no time did it ever reveal to the blockchain miner details that
could be correlated with driver identity. It also does not enable
the POCI buyer to ask for an infinite amount of locations. It
would only respond with a high percentage if the GPS location
was where their UHF reader was posted.

V. PERFORMANCE EVALUATION AND DISCUSSIONS

Table IV summarizes the state-of-art review from section
III where each article’s Risk Assessment Model (RASM) were
rated 0-5. An article§ Driver Privacy Protection (DPP) ranges

TollsOnly Blockchain Sharing Model

POCI Blockchain
TollsOnly Privatize()

1 HE Machine Learning Logic HE Machine Learning Logic

Encrypted Analysis Payment Handeler

City Planner |
TollsOnly SeeDigitalTwin() ¥——4. Link to Digital Twin
L =)
L= —3. HE Encrypted Quer 2a. Gen Cert
2 a>
<«——2b. Send expiring certificate.
1. Buy Timed Access-
Fig. 3. The TollsOnly Blockchain Sharing Model enables city planners to

use Proof of Common Interest to locate vehicle toll tag data. They then pay
to rent the data and get access to use the digital twin data in a HE-based ML
applications.

TABLE IV
RELATED APPROACHES AND TOLLSONLY APPROACH COMPARISON USING
RISK REDUCTION MODEL (RASM), DATA PRESERVING PRIVACY (DPP),
AND ENABLING USER’S TO CONTROL HOW THEIR DATA IS SHARED (DCS)
IN THE RANGE OF 0 (LOWEST) TO 5 (HIGHEST).

[ Reference Paper [ RASM [ DPP [ DCS |

0

Approach in [57]
Approach in [29]
Approach in [51]
Approach in [48]
Approach in [6]
Approach in [38]
Approach in [14]
Approach in [17]
Approach in [26]
Approach in [33]
Approach in [27]
Approach in [31]
Approach in [49]
Approach in [62]
Approach in [36]
Approach in [12]
Approach in [10]
Approach in [22]
Approach in [7]
Approach in [32]
Approach in [58]
Approach in [56]
Proposed TollsOnly Approach
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from 0-5. And an article$ level of enabling Driver Controlled
Sharing capabilities (DCS) was also rated 0-5.

Table IV shows that the TollsOnly Risk Assessment model
(RASM) presented in this paper is the most comprehensive.
Our privacy protection was matched with CaseGHX [7] and
[58] but TollsOnly went a step further in applying a fast
cryptographic FHE protocol to a real-world use case with
specific parameters. Our blockchain sharing model was only
paralleled by [12]. TollsOnly, however, went further by pre-
senting an engineered solution for a real-world application of
their theorized Proof of Common Interest. [33] and [56] came
closest to TollsOnly but as can be seen in Table. IV, TollsOnly
offers better outcomes.

Table IV shows that this paper adds novel end-to-end pri-



vacy controls for toll tags: risk assessment, privacy preserving
FHE, and a user-controlled sharing model.

Our residual risk model in (11) is validated with Fig. 4, 5
and 6. Since we chose to consider the fixed scenario where
7 =2, B=2 and ) = 4. With these values, our base Privacy
risk, and effectively Risk, R, = 75. Further since we consider
the case of data in compute, we set A = 3. We are left with
user controls, v, and encryption controls, x. In the first graph,
fig. 4, we set k = 0, i.e. no encryption. We see that as v, is
increased, residual risk reduces. In fig. 5 we set v = 0 and
demonstrate that increasing x has the same affect, reducing
residual risk but only to a fixed level. When we increase both,
fig. 6, the residual risk reduces to 15%, down 65%.

As Fig. 4 shows, residual risk is inversely proportional to
the amount of user-controlled shareability applied. That is,
as we increased levels of shareability residual risk decreased.
We also note in Fig. 5 that when we increase the encryption
levels, %, independent of shareability, we reduce residual risk.
But as can be seen in Fig. 6, if we apply the maximum
encryption controls, a lattice-based HE system to the Control
Type, together with the maximum user shareability controls,
time-bound decentralized sharing over blockchain, we reduce
residual risk the most. Interesting to note is that we were
never able to get risk down to 0. This can be attributed to
the observation that if tracking capabilities exist, and they do,
then the risk of privacy breach will always be non-zero.

r
/

50

40 b ,

30 8

Residual Risk, R

20 [ b

0 | | | | |
0 1 2 3 4 5

User Sharing Controls, v

Fig. 4. v, being inversely proportional to R,, when we increase only user
sharing controls, v, we reduce residual risk, R, to 45

VI. CONCLUSIONS & FUTURE WORKS

In conclusion, We have proposed a novel TollsOnly risk as-
sessment model with formal mathematical analysis for private
data sharing in IoV. Our FHE enabled protocol and selected
parameters used with blockchain is a practical and promising
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When we increase only Control Type, «, residual risk, R, decreases
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Fig. 6. This figure shows that residual risk, R, is highest by default at 75
when no controls are applied, 0 on the x axis. But as combined controls are
applied, R, is reduced to 15.

solution for reducing risk with Homomorphic encrypted toll
tag data that drivers can share with granular GDPR required
controls. If security engineers and city planners adhere to
international privacy laws and new norms, they may reduce the
privacy gaps presented by electronic toll tags and unauthorized
toll readers by first understanding the privacy issues and risks.
They can use the proposed TollsOnly risk assessment model to
determine the appropriate level of encryption when deploying
toll transponders probe for traffic congestion purpose. FHE
paired with a user-controlled sharing model can easily preserve
drivers’ privacy while still providing traffic planning benefits
to the city officials.

Our future work includes a) the exploration of a semantic-
based digital twin law-enforcement blockchain (LEB) model
to share private IoV data since all of the potential dynamic
interactions and players on an LEB would need to address
the long-term privacy controls promised by HE; and b) inves-



tigation of the HE based certificate concept since the X.509
standard does not currently use ciphers that leverage ideal-
lattice type encryption.
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