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—— Abstract

We give the first closed-form privacy guarantees for the Generalized Gaussian mechanism (the
mechanism that adds noise = to a vector with probability proportional to exp(—(||z||,/0)?) for

some o, p), in the setting of answering k counting (i.e. sensitivity-1) queries about a database with
(e, 0)-differential privacy (in particular, with low £s-error). Just using Generalized Gaussian noise,
we obtain a mechanism such that if the true answers to the queries are the vector d, the mechanism
outputs answers d with the f.-error guarantee:

/kloglog klog(1/3)
€

E[ld-dl-] =0

This matches the error bound of [18], but using a much simpler mechanism. By composing
this mechanism with the sparse vector mechanism (generalizing a technique of [18]), we obtain
a mechanism improving the \/kloglogk dependence on k to v/klogloglogk, Our main technical
contribution is showing that certain powers of Generalized Gaussians, which follow a Generalized
Gamma distribution, are sub-gamma.

In subsequent work, the optimal £oc-error bound of O(4/klog(1/6)/¢€) has been achieved by [4]
and [9] independently. However, the Generalized Gaussian mechanism has some qualitative advant-
ages over the mechanisms used in these papers which may make it of interest to both practitioners
and theoreticians, both in the setting of answering counting queries and more generally.
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1 Introduction

A fundamental question in data analysis is to, given a database, release answers to k numerical
queries about a database d, balancing the goals of preserving the privacy of the individuals
whose data comprises the database and preserving the utility of the answers to the queries.
A standard formal guarantee for privacy is (e, §)-differential privacy [6, 5]. A mechanism M
that takes database d as input and outputs (a distribution over) answers d to the queries is
(¢, 0)-differentially private if for any two databases d,d’ which differ by only one individual
and for any set of outcomes S, we have:
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Pr [deS]<e Pr [deS]+6. (1)

d~M(d) d~M(d")

When § = 0, this property is referred to e-differential privacy. Without loss of generality,
we will treat d (resp. (i) as a k-dimensional vector corresponding to the answers to the queries
(resp. the answers outputted by the mechanism). In this paper, we focus on the setting of
counting queries, i.e. queries for which the presence of each individual in the database affects
the answers by at most 1. In turn, throughout the paper we say a mechanism taking vectors
in R* as input and outputting distributions over R¥ is (e, §)-differentially private if (1) holds
for any two k-dimensional vectors d,d’ such that ||[d — d’||sc < 1 and any subset S of R¥.

To balance the goals of privacy and utility, we seek a mechanism M that minimizes some
objective function of the (distribution of) additive errors d — d, while satisfying (1). One
natural and well-understood objective function is the ¢1-error ||d — d||, /k, which gives the
average absolute error of the answers to the queries. The well-known and simple Laplace
mechanism [6], which outputs d = d + z with probability proportional to exp(—||z||1/co) for
an appropriate value of o, achieves expected ¢1-error of O(min{+/klog(1/d),k}/e). A line of
works on lower bounds [11, 3] culminated in a result of [18] showing this is optimal up to
constants.

A less well-understood objective function is the {o-error ||d — d||s, which gives the
maximum absolute error of the answers to the queries. The maximum absolute error is of
course a more strict objective function than the average absolute error; indeed, the Laplace
mechanism only achieves error O(klogk/e) and the Gaussian mechanism (which outputs
d = d + x with probability proportional to exp(—||z||3/02) for an appropriate value of &)
achieves error O(\/klogklog(1/8)/€). The first improvements on £.-error over the Laplace
and Gaussian mechanisms were given by [18]!. To summarize, the results of that paper
(which prior to this paper were all the best known results) are:

An e-differentially private mechanism satisfying:

Pr |:|CZ— dllec > O (k)] < e UK (2)
) €

d~M(d

(this matches a lower bound of [10] up to constants).
An (e, d)-differentially private mechanism satisfying:

~ kloglogklog(1/0 Q@
Pr [||dd||m ZO (\/ 0og log Og( / )>‘| Seflog ()k. (3)

d~M(d) €

The mechanism achieving (3) starts by taking the Gaussian mechanism, and then uses the
sparse vector mechanism to correct the entries of x with large error in a private manner.
A lower bound showing any (e, §)-differentially private mechanism must satisfy:

lld—dll] = © (V’C“’M> | (@

Ede(d)

L Their paper considers the problem setting where queries ask what fraction of n individuals satisfy some
property, i.e. queries have sensitivity 1/n instead of 1, and the goal is to find the minimum n needed to
achieve error at most a. Achieving error A with probability 1 — p in our setting is equivalent to needing
n > A/a to achieve error « with probability 1 — p in their setting.
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The additional y/log k term in the Gaussian mechanism’s error bound comes from the
fact that Gaussians’ largest entries are roughly /log k times larger than their average entries.
More generally, if we consider sampling x with probability proportional to exp(—(||z||,/o))
for some o, p, the largest entry will be roughly logl/ Pk times larger than the average entry.
We refer to this distribution as the Generalized Gaussian with shape p and scale o, as is it
referred to in e.g. [17]. This leads to a natural question answered in this paper: What error
bounds can we get by instead using Generalized Gaussian mechanisms?

1.1 Our Results and Techniques
Our first result is as follows:

» Theorem 1. For all 1 < p < logk, ¢ < O(1), § € [279F/P) 1/k], there exists a (e,0)-
differentially private mechanism M that takes in a vector d € R* and outputs a random
d € RF such that for some sufficiently large constant ¢, and all t > 0:

Pr ||J— d||oo > Ct\/%bgl/pk 1og(1/5)‘| < g t'logk
-_ 6 -

d~ME (d)

In particular, this implies:

VEkplog/? k\/log(1/6)>

EJNM(d)[HJ* dllsc] = O (

We also have for all 1 < q < p:

14 - dlq} o <\/kplog<1/6>> '

d~M(d) |: kl/q €

We note that the lower bound on § in Theorem 1 can easily be removed: if § is smaller
than 2-9(/P) we can instead use the mechanism achieving (2), which matches the error
guarantees of Theorem 1 in this range of §. The mechanism is simply to add noise from a
Generalized Gaussian with shape p and an appropriate scale parameter . In our analysis,

we arrive at the bounds ¢ < 2094 and o < 262 - 7”@12%(1/6), although we did not attempt
to optimize the constants in favor of a simpler analysis and presentation. We believe the
multiplicative constants in both bounds can be substantially improved with a more careful
analysis.

Setting p = ©(loglog k), this result matches the asymptotic error bound of (3). However,
this result improves on (3) qualitatively. Although the mechanism achieving (3) is already
not too complex, the Generalized Gaussian mechanism we use is even simpler, just adding
noise from a well-known distribution. Notably, Generalized Gaussian mechanisms retain the
property of the Gaussian mechanism that the noise added to each entry of d is independent
(unlike the mechanism giving (3), which uses dependent noise), and that the noise has a
known closed-form distribution that is easy to sample from?. To the best of our knowledge,
this is the first analysis giving privacy guarantees for Generalized Gaussian mechanisms
besides that in [14]. Even then, [14] does not give any closed-form bounds on the value of
o needed for privacy. This analysis may be of independent interest for other applications
where one would normally use the Gaussian mechanism, but may want to use a Generalized
Gaussian mechanism with p > 2 to trade average-case error guarantees for better worst-case
error guarantees.

2 see e.g. https://sccn.ucsd.edu/wiki/Generalized_Gaussian_Probability_Density_Function.
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We give a summary of our analysis here; the full analysis is given in Section 2. We first
need to determine what value of o causes the Generalized Gaussian mechanism to be private.
Viewing the Generalized Gaussian mechanism as an instance of the exponential mechanism
of [15], this reduces to deriving a tail bound on ||z + 1|} — |||} for » sampled from the

noise distribution. If p is even this is roughly equal to p 2521 x? -1 By a Chernoff bound on
the signs of each random variable in the sum, this is roughly tail bounded by the sum of
Vklog(1/4) of the m? ~! random variables. These variables are distributed according to a
Generalized Gamma distribution, which we prove is sub-gamma in Section B. This gives us
the desired tail bound, and thus an upper bound on the o needed to ensure (¢, §)-differential
privacy. To prove the error guarantees, we derive tail bounds on the £,-norm of = sampled
from Generalized Gaussian distributions, as well as on the coordinates of points sampled
from unit-radius £,-spheres, the latter of which is done by upper bounding the volume of
“sphere caps” of these spheres.

Building on this result, we improve the previous best-known /., error for answering
counting queries with (e, §)-differential privacy:
» Theorem 2. For all e < O(1), § € [27 O/ logloglogh) 1 /p] ¢ ¢ [070(%)], there exists
a (¢,0)-differentially private mechanism M that takes in a vector d € R¥ and outputs a
random d € R* such that for a sufficiently large constant c:

€

Pr [|d_d|w >

cty/klogloglog klog(1/6) < o—log'k
e .
d~M(d) B

In particular, if we choose e.g. t = 2 we get:

€

E. ()[||d~—d|| ]_O<\/klogloglogklog(1/5)>
d~M(d o] — .

Again, the lower bound on ¢ can easily be removed using the mechanism achieving (2).
We arrive at this result by improving upon Generalized Gaussian mechanisms in the same
manner [18] improves upon the Gaussian mechanism: After sampling = from a Generalized
Gaussian, we apply the sparse vector mechanism to z to get Z which satisfies ||z — Z||c <
||||oo. We then just output d = d + 2 — Z. The full analysis is given in Section 3. Similarly
to [18], the major technical component is showing that at least k/ logQ(l) k entries of x are
small with high probability, which we do using the tail bounds derived in Section 2. This is
necessary for the sparse vector mechanism to satisfy that ||z — Z||« is, roughly speaking, the
(k/ log™) k)-th largest entry of x rather than the largest entry with high probability.

1.2 Subsequent Work and Comparisons

Following our work, [4] and [9] independently gave mechanisms with optimal expected £oo-
error O(+/klog(1/8)/€), quantitatively improving our results. Since in practice v/loglogk
is unlikely to be much larger than the constants hidden by the asymptotic notation (e.g.,
using the natural log, v/loglogk = 2 for k ~ 5 -102?3), the qualitative differences between our
results and these two results make our results still of interest to e.g. practitioners. Theorem 1
is our qualitatively more appealing result, and so we highlight the differences with that result
in particular. Again, we note that while the explicit constant in Theorem 1 is likely too large
to be of practical interest, we believe this constant can be substantially improved with a
more refined analysis, hopefully making the mechanism practical.
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The result of [4] remarkably uses a bounded noise distribution, and in turn the mazimum
{oo-error rather than just the average f..-error of their mechanism is bounded, in contrast
with Generalized Gaussian mechanisms whose maximum £.-error is unbounded. However, a
bounded noise distribution cannot e.g. satisfy group differential privacy for all group sizes
simultaneously, whereas Generalized Gaussian mechanisms can. Also, while both results
simply add noise, Generalized Gaussians are more well-studied than the noise distribution of
[4] and can be sampled by simplying powering and rescaling samples from Gamma random
variables, which should make them easier to implement in practice.

The result of [9] at a high level adds noise and then repeatedly applies the sparse vector
mechanism to correct entries with large noise, in contrast to just adding noise. In addition,
their result uses arguably even simpler sampling primitives than ours (it only needs to
sample Laplace distributions and permutations of lists), but their overall mechanism needs
a somewhat more involved iterative approach rather than a one-shot sample. Finally, as
presented the resulting noise distribution from their overall mechanism does not have e.g. a
closed-form or independent entries which may be desirable.

1.3 Preliminaries
For completeness, we restate the noise distribution of interest here:

» Definition 3. The (multivariate) Generalized Gaussian distribution with shape
p and scale o denoted GGauss(p, o), is the distribution over x € R¥ with probability
distribution function (pdf) proportional to exp(—(||z||,/0)P).

1.3.1 Sub-Gamma Random Variables

The following facts about sub-gamma random variables will be useful in our analysis:
» Definition 4. A random variable X is sub-gamma to the right with variance v and

scale ¢ if:

VA € (0,1/c) : Elexp(M(X — E[X]))] < exp (2(1)\vc>\)> .

Here, we use the convention 1/c = oo if ¢ = 0. We denote the class of such random
variables Tt (v, ¢). Similarly, a random variable X is sub-gamma to the left with variance
v and scale ¢, if —X € T%(v,c), i.e.:

VA € (0,1/c) : Elexp(ME[X] — X))] < exp (2(1)\_116)\)) .

We denote the class of such random variables T~ (v, c).

We refer the reader to [1] for a textbook reference for this definition and proofs of the
following facts.

» Fact 5. If for i € [n] we have a random variable X; € T'" (v, ¢;), then X = Diem) Xi
satisfies X € F+(Zie[n] Vi, MaX,e[n) ¢i) (and the same relation holds for I'~(v,c)).

» Lemma 6. If X € I'"(v,¢) then for all t > 0:
Pr[X > E[X] + V2vt +ct] <e™*.

Similarly, if X € I'~(v,c) then for all t > 0:
Pr[X < E[X] — V2ut —ct] <e™".
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» Fact 7. Let X ~ Gamma(a), i.e. X has pdf satisfying:

p(z) oc 277 te™,

Then X satisfies X € T (a,1) and X € T (a,0).

1.3.2 Other Probability Facts

We will use the following standard fact to relate distributions of variables to the distributions
of their powers:

» Fact 8 (Change of Variables for Powers). Let X be distributed over (0,00) with pdf
proportional to f(x). Let Y be the random wvariable X¢ for ¢ > 0. Then Y has pdf
proportional to y%_lf(y%).

Finally, we’ll use the following standard tail bounds:

» Lemma 9 (Laplace Tail Bound). Let X be a Laplace random variable with scale b, Lap(b).
That is, X has pdf proportional to exp(—|x|/b). Then we have Pr[|x| > tb] < e*.

» Lemma 10 (Chernoff Bound). Let X1, Xo, ... Xy be independent Bernoulli random variables.
Let n =FE [Zie[k] Xl] Then for t € [0,1], we have:

t2
Pr Z X, > (1+t)p| <exp (—3“) :

1€ (k]

2 Generalized Gaussian Mechanisms

In this section, we analyze the Generalized Gaussian mechanism that given database d,
samples © ~ GGauss(p,o) and outputs d = d + x. We denote this mechanism M2?. When
p = 1 this is the Laplace mechanism, and when p = 2 this is the Gaussian mechanism.

2.1 Privacy Guarantees

We first determine what o is needed to make this mechanism private. We start with the
following lemma, which gives a tail bound on the change in the “utility” function ||d — d||} if
d changes by A € [—1,1]:

» Lemma 11. Let € R¥ be sampled from GGauss(p, o). Then for 4 < p <logk that is an
even integer, § € [27C%/P) 1/k], and any A € [~1,1]* we have with probability 1 — §:

ll = Alp = [|2][5 < 32pk"/P~/2\/plog(1/6)||x|[p~" + 2k2p*.

We remark that the requirement that p be an even integer can be dropped by generalizing
the proofs in this section appropriately. However, we can reduce proving Theorem 1 for
all p to proving it for only even p by rounding p up to the nearest even integer (at the
loss of a multiplicative constant of at most v/2), and only considering even p simplifies the
presentation. So, we stick to considering only even p.

Proof. By symmetry of GGauss(p, o) we can assume A has all negative entries. Then we
have:
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k

lle = Allp = ||zl = > (@i — A0 — af)

=1

ko ax—A
:Z/ pldy<2/ p*dy<pz p1<pZ:£z+1
i=1"v%i

=1

We want to replace the terms (x; + 1)P~1 with terms xfl since the latter’s distribution
is more easily analyzed. To do so, we use the following observation:

» Fact 12. Ifp < Vk/2:

Fact 12 gives:

S ts (1-2) 5 e (10 2) 5 arteaty

i=1

It now suffices to show that:
2

<1— p) > xiP—1+(1+) D fafPmt < 32k P2 plog(1/6) || 5,
\/E ;<0 \/> i:x; >0

with probability at least 1 — d. Note that each x; is sampled independently with probability
proportional to exp(—(|x;|/o)P). Since multiplying = by a constant rescales both sides of
(5) by the same multiplicative factor, it suffices to show (5) when each z; is independently
sampled with probability proportional to exp(—|x;|?), i.e. when o = 1. By change of variables,

—1__1 _p_
yi = |z;|P~1 is sampled from the distribution with pdf proportional to y7~' " exp(—y? ').

This is the Generalized Gamma random variable with parameters (-1 which we

L _p)

p—1’p—1/77

denote GGamma(%, ~£+). We show the following property of this random variable in
p—17p

Appendix B:

» Lemma 13. For anyp > 4, letY be the random variable GGamma(—1 527), let p =E[Y].
Then p € [1/p,1.2/p),Y € T (u,1), and Y € T~ (p, 3/2).

Let k' be the number of positive coordinates in z. A Chernoff bound gives that k' <
% +3,/klog } with probability 1 — §/3. By Lemma 13 and Fact 5 D i, <o lTaP T s in
I=((k = K)p,3/2) and 3, < |z;|[P~1 is in T (K'p, 1) for p as defined in Lemma 13. We
now apply Lemma 6 with ¢ = log(6/d) to each sum. Since § > 27O*/vP) 1og(6/6) =
O(\/klog(1/6)/p), i.e. we are still in the range of § for which the square-root term in the
tail bound of Lemma 6 is the linear term ct. So Lemma 6 gives that:

Pr Z |z [Pt < (k= K — 24/2kplog(1/6)| < 6/6,

Li:x; <0

Pr Z lzs [P~ > K+ 24/ 2kplog(1/6) | < 4/6.

1:7
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Combined with the Chernoff bound, this gives that with probability 1 — 26/3:

(B B (R B

i:2,<0 22 >0
<- (1 - 3%) (6~ )0~ (2v2) /i Tog(1/5)) (6)
+ (1 + \2/%) (k’u +(2v2) kulog(l/5))

<(2K' — k) + (2VEp)p + (4v2)\/kplog(1/0)
<6p/klog(1/8) + (2Vkp)p + (5v/2) i/ kplog(1/6)
plog(1/6)

<16kpu - 7
<16kp NG (7
In the last step, we use that p < logk < log(1/J) for the range of p,J we consider. On
the other hand, by Fact 5 37,y 2P ™! = ||x\|§:} is sampled from a random variable in

I'~(kp,3/2) and thus by Lemma 13 and Lemma 6 is at least kp/2 with probability at least
1—-9/3,ie kp< 2||x\|§:} with probability at least 1 — 6/3. Combined with (7) by a union
bound we get with probability 1 — §:

(%) b (14 2] St s PR )
\/E i <0 \/E i:x; >0 a \/E :

Finally, by the Cauchy-Schwarz inequality for any a < b and k-dimensional z we have
|z|]a < EYo=Y2|z|]p. So, ||x||§j < kl/”||a:|\£’1, giving (5) with probability 1 — § as
desired. <

Given Lemma 11, determining the value of ¢ that makes MP private is fairly straightfor-
ward:

» Lemma 14. Let M?Z be the mechanism such that MZ(d) samples x € RF from x ~
GGauss(p,o) and outputs d = d+ . For 4 < p <logk that is an even integer, e < O(1),
§ € [279W/P) 1/k], and

:@<kplog<1/6>>,

€

M2 s (e,0)-differentially private.

Proof. It suffices to show that for any vector A in [—1,1]%:

Pr[M2(d) = d — AL — ||z
_ Pr {log( r[ME(d) ] > < e] = Pr {HI 5 = Il <e|l>1-06.
d~ME (d) PrMb(d+ A) = d] d~ME (d) oP

Here, we abuse notation by letting Pr also denote a likelihood function. By Lemma 11
we now have with probability 1 — §/2 for a sufficiently large constant c:

2 — AIE — [l2][2 < 64pk!/»=V/2\/plog(1/8) |2~ + 2p°Kk3.

The pdf of the rescaled norm r = ||z||, /o is proportional to r*~1 exp(—r?) over (0, 00)
(the r*~1 appears because the (k — 1)-dimensional surface area of the £,-sphere of radius 7 is

proportional to r*~1). Letting R denote 7P, the pdf of R is proportional to Ry exp(—R)
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by change of variables, i.e. R is the random variable Gamma(%). Then by the Gamma tail
bound, with probability at least 1 — e~01%/P > 1 —§/2, R is contained in [, 2%] so ||z||,

2p’ p
1/p 1/p
is contained in [o (%) e (2?’“) |. Then by a union bound, with probability 1 — §:
[l = Allp —llellp _ 128p'/7\/kplog(1/0) N 4p*k?
oP - o o?b

Noting that n!/" is contained within [1,e'/¢] for all n > 1, letting

kplog(1/6
> — 185. Vplog(1/ )7

€

[z —A[lp— 1]} . - .

we get that o < e with probability 1 — § as desired. |

2.2 Error Guarantees

In this section, we analyze the ¢, error of M2, for a given choice of § in the range specified
in Lemma 14. We give an expected error bound, and also a tail bound on the error. The error
analysis follows almost immediately from the following lemma, which bounds the fraction of
a sphere cap’s volume with a large first coordinate:

» Lemma 15. Let x be chosen uniformly at random from a k-dimensional £,-sphere with
arbitrary radius, i.e. the set of points with ||z||, = R for some R, for p > 1. Then we have:

_ E—1)P
Prflar| > rllallp] < (1 — 12) 5D/ < exp <_(p>?"> .

This lemma or one providing a similar bound likely already exists in the literature, but
we are unaware of a reference for it. So, for completeness we give the full proof at the end of
the section.

» Corollary 16. Let x be chosen uniformly at random from a k-dimensional £,-sphere with
arbitrary radius for p > 1. Then we have:

E—1)rP
Pr([[a]|oc > rllall,) < k- exp (_<p>> .

Proof. This follows from Lemma 15 and a union bound over all k& coordinates (which have
identical marginal distributions). <

Combining this corollary with Lemma 14, it is fairly straightforward to prove our first
main result:

» Theorem 17. Let M2 be the mechanism such that ME(d) samples x € R* from GGauss(p,
o) and outputs d = d+ x. For 4 < p < logk that is an even integer, For ¢ < O(1),
§ € [279%/P) 1/k], and

kplog(1/0
o — 185. Vplog(1/0)
€

M2 s (e, 6)-differentially private and for some sufficiently large constant ¢, and all t > 0:

B VEplog'/? k+\/log(1/6 v
Pr 11d — d||oc > 1480t - plog og(1/0) < et logk | o—-001k/p
d~ME (d) €

1:9
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Proof. The privacy guarantee follows from Lemma 14.
/P ./
For the tail bound, if ||d — d||s > 1480t - Vklog Tk plog(l/é we have either ||z||, >
370 . BT /plog(1/9) 4tlog'/? k

. or |[zl[ec > =85 l|2llp- Recall that (||z]|,/0)? is distributed
according to a Gamma(%) random variable, and thus by a Gamma tail bound exceeds 2k /p

1/241/p _/, 1/p
with probability at most e ~-*9%/P. In turn, ||z||, > 370- i Eplog(l/é) > (%) o with

4tlog!/? k

at most this probability. Then it follows by setting r = = ¢7— in Corollary 16 and a union
bound that:
1 1/%,/ log(1/8) 4tlog/? k
Pr[|d d]os > 1480¢ - Vklog plog(1/ 1 < Pr ll ||m_%”x”l)
+e*.001k:/p < exp < (k - ]_)4ptp log k> 4 e*.OOIk/p < eitp log k T e*.OOIk/p' <
< T w <

This proves Theorem 1, up to some details which we defer to Section A.

2.3 Proof of Lemma 15

To prove this lemma we’ll need the following lemma about convex bodies.

» Lemma 18. Let A C B C R* be two compact convez bodies with A contained in B, and
A’, B’ be their respective boundaries. Then Vol_1(A’) < Volp_1(B’), where Voli,_1 denotes
the (k — 1)-dimensional volume.

Proof. For any compact convex body S and its boundary S’; the (k — 1)-dimensional volume
of S’ satisfies:

Volk,l(S')oc/ Voly._1(mpr S)do
Sk

Where S* is the k-dimensional unit sphere and 7,7 S is the orthogonal projection of S
onto the subspace of R* orthogonal to 6 (see e.g. Section 5.5 of [13] for a proof of this
fact). Since A C B it follows that for all # we have Voly_;(my7t A) < Vol,_1(meT B) and so
VOlkfl(Al) < VOlkfl(B/). <

The idea behind the proof of Lemma 15 is to show that the region of the £,-ball with large
positive first coordinate is contained within a smaller £,-ball, and then apply Lemma 18:

Proof of Lemma 15. By rescaling, we can assume [|z||, = 1 and instead show:
Prflzy| > 7] < (1 —r#)*7 /P

Voly—1 ({z : |z1| > 7 |zflp = 1}) _ Volps ({2 : 21 > 1 [[2]lp = 1})

r1| > = ,

Pl == G e el = ) Vol ({2 0 lall, = 1)
Where Voli_; denotes the (k — 1)-dimensional volume. To bound this ratio, let v be the
vector (r,0,0,...,0), and consider the (compact, convex) body By = {z:x1 > ||z —v||, <

(1- rp)l/p}. We have r? 4+ (v — r)P < vP for 0 < r < v, so By contains the (also compact,
convex) body By = {z : 1 > r,||z||, < 1}. Then by Lemma 18 the (k — 1)-dimensional
surface area of Bj is larger than that of By. The boundary of B; is the union of the bodies
Bio:={z:z1=nllz—v|l, <A —r")YP} and By := {x : 21 > r, ||z —v||, = (1 —rP)/P},
whose intersection has (k — 1)-dimensional volume 0. Similarly, the boundary of By is the
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(1—rpP)l/p

Bl,a = BZ,a

Figure 1 A picture of the bodies in the proof of Lemma 15 for p = 2,k = 2. Bs has stripes that
are the same color as B; \ Bz to emphasize that B; contains Bs.

union of the bodies By o := {z : 1 =r,||z||, < 1} and Bap := {x : 1 > r,||z||, = 1}, whose
intersection has (k — 1)-dimensional volume 0. See Figure 1 for an example of a picture of
all of these bodies.

Nothing that B , = Bs 4, we conclude that Volg_1(Bq ) > Volg_1(Ba). Now we have:

Voly—1 ({z 21 2 1 llall, = 13) _ Voler({z 21 > 1 |lz — ol = (1 —rP)'/7})
Voly—1 ({2 : 21 2 0, [l = 1}) ~ Voly—1 ({2 : 21 2 0, [z]|, = 1})

The body in the numerator of the final expression is the body in the denominator, but
shifted by v and rescaled by (1 —r?)/? in every dimension. So, the final ratio is at most
(1 —rP)(B=1/p, |

3 Composition with Sparse Vector

In this section, we generalize the mechanism of [18], which is a composition of the Gaussian
mechanism and sparse vector mechanism of [7], by analyzing a composition of M2 and the
sparse vector mechanism instead®. The guarantees given by sparse vector can be given in
the following form that we will use:

» Theorem 19 (Sparse Vector). For every k > 1,csv < k,esy,0sv,Bsyv >0, and

w5y > 0 (JW 10g(’f/ﬁsv)>

%

there exists a mechanism SV that takes as input d € R* and outputs d € R¥ such that:
SV is (esv, dgv )-differentially private.
If at most cgy entries of d have absolute value strictly greater than agy /2, then:

Pr [||d—d||w > asv] < Bsv.
d~SV(d)

Regardless of the value of d we have for all t > 0:

Pr [||d — d|| > max{||d||so, t\/klog(1/dsv)/esv )] < ke,

d~SV (d)

3 Unlike its preprint, the journal version of [18] uses a slightly different mechanism based on the exponential
mechanism in place of the sparse vector mechanism. A similar change can likely be made to the mechanism
given in this section; we stick to using the sparse vector mechanism for a slightly simpler proof.
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The proof is deferred to Section A. We now prove Theorem 20, from which Theorem 2
follows up to some minor details (see Section A):

» Theorem 20. For any 4 < p < logk that is an even integer, ¢ < O(1), § € [27C*/P) 1/k],

and t € |0, O(logigk)], there exists a (¢, 9)-differentially private mechanism M that takes in

a vector d € R¥ and outputs a random d € R* such that for a sufficiently large constant ¢ :

ctr/kplog(1/8)(loglog k)*/?
€

<e” log! k.

- Pr [|Jd|w2
d~M(d)

Proof. The mechanism is as follows: We sample x ~ GGauss(p, o) for

o ( kplog(1/6)> |

€

If ||z[|p > 2ko® /p, we output d. Otherwise, we instantiate SV from Theorem 19 with
parameters:
ct\/kplog(1/6)(loglog k)*/?

asy = 12t(loglog k)P < ’ csv = 4k/log?t? k,
€

esv = €/2, dsv =6/3, Bsv = exp(—log' k)/2.
We input z to SV to sample &, and then output d = d + = — &.
First, note that:

Vesy log(1/dsv) log(k/Bsv) _ \/@%IOg(l/é)(Ing+10gt k) < 4V/klog(1/9)

— — 9

€SV € €

i.e. « satisfies the requirements of Theorem 19 as long as the constant hidden in the O(-)
notation in the choice of ¢ is sufficiently large.

To analyze the privacy guarantee, this is the composition of:

The mechanism of Theorem 17, which if the constant hidden in the ©(-) in the expression

for o is sufficiently large, is (e/2,0/3)-differentially private.

The SV mechanism of Theorem 19, with parameters set so it is (¢/2, §/3)-differentially

private.

The event that ||z[|) > 2ko? /p, causing us to release the database, which we recall from

the Proof of Theorem 17 happens with probability at most 2~*/P) < §/3.

By composition, we get that the mechanism is (e, 0)-differentially private as desired.

To show the tail bound on {-error: If ||z[[b > 2ko® /p, then we have d = d, so trivially
the tail bound is satisfied. So, it suffices to show that conditional on ||z|[} < 2ke?/p
occurring, we have the tail bound. By a union bound, the guarantees of Theorem 19 give
that ||d — d||ec = ||z — #||oc < asy (i.e the tail bound is satisfied) if at most 4k/log?™? k
entries of z have absolute value greater than agy /2 with probability less than, say, e—2log’k,
Using r = 37,‘(1”51]:1#1“) in Lemma 15 and a union bound with the 1 — §/3 probability event
that ||z||, < (2k/p)}/Pa, for each coordinate z; of 2 we have:

z;| > agy /2 = 6t(loglog o=2r o > r|lx|ly,
2 = 6t(loglog k)'/?o = 2rk'/? »

with probability at most bgz%tk +2-9(k/p) < 1og2‘2+2f ;- Since we sample z with probability

proportional to exp(—}_;c(y |2il?/0?), each coordinate’s distribution is independent, so
—Q(k/log?t? k) ~ e—2log' k

using a Chernoff bound we conclude that with probability e at most

4k/ log2+2t k coordinates have absolute value greater than agy as desired. <
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4  Future Directions

As mentioned before, we did not attempt to optimize the constant multiplier in Theorem 1,
and our resulting constant is likely too large to be practical. Since the Generalized Gaussian
generalizes the Laplace and Gaussian mechanisms, which have good multiplicative constants
in practice, we expect that a more careful analysis of the Generalized Gaussian will also lead
to a error bound that is practical.

Another question concerns stronger measures of privacy than (e, §)-DP, including Rényi-
DP [16] and zero-concentrated-DP [2]. To show the Generalized Gaussian mechanism satisfies
these notions of privacy requires one to bound a moment generating function of the privacy
loss 1E=Alp—ll=llp
Roughly speaking, our analysis shows with probability at least 1 — §, the privacy loss lies
in an interval in which it behaves as a subgaussian random variable. However, past this

, which in some sense requires the privacy loss to be subexponential.

interval, our analysis fails to show it even behaves subexponentially. This is because our use
of the gamma tail bound of Lemma 6 weakens at two points in the regime where § < 27%/P,
The first is that the final expression in (7) has a dependence on ¢ of log(1/d) instead of
V/log(1/6) when § < 27%/P_ since the linear term ct in Lemma 6 begins to dominate the
error. The second is that, roughly speaking, we use the gamma tail bound to show that |[z|[}
deviates from its expectation of k/p by at most /klog(1/9)/p with probability 1 —¢d. When
§ > 27F/P this lets us treat |||} as always being within a constant factor of its expectation
in our analysis. However, when ¢ is small enough, the term /klog(1/d)/p becomes much
larger than the term &/p, and so we can only bound ||z|[}’s deviation from its expectation
by an expression with 4/log(1/0) dependence on .

Our final tail bound on the privacy loss is effectively a product of the tail bound of
Lemma 11 and the tail bound on |z[[>~!, and so it shows concentration that is worse than
sub-exponential in the small § regime, which is insufficient for proving these stronger notions
of privacy. We believe this is a function of our analysis rather than of the Generalized
Gaussian mechanism, but do not know of an alternate analysis that confirms this belief.
Determining whether Generalized Gaussian mechanisms can satisfy stronger notions of
privacy for larger values of p is an interesting open direction.
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given as Algorithm 3 in [8] by outputting 0 instead of L or 0 for all remaining queries instead
of halting prematurely. The first two properties follow from the associated proofs in that

text.
The third property follows because for all entries of d that SV does not output as 0 (for

which the error, i.e. corresponding entry of d — d, is of course bounded by ||d||~), the error
is drawn from Lap(b) where b = O(y/klog(1/dsv)/€esy). So the maximum error for these
(at most cgy < k) entries is stochastically dominated by the maximum of the absolute value
of k of these Laplace random variables, which is at most tb with probability ke~*. |
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A.2 Proof of Theorem 1

We first need the following corollary of Lemma 15:

» Corollary 21. Let © be chosen uniformly at random from a k-dimensional £,-sphere with
arbitrary radius for p > 1. Then we have:

5log!/? k
Elllz]leo] < WH@"Hp

Proof. Since ||x||oo/||2||, takes values in [0,1], by Lemma 15 we have:

Elljz] oo/ I12]1s] = / Pr{|[zlloo/llzlp > rldr

21+1/p 1Og1/1’ k

27 Plog [Pk 1
K1/P (k — 1)7117
< /0 1dr + /21+1/p . k- exp (_p > dr

k1/p
21+1/P |ogl/P | ! (k —1)2°t log k
ST + /21+1/p e/ & k- exp ( p ) dr
kl/p
21+1/p logl/p k 1
< By E— + /21+1/p10g1/pk k-exp (—2logk)dr
kl/p
- 2H1/Plogt/P 1
= k1/p k
5log'/? k
- kl/p
Here we use that 27 > p for all p > 1 and that (1 — £)* < e~ for all ¢ > 0. <

Proof of Theorem 1. We use Theorem 17 after rounding p up to the nearest even integer
(this loses at most a multiplicative constant in the resulting error bounds). If the constant
hidden in ©(loglog k) is a sufficiently large function of ¢, this gives the desired tail bound,
up to the additive e=-%91%/P in the probability bound (which may be larger than the e~*"10g¥
term for large values of p). To remove the additive e -901%/P: if the less than e~ 001%/P < §
probability event that (||z||,/0)? exceeds 2k/p occurs, we can instead just output d = d, i.e.
instead set = 0. This gives an (e, 26)-private mechanism that always satisfies (||z||,/0)? <
2k/p, and then we can rescale our choice of ¢ appropriately. The tail bound can now be
derived as in the proof of Theorem 17. Similarly, since we always have (||z||,/0)? < 2k/p,
the expectation of ||z|| follows from Corollary 21. Finally, the expectation of ||z||, for
1 < g < p follows by using Jensen’s inequality twice and the unconditional upper bound
on ||| 2:

E[l|z]lq) < E[||2||Z]/® = kY 9E[j21| T < kYIE[|z[P]VP = kYT VPE]| |2 7]
< kMY L2k /p)Po = O(KY0). <

A.3 Proof of Theorem 2

Proof of Theorem 2. The tail bound in Theorem 2 follows immediately from Theorem 20
by choosing p to be an even integer satisfying p = O(logloglog k).
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For the expectation, we use the tail bound of Theorem 2. We have:

o0
Eanicay [l — dlloc] = / Pr{||d - dl]oc > s]ds

a b [e's
= / Pr[||d — d||oe > s]ds —|—/ Pr[||d — d||o > s]ds —|—/ Pr[||d — d||oc > s]ds.
0 b

a

2ey/kloglog bgklog(l/é), b=tV lof(l/é). The integral over [0,a] is of course

We choose a = -

bounded by a. By Theorem 20, the integral over [a, b] is bounded by b-e~ log? k < 7”1%6(1/5) <a
Finally, to bound the third term, recall that the mechanism of Theorem 20 outputs d (i.e.
effectively chooses z,# = 0 instead) if ||x||, is too large. So, unconditionally we have:

2¢+/klogloglog klog(1/6)

€

ll2]los < llallp < (2k/p)"/P0 < <b.

So by the third property in Theorem 19 we have for s € [b, 00):

Pr [[|d—d||ec > 5] = Pr(|lz — 2[|cc > 5] < ke 2/ (VEI0s1/9)/9),
d~M(d) &

And so by change of variables, with s’ = s/(y/klog(1/0)/€)

= klog(1 k15 /log(1
[ et 2 las < YOI [ mongy  FOVIBD om o,
b €

So we conclude

\/k: log log log k log(1/5)>
€ )

Ejpaay [[1d—dlloc] <3a=0 (

as desired. <

B Concentration of Generalized Gammas

In this section we consider the Generalized Gamma random variable GGamma(a, b) para-
meterized by a,b with pdf:

bxafleth

p(x) = W,x € (0, 00).

Where the Gamma function I'(x) is defined over the positive reals as

We recall that I'(z) is a continuous analog of the factorial in that it satisfies I'(z + 1) =
z-T(xz). When b = 1, GGamma(a,b) is exactly the Gamma random variable Gamma(a)
(we will use Gamma to denote the random variable and T" to denote the function to avoid
ambiguous notation).

We want to show that sums of GGamma( p—ll, 577) random variables concentrate nicely.
To do this, we will show that they are sub-gamma:
To show that GGamma(p1 T e —L-) are sub-gamma, we will relate the moment-generating

function of GGamma(-—~ to that of the Gamma random variable with the same mean

p—17 p— 1)
using the following facts:
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» Fact 22. For a Generalized Gamma random variable X ~ GGamma(a,b) the moments

are E[X"] = %. In particular, for a Gamma random variable X ~ Gamma(a) the
moments are E[X"] = F(%Z)T)

See e.g. Section 17.8.7 of [12] for a derivation of this fact. Note here that GGamma(p T
577) has mean p = 1/I'(1/p). To relate the moments of Generalized Gamma random
variables to Gamma random variables’ we note the following about u:

1.2 2
i S

Putting it all together, we get the following lemmas, which combined with Fact 23 give
us Lemma 13:

» Fact 23. For all p > 2, we have % <

> Lemma 24. LetY = GGamma(ﬁ, 527) for p = 2. Then, for p=E[Y] = F(ll/p)7
have Y € T"(u,1).

Proof. We compare the moment-generating function of (the centered version of) Y to that
of X = Gamma(p) where p = E[Y]. X is in I'(i, 1) so it suffices to show Y’s moment
generating function is smaller than X’s. First, looking at the moment generating function of
Y, we have:

Ee]=1+Xu+>»

[y

« F(l+ (pp 1))]
p)

=1+ A+ Z
l r(%)

(a)
<14+ Z
r=2
Ll tr) ”] — B[],

®) TN
r=2

(a) follows because the Gamma function is monotonically increasing in the range [1.5, 00).
(b) follows because p =

ﬁ > 1/p for p > 1, and because for positive integers r,

ITiZ Ol(a: + 1) is monotonically increasing in z. Since X € I't(u, 1) and X,Y have the same
mean, we have that Y € T (u, 1) as well. <

» Lemma 25. LetY = GGamma(—1 527) for p = 3. Then, for p = E[Y] = L
have Y € T~ (p,3/2).

Proof. Similarly to the previous lemma, we have for all 0 < A < 2/3:

E[ef)\Y]
(o) (2 + 221y
=1—AN+2 (7‘!) r(;) ]
o0 :AQT‘ F(%—FQ’/‘%) A F(% 2T+ )
21—)\M+;_(2r)!' T(%) (1_27"-1-1. F( +27'_ )]
o [ A\2r F(%—i—?}") F(%+2T2)p%1) A
R [ G e ﬂ
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© > [ a2 T(L+2r) A T +2r+1)
'Sl_’\‘H; @)l 1) < 2+l T(L+2n) )
(d) TN T(p+2r) A D(pw+2r+1)

= 1_A“+;[(2r)!' (1) (1_2r+1' (i1 21) )}
4 — [(=)" Tle+r)] o AX

= A“+Z;{H b =Ee

Which, up to proving (c), (d) hold, shows that ¥ € I'"(u, 3/2) since X and Y have the
same mean and X € I'"(u,0) C I'"(p,3/2). (c) follows because the change in each term in
the sum is

A1

(2r)! @

p

[F(;+2r) —F(;%-er)‘y)l) _27°)-\i-1 <F<;+2r+1> —F<;+(27’+1)ppl))].

To show this expression is non-negative, it suffices to show that just the term in the
brackets is positive, or equivalently, for all r > 2,p > 3:

(L (p=1) r(: p=1
F(1+2r> 1-— (”+2r P ) > A F(1+27’+1> 1-— (p+(2T+1) p) .
p I (L+2r) 2r+1 \p I(L+2r+1)

Since we have I' (% +2r+ 1) = (% +2r)T (% + 27") < (2r+ 1)(% +2r), it further suffices

to just show:
1 r(iyor-1))
T(;+2r)
>\

r,p) = >
f(rp) 1 r(1+(2r4+1)22)
RN CEEZE))
For any fixed r > 2, one can verify analytically that f(r,p) is monotonically decreasing
in p over p € [1,00) and the limit as p goes to infinity is g(r) := % where 1) is the
d
digamma function ¢ (z) = diigﬂ(;ﬂ ). One can also verify analytically that g(r) is monotonically

increasing, and ¢g(2) ~ .6672. So, for all » > 2,p > 3 we have f(r,p) > 2/3 and thus for
A € [0,2/3], the inequality (c) is satisfied.
(d) follows by looking at the function

Tz +r) A T+r+1)\ Az +7r) = )
Aﬂ—m@Q‘r+r HIH>)—(L-T+1)QW+”

For r > 2, X < 1, one can verify analytically that z(x) is monotonically increasing in
the interval (0,1/2] D (0,%] D (0,p]. Since p > %, this gives that each term in the
right-hand-side of (d) is larger than the corresponding term on the left-hand-side. <
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