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Factors Affecting ENF Capture in Audio
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Abstract—The Electric Network Frequency (ENF) signal is an
environmental signature that can be captured in audio and video
recordings made in locations where there is electrical activity.
This signal is influenced by the power grid in which the recording
is made, and recent work has shown that it can be useful towards
a number of forensics and security applications. Most of the
previous work done on the ENF signature can be categorized into
two groups: work that targets improving approaches to extract
the ENF signal, and work that explores applications that the ENF
signature can be used for. An under-studied area of ENF research
is the factors that can affect the capture of ENF traces in media
recordings. Indeed, not all recordings made in areas of electrical
activity will carry prominent ENF traces, and the strengths by
which the ENF traces are captured can vary from one recording
to another. A thorough understanding of the factors that can
affect the capture of ENF traces in recordings is essential to
understanding the true applicability of ENF-based approaches
and can help inform future related studies. In this paper, we
carry out a study on such factors, with a focus on audio signals,
where we provide an overview of factors discussed earlier in the
literature and examine new ones. We conclude with outlining
avenues for future work.

Index Terms—ENF traces, embedding, recording environment,
recording devices.

EDICS Category: MMF-BENM-PER (Performance
measurement and validation of forensic evidence)

I. INTRODUCTION

MOST of the power provided by power grids comes
from turbines that work as generators of alternating

current. The rotational velocity of these turbines determines
the Electric Network Frequency (ENF), which typically has
a nominal value of 60 Hz in most of the Americas, and
50 Hz in most other parts of the world. The ENF fluctuates
around its nominal value as a result of power-frequency control
mechanisms that maintain the balance between generation and
consumption of electric energy across the grid [1]. These
fluctuations are seen as random, unique in time, and are
typically very similar in all locations of the same grid. The
changing instantaneous value of the ENF over time is what
we define as the ENF signal.
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ENF traces can be captured by audio or video recordings
made in areas where there is electrical activity. This makes the
ENF signal particularly relevant to information forensics as it
allows the ENF signal to serve as an environmental signature
that is intrinsically embedded in media recordings. Several
approaches have been proposed to extract the ENF signal
from media recordings, including approaches based on the use
of the Short Time Fourier Transform (STFT) and subspace-
based approaches such as MUSIC and ESPRIT [2]–[4]. Once
the ENF signal is extracted, it can be used for a number of
forensics applications, such as time and location-of-recording
authentication/identification and tampering detection [2], [5]–
[9].

Similar to [10]’s categorization on existing works on the
ENF, we find that the majority of the past research into
the ENF signature has largely focused on two areas: de-
veloping or improving approaches to accurately extract the
ENF signal from media recordings [3], [11]–[16], and ex-
amining novel ENF-based applications or improving on their
performance [5]–[9], [17]–[20]. Amid all this work towards
extracting and using the ENF signature, an essential research
question remains without a solid answer: In what kind of
recording situations can we be confident that ENF traces will
be captured in media signals? Answering this question can be
informative to the true applicability of the ENF signature, and
can be beneficial towards the development and deployment of
ENF-based applications.

The ENF traces are an imprint of power grid activity on
media recordings, so a basic requirement for the capture of
ENF traces is that there should be some sort of electrical
activity in the place of recording. A distinction can be made
between two types of recordings: recordings made using
recorders connected to the power mains and recordings made
using battery-powered recorders. In the case of the former, it is
generally accepted that ENF traces will appear in the resultant
recording, due to electromagnetic interference resulting from
the recorder’s connection to the power mains [21]. It is in the
case of the latter that the situation becomes more complex.

In this paper, we carry out a study exploring factors that
can affect the capture of ENF traces in media recordings. Our
focus here is on audio recordings made using battery-powered
recorders. First, we summarize results in the literature that
have addressed this issue. Next, we examine further factors
that can promote or hinder the capture of ENF traces. Our
explorations include two types of factors: (1) those related
to the recording environment and (2) those related to the
recording device used.

The rest of this paper is organized as follows. In Section II,
we present a summary on the results of the studies previously
done towards understanding the factors affecting the capture
of ENF traces in audio recordings. In Sections III and IV,
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TABLE I
SAMPLE OF FACTORS AFFECTING THE CAPTURE OF ENF TRACES IN

AUDIO RECORDINGS MADE BY BATTERY-POWERED RECORDERS

Factors Effect

E
nv

ir
on

m
en

ta
l Electromagnetic Promote ENF capture in recordings

(EM) fields made by dynamic microphones but not
in those made by electret microphones.

Acoustic mains Promotes ENF capture; sources include
hum fans, power adaptors, lights, and fridges.
Electric cables Not sufficient for ENF capture.
in vicinity

D
ev

ic
e-

re
la

te
d Microphone type Different types have different reactions

to the same sources, e.g., to EM fields.
Frequency band Recorder may be incapable of recording
of recorders low frequencies, e.g., around 50/60 Hz.
Recorder internal Strong compression, e.g., Adaptive
compression Multi-Rate, can limit ENF capturing.

we present our explorations into the effect of the recording
environment and the recording device, respectively, on the
capture of ENF traces. In Section V, we conclude the paper
and outline avenues for future work.

II. OVERVIEW OF PREVIOUS WORK

Understanding the factors that promote or hinder the capture
of ENF traces in media recordings can help towards gaining a
stronger understanding on the situations in which ENF analysis
is applicable. It can also inform the way in which ENF-based
applications are developed. In this section, we summarize
results shown in previous studies pertaining to the factors
affecting the capture of ENF traces in audio recordings made
by battery-powered recorders.

Table I shows a sample of factors that have been studied
in the literature for their effect on the capture of ENF traces
in audio recordings [21]–[23]. As shown, broadly speaking,
the capture of ENF traces can be affected by several factors
that can be divided into two categories: factors related to the
environment in which the recording was made and factors
related to the recording device used to make the recording.
Interaction between different factors may as well lead to
different results. For instance, as can be seen in Table I,
electromagnetic fields in the place of recording promote the
capture of ENF traces if the recording microphone is dynamic
but not in the case where this microphone is electret.

Overall, the most common cause of the capture of ENF
traces in audio recordings is the acoustic mains hum, which
can be produced by mains-powered equipment in the place of
recording. Recently, the hypothesis that this background noise
is a carrier of ENF traces was confirmed in [21]. Experiments
carried out in an indoor setting suggested a high robustness
of ENF traces. These traces were present in a recording made
10 meters away from a noise source emitting ENF-containing
noise and located in a different room.

In general, ENF traces are not restricted to appear in the
frequency band surrounding the nominal 50/60 Hz band, but
can also appear in bands surrounding the higher harmonics
of the nominal ENF value, i.e., around integer multiples of
50/60 Hz. When examining signals containing ENF traces,
it is common to observe scaled versions of almost the same

variations appearing at different harmonic frequencies. The
specific harmonics at which the ENF traces appear and the
strength of the captured traces at each harmonic may differ
from one recording to another [11], [12]. Therefore, the
locations and corresponding strengths by which the ENF traces
appear should be considered as well when examining factors
affecting the capture of ENF traces in media.

In the following sections, we present our explorations on
factors that may influence the embedding of ENF traces
in audio recordings due to the environment in which the
recording was made and due to the recording device being
used.

III. EXPLORATIONS ON ENVIRONMENT-RELATED FACTORS

As established in Section II, a main source of ENF traces
in audio recordings is the acoustics mains hum. Knowing this,
it can be useful to examine the way in which the acoustic
mains hum can behave as a physical sound wave in a recording
environment [24]. This can help understand its effects on
the manner in which ENF traces are embedded in an audio
recording.

The acoustic mains hum is a sound signal, and sound is a
mechanical longitudinal wave. It is a disturbance that travels
through a medium, transporting energy from one location
to another through a series of interacting particles. It is a
longitudinal wave because the particles, e.g., air molecules,
vibrate in a direction parallel to the direction of propagation
of the wave. The sound wave can then be characterized by
compressions and rarefactions, which are physical regions
where particles are compressed together and regions where
particles are spread apart, respectively. Sound waves move at
a speed c that depends on the medium in which they travel. A
sound wave can generally be characterized by its frequency f
and wavelength λ, which can be related to each other through
the wave speed equation: c = f · λ.

The acoustic mains hum can be seen as the summation
of several sound waves of varying strengths (amplitudes) at
frequencies that are multiples of the nominal ENF value. Using
the speed of sound in air at 20◦C (343 m/s) and the wave
speed equation, we find that the wavelengths of sound waves
at different ENF harmonics would range in value from 0.8 m
to 7 m. This helps put in perspective the movement of these
sound waves in a location where we expect an audio recording
to capture ENF traces.

In the remainder of this section, we show results on exper-
iments done in different environment conditions that demon-
strate how the factors related to the recording environment can
affect the way the ENF traces are captured in a recording.

A. Effect of wave interference

In this section, we demonstrate that the specific location
in a room in which a recorder is placed may have an effect
on the strength of the ENF traces captured in the resulting
recording. The factor we investigate in this case is the effect
of wave interference; in particular, the interference of sound
waves carrying ENF traces.
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Fig. 1. (a) is a diagram showing the result of interference of two identical sound waves. Original image (before modification) from [25]. (b) shows a schematic
of the set-up for the sound wave interference experiment we carried out; S1 and S2 denote the locations of the speakers emitting the sound waves; C and D
denote the locations where Olympus recorders are placed to pick up constructive and destructive interferences, respectively. (c) shows samples of the audio
signals recorded at locations C and D.

In a given location where there are equipment connected
to the power mains, the acoustic mains hum may be emitted
from different sources. Behaving as sound waves, the multiple
versions of this signal, along with their reflections, would lead
to various levels of interference in the location. The two ex-
tremes of these interferences are the constructive interference
and the destructive interference.

Figure 1(a) shows a diagram of how waves emitted from
two point sources are expected to interfere with each other.
In this diagram, two sources are emitting identical signals
of wavelength λ∗, which is the distance between any two
solid curves, or any two dotted curves. Locations of expected
constructive and destructive interference can be seen in the
figure denoted by C’s and D’s, respectively. Constructive
interference is created in locations where compressions from
the two signals meet, creating an area of even higher pressure,
followed by a meeting of rarefactions from the two signals,
making the pressure in the area even lower. The overall effect
is that the combined signal becomes stronger. Destructive in-
terference is the opposite of constructive interference. It occurs
at locations where a compression meets a rarefaction, thereby
canceling each other out and resulting in little movement of
the medium’s particles.

Viewing the signals of Figure 1 as sound waves carrying
ENF traces, this suggests that in certain environments where
ENF traces are expected to occur, e.g., a room where there is
electrical activity, ENF traces may not appear in a recording
made in this environment or may appear at different strengths
depending on the specific location of the recorder within
the environment. We carried out a verification experiment to
observe this phenomenon in a controlled setting. We generated
a synthetic tone signal at 240 Hz and emitted it from two
speakers placed 1 m apart. Figure 1(b) shows the layout we
used. We placed two recorders of the same brand, Olympus
700-M audio recorders [26], one at a central location C ex-
pected to exhibit constructive interference, and one at another
location D expected to exhibit destructive interference.

We show samples of the recorded audio signals in Fig-
ure 1(c). Although the signal recorded at location D in theory
should be a zero signal, the presence of a non-negligible
amplitude can be explained by somewhat constructive inter-
ference from reflected versions of the original two signals.

It could also be due to the non-ideal point source condition
in the experiment. In a more controlled recording setting, the
amplitude of the signal recorded at D should be much lower.
However, we can see that the signal recorded at location C is
stronger, i.e., has a larger amplitude of around 0.25, than the
signal recorded at location D, which has a lower amplitude
of around 0.03. This is consistent with what we would expect
given our understanding of sound wave interference.

In a practical scenario where a recorder is recording an
acoustic signal carrying ENF traces, there may be several
sources in the room emitting signals carrying ENF traces, and
some of these signals will be reflected as well. All these signals
will interfere with one another to form the signal recorded by
the recorder. The discussions in this section suggest that the
particular location of the recorder within the place of recording
will have an effect on how the ENF traces are captured.

B. Effect of recorder movement

In this section, we demonstrate that moving a recorder while
carrying out a recording can have an adverse effect on the
quality of the captured ENF traces in the resulting recording.

a) Casual Walk: We carried out an experiment where we
made a 10-min audio recording using an Olympus recording
in an office setting in Maryland, where the nominal ENF value
is 60 Hz. The Olympus recorder was stationary during the first
half of the recording and then was continuously moved during
the second half of the recording. During the movement period,
the person carrying out the recording was carrying the recorder
and moving it around by hand in a random manner while
casually walking around in a room. Figure 2(a) shows the
spectrogram strips about the ENF harmonics for the recorded
signal. We can see that, along with ENF traces around the
120 Hz and 240 Hz harmonics, there is a prominent ENF trace
around the 360 Hz harmonic in the first half of the signal. After
the 5-minute mark, however, the ENF traces become distorted
and indistinguishable.

While recording the audio recording, we had concurrently
recorded a 10-min reference power recording. This recording
is made using another Olympus recorder connected to a power
outlet using a step-down transformer and a voltage divider
circuit [2], [27]. This set-up allows the resulting recording to
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Fig. 2. (a) Spectrogram strips about the harmonics of 60 Hz from an audio
recording where the recorder starts moving at the 5-min mark, and (b) ENF
signals extracted from the audio recording and a simultaneously recorded
reference power recording.

carry ENF traces at a high signal-to-noise ratio (SNR). As
this reference recording is made concurrently with the audio
recording, the fluctuations in the ENF values observed in both
recordings should be very similar. In this way, the ENF traces
extracted from the reference power recording can serve as a
guide towards understanding how well the ENF traces appear
in the audio recording.

Figure 2(b) shows the ENF signal extracted from the audio
recording (from around the 360 Hz component) and the ENF
signal extracted from the simultaneously recorded reference
power recording. We can see that the audio ENF signal
matches well with the power signal in the first 5 minutes,
but not afterwards, which is when the audio recorder was
being moved. The correlation coefficient between the audio
and power ENF signals was as high as 95% in the first half
of the recording.

This experiment demonstrates that moving the audio
recorder while a recording is being made can affect the quality
of the captured ENF traces. One possible explanation for the
cause behind this observation is air pressure fluctuations. Most
microphones will suffer from air pressure fluctuations during
movement. This would result in significant noise that could
also affect the capture ENF traces. Another possible factor for
explaining the change in the frequency of the captured ENF
traces is the Doppler effect. We explore this further through
the controlled experiments in the next subsection.

b) Controlled Movement: The Doppler effect relates the
observer’s frequency f with the speed of the observer moving
toward the source vr and the source frequency f0 as follows

f =
(

1 +
vr

c

)
f0 (1)

where c is the speed of the propagation of the wave. Here, we
conducted a controlled experiment using a synthetic constant
frequency source as reported below to examine if the Doppler
effect can be observed in recordings of a moving audio
recorder.

We carried out a 9-min controlled experiment with a motion
segment (3–6 min) during which a person holds the recorder
walking at a constant speed towards and away from the source,
and two still segments (0–3 min and 6–9 min) during which the
recorder was placed on a table. The source is a speaker playing
a 55 Hz artificially generated single tone sound. During the
motion segment, the person walked away from the source nine
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Fig. 3. Estimated dominating frequencies over time for the recording made in
the controlled experiment on verifying the Doppler effect of a moving audio
recorder. Still segments: 0–3 min and 6–9 min, in black. Motion segment:
3–6 min. The highlighted blue and red portions correspond to motions facing
and moving away from the source, respectively.

times and walked towards it eight times. Figure 3 shows the
frequency of the captured sound estimated with a 2-second
sliding window and 90% overlap. The plot clearly shows, in
blue and red, 17 different sub-segments of the motion segment
(3–6 min) with alternating frequencies around the source
frequency, which correspond to the motions toward (blue) and
away from (red) the source. The plot also shows that there is no
significant frequency change in the still segments. Compared
to the red segments during which the recorded signal was
partially blocked by the tester when walking away from the
source, the blue segments show a repeatable pattern that the
frequency was increased to a range of [55.05, 55.15] Hz.
When the Doppler effect is used to explain such change, it
corresponds to a moving speed in a range of [0.31 ,0.93] m/sec.
The ground-truth moving speed obtained from a separate video
recording of the scene of the experiment was 0.46 m/sec. The
above results suggest that a substantial part of the frequency
change is related to the Doppler effect characterized by (1).

We then designed more practical factor-controlled experi-
ments as listed in Table II: EXP. 2 to EXP. 6 test the effect of
motions from small to large scale; EXP. 7 and EXP. 8 test the
effect of putting recorders in pockets of pants.

Figure 4(a) is a spectrogram of a 24-min audio recording
that contains one realization for each experiment from EXP. 1
to EXP. 8. Figure 4(b) shows the extracted frequency signal
from the strongest harmonics at 120 Hz and uses the power
signal as the reference. The extracted signal in EXP. 7 matches
well with the reference power signal, indicating that putting
the recorder in pockets of pants of a still person does not affect

TABLE II
DETAILED EXPERIMENTAL CONDITIONS

Exp. Time Motion conditions
No. (min)
1 0–3 Recorder kept still on table
2 3–6 Random motion, handheld in 1-m3 cube
3 6–9 Periodic back and forth, walk in 1-meter range
4 9–12 Periodic back and forth, walk in 2-meter range
5 12–15 Periodic back and forth, walk in 3-meter range
6 15–18 Periodic back and forth, walk in 4-meter range
7 18–21 Recorder kept still in left pocket of pants
8 21–24 Recorder in pocket of pants, random walk on 1-m2 plane
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Fig. 4. (a) Spectrogram of a 24-min audio recording that contains 8 different
experimental conditions listed in Table II. (b) Extracted frequency signal
around 120 Hz (normalized to 60 Hz) and the power reference signal.

the quality of the acquired ENF signals. However, the contrast
in spectrogram between EXP. 7 and EXP. 8 implies that putting
the recorder in pockets of pants while walking can make the
ENF extraction impossible due to the dominating wideband
noise.

Spectrograms for EXP. 1 to EXP. 6 with different levels
of motions show significant frequency traces in some ENF
bands. Figure 4(b) reveals that for experiments with no
motion and small motions, i.e., EXP. 1–EXP. 3, the extracted
signals closely match with the reference power signals. For
experiments with larger displacements, i.e., EXP. 4–EXP. 6, the
extracted frequency signals fluctuate but generally have the
same trend as the reference power signals.

We repeat EXPS. 1, 3, 4, and 6 five times each to ensure
that such observations are not by chance, and to explore
the possible causes for such fluctuations. One representative
plot for each experiment with extracted ENF signals and
power references is shown in Figure 5. For EXPS. 3, 4, and
6 that involve moving the recorder, it is observed that they
have significant frequency fluctuations around the reference
signal, whereas the still cases do not. Taking Figure 5(b)
as an example, and using 60 + 0.015/2 = 60.0075 Hz as
the observer’s maximum frequency, one can calculate the
maximum speed of the observer to be v̂r = 343 m/sec ×
(60.0075/60 - 1) = 4 cm/sec. Note that the actual peak-to-
peak frequency variation can be greater than 0.015 Hz as
any frequency value obtained from the spectrogram is the
averaged frequency from an 8-sec window, long enough to
cover a whole moving period. Therefore, the true maximum
speed should be at least 4 cm/sec, which matches the speed
in our experimental setup. Similarly, Figures 5(c) and 5(d)
for the periodic walk show that the extracted ENF signals
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Fig. 5. Representative ENF patterns when recorder in various motion
conditions. (a) EXP. 1 [still]. Peak-to-peak variation, Ap2p ≈ 0.0025 Hz.
(b) EXP. 3 [1-m periodic]. Ap2p ≈ 0.015 Hz ⇒ v̂r ≥ 4 cm/s. (c) EXP. 4 [2-
m periodic]. Ap2p ≈ 0.07 Hz ⇒ v̂r ≥ 20 cm/s. (d) EXP. 6 [4-m periodic].
Ap2p ≈ 0.08 Hz ⇒ v̂r ≥ 23 cm/s.

from the audio recordings have 0.07 and 0.08 Hz peak-to-peak
fluctuation around the reference signal, respectively. Applying
the Doppler model, we estimate that the true maximum speed
of the recorder movement should be at least 20 and 23 cm/sec,
respectively, which match the experimental conditions.

These factor-controlled experiments reveal that moving the
recorder can affect the ENF via the Doppler effect, possibly in
conjunction with other sources such as air pressure, air flow,
and other vibrations. If the recorder is oscillating around the
same physical location, the captured signal will be perturbed
but will be around the true ENF. Overall, moving a recorder
while making a recording can have an adverse effect on the
quality of the ENF traces being captured. As this would add
challenges to the subsequent ENF-based forensic applications,
this issue should be given proper attention in practice through,
for example, applying appropriate compensations or denoising
techniques to the raw ENF traces.

C. ENF traces across different locations

In what follows, we aim to demonstrate and visualize
how the strength of captured ENF traces can change across
the length of a recording as the recording location is being
changed. To this end, we use an Olympus recorder to make
a single 1-hour long recording, where the recorder is moved
every 2 minutes to a new location. While making this 1-hour
long audio recording, we concurrently record a 1-hour long
reference power recording. As seen in Section III-B, such a
reference recording can serve as a guide towards understanding
how well the ENF traces appear in the audio recording.

While making the audio recording, the Olympus recorder
was moved to 25 different locations in the second floor
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(a)

(b)

Fig. 6. (a) Floor plan of 2nd floor in KEB showing trajectory of recorder and stops made while recording. Each number denotes a 2-minute stop for the
recorder. Original map obtained from [28], and (b) Spectrogram strips about ENF harmonics for the obtained 1-hour long recording. The numbers denote the
location of the recorder while the recording was being made. Stops 10-15 were in the same room, and Stops 16-21 were in the same room. The blue vertical
lines denote the separation between the recorder being placed in a certain location, and it being moved to a different location.

of the Kim Engineering Building (KEB) at the University
of Maryland, College Park. The trajectory followed by the
recorder can be seen in Figure 6(a). Each number denotes a
2-minute stop made by the recorder. In most of the cases, a
stop is equivalent to the recorder being placed in one location
in a room/corridor. However, in the case of stops 10-15 and 16-
21, we have placed the recorder in 6 different locations in two
different rooms, Rm 2111 and Rm 2107, respectively. This was
done in an effort to further examine how the specific location
within an environment can have an effect on the presence of
ENF traces.

Figure 6(b) shows the spectrogram strips about the ENF
harmonics for the hour long audio signal. The numbers in
Figure 6(b) denote the stop where the recorder was stationed
while that portion of the recording was being made. From this
figure, we can see that there are three major harmonics around
which the ENF traces are appearing strongly: 120 Hz, 240 Hz,
and 360 Hz. We also note that, in between stops as the recorder
is being moved from one stop to another, there is significant
noise and no dominant ENF traces can be observed. This is
similar to the observations seen in Section III-B.

We can visibly see that the strength of the ENF component
can vary from one recording location to another. The 360 Hz

component, in particular, seems to be strong in only a handful
of locations, such as locations 4, 7, and 8, and almost non-
existent in others, such as in locations 16-21. To explain this,
we can note that all these different rooms/corridors contain
different equipment that emit different audio signals carrying
ENF traces. Also, some differences can be attributed to con-
structive/destructive interferences among the signals carrying
ENF traces. An indication of this is that location 10 has a
visibly weaker 240 Hz component than the rest of the locations
11-15 in the same room.

To assess how well the ENF traces are captured at each
location, we examine the correlation coefficient between the
ENF signal extracted from an audio clip around a certain
harmonic with the reference ENF signal extracted from the
corresponding reference power clip. A high correlation coef-
ficent value would indicate that ENF traces were embedded
strongly at the harmonic in question in the audio recording,
and consequently, the extracted ENF signal matches well with
the reference power ENF signal. For this set of recordings,
we extracted ENF signals for frames of 10-seconds long with
50 % overlap using an STFT-based ENF estimation approach.

Figure 7 shows the correlation coefficient values obtained
for all the locations considered for the cases of ENF signals
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(a) case of 120 Hz
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(b) case of 240 Hz
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(c) case of 360 Hz

Fig. 7. Correlation coefficient values obtained for all the location cases considered for ENF signals extracted from around solely either the 120 Hz, 240 Hz,
or 360 Hz harmonic. Each correlation coefficient value is computed between an extracted ENF signal about an ENF harmonic with its corresponding reference
power ENF signal segment. Vertical black borders are placed around locations of recording that belong to the same room, i.e., locations 10-15 and locations
16-21, respectively.

extracted solely from around the 120 Hz, the 240 Hz, or
the 360 Hz harmonic. The red horizontal line refers to a
0.8 correlation coefficient value, which we have empirically
chosen as the lower bound for an acceptably high correlation
coefficient value. Recording clips achieving lower than this
value are considered to have either not captured ENF traces
at the particular harmonic or captured them weakly.

Examining Figure 6(b), we can see that there is a strong
component at 120 Hz throughout locations 10-21, even though
this does not reflect in high correlation coefficients in most
of these locations in Figure 7(a). It would seem that this
component, which visibly seems to exhibit a high local SNR
is not the ENF component and could be the result of stray
electromagnetic spectra in the location of recording. For the
case of the 120 Hz component in Figure 7(a), we can see
that the only locations that give a high correlation coefficient
are 1, 4, 7, 8, 19, and 25. Location 19 is the sole location in
Rm 2107 to show prominent ENF at 120 Hz.

Examining Figure 7(b), we can see that most of the clips
show high correlation coefficient values for the 240 Hz ENF
component, thus exhibiting strong ENF traces. Again, we see
another example of a sole recording in one room that does
not exhibit similar behavior as the rest, i.e., location 10 in
Rm 2111. This confirms our earlier observation that the 240 Hz
component was captured weakly at location 10 and strongly
at locations 11-15.

Examining Figure 7(c) confirms our earlier observation that
the 360 Hz ENF component is strong at locations 4, 7, and 8.
We can also see that the visibly faint 360 Hz components at
locations 2, 3, 9, 24, and 25 in Figure 6(b) were enough in
these cases to yield good ENF signal estimates.

The results shown in this section provide further evidence
that the environment and the specific location within it in
which a recording is made can have an effect on the strengths
and harmonic locations of captured ENF traces.

IV. EXPLORATIONS ON DEVICE-RELATED FACTORS

In this section, we show results of experiments that suggest
that the recorder (receiver) used to make an audio recording
can have an effect on the way ENF traces are captured in
the resulting recording. As discussed earlier, ENF traces are
not restricted to appear in the frequency band surrounding

the nominal 50/60 Hz band, but can also appear in bands
surrounding the harmonics of the nominal ENF value. As
such, when examining whether ENF traces are present in a
recording, we examine frequency bands surrounding not only
the nominal ENF value, but its harmonics as well.

In the experiments that follow, we concurrently record a
reference power recording while carrying out audio recordings.
We examine the spectrogram strips about the ENF harmonics
of the audio signal to identify if ENF traces were captured. To
confirm that the traces observed were indeed due to the ENF,
and not due to some other possible environmental signals,
we compare the audio ENF variations to the ENF variations
observed in the concurrently made power recordings. It is
through this approach that we can confirm that the traces found
about the ENF harmonics for the recordings shown in this
section were indeed due to the ENF signal. Following this,
the metric that we used to judge the strength of ENF presence
in this section was a weight that estimates the local SNR at
each ENF harmonic. We explain how we arrive at this estimate
in Section IV-A. Then, we show the results of our experiments
on device-related factors in Section IV-B.

A. Computation of local SNR estimate

ENF traces will appear in an audio recording when a signal
carrying these traces is captured in it, e.g., the acoustic mains
hum. We can express this signal as a summation of k sinusoids,
each with an amplitude Ak, and whose frequency is time-
varying around a harmonic of the nominal ENF value. Here,
we aim to obtain an estimate of the local SNR at particular
ENF harmonics, expressed in deciBels (dB). We denote the
local SNR at the kth harmonic by:

SNRk = 10 log
Psignal,k

Pnoise,k
= 10 log

A2
k

Pnoise,k
, (2)

where Psignal,k and Pnoise,k are the powers of the signal and
noise components, respectively, at the kth harmonic.

To estimate the SNR of a certain ENF component contained
in a signal, we examine the spectrogram of the audio signal,
which gives estimates of the power spectral density (PSD)
at different frequencies over time. We first divide the signal
into consecutive frames, each on the order of a few seconds.
For each frame, we find the PSD value of the peak of the
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(a) Olympus recording (b) B&K recording

Fig. 8. Spectrogram strips about the harmonics of 60 Hz from the first set of
simultaneously recorded audio measurements in the same environment made
by Olympus and B&K recorders.

TABLE III
SNR ESTIMATES (IN DB) IN SET OF SIMULTANEOUS RECORDINGS MADE

BY DIFFERENT RECORDERS, OLYMPUS AND B&K, IN THE SAME SETTING

SNR Set 1 Set 2 Set 3
around Olym. B&K Olym. B&K Olym. B&K
120 Hz 8.39 26.41 18.47 23.23 19.23 26.47
240 Hz 11.86 17.34 8.85 14.17 8.92 12.80
360 Hz 6.93 15.61 6.93 7.07 14.25 20.79

spectrogram surrounding the multiple of the nominal ENF
value we are interested in; this is our estimate of PS+N,k =
Psignal,k + Pnoise,k as it corresponds to the signal peak
superimposed over the noise present. Denoting the frequency
at which this peak appears as fpeak,k, we compute our estimate
for Pnoise,k as the average of the PSD values corresponding to
the frequencies in the ranges of [fpeak,k − ∆1, fpeak,k − ∆2]
and [fpeak,k + ∆2, fpeak,k + ∆1] . For the experiments shown
here, we have empirically chosen ∆1 = 2 Hz and ∆2 = 0.5 Hz.
This choice was made after many observations of the behavior
of the ENF in the grid where we made our recordings, the
Eastern US grid; these values would need to be larger if the
recordings where being made in grids where the ENF has
larger range of variations, such as in India or Lebanon [7].
After computing the Psignal,k estimate as PS+N,k −Pnoise,k,
we can compute the SNRk estimate using Equation (2).
Through this approach, we can estimate the SNRk value for
each frame. We can also compute the average SNRk value
over a certain time period as the mean of the SNRk values
of the frames within this time period.

B. Experiments and Results

In what follows, we present the results of three experiments
that we carried out, which suggest that the recording device
used can have an effect on (i) the strength by which ENF
traces are captured in a recording, and (ii) the ENF harmonics
around which the traces can appear. The experiments discussed
here were carried out at the University of Maryland, where the
nominal ENF value is 60 Hz.

1) Difference in ENF strength: In this experiment, we carry
out three sets of simultaneous recordings by two different
receivers. Each recording is 30 minutes long. The first receiver
is the built-in microphone of the Olympus 700-M audio

(a) B&K recording (b) Max4466 recording

Fig. 9. Spectrogram strips about the harmonics of 60 Hz from the set of
simultaneously recorded audio measurements in the same environment made
by B&K and Max4466 recorders.

TABLE IV
SNR ESTIMATES (IN DB) IN SET OF SIMULTANEOUS RECORDINGS MADE

BY DIFFERENT RECORDERS, B&K AND MAX4466, IN THE SAME SETTING

SNR around B&K Max4466
60 Hz 5.10 19.05
120 Hz 16.44 9.67
180 Hz 3.75 16.22
240 Hz 10.46 5.61
300 Hz 3.65 18.38
360 Hz 9.58 8.73
420 Hz 3.64 12.61

recorder [26], and the second receiver is a Brüel & Kjær
(B&K) microphone (type 2669) [29]. Figure 8 shows spec-
trogram strips of the recordings surrounding ENF harmonics
for one set of the recordings. Here, we can see that both
recorders capture prominent ENF traces at around 120 Hz and
240 Hz, and the B&K recording additionally captures strong
ENF traces at around 360 Hz.

When comparing the 240 Hz strips between the two spec-
trograms in Figure 8, we can see that the ENF traces captured
by the Olympus recorder have a red color while those of the
B&K recording have a yellow color. Examining the color bars
of the spectrograms indicates that the Olympus recording’s
strip has a higher PSD value than that of the B&K recording.
However, a more telling indicator on the strength of the
captured ENF traces is their respective local SNR estimated
following Section IV-A.

We compute the SNR estimates around 120 Hz, 240 Hz,
and 360 Hz using the approach described earlier. The results,
shown in Table III, show that for each of these ENF compo-
nents present in the audio signals, the component in the B&K
recording has a higher SNR estimate than its counterpart in
the Olympus recording.

Given that each set of recordings was made in the same
location, this suggests that using the B&K would yield stronger
ENF traces, demonstrating that the choice of receiver can have
an effect on the strength by which the ENF traces are captured.

2) Difference in ENF harmonics captured: In this experi-
ment, we carry out two simultaneous audio recordings using
different receivers in the same environment. Here, one of the
receivers is the B&K microphone used in the experiments of
Section IV-B1, and the second receiver is a Max4466 micro-
phone from Adafruit [30]. Figure 9 shows the spectrogram
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(a) Set 1: Max4466 (b) Set 1: B&K (c) Set 1: Olympus

(d) Set 2: Max4466 (e) Set 3: B&K (f) Set 4: Olympus

Fig. 10. Spectrogram strips about the harmonics of 60 Hz from the set of simultaneously recorded audio measurements in the same environment made by
different recorders, B&K and Max4466.

strips about the ENF harmonics for the recordings made.
The results of this experiment yield an interesting obser-

vation: Even though both recordings were made in the same
location, the B&K microphone captures the ENF traces at even
harmonics of 60 Hz, which is consistent with the results of
Section IV-B1, while the Max4466 captures the ENF traces at
odd harmonics of 60 Hz. For reference, Table IV also shows
the SNR estimates computed for the ENF traces observed in
the recordings to give a numerical perspective on the local
strengths of the ENF traces. These results suggest that the
choice of recorder can have an effect on the ENF harmonic at
which ENF traces appear.

3) Further examination: The results of the first experiment
suggest that the microphone (receiver) used can have an effect
on the strength of the ENF traces captured in an audio record-
ing, whereas the results of the second experiment suggest
that the microphone (receiver) used can have an effect on
the frequencies at which ENF traces appear. One phenomenon
that could have played a part in the previous results is that of
interference between the two microphones being used at the
same time. To be able to examine whether that phenomenon
does play a factor or not, and to get further datapoints to
support or negate our previous results, we have carried out
this third round of experiments, which aims to look at the
recordings made by each of the three microphones examined
(Olympus, B&K and Max4466) when no other recorder is
being used at the same time. This third round of experiments
is formed of four sets:

• Set 1: Recordings using all three microphones (Olympus,
B&K and Max4466).

• Set 2: Recording using only the Max4466 microphone.
• Set 3: Recording using only the B&K microphone.

• Set 4: Recording using only the Olympus microphone.

All of the sets of recordings carried out were made for
20-minutes intervals in the same room on the campus of
the University of Maryland. Each set was supported by a
concurrent reference power recording. As in previous cases,
the power recording was used to validate that traces found
in audio recordings at harmonics of the nominal ENF were
indeed due to the ENF variations, and not due to other
electromagnetic spectra in the recording environment.

Figure 10 shows the spectrograms of the audio signals
recorded in this round of experiments. We are also includ-
ing the ENF estimates extracted from around the visible
spectrogram strips seen for each of the audio recordings for
Set 1, shown along with the ENF signal extracted from the
concurrently made reference power recording. These signals
are shown in Figures 11, 12, and 13. We can examine this
plots to notice that if the trend of variation of the audio ENF
matches that of the power ENF, this would verify that the
observed traces are due to ENF.

From Figure 11, we can see that the ENF traces are captured
in the Max4466 recording at 60 Hz, 180 Hz, 240 Hz, and
360 Hz, and not at 120 Hz or 300 Hz despite the sugges-
tive strong frequency bands appearing in the spectrogram of
Figure 10(a). When doing a similar analysis for the Max4466
recording of Set 2, we found that it captured ENF traces at
60 Hz, 120 Hz, 180 Hz, and 360 Hz, but not at 240 Hz or
300 Hz. Although the difference between the two cases here
is whether or not ENF traces were captured at 120 Hz or
240 Hz, an interesting observation remains consistent. That
is,the Max4466 was the only recorder we observed to capture
ENF traces at the odd harmonics 60 Hz and 180 Hz.

From Figure 12, we can see that the ENF traces were
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(a) Max4466 at 60 Hz (b) Max4466 at 120 Hz

(c) Max4466 at 180 Hz (d) Max4466 at 240 Hz

(e) Max4466 at 300 Hz (f) Max4466 at 360 Hz

Fig. 11. ENF estimates extracted from Max4466 recordings from around
different ENF harmonics, shown along with ENF signal estimated from
concurrently made power recording.

(a) B&K at 120 Hz (b) B&K at 240 Hz

Fig. 12. ENF estimates extracted from B&K recordings from around different
ENF harmonics, shown along with ENF signal estimated from concurrently
made power recording.

captured in the B&K recordings at 120 Hz and 240 Hz, though
more strongly at 240 Hz. From Figure 13, we can see the
Olympus recorder captured ENF traces at 120 Hz, 240 Hz, and
360 Hz. Similar observations were also made when examining
the ENF estimates extracted from the B&K and Olympus
recordings from Sets 3 and 4, respectively.

From Figure 10, we can see that each microphone exhibits
similar behavior when combined with other recordings (Set 1)
and when in a set by itself (Sets 2, 3, and 4): Max4466
shows ENF traces at both even and odd harmonics of the
nominal ENF value, and the other two recorders show ENF

(a) Olympus at 120 Hz (b) Olympus at 240 Hz

(c) Olympus at 360 Hz

Fig. 13. ENF estimates extracted from Olympus recordings from around
different ENF harmonics, shown along with ENF signal estimated from
concurrently made power recording.

traces at even harmonics. This suggests that the observations
made in Sections IV-B1 and IV-B2 are due to the micro-
phone’s individual characteristics and not due to interference
between microphones. This is in agreement with results shown
previously in that each microphone captures ENF traces at
different harmonics, and Max4466 is notable in being the only
microphone in our set of microphones examined that captures
ENF traces on the odd harmonics.

4) Discussion: In each of the experiments shown in this
section, we have used different recorders in the same environ-
ment to record the background noise carrying ENF traces. Ex-
amining the results of these experiments, we can hypothesize
that the choice of recorder used to make an audio recording
can influence the strength of the ENF traces captured and the
harmonic locations at which these ENF traces appear.

In Section III, however, we have seen that the specific
locations within an environment where an audio recorder is
placed can have an effect as well on the strengths/locations by
which ENF traces are captured in the resulting recording. It is
therefore plausible that such factors may have played a role as
well in the results shown in this section, in addition to factors
related to the recorders being used. This demonstrates that the
mechanisms and influencing factors about how ENF traces are
captured in a recording are complex problems, and it will need
further study to achieve a comprehensive understanding.

V. CONCLUSION AND FUTURE WORK

The ENF signal has been under study in the community in
recent years for its ubiquitous nature as it can be captured
intrinsically by media recordings. Research work has been
carried out to propose approaches to extract it and explore its
subsequently interesting applications in information forensics
and security. There is a need, however, for further research
into the factors and conditions that can promote or hinder the



HAJJ-AHMAD et al.: FACTORS AFFECTING CAPTURE OF ENF TRACES IN AUDIO 11

capture of ENF traces in media recordings. This would help us
gain a stronger understanding on the situations where the use
of the ENF signal can be applicable, and could possibly help
us design certain protocols that can increase the likelihood of
the capture of ENF traces in recordings.

Through the study shown in this paper, we have seen that
the choice of recorder used to make a recording can have an
effect on the actual harmonics at which ENF traces appear, and
on the strength by which ENF traces are captured. Factors
related to the environment also play a role: the presence
of different sources of waves carrying ENF traces and the
interference between these waves and their reflected versions
can affect the strength of the captured ENF traces at specific
locations, and moving the recorder while making a recording
can compromise the captured ENF traces.

We have seen in this study that understanding the factors
that affect the capture of ENF traces in recordings is not a
straightforward problem, as more than one factor would likely
be contributing to the final state of the captured ENF traces.
In the future, it would be beneficial to examine factors such
as those explored in this paper, and others, in extensive and
controlled experiments with respect to multiple factors, in a
variety of locations and using different recorders including
smartphone recorders heavily used today. A small-scale study
that we have carried out suggests that ENF traces can be
captured by the recorders built-in to iPhone and Android
smartphones, and that the way the ENF traces are captured also
varies across the locations and devices used. More systematic
studies on cellphone recordings would help strengthen the
understanding of the situations that promote or hinder the
capture of ENF traces and ultimately better understand the
real-world applicability of the ENF signal. A similar study
can be done with video recordings as well where the role
of factors such as internal video camera operations and the
behavior of light waves in an environment can be explored.
This will improve fundamental understandings on ENF based
forensics analysis and complement such practical strategies
that explore static regions [16], [31], [32] or perform motion
compensation [19].
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