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Integrating Cybersecurity Concepts Across Undergraduate Computer Science and 
Information System Curriculum 
 
Abstract 
The global Cybersecurity skill gap in 2020 is about 3.1 million and the Cybersecurity staff 
shortage is about 69%. Universities are waking up to the need for developing skills in 
Cybersecurity. Though many Universities offer a master’s degree in Cybersecurity, it is 
impractical to fill this huge demand for Cybersecurity through only graduate degree holders. 
After careful analysis, it has become evident that there is a gap in the curriculum as it relates to 
training for Cybersecurity concepts in foundational computing courses for students. To be more 
specific, there is relatively less focus on the infusion of Cybersecurity concepts in undergraduate 
computing courses and its impact on classroom practices. This paper serves to address this gap 
by providing an experience in infusing, teaching, and assessing Cybersecurity modules in various 
undergraduate computing courses that immerse students in real-world Cybersecurity practices 
through active learning. 
 
1. Introduction 
 
Today, cyber networks (cyberspace and the Internet) are as much a part of the American 
homeland as our cities, farmlands, mountains, and coastlines. Because they are where we do 
almost all our day-to-day activities such as shopping, banking, working, playing, learning, to 
connect with family members, etc., [1]. Cybernetworks are a critical infrastructure for commerce 
and communications [2] and they are the backbone of our 21st century economy [1]. Cyber 
networks are also the major nerve center of our national security [1]. Disruptions in networks and 
lapses in security affect our lives in ways that range from the inconvenient to the life-threatening 
[2,3]. 
 
Cyberspace is vulnerable to an ever-evolving range of threats from criminals as well as nation-
state actors. The purpose of cyberattacks span the spectrum of criminal activity, such as identity 
theft, data theft, espionage, and disruption of critical functions [1]. Attacks can be small-scale, 
aimed at stealing personal information from unsuspecting citizens’ home computers, or large-
scale, like the one that took down the CIA (Central Intelligence Agency) website several hours in 
early February 2012 [2] and Danish shipping company Maersk in 2017, which disrupted their 
operations for two weeks and cost the company $300 million [4,5]. Cyberattack is a growing 
threat. In March 2013 Senate hearing, the nation’s top intelligence officials warned that “Down 
the road, the cyberthreat will be the number one threat to the country,” eclipsing terrorism [2,3]. 
The McAfee 2020 report [4] indicates that the monetary loss from cybercrime is $945 billion and 
the cost of global crime since 2018 is $1 trillion which is a more than 50% increase in the last 
two years [4,5]. 
 
Confidential information about users is collected, processed, and stored in cyberspace by 
institutions using the Internet as a transport mechanism. According to Massachusetts state 
officials, nearly one in five residents had personal or financial information stolen in data 
breaches in 2013 [6]. In 2015, the Office of Personnel Management was hacked, and 21.5 
million individual’s SF-86 data plus 5.6 million individual’s fingerprint records were leaked [7]. 
Similarly, 147 million Americans’ data were exposed in the 2017 Equifax hack [5]. USA Today 
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reports indicate that about 43% of companies and 47% of adult Americans have been exposed to 
one or more security breaches [8]. The UNODC (United Nations Office on Drugs and Crime) 
estimates that the cost of global identity theft is $1 billion per year and the cost of identity theft 
in the US was $780 million per year. Other kinds of losses by banks in the United States are 
estimated in the range of somewhere between $300 million and $500 million a year [9]. 
 
The 2020 (ISC)² (Association for inspiring a safe and secure cyber world) Cybersecurity 
Workforce Study [10] estimates that the global cybersecurity workforce needs to grow 41% in 
the U.S., and 89% worldwide to effectively defend organizations’ critical assets. Despite 
COVID-19 and economic pressures, organizations’ plans to increase cybersecurity staffing over 
the next 12 months remain consistent with previous years [10]. The (ISC)2 report also indicates 
that 49% of their survey respondents expect their organizations to hire more cybersecurity 
professionals within the next year [10]. Despite a huge demand for cyber security personnel the 
industry is facing great challenges to hire sufficient, qualified security personnel and retain them. 
The global cybersecurity skill gap in 2020 is about 3.1 million [10]. Due to this cybersecurity 
staff shortage 69% of the ISACA (Information Systems Audit and Control Association) 2020 
survey [11] respondents say their cybersecurity teams are understaffed and 56% of the (ISC)2 
[10] survey respondents accept their institution is at risk. According to various reports, about 
40% of junior-level and over 50% senior and manager level security jobs are vacant and Cyber 
Security job postings took 8% longer to fill than other IT job postings overall. In a lot of cases, 
even the people who should know how to do this job and know how to run these systems do not 
even exist. [12]  
 
One of the challenges faced in addressing cyber workforce issues is the well documented 
shortage of STEMC (Science, Technology, Engineering, Mathematics, and Computing) 
graduates with technical proficiency [11]. While STEMC careers in academia and industry are 
increasingly requiring technical skills for dealing with cybersecurity and information assurance, 
undergraduate courses in computing, including those offered at Alabama State University, fall 
short of providing key training to students in cybersecurity that integrate both theory and 
practice. Equipping students with such skills greatly improves their employability. The U.S. 
Bureau of Labor Statistics’ (BLS’s) Occupational Outlook Handbook [13] highlights our claim. 
This report projects that the employment growth from 2012 to 2022 for information security 
analysts will be 37%, much faster than the average for all jobs of 11%. The report states that 
“Demand for information security analysts is expected to be very high as these analysts will be 
needed to come up with innovative solutions to prevent hackers from stealing critical 
information or creating havoc on computer networks.” Additionally, the (ISC)² Foundation’s 
2020 Global Information Security Workforce study [10] points out that 3.1 million more 
cybersecurity professionals will be needed to accommodate the predicted global shortfall.  
 
Industry do not want compliance officers or cybersecurity policy planners, but they want 
Cybersecurity graduates with technical skills such as secure system design, defense tools 
creation, and finding and solving software and hardware vulnerabilities [11,16]. The 
Cybersecurity industry looks the following essential skills from the Cybersecurity graduates: 1) 
Fundamental knowledge on wide variety of computing courses, such as computer architectures, 
cryptography, networking, secure coding, secure system development, penetration testing, 
incidence response, tool development, operating systems internals (such as Linux), and low-level 
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programming [17-21] and how and the organization’s information system operates [22-24], 2) 
soft skills such as team-work, problem-solving, and communication [25-28], and 3) hands-on 
training on cyber ranges [29]. Cyber range is an interactive simulated representation of an 
organization’s cyber infrastructure that includes their local networks, systems, tools, and 
applications that provide a safe and legal environment for learning and testing Cybersecurity 
operations [30].  
 
To address this serious problem, Alabama State University with the support of Auburn 
University employed a unique technique called infusing Cybersecurity concepts in various 
undergraduate computer science and computer information systems courses. Though many 
Universities offer a master’s degree in Cybersecurity, it is impractical to fill this huge demand 
for Cybersecurity through only graduate degree holders. The following statistics [10] vindicate 
our decision. In 2020, the IT service industry employed 41% cybersecurity professionals with 
bachelors’ degree. Moreover, this survey also indicates that the employers are planning to fill the 
32% of the cybersecurity gap with new university graduates. But ISACA survey indicates that 
current Cybersecurity curricula is mostly theoretical with very little hands-on training [14] and in 
a NIST (The National Institute of Standards and Technology) survey 80% of the hiring managers 
indicate that the current four-year degree is not adequately prepares students for Cybersecurity 
jobs [15]. We have taken a step in departing from the traditional curricula by orienting 
undergraduate courses to Cybersecurity practices. This paper presents our two years’ experience 
in adapting and integrating security concepts across the undergraduate computer science and 
computer information systems curriculum. Our security course modules walked students through 
producing working solutions by having them perform a series of hands-on exercises developed 
specifically to apply cutting-edge industry techniques with each course module. We strongly 
believe that equipping students with such skills greatly improves their employability. 
 
2. Infusing Security Concepts in Existing UG Computing Courses 
 
Universities are waking up to the need for developing skills in Cybersecurity. Several 
universities now have graduate level courses focused on Cybersecurity. There are evidences of 
Cybersecurity concepts being integrated in undergraduate computing courses, they are the United 
States Air Force Academy [31,32] and the NSF-funded projects such as Security Knitting Kit 
(SecKnitKit) project (Tennessee Technological University) [33], Security Injections project 
(Towson University) [34], SEED project (Syracuse University) [35,36], and EDURange project 
(Evergreen State College and Lewis and Clark College) [37]. In addition to Tennessee Tech, the 
SecKnitKit materials were also disseminated in additional 9 Universities: University of 
Wyoming, James Madison University, Murray State University, College of St. Scholastica, 
Fairmont State University, Middle Tennessee State University, University of Central Arkansas, 
University of North Carolina at Wilmington and  University of North Texas [33]. 

Practical Cybersecurity involves a wide range of subject areas, therefore, the Cybersecurity 
curricula must concentrate on infusing security concepts in wide variety of computing courses, 
such as computer architectures, cryptography, networking, secure coding, operating systems, 
low-level programming, computer literacy, computer programming, web development, database 
and software engineering [17-21,32-34]. 
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The initial set of courses in which we planned to integrate cybersecurity concepts are chosen 
using two criteria: suitability of material for pedagogical integration of cybersecurity concepts 
and impact on all computing and STEM majors. Instructors may eventually choose to expand the 
integration of methods to other computing courses. The initial set of courses includes: Data 
Communications and Networks/Computer Networks, Operating Systems, Software Engineering, 
and Information Security. We used a two-stage process to integrate cybersecurity concepts into 
computing courses. The first part focused on theoretical and conceptual ideas behind the methods 
under discussion and the second part had hands-on experimentation. 

• Computer Networks: From Spring 2019 to Spring 2021, we reworked CSC315 Data 
Communication and Networking, and CIS310 Networking Fundamentals (for computer 
information systems majors) courses. A firm understanding of Network/Operating 
System fundamentals is essential to being able to secure a network or attack one. The 
purpose of these courses is to emphasize covering the fundamental concepts needed to 
understand computer attacks and defenses from a network perspective. In CSC315 and 
CIS310 we have introduced many new fundamental topics required for the network and 
cyber security including 1) Linux, 2) PowerShell, 3) Network Protocols and Standards, 4) 
network commands widely used in network and cyber security, and 5) network security 
hands-on experiments using GNS3 (Graphical Network Simulator-3), Wireshark, and 
Cisco packet tracer.  

• Operating Systems: In spring 2020 and again in spring 2021, we resigned the CSC414 
Introduction to Operating Systems (for computer science majors) course by infusing the 
following security concepts which explains to the students how to protect the operating 
system from threats. The topics include, 1) command line usage (Linux and DOS), 2) 
common administrative functions using Microsoft PowerShell, 3) system security, 4) 
system and network threats, 5) how to use cryptography as a security tools, 6) how to 
implement security defenses such as Security Policy, Vulnerability Assessment, Intrusion 
Detection, Virus Protection, Auditing, Accounting, and Logging, and 7) how to harden an 
operating system (Linux or Windows), 8) firewalling, and 9) hands-on experiments using 
operating system tools used for security. 

• Information Security: In Fall 2019 and Fall 2020 we reworked the CIS341/CSC341 
Information Security course with an emphasize to infuse those aspects of information 
technology that are directly relevant to network and application layers security and to 
provide students the opportunity to obtain Security+ certification and/or Certified Ethical 
Hacker (CEH) certification. This modified course will leverage topics typically found in 
Security+ and CEH certification such as scanning networks, denial-of-service attacks, 
SQL injection, cryptography, penetration testing, threat management, identity 
management, security risk identification and mitigation, and network access control. 

 
3. Results 
 
From spring 2019 to spring 2021 semesters, Alabama State University faculty developed 
Cybersecurity modules to infuse into the existing undergraduate computer science and computer 
information systems courses. After the beta test between spring 2019 to Fall 2020, these 
Cybersecurity modules went through various updates – some based on student feedback and 
some due to the change in Cybersecurity industry needs. These modules were evaluated for their 
effectiveness through pre- and post-tests. In addition, students in all offered classes were asked to 
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complete a survey pertaining to their coursework, confidence in using Cybersecurity modules in 
their classes, and strategies they use to learn in their math classes.  
 
3.1. Student Knowledge  
Students in each class completed pre- and post-tests to examine changes over the duration of 
the module implementation. In each class, there were students that failed to complete the pre, 
post, or both tests. Overall, scores on the pre-tests averaged just 61.82% while averaging 82.96% 
on the post-tests. The paired t-test result is shown in figure 1. The two-tailed P value for the 95% 
confidence interval less than 0.0001, by conventional criteria, this difference is extremely 
statistically significant. 
 

P value and statistical significance:  
The two-tailed P value is less than 0.0001 
By conventional criteria, this difference is extremely statistically significant. 
 
Confidence interval: 
The mean of Test1 minus Test2 equals -21.138 
95% confidence interval of this difference: From -27.618 to -14.658 
Intermediate values used in calculations: 
t = 6.5320 
df = 57 
standard error of difference = 3.236 
 
Data Summary: 

Group Mean SD SEM N 
Test1 61.819 23.626 3.102 58 
Test2 82.957 14.708 1.931 58 

 
Figure-1: t-Test Results for Student Knowledge 

 
3.2. Student Academic Efficacy, Motivation and Learning Strategies in Computing Courses 
Finally, students were asked to respond to survey items pertaining to their level of academic 
efficacy, motivation and goals in learning computer science, and strategies that they use and 
prefer to learn Cybersecurity. 

• Academic Efficacy: Students were asked to respond to five items related to their 
academic efficacy as it pertains to the computing class in which they were enrolled.  
Overall, students reported a great deal of confidence in their academic abilities with the 
average for each term above 4 (on a 5-point scale). Students believed that they would 
learn if they tried, worked hard, and did not give up. They also believed that they could 
master the skills and figure out the most difficult class work. 

• Goals in Computing: While all goals were important to them, students believed that 
getting a good grade was most important. They also wanted to meet requirements for 
their degree, improve their ability to communicate math ideas to others, learn new ways 
of thinking and specific procedures for solving real-world computing problems.  

• Preferred Learning Environments: When asked to indicate their perceptions of statements 
describing different learning environments, students reported the greatest agreement with 
“the instructor explains the solutions to problems” and “the assignments are similar to the 
examples considered in class.” Students also indicated situations in which they compared 
their computing knowledge to other students, studied their notes, explained ideas to 
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others, worked in small groups, and got frequent feedback on their computational 
thinking. They were less supportive of having the class critique their solutions, exams 
that prove their skills and group presentations. 

• General Learning Strategies Used by Students: In general, students reported using a 
variety of strategies in their computing classes and not giving up when they get stuck. 
They most frequently reported finding their own ways of thinking and understanding and 
reviewing their work for mistakes or misconceptions. They also reported checking their 
understanding of what a problem is asking, studying on their own and using their 
intuition about what an answer should be.  

• Motivation to learn Cybersecurity - Task Value: Students reported high levels of task 
value, indicating their belief in the importance and utility of course content in their 
computing classes. Their understanding of Cybersecurity is extremely important to them 
and their motivation to learn Cybersecurity is strong. 

• Learning Strategy – Critical Thinking: In terms of learning Cybersecurity, students 
reported many strategies that require critical thinking. They reported developing their 
own ideas based on course content and evaluating the evidence before accepting a theory 
or conclusion. They also reported questioning what they read or hear in class and 
thinking or possible alternatives. 

• Learning Strategy – Self-Regulation: Students reported using many effective self-
regulation strategies in their computing classes. In particular, they pay careful attention to 
concepts that they find confusing and focus on studying and reviewing these, so they 
learn them. 

• Learning Strategy – Time and Study Environment Management: Another positive 
strategy reported by students related to the management of their time and study 
environment. They reported attending class regularly, finding a place to study and 
keeping up with the weekly readings and assignments.  

 
The reliability of these scales was generally supportive, with internal consistency estimates 
ranging from .491 to .926, with a median of .867. Perceptions were also very positive as overall 
scale means exceeded the scale midpoints. A more detailed summary of items from these scales 
are shown in Table 1.  

TABLE I.  STUDENT ACADEMIC EFFICACY, MOTIVATION AND LEARNING  
Measurement Scale Items Reliability Mean (SD) 
Academic Efficacya 5 .864 4.16 (.8) 
Goals in Computingb 10 .920 4.26 (1.13) 
Preferred Learning Situationsc 11 .869 5.42 (1.56) 
Learning Strategies used in class (general)d 15 .890 5.35 (1.43) 
MSLQ- Motivation - Task Valuee 6 .909 5.71 (1.21) 
MSLQ – Critical Thinkinge 5 .888 5.05 (1.46) 
MSLQ – Self-Regulatione 11 .821 5.049 (1.45) 
MSLQ – Time and Student Environment Managemente 8 .491 4.87 (1.61) 
a=5-point scale (1=Strongly Disagree…5=Strongly Agree) 
b=7-point scale (1=Not at all important …7=Extremely important) 
c=7-point scale (1=Strongly Disagree…7=Strongly Agree) 
d=7-point scale (1=Very Seldom…7=Very Often) 
e=7-point scale (1=Not True of Me…7=Very True of Me) 
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5. Conclusions 
 
We have created about 30 one-week Cybersecurity modules and infused them into four existing 
core undergraduate computing courses over a period of three years. The modules were taught 
using examples that were worked through interactively during class. The students then worked 
on assignments that incorporated the new Cybersecurity instructional concepts. We have 
evaluated the Cybersecurity modules effectiveness through pre- and post-tests, and surveys. The 
paired-samples t-test results show that matched pre-post student knowledge is statistically 
significant. Regarding confidence in using Cybersecurity modules in class, we had significantly 
positive results. Students’ perception was very positive as overall scale means exceeded the scale 
midpoints. We feel the courses were a success but indicated there was room for improvement. 
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