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Abstract—Many applications such as smart metering and
location based services pose strong privacy requirements but
achieving privacy protection at the client side is a non-trial
problem as payment for the services must be computed by the
server at the end of each billing period. In this paper, we propose
a privacy preservation and billing scheme termed PPDIR based
on delayed information release. PPDIR relies on a novel group
signature mechanism and the asymmetric Rabin cryptosystem to
protect the privacy of the clients and their requests, to achieve
accountability and non-repudiation, and to shift the computa-
tional complexity to the server side. It adopts a secret token
for anonymity and the token is updated for each client at the
beginning of each billing period and securely released only to the
server at the end of the billing period. Such a strategy can prevent
the server from linking a client’s requests made at different
hilling periods. It also prevents any adversary from linking any
request to any client. Note that the server is able to figure out all
requests made by a client within a billing period after receiving
the delayed token, which is unavoidable for billing purpose.
We prove the security properties of the group signature scheme,
and analyze the security strength of PPDIR. Our study indicates
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that PPDIR can achieve privacy-preservation, confidentiality,
non-repudiation, accountability, and other security objectives.
We also evaluate the performance of our scheme in terms of
communication and computational overheads.

Index Terms—Privacy preservation, group signature, billing,
delayed information release, smart grids, location based services.

I. INTRODUCTION

ANY real world applications can be modeled with a

simple client-server architecture, in which clients send
requests to a server, get services from the server on demand,
and pay the server for the received services. For example,
as shown in Fig. 1, location based services (LBS) allow mobile
users to contact LBS servers via their smart devices to get
context information such as the closest gas station or the most
highly rated Asia restaurant within 5 miles. Smart metering
{(Fig. 2) can also be regarded as following this simple client-
server model as smart meters (clients) periodically report
the fine-grained electricity usage data to utility companies
(servers), though a utility company does not have to respond to
each report (a null response from the server). Such applications
share the following properties:

« The data (a LBS request or a smart meter reading)
sent from a client to the server can reveal the private
information of the client. For examples, LBS requests
could be exploited to trace a mobile user and infer the
user's private information such as race and age as the
request contents contain the location and preferences of
the user [1]-{5]; smart meter readings can be explored to
figure out the presence/absence and habit of a residence as
the fine-grained utility data closely reflect the activities of
the residence [6], [T]. Such a privacy disclosure triggers
many security and safety concerns, and even physical
attacks to the clients.

« Protecting the privacy of the clients and the confiden-
tiality of the requests can be achieved via traditional
and advanced cryptographic primitives but unfortunately
existing research exhibits the following disadvantages
of such approaches: (i) the computational overhead is
prohibitively high as in general advanced crypto tools
such as homomorphic encryption is employed but the
client devices in our application scenarios are typically
relatively “dumb™ (smart phones, smart meters, etc.) [5],
[B]-[11]; (ii) completely hiding the clients via anonymous
communications to prevent the server and adversaries
from linking the requests made by the same client renders
the traditional billing, which computes bills by the server
based on the amount of offered services, impossible,
and billing by clients with price functions publicized
by the server causes further security problems [12]-{14];
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Fig. 2. The smart metering architecture for fine-grained electricity usage
data collection.

(iii) many proposed approaches such as privacy-
preserving data aggregation for smart metering [15]-{17]
actually could not achieve the desired objectives as the
coarse-grained aggregated data gets rid of the advantages
provided by fine-grained utility data for smart grid ser-
vices, which implies a sacrifice of service with privacy
protection.

These observations motivate us to study the following
novel problem under a simple client-server model: how fo
protect the privacy of the clients {identity and data) while
simulianeously getting services from the server and paying
the server for the received services in a billing period? This
is a non-trivial problem as our design has to consider the
following security challenges and objectives: (i) the (identity
and data) privacy of the clients needs to be protected while
the legitimacy of each request should be verifiable; (ii) the
confidentiality of each request should be protected; (iii) the
monthly bill for each client should be computable at the server
side though the privacy of the client needs to be protected;
{iv) the transactions from different billing periods must be
completely unlinkable by any entity; (v) the transactions from
the same billing period can be linked together only by the
server for billing purpose when a bill needs to be generated;
{vi) the computational and communication overhead must
be low at the client side; and (vii) the solution approach
much achieves nonrepudiation and accountability as a client
should never be able to deny the requests/services it has
made/received and the server should never be able to forge
a service not requested by any client without being detected.

To tackle these challenges, we propose a novel account-
able scheme to provide Privacy Preservation and billing via
Delayed Information Release (PPDIR) for client-server based
applications. PPDIR employs (i) a novel lightly-weighted
eroup signature scheme such that the signature of each client
request is verifiable (the request is from a legitimate client)
but the server is not able to figure out who the client is with-
out further information; (ii) the computationally asymmetric
Rabin's public-key cryptosystem to encrypt a client request
with the server’s public key to provide request confidentiality;
(iii) AES to protect the server responses; and (iv) a one-way
hash chain seeded by a token that changes at the beginning of
each billing period such that the server can link the requests
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made by the same client in the same billing period only when
the token is securely released to the server at the end of the
current billing period while no one else can link any request
from any billing period at any time. We carry out a rigorous
analysis to investigate the security properties of the proposed
group signature mechanism, and the security strength and
computational/communication overhead of PPDIR.

An important consideration in our design is the low com-
plexity at the client side. Our novel group signature scheme
ensures that one signing key pair can be used to sign as many
requests as the client wishes while traditional ones [18], [19]
require one signing key pair per message; thus our mechanism
incurs significantly low storage and key management over-
heads at the client. Moreover, Rabin’s public-key cryptosystem
combined with AES help shift the computational complexity
from the client side to the server, as Rabin encryption (at
client side) is much simpler than its decryption operation (at
server side), i.e., a client only needs to perform one modular
multiplication plus AES to protect confidentiality of its request
and response.

The rest of this paper is organized as follows: Section 11
presents the related work. Section III outlines our system
and security models as well as the preliminary knowledge
employed by PPDIR. Section IV and V respectively detail
PPDIR and its security properties and strengths. The perfor-
mance of PPDIR in terms of computational and communica-
tion overheads are reported in Section V1. The discussions on
PPDIR and our future research are presented in Section V1L
Conclusions are presented in Section VIIL

II. RELATED WORKS

The survey by Gigya [20] revealed that data privacy was
concerned by 90% of people. In real-world, it is a common
practice for human beings to submit data and pay for the
requested services. Nevertheless, existing research considered
how to protect either data and user identity privacy [21]-[23],
or the real-time pricing functions [24]-{28], overlooking how
users are billed, though some claimed that bills can be com-
puted by users based on the published pricing function; Nev-
ertheless, such an approach introduces more security concerns
and definitely is undesirable by the service providers. In this
paper, we propose a mechanism that can protect data/identity
privacy while guaranteeing that bills can be computed by the
service providers based on the fine-grained data submitted
by users. To our best knowledge, this is the first work
simultaneously achieving the above goals.

Data and identity privacy protection have been extensively
studied without considering billing in diverse contexts for
various applications. Identity protection is usually realized
via anonymization [29] but data protection is more sophisti-
cated. Perturbation based techniques such as k-anonymity [30],
[-diversity [31], t-closeness [32], [33], and differential pri-
vacy [34], have been tailored for privacy protection in smart
erids [35], [36], social networks [5], [37]. [38], location-based
services [39], [40], privacy-perserving localization [41], [42],
e-healthcare [43]-{45], Internet of Things [46], [47], just to
name a few. Such approaches usuvally rely on added noise to
protect data, resulting in decreased quality-of-services and user
experiences as well as inaccurate bills. Cryptography-based
techniques [48], [49] such as homomorphic encryption [50],
secret sharing [51], and functional encryption [52] can provide
privacy protection but the involved computational burden is
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Fig. 3. A communication architecture.

prohibitively high, rendering them impractical at the client
side to encrypt the data and at the server side to compute the
bills in practice. Another popular approach for data privacy
protection is data aggregatioin [53]-[56], which submits only
coarse-grained or summary data to the servers, causing fine-
grained information loss and accordingly decreased qualify
of services and failed bill computation based on real-time
pricing at the server side. Our work can simultaneously achieve
privacy protection as well as traditional billing based on fine-
grained data.

III. MODELS AND PRELIMINARIES

A. System Model

As shown in Fig. 3, our system model consists of four major
entities: Key Generation Center (KGC), Client, Data center,
and Server. In the following we briefly summarize the major
functions of each entity.

« The Key Generation Center (KGC): KGC is used to
eenerate and distribute keys for all the clients and the
server. KGC also takes the role of group manager. It is
responsible for group formation and dispute resolution.

« Client: Each client needs to register with KGC and joins
a group in order to get services from the server. During
the registration and join processes, each client com-
putes or receives from KGC its group member id and
group certificate. A legitimate client should be able to
zet services from the server without releasing its private
information.

« Data cenfer: The data center (may consist of cloud
servers) is uftilized to process the data for the server.

« Server: The server will get group information {group id
and group public parameters) from KGC and will service
the clients in the corresponding groups. It will generate
monthly bills for the services provided to each client. The
disputes between the server and a client is resolved by
KGC.

B. Security Model

In our security model, we assume that KGC is a third-party.
There is a secure channel between KGC and each client, which
is used to transmit sensitive information during the registration
and join operations. This secure channel is also used when
disputes need to be resolved at KGC.

We consider that the following security goals need to be
achieved:

« Privacy-preservation of client requests and identities. The
server should be able to verify that a request is made
by a legitimate client though the client identity is kept
confidential; i.e, the server is able to tell that a request is
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made by a legal user without knowing who has made the
request. Both the requests from clients and the responses
from the server should be protected for confidentiality.
The requests made by the same client within a billing
period should be identifiable only by the server for billing
purpose, but those from different billing periods should
never be linked by the server or anybody else to protect
the client privacy.

« Non-repudiation: If a client has made a request and
serviced by the server, it cannot deny this activity in later
time. If the server charges a client for a request that is
not made by the client, the forged services should be
identifiable.

« Accountability: The system is recordable and traceable.
When there exists any security issue or a dispute between
a client and the server, the system should be able to
figure out who is responsible for what.

C. Preliminaries

1) Bilinear Maps: Bilinear maps is a cryptographic prim-
itive that will serve as the basis for our proposed PPDIR
scheme. Let 4 and G2 be two bilinear groups of prime order
g, and & be a penerator of 4. Our proposed scheme makes
use of a bilinear map: e : (zy x 3y — (52 with the following
properties:

o Bilinear: A map e : Gy x Gy — Go is bilinear if and only
if for ¥Q) € Gy and Ya,b € £, we have e(aG, bQ)) =
e(G, Q). Here 2y ={1,....q— 1} is the Galois field
of order q.

« Non-degeneracy: The generator & satisfies (G, (}) #£ 1
for VO € Gy.

« Computability: There is an efficient algorithm to compute
elG, Q) for ¥} € Gy.

Next we define the Gap Diffie-Hellman (DH) Group. To pro-

ceed, let's first introduce DLP, CDHP, and DDHP.

« Discrete Logarithm Problem (DLP): Given a generator &
and an element ¢} € G4, DLP intends to find the integer
a € &y such that @) = oG whenever such an integer
exists.

« Computation Diffie-Hellman Problem (CDHP): Given G,
aG, and b5 for a, b € &,;, COHP computes abG.

» Decision Diffie-Hellman Problem (DDHP): Given &, als,
b5, and o for a, b, c € Ey, DDHP decides whether ¢ =
ab mod q.

We call Gy a Gap DH Group if DDHP can be solved in
polynomial time but there is no polynomial time algorithm to
solve CDHP or DLP with a non-negligible probability. Such
a group can be found in supersingular elliptic curve or hyper-
elliptic curve over finite fields, and the bilinear pairing can be
derived from the Weil or Tate parings [57], [58].

2) Group Signature: Generally speaking, a group signature
scheme [59] consists of the following procedures:

« Sefup: A group manager generates a group public key

and a group secret key based on certain algorithms.

« Join: The group manager generates a secret key and a
public key for a potential user, which might be a new
group member.

« Sign: A group member signs its message using its secret
key, member certificate, and so on.

« Verify: An algorithm exists to compute the validity of the
signature based on the group public key.
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« Reveal: Given a signed message and the group secret key,
an algorithm (or the group manager) exists to return the
identity of the signer.

A secure group signature must satisfy the following

properties:

« Correctness: Signatures produced by a group member can
be accepted by the verifier.

« Unforgeability: Only group members can sign messages
on behalf of the group.

« Anonymity: Given a valid signature, it is computationally
hard to identify the signer by anyone except the group
MANAZEr.

« Unlinkability: Whether two different valid signatures are
computed by the same group member is computationally
hard to figure out by anyone except the group manager.

« Exculpability: Neither the group manager nor a group
member can sign messages on behalf of other group
members; a member is not responsible for any valid
signature that is not produced by itself.

3) The Rabin Cryptosystem: The Rabin cryptosystem [60]
is a provably secure public key encryption scheme. Iis security
strength is based on the practical difficulty of factoring the
product of two large prime numbers.

« Key Generation: Each entity needs to create a public key
n and the corresponding private key pair {nq,ma} by
finding two large random primes ny and ns, with roughly
the same size, and then setting n = nyna.

« Encryption: To send an encrypted message to A, B
encrypts its plaintext M based on A’s public key n
as follows: B treats M as an integer in the range
{0,1,2,...,n—1} and then computes C = M? mod n,
where ' is the ciphertext to be sent to A.

« Decryption: The receiver A recovers the plaintext M from
C based on its private key pair {n, no} according to the
following procedure:

1) A computes my, ma, mg, and my based on the
Chinese Remainder Theorem:

my = CMHY pad gy
mg = (ny — C™+U/4Y) med ny
mg = C U od g

= (ng — C™2+/Y) mod ny

2) A computes four messages My, Ma, M, and M,

as follows:
= (amy + bmg) mod n
MQ = (amy + bmy) mod n
Mg = (ama + bmg) mod n
= (ama + bmy) mod n
where @ = na(nz'! modny) and b = ny(ny?

mod ng).

3) One of {My, M, M3, My} is the original message
M. To determine which message is M, B can add
predetermined redundancy before encryption, based
on which A can figure out the original message M.

IV. THE PROPOSED SCHEME

In this section, we detail our scheme for Privacy Preser-
vation and billing via Delayed Information Release (PPDIR).
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TABLE 1
TrE NoTaTioNs AND THEIR DEscrIPTIONS UsED 18 PPDIR

Notation Description

H Hazh function

D unigue client identity

5 master secrel key

P public key

kj session key

hj one-way hash chain

At the beginning of any billing period, each client needs to
select a secret token and compute a one-way hash chain seeded
by the token and H({ID). The token will be securely released
to the server at the end of the billing period to link all requests
made by the same client during the current billing period
for billing purpose. Each request is anonymous, is attached
with one element in the hash chain, and is signed based on
our group signature scheme such that the server can verify
that the request is made by a valid member belonging to
certain group but it cannot figure out the group member who
has generated and signed the request. All the information
transmitted from the client is protected by Rabin cryptosystem
and the response from the server is encrypted by AES such
that the computational complexity at the client side is low.
Since the token will never be public, attackers cannot link
the requests made by the same client within the same billing
period; as the token is unique for each billing period, neither
attackers nor the server can link the requests made at different
billing periods. The notations used in this paper and their
descriptions are shown in Table 1.

The overall procedure of our proposed PPDIR scheme
is summarized is Fig. 4. One can see that PPDIR mainly
contains the following steps: Setup, Registration and Join,
Group Signature, Encryption, Decryption and Verification,
Response and Delayed Information Release. The details of
each step are presented in the following subsections.

A. Setup

We assume that the server bootstraps the system. Specif-
ically, the server first generates its private key {n,na} and
the corresponding public key n = nyno based on the Rabin
cryptosystem. The server keeps its private key {ny,n2} and
publishes its public key n.

KGC manages all the groups. To create a group, KGC needs
to perform the following activities:

« KGC chooses a cyclic additive group 4 (which is a Gap

DH group) of prime order g, which is generated by &,
and a cyclic multiplicative group (&2 with the same order

q.
« KGC selects one secure symmetric encryption function
such as AES, denoted by Enc(), and three secure cryp-
tographic hash functions {H,H;,Hs}, where H, H; :
{0,1}* — E" and Hy : {0,1}* — Gy, here Z; =
1
. .%GC‘ chuuses a random master key s € Zj and computes
a public key F = s(5.
KGC publishes the following public parameters for the
newly-created group G:

.G, P, H, Hy, Hs}. (1)

where the bilinear pairing is a map e : &5y x &y — Ga. KGC
keeps the master secret key s.

params = {Gy, Ga, e,
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Information Release i @ Pay=Enc, (pyt)

Fig. 4 The overall procedure of our PPDIR scheme.

B. Registration and Join

When a client with identity I D repisters with K GC,
the following two steps need to be performed:

1) The client randomly chooses an integer r € Z! as its
private key, and sends rG to KGC via a secure channel.

2) KGC calculates Sy = sHa(H(ID),rG), and sends it to
the client via a secure channel.

The client’s private key pair is {r, 51}, and its public key is
H{ID). Note that we use H (I D) instead of the I'D itself as
the public key of the client and the true I D) of the client in
our system is never released for privacy protection.

Here we assume a secure channel exists between KGC and
each client such that the information exchanged during client
registration can be protected. This assumption is reasonable as
a client needs to be authenticated during registration in many
practical applications that consider security a big issue.

After registration, the client can choose a group to join. Note
that we separate the registration and join operations because a
client may register with KGC but does not choose any group
to join. The join process is outlined as follows:

1} The client chooses a random number = € Z7,
and sends {rG,zG,rz(5, S} to KGC requesting to
join the group G with public parameters params =
{Gq, Ga,e,q,G, P,H,HIJ; Ha}.

2) KGC verifies e(rz(s, &) = e(zG, r5) to check whether
the client is a valid registered member of group G.
If true, KGC sends 53 = sHa(H(ID),rzG) to the
client via the secure channel; otherwise, the join request
is declined.

MNote that = is a private parameter selected by the
client to bind itself with the group to join. The mple
{rG,zG,rzG,I D} is used as the identity of the client in the
eroup; thus it is added to the group member list. The client's

member certificate is comprised of {52, =G} and its private
signing key pair is {z,7z}.

A client does not need to register with the server as long
as KGC reports to the server all the groups that may request
services from the server. Each group has a unique identity
G and its public parameters should be certified by KGC.
Whenever a client sends an anonymous request to the server,
the identity of the group it joins instead of its true identity
should be included in order for the server to identify which
group it belongs to while keeping its true identity confidential.

C. Group Signature

In [19], there are many pairing operations and exponential
computation, the group signature is complexity and have a
high computational overhead. So we propose a group signing
procedure in this subsection in order for the server to ensure
the authenticity of the client’s request, i.e., to verify that the
request is signed by a valid member of a group. Although
our signature method is motivated by [18], it possesses a nice
property that significantly differ itself from the one in [18].
Let M be the request message to be signed by a client. The
following two steps outline the signing procedure.

1) The client randomly selects two numbers ky, ks € Zy;
2) The client employs its two signing keys {z,rz} and the
member certificate {rz(, S2} to sign the request M as
follows:
« U =krz;
e V=(g—1—k)zG;
. Y = rHo(H(M),U + V);
o § = rzHo(H(M),U +V);
« R = keHo(H(ID),rzG);
o = H\(H(M),U+V + R);
« W =1koSo + kyrzHa(H(M),U +V + R)
The signature on M is the tuple GSign = {U,V, ¥, 4, B, W}.
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Our signature scheme proposed above allows a single sign-
ing key pair to be used to sign as many messages as a client
would like to do because two random numbers {ki, k2} are
actually uvtilized to compute the signature for each message,
while the one in [18], [19] requires a unique signing key
pair for each message. This advantage can help conserve the
storage space and decrease the overhead of managing a large
number of signing key pairs, which is particularly useful when
a client needs to sign many requests. In Subsection V-A,
we will prove that our signature scheme still possesses the
security properties required by group signatures.

D. Encryption

To preserve a client's privacy, we must prevent attackers
from linking multiple transactions (each transaction consists
of a client request and the corresponding response from
the server) made by the same client within one billing
period or across multiple billing periods. To achieve this
objective, we employ hash chains and secret tokens to create
different IDs for each transaction during each billing period.
This method ensures that an attacker cannot trace a client even
though it intercepts all the messages destined to or originated
from the client. The basic idea is outlined as follows.

For each billing period T', we require the client to randomly
choose a token T and compute its initial seed h%: B° =
H(H(ID)
|I7lIT). A one-way hash chain k7 = H(R'!,7) is also
computed, with 7 = 1,2,--., and A7 to be used by the ;**
request of the client in the current billing period T'. Note that +
must be unique for each billing period but the client’s identity
I'T) does not need to be changed as it is never released.

1) For the j** request M, the client chooses a session key

k7 based on AES.

2) The client computes M; and R, where M; =
M ||GSign||h7||k, and R is the last 128-bits of M.
Then the client computes M = M; + 2'% + R. Note
that R provides the required redundancy to facilitate the
Rabin decryption.

3) The client employs the server's public key to encrypt M
based on the Rabin encryption:

Rabin_C = Rabin_Enc(M). (2)

4) The client sends the ciphertext Rabin_C to the server.

This procedure provides a session key k7 for the 5™ request
in the current billing period, and & will be used by the server
to encrypt the response based on AES if the client’s request
is validated. We choose AES to protect the session as it is
strong enough while involving a low computational cost for
both encryption and decryption.

E. Decryption and Verification

When the server receives Rabin_C, it decrypts the cipher-
text wsing its private key (mp,ns), and verifies the group
signature GSign. The decryption and verification procedure
is outlined as follows:

1) The server decrypts Rabin_C and gets four decrypted
messages {M], M4, M}, M;}.

2) The server identifies the message M that possesses the
redundancy (the R part). It then recovers the original
message by computing M" = MR which consists of
{M',GSign, b, k}
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3) The server calculates I' = H{(H(M"), U +V + H).
4) The server verifies the following equations:

e(G,8) = e(V.Y) - e(U Ha( HM"), U +V))  (3)
e(G,W) = e(U, Hao(H(M'),U +V + R)) - (P, R)"
4)

If (3) and (4) hold, the client’s request is accepted by the
server; otherwise, the server declines the request as the client
is not verified.

Note that the server is able to verify whether the client is
a legal registered user belonging to a certain group according
to (3) and (4) but it does not know who requests the service.
The security properties of this signature verification scheme is
analyzed in Section V-A.

E Response

After the server verifies that the client is legal, it sends a
Response of Request (RoOR) to the client:

1) The server creates its response, encrypts it with the
session key &’ based on AES: Res = Ency; (RoR),
and then sends Res to the client.

2) The server computes the payment b, for the current ser-
vice(s), and stores the request M, the signature GSign,
the response ROR, the bill b;, and the hash value k! for
billing purpose and accountability guarantee.

Afier receiving Res, the client decrypis it to obtain the
response using session key k7.

. Delayed Information Release

At the end of the current billing period, the client is required
to securely release the secret token + and the hash chain seed
h". This process is secured by the Rabin encryption based on
the procedure outlined in Section IV-D. Let k be the session
key selected by the client for information release and billing
purpose.

When the server receives the released information, it
decrypts to get the token  and the session key k. Then it
computes the hash chain according to the token = and A".
Based on the hash chain, the server can link all the requests
made by the same client during the current billing period, and
calculates the client’s payments pyt. Then the server sends the
bill to the client based on the following two steps:

1) The server encrypts the client’s payment pyt using the

client’s session key k : Pay = Encg(pyt).

2) The server sends Pay to the client.

When the client obtains Pay, it decrypts the message to
obtain the payment pyt, and pay the bill. The client’s detailed
statement report can also be released, by following the same
procedure.

V. SECURITY ANALYSIS
In this section, we investigate the security properties of
our group signature scheme, and analyze the security strength
of PPDIR in guaranteeing client privacy protection, non-
repudiation, accountability, and authentication.

A. The Security Properties of Our Group Signature Scheme

In this section, we prove the security strength of the group
signature scheme proposed in Section IV-C. Note that &4 is a
Gap DH group in our scheme.
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Thearem 1: No adversary can forge a valid signature with
a non-negligible probability.

Proaf: For contradiction we assume that an adversary can
forge a valid signature. Then this signature must be able to
pass the verification check established by (3) and (4). Let's
consider (4). We notice that the right-hand side of (4) can
be transformed to e(U, Ho(H(M),U +V 4+ R)) - e(P,R)' =
e(U,Ha(H(M),U +V + R)) - e(sG, R)! while the left-hand
side of (4) is (G, W). Comparing the two sides, one can
see that if (4) is correctly established, the computation of
W must involve =, which means that the attacker can obtain
the master key s from the public key P = sG. This implies
that the attacker can solve DLP in &y by computing = from
s(z, which further implies that the attacker can solve the
discrete logarithm problem in ;. This is impossible, and thus
our assumption is not true. Therefore we conclude that no
adversary can forge a valid signature with a non-negligible
probability. O

Theorem 2: No group member (client) can impersonate
and sign on behalf of any other group member with a non-
negligible probability.

Progf: Consider the following impersonation attacks:

Case 1: The attacker does not collude with KGC.

Assume that a client with identity TD); is the attacker who
intends to impersonate another client with identity ID); to
sign II),'s request M. In order to forge a valid signature for
M that can pass the verification check, the attacker needs
to choose appropriate values of IV, V', Y, 4, B, W such
that (3) and (4) can hold. Because  and P are public,
the attacker must establish a valid relationship between {G, P}
and {U,V, Y, 4, R, W}. Considering the two side of (3) and
{4), one can see that it is easy for the attacker to forge a
signature when [/ = V = G or ' = V' = P, which reduces
the difficulty to establish a valid relationship between {G, P}
and {U,V, Y, 4, R, W} as the attacker only needs to consider
the relationship between {G, P} and {¥, 4, R, W}

+« When the attacker chooses I/ =V =G

The right-hand side of (3) can be transformed to:

e(VY) - e(U Ha(H(M),U +V))
=e(G,Y)-e(G,Ha(H(M),U +V))
= e(G,Y + Ho(H(M), U +V)) (5)

Comparing the left-hand side of (3) and the right-hand
side of (5), one can see that the attacker can pass the
verification check (3) when 6 =Y + Ho(H(M ), U +V),
where Y can be selected randomly by the attacker.

But it is not easy for the forged signature to pass the
verification check (4), as the attacker does not know the
certificate component Sz of I 1);. The right-hand side of
(4) can be equivalently transformed to:

e(U, Ha(H(M),U +V)) -e(P, R)'
= (G, Hy(H(M),U +V)) -(sG, R)'
= e(G,Hy(H(M),U +V)) - (G, IsR)
— e(G,IsR+ Hy(H(M),U + V) (6)

Comparing the lefi-hand side of (4) and the right-
hand side of (6), one can see that the forged signa-
ture can pass the verification check (4) when W =
=R + Ha(H(M),U + V). Because the attacker does
not know the master key s, which is held by
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KGC, the attacker can only brute-force W to estab-
lish W =l=R + Ha(H{M), U + V), which can succeed
with a probability 1 /(g — 1).

« When the attacker chooses I/ =V = P

The right-hand side of (3) can be equivalently trans-
formed to
e(V.Y) - e(U, Ha(H(M),U +V))

= e(sG,Y ) - e(sG,Ha([H(M), U + V7))

= e(G,s(Y + Ha(H(M),U +V))) (7
Comparing the left-hand side of (3) and the right-hand
side of (7), one can see that the forged signature can
pass the verification check (3) only when § = =(Y +
Ha(H{M),U +V)). However, the attacker cannot com-
pute § = s(¥Y + Ho(H({M),U + V)) because it does
not know the master key s. Brute-forcing all possible
values of 4 has a success probability of only 1/{g — 1)
to establish & = s(Y + Ha(H(M ). U7 +V)).
Now we consider whether the attacker can pass the
verification check (4). The right-hand side of (4) can be
transformed to

e(U, Ho(H(M),U +V)) - e(P, R)'

— e(sG, Ho(H(M),U + V) - e(sG, R)"

=e(G,sHa(H(M),U +V))-elG,1sH)

=e(G,s(lR+ Ha( HM). U +V))) (8)
Comparing the left-hand side of (4) and the right-hand
side of (8), one can see that the forged signature can pass
(4) only when W = =(IR+Hq(H (M), U+V)). Because
the attacker does not know the master key s, it can not
establish W = lsR + Ha(H(M), U + V'); Brute-forcing
all possible values of W has a success probability of only
1/(g—1).
Therefore we claim that in this case the attacker can forge
a valid group signature with a probability at most 1/(g—
1)? as (3) and (4) must simultaneously hold.

According to the above analysis, one can see that the
attacker can impersonate a valid group signature with a
probability at most 1/(g — 1) as it needs to brute-force all
possible values of 4 and W. Recall from Section IV-A that
g is a very large prime number; therefore the probability of
successfully impersonating a legal group member is negligible.

Case 2: The attacker colludes with KGC.

In this case, the attacker with identity II); can obtain
{riG,z;G} and the member certificate {S3,mx,G} of an
honest group member with identity IDIJ; by colluding with
KGC. The attacker chooses ki, k) € &y, 1p, 12 € Z;, and
obtains the following values:

b= kinnG
V=(g—1-Fk)=G
Y =r.Ha(HM), U+ V)
§ = v Ha( H{M), U + V)
B = EyHa(H(IDy), ez, &)
[=H(HM.U+V +R)
W = kS + Koz Ha(HM), U+ V + R)
According to the (3), we have:
el,8) = e(G,rez . Ho(H{M), U +V))

= e(ryzG, Ho(H(M), U + V})) (9
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On the other hand, the right-hand side of (3) can be equiva-
lently transformed to

e(V.Y) - e(U, Hy(H(M),U +V))

=el(lg— 1 - K)xG,rzHo(H(M), U + V)) - e(kyrez,G,
Hy(H(M),U +V))

=e((g—1—K)rexG, Ho(HM), U + V) - e(kjrez:G,
Hy(H(M),U +V))

= e(((g — 1 — Ky)rex + Kirezd) G,

Ho(H(M),U +VY)) (10)
Comparing (9) and (10), we observe that (3) is established
only when rpx; = ryz; holds. The probability that rox; = ryzy
mod g holds is 1/(g—1), which is very low because g is very

large.
Similarly, according to (4), we have:

e(G,W) = e(G, lkySa + kirzz Hao(H(M'), U + V + R))
= e(G, k5 Sa)'
e(Krez:G, Ho(H(M),U +V + R))  (11)

On the other hand, the right-hand side of (4) can be equiva-
lently transferred to

e(U, Hy(H(M),U +V + R)) - e(P, R)!
= e(K,riz:G, Ho(H(M),U +V + R)) - e(sG,
EyHa(H(ID,), rimG))
= e(kiryrG, Hoa(H(M),U +V + R)) - el G,
kysHa(H (I Dy), ryz )Y
= e(K,riz:G, Hao(H(M),U +V + R))
(G, k3.8s)' (12)

Comparing (11) and (12), one can say that in order for (4) to
hold, we need

e(kirez:G, Ho(H(M), U + V + R))
=e(U, Hal HM),U +V + R)}))
= e(kirn,G, Ho(HIM), U +V + R)))
which requires that
TeTels = Tz,

The probability that rrr; = ry7; mod g holds is 1/{g — 1),
which is very low because g is very large. If the attacker wants
to choose r; and x; from rpz G = ryxF, it has to solve a
DLP in Gy.

Obviously, if the attacker colludes with KGC to forge a
valid signature, it has to pass the verification (3) and (4); and
its success probability is 1/(q — 1)%. O

Thearem 3: KGC cannot impersonate and sign on behalf aof
a group member with a non-negligible probability under the
assumption of the hardness of DLP in Gy.

The proof is omitted here as it is similar to the Case 2 in
Theorem 2.

Theorem 4: The two verification equations (3) and (4) hold
if and only if the signer iz a legal group member.

Progf: 1f the signer is a legitimate group member, we can
prove that (3) and (4) are established as follows. Since the val-
ues {I7,V, ¥, 4, R, W} come from a legitimate group member,
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the left-hand side of (3) can be equivalently transformed to

e(G, ) = e(G,reHay(H(M),U +V))

= e(rzG, Ho(H{M ), U 4+ V}) (13)

and the right-hand side of (3) can be equivalently transformed
to

e(V,Y) - e(U, Ha(H(M'), U + V)
=e((g—1—ki)zG,rHa(H(M),U +V)) - e(kyrzG,
Hy(H(M'),U +V))
=ellg—1—Fk)rzG Hy(H(M), U +V)) - e(karzG,
Ha(H(M'), U + V) (14)

Comparing (13) and (14), one can see that (3) is established
if M' =M holds:

e(lg —1—k)orG, Ho(H(M),U + V) - elkarzG,
Hy(H(M'),U +V))
= ellg =1 = ki)zrG, Ho(H(M), U +V)) - e(karz(,
Ha(H(M),U +V))
= e(rzG, Ha(H(M),U + V))
= (G, rzHa(H(M),U + V))
= e(G, )

Obviously M’ = M holds as the request M and its
signature are protected by the sever's public key, assuming
that no random errors from the communication channel is
introduced. Therefore (3) is established.

Similarly, the left-hand side of (4) can be equivalently
transformed to

(G, W) = e(G, lksS2 + kyrzHa(H(M),U +V + R)),
(13)

and the right-hand side of (4) can be equivalently transferred
to

e(U,Ho(H(M"),U +V + R)) - e(P,R)"
= e(kyrzG, Ha(H(M"),U +V + R)) - e(sG,
koHy(H(ID), 72G))
— (G, kyrzHa(H(M"),U +V + R)) - (G,
U'kesHa(H(ID), rzG))
= (G, kyrzHa(H(M"),U +V + R)) - &(G, I'k2S)
— e(G,I'k2Ss + kyrzHo(H(M'), U +V +R))  (16)

Comparing (15) and (16), we notice that if M’ = M and
[" = [ hold, (4) is established. Obviously, M’ = M and
I’ = I hold when there is no random errors introduced by
the imperfect communication channel.

On the other hand, if (3) and (4) are established, the valid
signature must be produced by a signer who is a legitimate
group member, according to Theorem 1, Theorem 2, and
Theorem 3. Note that this verification procedure allows the
server to verify whether a client is a legal group member
without disclosing who the client is.

From the theorems established above, it is easy to deduce
that our group signature scheme possesses the following
security properties: unforgeability, anonymity, unlinkability,
and exculpability.
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B. Protection on Client Identity and Requests

In this section, we present how our proposed scheme PPDIR
can provide protection on client identity and client requests
during a billing period and across multiple billing periods.
Recall that a client needs to release to the server its token and
initial seed at the end of each billing period for billing purpose
and the released information is protected by Rabin encryption
via the server’s public key. Therefore there is no way for
an adversary (other than the server) to get any information
regarding the client’s identity and requests. Thus in this section
we focus on the protection of client identity and requests at
the server side.

1) Protecting Client Identity: A client hides its identity as
follows:

« lis identity I is hidden via the hash function H:
H(ID), and H(ID) is never released to the public (the
server, other clients, adversaries). The true I D is known
to KGC only as the client needs to authenticate itself
to KGC for registration purpose. KGC is assumed to be
trusted.

« When a request is received, the server only needs to verify
whether the request is made by a member from a legal
group via group signature verification; the identify of the
client who made the request is not needed during a billing
period or across multiple billing periods.

« The server can not figure out the client’s identity based on
the initial seed h”, even though A" is related to the client’s
identity. This is because the client’s identity is protected
by the one-way hash function H. On the other hand,
since the initial seed of each billing period is different,
the server can not link together a client’s tokens and hash
values penerated for different billing periods to reveal the
client’s identity.

2) Protecting Client Reguests: We will use Lemma 5 to

demonsirate how client requests are protected.

Lemma 5: The server can not link the requests made by a
client in a billing period before the client releases its token and
initial seed at the end of the billing period, and can not link
the requests made by a client across multiple billing periods
even though the client releases its foken and initial seed af the
end of each billing period.

Progf: In our scheme, a client is requested to release its
token T and initial seed h° at the end of each billing period T,
in order to compute the monthly bill for the client. Our scheme
also requires that the token for each billing period must be
randomly selected and must be unique, which implies that the
initial seed for each billing period must be unpredictable and
must be unique, as h® = H(H (ID)||7|[T).

Within a billing period the server can not link the requests
made by the same client before the client releases its token
and initial seed h” because the client’s requests are linked by
a one-way hash chain seeded b}:] k", which is hidden and can
be computed only when both k" and + are available.

The server can not link the requests made by the same client
at different billing periods because the token is updated for
each billing period by the client, and the token and initial seed
for different billing periods are different. There is no linkage
between two requests made at different billing periods. Thus
there is no way for the sever to get sufficient information to
link the client's requests from different billing periods.

In summary, our PPDIR scheme ensures that the server can
not link the requests made by the same client within a billing
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period before the client releases its token and initial seed at
the end of the billing period, and can never link the requests
made by the same client across different billing periods. O
The analysis made above indicates that our PPDIR scheme
obfuscates the linkability of the client’s requests within a
billing period and thus the server can not link two requests
made by the same client before the client releases its token and
initial seed. Additionally, the client updates its token + at the
beginning of each billing period to ensure that the initial seed
h" for each billing period is unique. This strategy destroys
the linkage of the client’s requests across multiple billing
periods. As all released information and the client requests are
protected by the Rabin cryptosystem, an adversary can not get
any information regarding the client identify and requests.

C. Non-Repudiation and Accountability

1) Non-Repudiation: In this section, we prove that our
proposed PPDIR scheme has the property of non-repudiation
for both the client and the server.

Thearem 6: If a client makes a request and obtains the
service from the server, it can not deny making the request
and obtaining the service from the server in a later fime.

Proaf: 1If a client follows the PPDIR protocol to make
requests and get services, it is easy to reveal its identity if it
intends to deny its requests at a later time as the signature is
impossible to forge and the disputes can be easily resolved at
KGC with full information (token and initial seed). This case
is ignored here.

If a client does not follow the protocol, there might be
multiple possibilities for it to deny receiving the service from
the server. For example, it may not release its token — and
h" to the server, or it may only release partial information
(the token T, or h”, or the j7*" request’s hash value h7) to
the server. Under these scenarios, PPDIR can still reveal the
client's identity to prevent such illegal activity. We discuss
these issues by considering the following four cases:

Case 1: A client releases neither its token 7 nor its A°.

If a client does not release its token — and h”, the server
will send all the hash values and signatures corresponding to
the unpaid services to KGC. KGC can figure out the identity
of the client as follows:

First, KGC searches its database to identify the suspected
client by checking whether (17) holds for any client in its
database, where I and V' are obtained from an unpaid request.

e(U,G) - e(V,rG) = e(rzG,G) (17

In order to verify whether a suspected client does have a
cheating action, KGC verifies whether the signature belongs
to the client:

e(G, S3) = e(P, Ha(H(ID),rzG)) (18)
e(G, 51) = e(P, Hy(H(ID),7G)) (19)

If (18) and (19) are established, the client can not disown
its signature as {I/,V, r=G,rG} confirms the identity of the
client. Therefore a client can not deny a request it has made
by releasing neither + nor A",

Case 2: A client releases only its token 7.

If a client releases its token + only, the server can compute
the hash chain according to A = H(h'~',7) from all the
unpaid services (the hash value is stored for each serviced
request) and T to retrieve all the requests made by the client,
and link them to the client’s monthly bill. The drawback for
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the server is that it has to spend more time to search the
client’s requests. However, this should not be a big concern
as the server can be supported by data centers with high
computational capacity.

Case 3: A client releases its initial seed k" or the 7*" hash
value h7 but not the token .

If a client releases only its initial seed h° or the j*" hash
value k7, the server can not retrieve the requests made by the
client based on k" or A7; thus it will send all the hash values
and signatures corresponding to the unpaid services to KGC,
which can figure out the identity of the client as in Case 1.

Case 4: A client releases its token T and the ;' hash
value hJ.

If a client releases its token + and a hash value b7 other than
hY, the server can retrieve the j-th request and the following
ones via k! = H(h1~',7). For the first (j — 1) requests,
the server can link them as in Case 2.

According to the above analysis, we conclude that no client
can deny receiving the service to avoid paying the bill if it did
make the request. O

MNote that in Case 1 KGC needs to verify (17) for 50%
of its registered clients in the same group on average. This
computational overhead can be supported by data centers.
On the other hand, it is also manageable for KGC to handle
the computational load caused by resolving disputes between
clients and the server, as in practice there exists only a small
percentage of dishonest clients that do not obey the protocol
requirements.

Thearem 7: The server can not forge any client’s request.

Progf: If a client does not request a service, but the server
asks the client to pay for the service, the dispute needs to be
resolved at KGC. KGC requests from the server the GSign
corresponding to the controversial service and from the client
its group member certificate and group member id. With such
information KGC can figure out whether the GSign provided
by the server is made by the client. If not, it is obvious that
the client did not make the request.

Motice that the server can not forge a request even after
obtaining the token and initial seed from the client as the group
signature GSign is unforgeable according to Theorems 1 and
2. The server can not ask the client to pay a service made in
previous request as the token needs to be changed for each
billing period. This also implies that our PPDIR scheme can
resist replay attacks. O

2) Accountability: Accountability is required to secure a
system from the aspects of integrity, confidentiality, and
privacy [61]-[65]. An accountability mechanism is typically
utilized to figure out who is responsible for what. In essence,
accountability means that the system is recordable and trace-
able, which implies that making any entity in the system
accountable for all its actions. Under such a consideration,
our PPDIR scheme is accountable as the information stored
for each request at the server can be used as an evidence for
dispute resolution, as indicated by Theorems 6 and 7; therefore
no one can deny its actions. Thus we claim that PPDIR has
the property of accountability.

V1. PERFORMANCE EVALUATION

In this section, we evaluate the computational and com-
munication overheads of PPDIR for both the client and the
Server.
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TABLE I

Tree OrEraTIONS OF KGC, ONE CLIENT (ONE REQUEST), AND THE
SERVER (ONE RESPONSE)

Steps KGC One Client the server

(a) Cm 0 ]

b 20 + 2405 3+ 0

(c) i Tl 6 * Oy + Rabing
id) 0 Te 6+ Cp + Rabing

Motes: (1) (a): Setup; (b): Registration and Join; (c): Encryption,
Decryption, Response; and (d): Information Release. (2) C, 1s
the computational cost of a multiplication operation in (4. (3)
C'p is the computational cost of a pairing operation. (4) Habing
1% the computational cost of Rabin Decryption.

A. Computational Overhead

Consider the following two sets of operations: the first
set contains the exponentiatial operation in 4, pairing, and
Rabin decryption Rabing, and the second set includes AES
encryption/decryption, Rabin encryption (just one modular
square operation), and hash operations. The computational
cost of the second set is negligible compared to that of the
first set [66]. On the other hand, because KGC rarely uses
decryption (decryption is used by KGC to resolve disputes
between clients and the server only), we can neglect KGC’s
verification operation.

Table II summarizes the operations of KGC, one client, and
the server. In this table, we denote the computational cost of a
multiplication operation in 5y as Cy,, and a pairing operation
as Cp.

La!:'s first consider the computational overhead in KGC.
As described in Setup (Section IV-A), KGC needs to perform
one multiplication operation in y: F = =, which is com-
puted once only. In Registration and Join (Section IV-B), KGC
has two multiplication operations in Gy: {S;, Sa}. and two
pairing operations {e(rzG,G),e(z,rG)}. The combined
overhead is thus 2 + O + 2+ Cy.

At the client side, no computation is needed for setup. The
computational cost for the registration and join process is
3 + Cy,, which occurs only once. In group signature, encryp-
tion, decryption, and response processes (Section IV-C, IV-D,
IV-E, and IV-F), a client needs to perform seven multiplication
operations {U, V, Y, 48, R, lkaSa, kyrz Ha(H(M||T), U+ V +
R)} for each request. Thus the computational cost is T+ Cp,
for a client considering one request. Similarly, there are
seven multiplication operations during the information release
process for each billing period (Section IV-G).

At the server side, the computational cost occurs in the
decryption and response processes (Section IV-E and IV-F).
the server involves six pairing operations (Equation (3) and
(4)) and one Rabin decryption operation Rabing for each
response. The combined overhead is thus 6 =+ Cp + Rabing
for each response. The same amount of operations are needed
during the information release phase (Section IV-G) for each
billing period.

Table I summarizes the computational cost of N clients,
with each making n, requests in a billing period. Because each
client just needs to perform registration and join operation
once to obtain its signing key and certificate key, which are
used by all requests, the overhead of registration and join
can be negligible. The total computational costs of KGC,
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TABLE Il
COMPUTATIONAL OVERHEAD FOR A BILLING PERIOD
KGC Clients the server
Setup Con 0
Registration and Jion | (2% Ch + 2+ C)+ N 3+ 0+ N 0
Billing period 0 ((ToCn)#n. +Ts )+« N | (6% [Cpsn,. + Cp) + Rabing # (1 +n.)) « N

MNotes: (1) IV is the number of group members; ne 18 the number of requests made by the client in a billing period. (2) The computational
cost of a multiplication operation in &, and a pairing operation are denoted by C, and Cl, respectively.
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Fig. 5. The computational overhead of one client and the server in a billing
period.
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Fig. 6. The Computational overhead of the clients in a group within one
billing period.

the clients, and the server are respectively (2+ Cyp + 2+ Cp) +
N+Cm, ((T+Cm)+nr,+7T+Cm ) + N, and (6+Cp+ Rabing)+
nip* N +(6+Cp+ Rabing)+ N, for N clients with each making
ny requests during one billing period.

We also conduct experiments on a 3.0GHz-processor, 2GB
memory computing machine to record the computational cost
of major operations. Our results indicate that for 4 over the
Freeman-Scott-Teske (FST) curve [67], a single multiplication
operation costs 1.1 ms and the corresponding pairing operation
costs 3. 1ms; meantime, a 2048-Rabin decryption costs 3.7 lms.

Fig. 5 illustrates the computational overhead of one client
and the server. The client has a much lower computational
overhead as it involves only multiplication operations, which
are faster than the pairing operations. Fig. 6 shows the com-
putational overhead of a group of clients. The computational
overhead increases with the number of the clients and the
number of requests each client makes.

B. Communication Overhead

We analyze the communication overhead of the proposed
PPDIR scheme in terms of the public key size and the
ciphertext size. Since most pairing-based cryptosystems need
to work in a subgroup of an elliptic curve by representing the
elliptic curve points using point compression [68], we choose
5y with 160-bit order. The lengths of the elements in =y and
52 are roughly 161-bit and 1024-bit, respectively. Assume
that the length of a hash function is 160-bit. The server needs
2048-bit to cover the length of the client’s requests as each
contains a number of elements including the request message,
the signature, the session key, etc.

From the Setup phase in Section IV-A, we know that the
public key is a constant. The size of the public key can
be computed from Equation (20). The size of the system
parameters params is 1604 1024 + 161+ 3 4+ 160+ 3 + 2048 =
4195-bit = 525 bytes, which is computed by (20).

PKy = |G| + |Gal + g + |G| + |P| + 3|H| + |n| (20)

In Section IV-B, we notice that the client executes the
Registration and Join operation only once. The size of the
total exchanged messages in Registration and Join is |rzG| +
|oG| 4+ 2|rG| + [TD] + 2|51| + | 52| = 322 4 966 = 1288-bit,
which can be explained as follow: if the client does not want
to update its private key and signing key, it can continuously
use its previous private key and signing key; for Registration,
the client sends r(~ to the server, and the server responses S to
the client; thus the length of the exchanged messages is |[vG|+
|51|, which is 161 + 161 = 322-bit; for the Join operation,
the client sends the message {r=G, =G, rG, 1D, S, } to KGC,
and KGC replies Sz = sHa(H(ID)||T,rz&) to the client;
thus the length of the exchanged message is |rzG| + |G| +
|rG|+ | I D]+ |51| +|5a|. which is 161+3 + 161 +3 = 966-bit.

In the Group Signature and Encryption phases, the client
encrypts the signature and the original request message via
Rabin Encryption; thus the length of the signed and encrypted
message equals the length of the public key n, which is 2048-
bit. At the server side, the server encrypts the response RoR
via AES block cipher, which needs one 256-bit block AES.
At the end of the current billing period, the client releases its
token 7 and the initial seed h° to the server, and the length of
the encrypted released message is 2048-bit. When the server
obtains the token T and the initial seed h°, it needs to compute
the bill, and sends the bill to the clients. The server needs one
block AES (256 bit) to encrypt the bill. Thus the total message
size is 2048 + 256 = 2304-bit = 288 bytes.

In Table I'V, we assume that there are N clients in the group.
Each client makes n, requests with the server during one
billing period. Note that a client only needs to run Registration
and Join Protocol once to register into the system. The com-
munication overhead of this phase is 4195 + 1288 = 5483-bit,
which is about 686 bytes. During one billing period, the total
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TABLE IV
CoMMUNICATION OVERHEAD OF ONE CLIENT AND A GROUP OF CLIENTS

One Client (bytes) | Group Clients (bytes)
Setup, Registration &Join GEG GBG + N
During one billing period 288 + m { 288 (288 = m + 28B)N

MNote: NV is the number of group members; m is the number of requests made

by the client in one billing period.

] 0 0 0] m = ) ) o ) L]
Pembar of reguiat

Fig. 7. The communication overhead of one client in a billing period.

Fig. 8. The communication overhead of a group of clients in a billing period.

communication overhead for a client is (2304 = n, + 2304)
bits = (288 = n, + 288) bytes. For a group of N clients,
the communication overhead to register and join the group
is 686 + N bytes, which can be ignored as the Registration
and Join operation is performed only once for each client.
Therefore the total communication overhead of the group
during one billing period is (288 + n, + 288) + N.

Fig. 7 demonstrates the communication overhead of one
client in a billing period. One can see that the communication
overhead increases linearly with the number of requests made.
Fig. & illustrates the communication overhead of a group of
clients. We observe that the communication overhead increases
with the number of clients and the number of requests made
by each client.

VII. DISCUSSIONS AND FUTURE RESEARCH
A. Cons and Pros of PPDIR

PPDIR makes use of the following innovative designs:
(1) a novel lightly-weighted group signature scheme that

supports anonymous communications and signature verifica-
tions, in which one signing key pair can be used to sign as
many requests as the client wishes while traditional group
signature schemes require one signing key pair per message;
{2) a one-way hash chain seeded by a token to assist the server
for linking the requests made by the same client within one
billing period but not those in different billing period such that
traditional billing can be implemented while client activities
in different billing period cannot be correlated; (3) a Rabin
cryptosystem based scheme such that client requests can be
protected by Rabin encryption which takes only one module
multiplication while the more expensive decryption operations
are performed at the server side, enabling the applications
of PPDIR in low-end client devices. With such a design,
PPDIR can be potentially applied in many different domains,
as discussed in next subsection.

PPDIR represents our exploratory effort towards privacy
protection while supporting traditional billing in typical client-
server based applications. It cannot completely prevent the
server from getting client information as bills need to be
computed by the server but the information is disclosed only to
the server when needed via delayed information release. If the
server is not allowed to get any information while traditional
billing still needs to be realized, advanced crypto schemes such
as homomorphic encryption need to be investigated, which
could place high computational overhead at the client side.
On the other hand, PPDIR does not consider privacy leakage in
prepaid environments, and it assumes the existence of a trusted
third party, which makes it hard to be applied in distributed
environments.

B. Potential Applications

We describe two applications, i.e., location based services
and smart metering, in the Introduction section to motivate the
design of PPDIR. These two applications share the following
properties: 1) the client requests should be kept private;
2) traditional billing in which the server computes a bill for
each client at the end of each billing period based on the
amount of services offered to the client is usually preferred.
Nevertheless, there exists a dilemma between privacy protec-
tion and billing: the former requires all client information to
be kept confidential while the latter needs all information to
be disclosed to the server. PPDIR solves the problem with
its novel designs: a new group signature scheme allowing the
server to instantly serve a legit but anonymous client, a hash
chain permitting the client to link all requests of a client within
one billing period but not the requests from different billing
period, and the Rabin encryption scheme shifting the heavy
computation overhead from the lightly-weighted client devices
to the server side. With PPDIR, one can achieve both privacy
protection and billing, as the server can only compute the bill
for a legit client at the end of a billing period but cannot link
the client activities in different billing period.
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There exist many other applications that can benefit from
PPDIR. Here are two examples. Electric vehicles (EV) are
usually charged when parked at public garages and many
EV charging services require users to subscribe and pay
periodically. If the EV charging information is not kept secret,
the driver can be traced and its activities can be inferred.
With PPDIR, the driver can be protected while paying bills
regularly, i.e., at the end of a billing period, the server is
allowed to compute a bill for the EV but it cannot link the
activities of the driver from different billing periods. Credit
card payments at point-of-zale can release the card holder's
critical information such as preferences and behaviors if no
proper measures are taken. With PPDIR, the card holder's
information can be protected while payment can be correctly
computed without much hassle.

C. Future Research

In our future research, we will proceed along the fol-
lowing two directions. First, we intend to instantiate our
PPDIR scheme for specific applications that require not
only fine-grained privacy-preserving data collection but also
other application-specific demands such as balance checking
in credit card payment, for the purpose of reducing the
computational overhead and communication overhead at the
client side. Second, we plan to consider the properties of
secure multiparty computation, based on which one can design
privacy-preserving schemes without a trusted third party such
that the proposed scheme can be more suitable for practical
applications.

VIII. CONCLUSION

In this paper, we first propose a new group signature mech-
anism to meet the requirements of our PPDIR scheme, and
then present a privacy preservation scheme via delayed infor-
mation release to protect applications that take the client-server
architecture and involve billing services. Our scheme explores
efficient cryptographic primitives to achieve privacy preserva-
tion. We also prove the security properties of the proposed
group signature scheme and analyze the security strength of
our PPDIR scheme by investigating how PPDIR can achieve
privacy-preservation, non-repudiation, accountability, and so
on. We evaluate the performance of PPDIR in terms of
communication overhead and computational overhead.
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