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1. Introduction: value of digital biomarkers

Based on the patient’s characteristics, precision medicine (PM) 
aims to optimize the time of administration of the most appro-
priate medicine with the minimum risk of toxicity. This is 
a multidimensional problem due to the varied disease course 
and therapeutic responses of patients. General factors, such as 
genetics, epigenetics, environment, ethnicity, adherence, life-
style, and diet, determine these outcomes. In clinical trials, 
some drugs may be not beneficial or even harmful for a given 
ethnic or co-morbid group. Partial response is also observed 
outside trials, as the most commonly used drugs show high 
efficacy in relatively few patients. Therefore, what we call ‘impre-
cise medicine’ is the first challenge of PM due to the assumption 
underlying clinical practice that disease treatment and preven-
tion strategies developed at the population level are expected to 
be accurate when applied at the individual level. The complexity 
that drives the variations in patient profiles depends on the 
heterogeneity of information obtained from large volumes of 
genetic, serological, biochemical, and diagnostic imaging data. 
These represent dimensions that need harmonization and inte-
gration with lifestyle and environmental factors. The second 
challenge is with assessing the benefits of the data dimensions, 
such as diagnostic improvements, earlier interventions, 
increased drug efficiency, and better-targeted treatments.

To accommodate the heterogeneity of the etiologies, clinical 
symptoms, and treatment responses of patients in clinical prac-
tice, a revised clinical approach is recommended [1]. The first 
step is the development of a machine learning (ML)-assisted 
risk assessment model (see, for instance [2],) followed by the 
identification of the robust multimodal data-driven prognostic 
indicators (see, for instance [3],). These two efforts require new 
strategies for integrating heterogeneous information from dif-
ferent structured and unstructured data sources (electronic 
health records (EHRs), administrative databases, bioimaging 
archives, self-quantified measurements, etc.). Big Data has intro-
duced a new paradigm for population-based studies that 
comes with challenges. For instance, the validity of such studies 
is based on the diagnostic accuracy used for all cases. A critical 
problem is the variability of the methods used to perform 
validations. Currently, there are challenges with validating 
most disease classification algorithms, and this complicates 

the assessment of their potential for population studies. 
Model validation facilitates safer interpretability of the correla-
tions between diverse data types revealed by the models.

Data-centric perspectives of complex diseases facilitate 
their definition as heterogeneous processes that have multi-
faceted causes, courses of evolution, treatments, and patient’s 
disease trajectories from the observed responses to treatment 
(see [4–6], among many other examples). These trajectories 
differ with each patient and, therefore, necessitate a precision 
approach. We emphasize the necessity of early intervention 
when molecular causes/patterns can still be identified. Early 
treatment is likely to lead to a substantial reduction in the risk 
of disease progression and prolonged health. Thus, it is critical 
to develop more inclusive digital biomarkers (DBs) [7,8] that 
may reflect the synergism of clinical and molecular data for 
identifying diseases at the early stages when interventions 
have optimal chances of success and future damage preven-
tion. The DB values should be proportional to the ability to 
shorten the length of the trajectories during the disease 
course, which will reduce the temporal window of opportunity 
between any disease trigger and a clinical intervention before 
irreversible damage occurs.

2. New perspectives for digital biomarkers

In the literature, DBs usually refer to data collected through 
digital health technologies (wearables, e-health tools, etc.) that 
enable artificial intelligence (AI)-assisted processing for better 
explanations and prediction of clinical outcomes. Analytics for 
large volumes of data are usually leveraged to delineate 
trends and infer patterns at individual and population levels. 
We stress that an extension of the definition of DB is needed 
[9–11]. While continuing with the measurement of physiologi-
cal parameters, the point of leverage would be the inclusion of 
other types of digital information sources: examples include 
next-generation mobile sensors and detectors with integrated 
solutions from the Internet of Medical Things (IoMT) platforms. 
The latter represents the collection of medical devices and 
applications connected to healthcare IT systems through 
online computer networks (examples include remote patient 
monitoring systems, patients mHealth devices, smartphones, 
etc.). It is reasonable to expect that ML and AI tools will 
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facilitate the processing of large amounts of data obtained 
from medical device-connected analytical dashboards and 
help doctors reach timely, reliable, and actionable decisions.

We have highlighted a few objectives that are instrumental 
to improving patient stratification and management in both 
daily practice and clinical trials:

a) Perform targeted cohort studies (focus on disease pheno-
types and markers);

b) Discover and validate new biomarkers (panels/combina-
tions) by exploiting emerging data dimensions.

c) Determine modifiable risk factors for disease onset to 
improve prevention in pre-disease cohorts and build accurate 
profiles.

d) Leverage the characterization of trajectories of disease 
progression while strengthening the identification of checkpoints 
and comorbidities.

e) Develop new analytics tools predictive of response to 
treatment.

We stress that there is a wealth of unused data in the 
databases of pharmaceutical companies and academic institu-
tions. Coupled with new operational challenges, the benefits 
will come from public access to these data at some point. 
These include increased transparency and reproducibility of 
results and further development of open data initiatives and 
large-scale secondary analyses covering several complex dis-
eases. This process will boost the discovery of DBs by lever-
aging diversity factors (age, gender, ethnicity, lifestyle, 
environmental exposure, and geopolitical variables) that play 
a role in improving the quality of life and/or reducing the risk 
of permanent damage.

Two critical steps should be prioritized: (a) designing trials 
that cover key clinical questions based on more efficient 
mining of multimodal outcome data and (b) enabling insights 
from DB validation systems to be actionable in the clinic. It is 
necessary to elucidate the role of DBs in assessing the signifi-
cance of co-influencers of several variables obtained from 
heterogeneous sources that are causative or correlated with 
disease. An important effort in this direction is building the 
knowledge base with the evidence obtained from the clinical 
trial cohorts, responses to therapy, patient-reported outcomes 
(including health-related quality of life, fatigue, sleep quality, 
symptom scores), and other comprehensive data (serological, 
clinical, biochemical, and diagnostic imaging data).

In parallel, it is necessary to establish model performance 
with the new DBs by developing innovative scoring systems 
for PM approaches that are usable in various disease contexts. 
With the multiple signatures that need to be verified, the main 
challenge is with defining meaningful and clinically actionable 
‘cut-offs’ for panels of biomarkers inclusive of DBs and dealing 
with variations in individuals with and without disease. The 
specificity of each biomarker type is expected to significantly 
affect the measurement of false-positive rates. In addition, 
tools that combine biomarkers with clinical characteristics 
will guide timely treatment (i.e. pre-clinical or early symptom 
intervention time) and assess adverse effects. This evolution 
naturally leads to clinical decision support systems (CDSSs) 
designed to identify risk profiles (e.g. with respect to disease 
or associated comorbidities) and assess variables predictive of 

treatment response. These systems are based on semi- 
automated rules that elaborate information cross-referenced 
against a knowledge base, comprising electronic medical files 
and collected clinical data, among others. The CDSSs can per-
form predictions by estimating the probabilities of relapse, 
designing disease trajectories, profiling risk and prognostic 
paths, and identifying comorbidity early warnings, among 
others.

Leveraging the described multilevel approach toward the 
reproducibility and generalizability of results serves the need 
to address the reasons for failure in clinical trials targeted at 
complex diseases by further consolidating the centrality of 
data-driven research and directing patient-focused research. 
The main expected outcomes are: (a) individualized patient 
profiles that help predict disease development and progres-
sion, for example, by influencing decisions on primary (pre- 
onset), secondary (post-onset impact), and tertiary (progres-
sion control) preventions; (b) identification of comorbidity 
trajectories with superior accuracy by exploiting patient data 
integration; (c) characterization of common disease features 
together with their variants and determination of the specifi-
cities for various factors.

3. Challenges from disease contexts

In cancer, identifying predictive biomarkers (including DBs) is 
an essential goal for PM approaches [10]. The focus on well- 
characterized processes such as mutations (KRAS mutations, 
Her-2 expression, etc.) reduces the complexity of cancer but 
may not be cost- or time-effective for potential therapeutics. 
The challenges are related to validation (usually in randomized 
controlled trials) and clinical applicability (role of measuring 
response and how to link it to clinical benefit), which repre-
sent two crucial factors [12]. The areas of extensive research 
involve radiomic assessments and evaluations of both circulat-
ing markers (tumor cells, nucleic acids, etc.) and tissue-based 
markers. The increased ability to detect heterogeneity 
depends on the states of the microenvironment (from the 
unperturbed state to the response to therapy), and it facil-
itates: (a) better patient selection for specific therapies and 
more precise prediction of therapeutic response through mea-
surements of the pharmacodynamic drug effects; (b) increased 
chances of success of clinical trials through accurate and 
timely efficacy assessment, optimization of drug dose, and 
identification of surrogate clinical trial endpoints; (c) tailored 
theranostic solutions; and (d) effective cost control. The radio-
mic component calls for the integration of various types of 
markers (imaging, tissue-based, histology, pathology, molecu-
lar profiling, etc.). A critical challenge with stimulating global 
collaborative research is the lack of multicenter standardiza-
tion approaches [13,14].

The definition of systemic autoimmune rheumatic diseases 
(SARDs) includes a heterogeneous group of chronic inflamma-
tory disorders with damage to different tissues that is 
mediated by immune responses against self-antigens. 
Systemic lupus erythematosus (SLE) is a SARD prototype char-
acterized by clinical manifestations from the skin to the kidney 
or central nervous system involvement. The heterogeneity of 
the manifestations of lupus accounts for the problem of 
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enrolling patients with different phenotypes in clinical trials 
and the frequent failure of the trials [15]. The first approach to 
identifying the various lupus variants took advantage of the 
association between clinical manifestations and some biomar-
kers, such as serum autoantibodies. However, this solution has 
several limitations related to the sensitivity and relative speci-
ficity of the biomarkers [16,17]. There is growing evidence that 
SLE variants can be better characterized by immunophenotyp-
ing and/or transcriptomic analysis. New biomarkers, including 
digitized ones, may help predict the natural disease course or 
the response to specific treatments [18]. Rheumatoid arthritis 
(RA) is another SARD with apparently more homogeneous 
presentations than SLE. Nevertheless, the response to therapy 
is variable, even for molecules belonging to the same phar-
macological drug family (e.g. TNF inhibitors). Rheumatologists 
are still searching for reliable biomarkers or algorithms that 
may guide therapeutic choices [19,20]. The situation is more 
complicated, given the impact of additional variables (ethnic, 
geopolitical, and lifestyle) on the RA course and response to 
therapy [21,22]. The information conveyed by these variables 
can be leveraged at the clinical decision level. In general, the 
amount of data potentially useful for subtyping SARD is large 
and heterogeneous, and it suggests various dimensions for 
consideration in improving diagnosis and therapy. This implies 
that new analytical approaches should be employed to 
develop reliable algorithms.

COronaVIrus Disease 19 (COVID-19) is an acute respiratory 
disease caused by severe acute respiratory syndrome (SARS) 
coronavirus (CoV) 2 and characterized by clinical symptoms 
ranging from minor upper airway manifestations to severe and 
life-threatening acute respiratory distress syndrome (ARDS), 
which is observed in approximately 15% of patients. 
Multiorgan involvement (e.g. liver, kidney, central nervous 
system, etc.) has been described in the most severe cases as 
well (see [23], among others). The major unmet need in 
COVID-19 management is to identify patients at risk for severe 
organ involvement at the early stages of the disease. It is 
widely accepted that comorbidities, such as diabetes mellitus, 
cardiovascular disorders, and obesity, are risk factors for severe 
COVID-19. Moreover, male sex and age of > 70 years are 
known risk factors. There is growing evidence that ethnicity, 
socioeconomic status, and lifestyle (smoking, alcohol con-
sumption, etc.) may be additional negative risk factors 
[24,25]. Nevertheless, the development of severe ARDS is still 
unpredictable since it can occur in patients younger than the 
reference risk groups (> 70 years or without the above- 
mentioned comorbidities) [26]. Recent studies have under-
lined the role of genetic markers as predictors of severe 
COVID-19, particularly severe ARDS [27]. Interestingly, the 
same genetic markers and non-O blood groups have been 
associated with complement activation and endothelial 
damage, some of the main pathogenic mechanisms under-
lying severe COVID-19 [28]. Altogether, these findings support 
the effect of genetic susceptibility. Combining several biomar-
kers in reliable algorithms may allow (a) further stratification of 
the patients according to their risk of negative outcomes, and 
(b) timely tuning of therapeutic interventions aimed at redu-
cing pro-inflammatory responses thought to drive multiorgan 

damage [29]. Of interest is the use of the same tools for 
emerging trends. After the acute disease, some patients report 
complex symptoms that persist, such as chest heaviness, 
breathlessness, muscle pain, palpitations, and fatigue. These 
are defined as ‘long COVID’. While researchers and clinicians 
agree on its existence, the exact definition of the disease is still 
debated because of its heterogeneity and the different vari-
ables that can affect its presentation [30–33].
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