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1 INTRODUCTION

Cyber defense is critical for modern economic and national security. Unfortunately, there is a
global shortage of qualified cybersecurity professionals [20, 36, 48].

Lack of professionals who can protect and defend organizations from cyber attack leaves both
public and private institutions and organizations vulnerable. Recently in the United States, the
state of Colorado and city of Atlanta experienced major ransomware attacks resulting in disrupted
government services [23, 76]. Energy facilities such as nuclear power plants are at risk to cyber
attacks [65]; compromised energy facilities could result in major harm to the citizens who rely on
their services. Data breaches within the healthcare industry are on the rise and can lead to patient
identity theft [56], and the global average cost for companies to clean up after a data breach incident
is $4M USD [32]. Shrinking the cybersecurity workforce gap is imperative to reducing the types
of vulnerabilities outlined above.

Educational institutions have an important role to play in bolstering the cybersecurity work-
force [52, 54, 64]. Increasing the number of cybersecurity programs and graduates with the knowl-
edge, skills, and abilities (KSAs) necessary to perform cybersecurity jobs may address the work-
force shortage and additionally decrease on-the-job training time [82]. As a result, governments
are increasing funding for cybersecurity and the number of universities that offer degrees in cy-
bersecurity is increasing [60, 81].

1.1 Cybersecurity Curricular Development

To guide the development of cybersecurity programs, multiple organizations have produced cur-
ricular guidelines. Whereas courses and course structure may vary between programs based on
a department’s focus or on faculty strengths, these curricula serve to create an overarching stan-
dard for which topics should be included across programs. In other words, cybersecurity curricula
provide guidance as to what cybersecurity students need to know but do not dictate the specifics
of how these topics should be taught.

Curricular guidelines may stem from designation or accreditation requirements. For example,
to receive designation as a Center of Academic Excellence (CAE) from the National Security Ad-
ministration, a program must demonstrate that it covers all core topics required by the designation
and a certain number of discretionary topics [58]. ABET, a non-profit organization dedicated to
accrediting STEM programs, recently unveiled accreditation criteria for undergraduate cybersecu-
rity programs [1]. ABET’s accreditation requirements were based on the post-secondary curricular
guidelines put forth by the Joint Task Force on Cybersecurity Education.

The Task Force’s curricular guidelines, referred to succinctly as CSEC2017, provide a list of over
250 topics related to cybersecurity [45]. These topics are organized into eight broad knowledge
areas, each concerning one of the following security levels: (1) data, (2) software, (3) component,
(4) connection, (5) system, (6) human, (7) organization, and (8) societal. Within each knowledge
area are knowledge units, which are groups of topics.

CSEC2017 identifies 44 essential cybersecurity topics or knowledge areas that must be included
in a curriculum in order for a student to have proficiency in cybersecurity. Those essentials ad-
dress thefive characteristics that, according to the Task Force, all cybersecurity curricula should
have:

(1) A computing-based foundation,

(2) Crosscutting concepts that are broadly applicable across the range of cybersecurity spe-
cializations,

(3) A body of knowledge containing essential cybersecurity knowledge and skills,
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(4) A direct relationship to the range of specializations meeting the in-demand workforce
domains, and
(5) A strong emphasis on the ethical conduct and professional responsibilities associated with

thefield [ 45].

As mentioned above, CSEC2017 contains over 250 knowledge units and identifies only a percent-
age of them that should be included in all cybersecurity curricula. Thus, individual programs have
a high degree of freedom in how they ful fi Il the curricular requirements as laid out in CSEC2017
(and by extension ABET) and also tailor their course offerings based on program goals and faculty
strengths. Research has begun to examine the core concepts relevant to cybersecurity curricula
[62], with plans to expand into specialized concepts [88].

In addition, CSEC2017 and the CAE accreditation requirements allow (but do not require) pro-
grams to develop specializations. Cybersecurity is a diversefield, so there are a large number of
potential specializations [12, 25, 42, 71], and students may benefit from developing specializations
during their training [41, 49]. How do programs that wish to offer cybersecurity specializations
develop curricula for such specializations? To do so, programs mustfirst identify a target special-
ity area, preferably one that is in-demand. The proceeding section will discuss how programs can
account for what is in-demand.

1.2 Accounting for What Is In-demand

According to CSEC2017, the fourth characteristic of an effective cybersecurity curricula is that
there is “a direct relationship to the range of specializations meeting the in-demand workforce
domains” [45]. Such a directive implies that academic program designers need both to understand
what cybersecurity roles are in-demand and to understand the KSAs that students need to succeed
in these roles. The knowledge of which roles are in-demand can be used to identify a program
specialization, and the KSAs related to these roles can guide the development of a curriculum.

The National Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Frame-
work provides a taxonomy of cyber work as well as the KSAs required for said work [59]. There-
fore, the NICE Framework may be used to help determine a program specialization and subse-
quently the KSAs relevant to that specialization. Indeed, the Framework is already widely used as
a guide for program development [75] and evaluation [34]. The Framework is organized by types
of cyber work. It identifies seven specialty areas within cybersecurity (Operate and Maintain, Pro-
tect and Defend, etc.), and for each a list of two to seven job types thatfit within the specialized
domain. For example, there are four main job types within the Protect and Defend specialty area:
Computer Network Defense Analysis (CNDA), Computer Network Defense Infrastructure Sup-
port (CNDIS), Incident Response (IR), and Vulnerability Assessment and Management (VAAM).
An academic cybersecurity program may wish to specialize in Protect and Defend generally, and
thereby focus on the KSAs relevant across job types within the Protect and Defend category or
to specialize in one or a few of the specific job types and develop curricular requirements that
prioritize the KSAs relevant to those job types [24].

To use the NICE Framework to fulfill the characteristics of an effective cybersecurity curricula,
it is also necessary to determine which areas within the NICE Framework are in demand. If we
can identify NICE framework roles that are in demand, then we will know what KSAs are needed
to succeed in those roles. Cyber jobs with the highest demand include defense analysts, incident
responders, and penetration testers [19, 20, 57], which fall under the Protect and Defend specialty
area of the NICE Framework. Therefore, programs that wish to specialize within one area of cyber-
security would have good reason to focus on the Protect and Defend area and to prioritize teaching
the KSAs utilized in Protect and Defend work.

ACM Transactions on Computing Education, Vol. 20, No. 4, Article 29. Publication date: November 2020.



29:4 M. E. Armstrong et al.

Between two andfive dozen KSAs were listed under the four job types within the NICE Frame-
work’s Protect and Defend specialty area circa 2016 [77]. Many of these KSAs were shared be-
tween two or more of the job types and combined the Protect and Defend specialty area contained
79 unique KSAs. The topics of these KSAs spanned networks (e.g., knowledge of how trafficflows
across the network, and skill in securing network communications), threats and vulnerabilities
(e.g., ability to identify systemic security issues based on the analysis of vulnerability and config-
uration data, knowledge of system and application security threats and vulnerabilities), and many
others (e.g., ability to interpret and incorporate data from multiple tool sources, knowledge of
programming language structures and logic, and skill in the use of social engineering techniques).

1.3 Informing the Development of Protect and Defend Content for
Specialized Curricula

Among the challenges in translating the KSAs from the NICE Framework into curricular guidelines
are the difficulties involved with determining which KSAs should be prioritized. As mentioned
above, the Protect and Defend specialty area contains 79 KSAs, and individual job types within the
Protect and Defend specialty area may have as many as 61 KSAs [59]. Depending on their needs and
abilities, a program may not wish to cover all KSAs that are used within certain cybersecurity jobs.
The question becomes whether cyber professionals more frequently use some KSAs than others,
or whether they otherwisefind some KSAs to be more important and others less important for
their jobs. Such information would allow course and curriculum designers to prioritize KSAs from
the NICE Framework according to industry needs. Unfortunately, the NICE Framework does not
provide information as to whether some KSAs are more critical than others within a given line of
work.

To address this gap, researchers have interviewed cybersecurity professionals and other subject
matter experts on the cyber topics that should be addressed in education and training. It is rec-
ommended that curriculum developers regularly communicate with cyber professionals to ensure
that course topics stay up to date and to otherwise enrich the curriculum [70, 71]. Depending on
the unique goals of each research project, the interviewed experts may speak about cybersecurity
topics generally [62, 69] or about speci fi ¢ specialty areas within cybersecurity74]. At least one
study focused on professionals with Protect and Defend jobs [46].

In that study, 44 Protect and Defend professionals who attended the premier hacking confer-
ences Black Hat or DEF CON rated the importance of 32 KSAs that were common to all four job
types within the Protect and Defend category [46]. This information allows educators to prioritize
which KSAs to include in their courses based on the relative importance of each KSA to the work-
force. In addition, participants responded to a series of open-ended questions designed to identify
additional KSAs that were important to Protect and Defend work. Their responses provided a list
of 19 soft skills, coding languages, and technical knowledge that professionals deemed important
for cybersecurity work but were not included in the NICE Framework.

The present study is a follow-up to previous research on cyber defense professionals [46]. In
the present study, cybersecurity professionals working in one of the four main job types of the
NICE Framework’s Protect and Defend specialty area participated in a brief structured interview.
Participants rated KSAs from the NICE Framework and those identified in previous research along
two dimensions. First, the professionals rated how important each KSA was to their current job.
Second, each participant rated how difficult each KSA was to learn.

The current study expanded on the previous interviews with Protect and Defend professionals
[46] in three ways. First, the current research informs curricular development of programs that
specialize in one of the four main job types within the Protect and Defend specialty area (CNDA,
CNDIS, IR, and VAAM). Whereas previous research focused on the KSAs that were relevant across
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Protect and Defend job types [46], the current study focused on the KSAs that are unique to each of
the four main job types within the Protect and Defend speciality area. Second, the current research
verified the importance of the KSAs identified during the previous interviews [46]. When asked
whether there were additional KSAs that were important to their jobs, professionals provided a
combined 19 responses. These 19 answers may point to additional KSAs that were not originally
included in the NICE Framework, but that should be considered for cybersecurity curricula. Partic-
ipants in the current study rated the importance of these 19 additional KSAs to their jobs, making
it possible to verify whether these KSAs were relevant to Protect and Defend workers generally
and not only to the subset of professionals that mentioned each KSA in the previous study. Third,
the current study asked participants to rate how difficult it was for them to learn the KSAs in-
cluded in their structured interviews. The NICE Framework and other curriculum standards and
guidelines [62] provide very little guidance to educators who are making decisions about how to
teach each KSA and how much course time to spend on each KSA. Thus, educators could benefit
from information about the relative difficulty to learn each KSA.

2 METHOD

Methods were approved by the Institutional Review Board (IRB) at the researchers’ home
institution.

2.1 Procedure

Two researchers recruited participants at the Black Hat 2017 and DEF CON 25 cybersecurity con-
ferences in Las Vegas, NV. The researchers followed the same procedure but worked independently.
Researchers approached conference attendees and asked if they would be willing to participate in
a short interview. If the attendee agreed, then they were shown a list of the four specialty areas
within the Protect and Defend general knowledge area of the NICE Framework and asked which
specialty area best described their job. The specialty areas were as follows: CNDA, CNDIS, IR, and
VAAM. Structured interviews followed and were tailored to the participant’s specialty area. Partic-
ipants were informed they could skip any questions that they did not want to answer. Interviews
generally lasted between 10 and 20 minutes.

2.2 Measures

The structured interviews began with questions that were common to all participants: 6 demo-
graphic questions and questions based on 19 KSAs common to all cyber defense professionals.
The demographic questions were as follows: how many years they had been interested in cyber,
how many years they had worked in a cybersecurity job, how many capture-the-flag events they
had participated in, what was the highest level of education completed, their major (when appli-
cable), and in which domain they worked (e.g., government, industry, or self-employed).

The 19 common KSAs were based on previous interviews with cyber defense professionals [46].
In that prior study, professionals listed all programming and soft skills that were important for
their job, and whether there were any skills that were important to their job but that had not
been covered by the previous questions, which concerned NICE KSAs. Nineteen unique KSAs
were identified during this process. These were KSAs, including but not limited to non-technical
KSAs, that cyber defense professionals reported as being important to their work but that had not
been included in the NICE Framework. A full list of these KSAs can be found in Table 1. In the
present study, participants were asked two questions about each KSA. Thefirst question was “How
important is [this KSA] for your job on a scale of one to six?” Participants responded along a 6-point
scale anchored such that 1 = “not important at all” and 6 = “very important.” The second question
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was, “How difficult was it to learn [this KSA] on a scale of one to six?” Participants responded
along a 6-point scale anchored such that 1 = “not at all difficult” and 6 = “very difficult.”

Following the demographic questions and common KSAs, participants were asked about KSAs
specific to their specialty area (CNDA, CNDIS, IR, or VAAM). These KSAs were taken from the
NICE Framework circa 2016. In previous interviews with cyber defense professionals [46], partic-
ipants were interviewed about 32 KSAs that were listed as necessary for two or more of the four
Protect and Defend specialty areas. For the current study, interviews consisted of the NICE KSAs
that were not included in the previous research effort [46]. Depending on participant specialty
area, interviews contained 8 to 34 KSAs from the NICE Framework. A full list of NICE KSAs used
can be found in Tables 2-6. As with the common KSAs, participants indicated the importance of
each KSA to their job and the extent to which the KSA was difficult for them to learn.

All structured interviews concluded with two open-ended questions. First, participants were
asked which of the KSAs they considered to be the most important for novices in their specialty
area. Second, participants were encouraged to comment on anything they wished the researchers
to know to strengthen the education and training of novices in theirfield.

2.3 Participants

Participants were 48 cybersecurity professionals. There are four specialty areas within the NICE
Framework’s Protect and Defend general knowledge area: CNDA, CNDIS, IR, and VAAM. Fifteen
participants worked in CNDA (31%), 10 in CNDIS (21%), 3 in IR (6%), and 20 in VAAM (42%). The
majority of the participants (29) worked in industry (60%), 9 worked for the government (19%),
2 were self-employed (4%), and 4 worked for some combination of the above (8%). An additional
4 participants did not respond or did notfit into any of the above categories (8%). Those participants
who chose to self-disclose more information about their employment indicated that they worked
withing the medical, telecommunications, and consulting industries.

On average, participants had held a job utilizing cybersecurity knowledge and skills for 8.47
years (SD = 6.81; range = 0.15-32 years), had been interested in cyber for 12.66 years (SD = 9.22;
range: 1-43 years), and had participated in 5.27 capture-the-flag events (SD = 16.92; range: 0-100
events). The highest degree attained was a high school diploma or GED for 7 participants (15%), an
associates for 2 (4%), a bachelors for 21 (44%), and a postgraduate for 18 (38%). Of the professionals
interviewed who completed post-secondary education, the most common majors were computer
science (n = 13), computer engineering (n = 7), and cybersecurity (n = 6). Participants’ amount of
work experience and educational background is comparable to the samples used in other studies
of cybersecurity professionals [39, 74, 79].

High school graduates and GED holders had worked in cybersecurity for a little over 8 years
on average (M = 8.21, SD = 7.26, range: 3.5-24). The two participants with associate degrees had
each been in thefield for around two decades (M = 19.50, SD = 2.12). Similarly to the high school
graduates, participants with bachelors and with postgraduate degrees had on average worked in
cybersecurity for about 8 years (bachelors: M = 7.85, SD = 5.69, range: 2 months to 20 years; post-
graduate: M = 8.06, SD = 7.50, range: 1 to 32 years). Based on a series of one-way ANOVAs with
education level as the independent variable, there was no reason to conclude that participants
differed significantly between degree types in years of cyber work experience, F(3,44) = 0.79,
p = 0.505, years of interest in cybersecurity, F(3,44) = 0.63, p = 0.597, or in capture-the-flag par-
ticipation F(3,42) = 0.02, p = 0.995.

2.4 Data Analysis

For each KSA, we calculated mean ratings of importance and difficulty to learn. Because partici-
pants rated each KSA along 6-point continuous scales, the neutral point of the scales was 3.5. To
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determine whether KSAs were rated as being significantly above or below neutral, we performed
a series of bootstrap analyses.

Our decision to use bootstrapping reflected that we had small sample sizes when analyzing the
mean ratings of specialty area KSAs. More traditional analyses, such as the t-test or Wilcoxon
Signed-Rank test, are not ideal for smaller sample sizes, because they rely on assumptions of nor-
mality or lack statistical power [90]. The bootstrap provides a non-parametric way of assessing
whether a population mean is significantly different from a given value. Accordingly, bootstrap
analysis is well suited for sample sizes under 30 [5, 90] and can be used with sample sizes as low as
9 [6, 7, 31, 61]. For subsets of our population where n > 9, we employed the bootstrap procedure.
For one participant subset, the IR group, n < 9, so we did not perform any inferential analyses on
the IR subset.

For the importance ratings and the difficulty to learn ratings of each KSA, we randomly resam-
pled the observed data with replacement 10,000 times. This resulted in 10,000 simulations of the
data and a mean rating for each simulation. The simulated means provide a distribution of the
mean ratings, and this distribution was used tofind a confidence interval (CI) around each mean
rating.

When the lower limit of a CI fell above 3.5, the neutral point of the importance scale, we con-
cluded that participants rated the associated KSAs as relatively important. When the CI overlapped
with 3.5, we concluded that participants rated the associated KSA as neither relatively important
nor unimportant (neutral). When the upper limit of a CI fell below the neutral point, we concluded
that participants rated the associated KSA as relatively unimportant. Similarly, for ratings of how
difficult a KSA was to learn, when the lower limit of a CI was above the neutral point of the scale
(3.5), we concluded that the associated KSA was relatively difficult to learn. When the CI over-
lapped with 3.5, we concluded that the associated KSA was neither relatively difficult nor easy
to learn (neutral), and when the upper limit of the CI was less than 3.5, we concluded that the
associated KSA was relatively easy to learn.

Bootstrap analyses typically work with an « value of .05, which corresponds to a 95% CI. To
ward against Type I error, we elected to use a Bonferroni correction and hold an « value of .05 for
each group of KSAs. The common KSAs were considered one group, the CNDA KSAs a second
group, and so on. For each KSA within a group, the « level was equal to .05 divided by the total
number of KSAs within the group. This corrected « level was used to determine the size of the CIs
found for each group of KSAs. As a result, a 99% CI was found for each KSA, resulting in a more
conservative test of significance. Exact percentile values used in the 99% CIs are reported with the
tables.

Finally, Pearson’s r was calculated to determine whether mean importance ratings correlated
with mean difficulty ratings. Separate calculations were conducted for each specialty area.

3 RESULTS
3.1 Which Common KSAs Should Be Prioritized in Cyber Defense Education?

For both importance and difficulty to learn ratings, bootstrapped confidence intervals were com-
puted to compare participants’ ratings of the 19 common KSAs to a neutral rating of 3.5 (Table 1).
The alpha level used to compute these confidence intervals was o = .05/19 = .003.

Inspection of Table 1 reveals that the bootstrapped confidence intervals for 12 of the 19 common
KSAs fell above the importance scale’s neutral point (KSAs 1-12), those for 3 of the 19 common
KSAs overlapped with the importance scale’s neutral point (KSAs 13-15), and those for 4 of the 19
common KSAs fell below the importance scale’s neutral point (KSAs 16-19). Accordingly, KSAs
1-12 were rated as relatively important, and KSAs 16-19 were rated as relatively unimportant.
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Table 1. Importance and Difficulty to Learn of the KSAs Common to All Cyber Defense Professionals

Importance to Job Ratings Difficulty to Learn Ratings
Observed Statistics Bootstrapped Statistics Observed Statistics Bootstrapped Statistics

99% CI 99% CI
Knowledge, Skills, and Abilities n Mgys SD Mpyt LL UL n Mgs SD  Mpoee LL UL
1. Ability to be curious 47 5.51 0.86 551  5.06 5.85 47  2.53 1.61 253  1.87 3.32

2. Skill in collaborating with the people 47 549 086 549 5.11 5.81 47 334 1.34 3.34 277 3.94
you work with

3. Skill in stay motivated 47 5.47 0.97 5.47  5.00 5.83 47  3.36 1.62 336 2.68 4.06
4. Knowledge of current events and 47 545 085 545 5.04 577 47 3.02 1.15 3.02 255 3.53
changes within yourfield

5. Skill in written communication (e.g., 47 5.40 0.88 5.40  5.00 5.74 47  3.68 1.35 3.68 3.09 4.28
technical reports)

6. Ability to be adaptable 47 5.36 0.79 536 5.00 5.68 47 291 1.46 291 232 3.57
7. Skill in communication with clients 47 5.28 1.31 5.28  4.66 5.77 46 3.48 1.38 348 2.89 4.07
or users

8. Skill in communication with 47 5.28 1.04 5.28 4.83 5.66 47 3.70 1.49 3.70  3.09 4.30
management

9. Skill in researching and using search 47 511 1.15 511 457 557 47 217 099 217 174 260
engines

10. Knowledge of operating systems 47 5.00 1.43 500 434 555 47 3.83 1.26 3.83  3.28 434
11. Knowledge of logic and logic 47 449 1.47 449 381 5.09 47  3.09 1.19 3.08 257 3.64
structures

12. Knowledge of packet-analysis 47 4.43 1.58 442 370 5.04 46 3.85 1.30 3.85 3.26 4.39
13. Skill in coding in Python 47  3.96 1.84 395 315 4.76 46 3.26 1.39 326 2.68 3.89
14. Knowledge of reverse engineering 47  3.94 1.77 3.94 315 4.68 45 4.76 1.46 476 4.07 5.36
15. Skill in coding in Java 47 281 1.84 2.80  2.06 3.60 43 3.67 1.44 3.68  3.00 4.30
16. Skill in coding in C++ 47 2.72 1.62 272 2.06 3.40 43 4.12 1.38 411 342 4.72
17. Knowledge of electrical engineering 47 245 1.74 245 172 3.21 43 395 1.62 3.96 3.21 4.63
18. Skill in coding in Ruby 47  2.36 1.61 237 170 3.09 42 3.19 1.47 319 252 3.86
19. Skill in coding in Perl 47  2.34 1.54 234 174 3.02 42 3.74 1.43 3.74 3.07 4.36

Note: KSAs are listed by mean importance rating, from highest to lowest. Listed under both the Importance to Job
and Difficulty to Learn columns are number of respondents (n), observed mean rating (M}s), standard deviation of
observed rating (SD), the bootstrapped mean rating (Mpoo), and the lower limit (LL) and upper limit (UL) of the 99%
Confidence Interval. For this group of KSAs, the confidence interval represents the 0.13 and the 99.87 percentiles.

Further inspection of Table 1 reveals that the bootstrapped confidence intervals for 1 of the
19 common KSAs fell above the difficulty scale’s neutral point (KSA 14), those for 16 of the
19 common KSAs overlapped with the difficulty scale’s neutral point (KSAs 2-8, 10-13, and
15-19), and those for 2 of the 19 common KSAs fell below the difficulty scale’s neutral point
(KSAs 1 and 9). Therefore, KSA 14 was rated as relatively difficult to learn, and KSAs 1 and 9 were
rated as relatively easy to learn; all other common KSAs were considered neither difficult nor
easy to learn. The correlation between participants’ importance and difficulty ratings of the 19
common KSAs was not statistically significant r(17) = —.42, p = 0.073.

3.1.1  Knowledge. Four knowledge topics were rated as relatively important, including the
knowledge of current events and changes in thefield (KSA 4), operating systems (KSA 10), logic
and logic structures (KSA 11), and packet-analysis (KSA 12). One knowledge topic was rated as
neither relatively important nor unimportant (neutral), i.e., the knowledge of reverse engineering
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(KSA 14). One knowledge topic was rated as relatively unimportant, i.e., the knowledge of
electrical engineering (KSA 17).

3.1.2  Skills. Six skills were rated as relatively important, including communication skills (KSAs
2,5, 7, and 8), staying motivated (KSA 3), and researching and using search engines (KSA 9). Two
skills were rated as neither relatively important nor unimportant (neutral), including Python and
Java (KSAs 13 and 15). Three skills were rated as relatively unimportant, including C++, Ruby, and
Perl (KSAs 16, 17, and 138).

3.1.3 Abilities. Two abilities were rated as relatively important, including the ability to be cu-
rious (KSA 1) and the ability to be adaptable (KSA 6). No abilities were rated as neutral or as
relatively unimportant.

3.2 Which KSAs Are Needed by CNDA Professionals?

For both importance and difficulty to learn ratings, bootstrapped confidence intervals were com-
puted to compare participants’ ratings of the 34 KSAs that were unique to the CNDA specialty
area to a neutral rating of 3.5 (Tables 2 and 3). The alpha level used to compute these confidence
intervals was a = .05/34 = .001.

Inspection of Table 2 reveals that the bootstrapped confidence intervals for 17 of the 34 KSAs
fell above the importance scale’s neutral point (KSAs 20-31, 33-35, and 37 and 38), and those for
17 of the 34 KSAs overlapped with the importance scale’s neutral point (KSAs 32, 36, and 39-53).
Accordingly, KSAs 20-31, 33-35, and 37-38 were rated as relatively important, the others were
rated as neither important nor unimportant, and no KSAs unique to CNDA were rated as relatively
unimportant. Further inspection of Table 2 reveals that the bootstrapped confidence intervals for
34 of the 34 KSAs overlapped with the difficulty scale’s neutral point (KSAs 20-53). Therefore,
no KSAs were rated as relatively difficult or easy to learn. The correlation between participants’
importance and difficulty ratings of the 34 KSAs that were unique to the CNDA specialty area was
not statistically significant, r(32) = .22, p = 0.211.

3.2.1 Knowledge. Fifteen knowledge topics unique to the CNDA specialty area were rated as
relatively important, including knowledge of networks and network tools (KSAs 20, 23, 26, 29, and
30), adversaries and attacks (KSAs 21, 25), data collection and interpretation (KSAs 33 and 38),
network defense and security (KSAs 24, 34, 35, and 37), new and emerging security technologies
(KSA 27), andfile extensions (KSA 28). Five knowledge topics were rated as neither relatively
important nor unimportant (neutral), including knowledge about encryption (KSA 39 and 41),
the Windows command line (KSA 43), applicable laws (KSA 46), signature implementation (KSA
47), and computer network defense service providers’ report structure and process (KSA 51). No
knowledge topics were rated as relatively unimportant.

3.2.2  Skills. One skill unique to the CNDA specialty area was rated as relatively important, i.e.,
skill in collecting data from a variety of computer network defense resources (KSA 31). Eleven skills
unique to the CNDA specialty area were rated as neither relatively important nor unimportant
(neutral), including skills related to using various tools (KSA 36, 40, 44, and 50), working with
data (KSAs 49 and 52), dealing with signatures (KSAs 48 and 53), conducting open-source research
for troubleshooting novel client problems (KSA 32), network mapping and recreating network
topologies (KSA 42), and identifying common encoding techniques (KSA 45). No skills were rated
as relatively unimportant.
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Table 2. Importance and Difficulty to Learn of Computer Network Defense Analysis KSAs—Part 1

Importance to Job Ratings Difficulty to Learn Ratings
Observed Statistics Bootstrapped Statistics Observed Statistics Bootstrapped Statistics

99% CI 99% CI
Knowledge, Skills, and Abilities n Mgys SD Mpyt LL UL n Mgs SD  Mpoee LL UL
20. Knowledge of common network 15 553  0.92 5.54 473 6.00 15 273 1.28 274 1.89 3.87
tools
21. Knowledge of common adversary 15 547 1.06 547 456  6.00 15 4.27 1.75 4.27  2.80 5.53

tactics, techniques, and procedures in
assigned area of responsibility

22. Ability to interpret and incorporate 15 540  0.63 540 487 587 15 413 155 413 287 527
data from multiple tool sources

23. Knowledge of different types of 15 5.13 1.36 513 389 5093 15 3.60 1.59 3.60 233 484
network communication

24. Knowledge of Defense-In-Depth 15  5.07 1.33 5.07 3.87 5.84 14 4.07 1.38 4.07  3.00 5.21
principles and network security

architecture

25. Knowledge of the common attack 15 5.07 1.16 5.07 4.00 580 15 3.73 1.44 3.73 262 4.80

vectors on the network layer
26. Knowledge of unix command line 15 5.07 1.53 5.06 3.69 591 15 3.07 1.28 3.07 213 4.20

27. Knowledge of new and emerging IT 15 5.00 1.41 5.00 3.73 5.93 15 3.53 1.41 3.53 253  4.60
and information security technologies

28. Knowledge offile extensions 15 493  1.62 494 353 593 15 227 133 226 147 353

29. Knowledge of windows and unix 15 493 1.39 493 3.62 5.73 15 2.60 1.18 2.60 1.73 3.53
ports and services

30. Knowledge of troubleshooting basic 15 4.87 1.41 487 3.60 573 15 3.33 1.45 3.33 227 447
systems and operating system related
issues

31. Skill in collecting data from a 15 4.87 1.19 4.86 3.89 5.67 15 3.47 1.51 347 229 4.67
variety of Computer Network Defense
resources

32. Skill in conducting open-source 15 4.87 1.51 4.87 347 573 14 3.00 1.36 3.00 200 414
research for troubleshooting novel
client problems

33. Knowledge of collection 15 4.80 1.08 4.80 3.87 5.53 15 3.93 1.44 393 282 5.04
management processes, capabilities,
and limitations

34. Knowledge of Computer Network 15 4.73 1.28 473 3.67 5.67 15 3.20 1.37 3.20 213 4.20
Defense and vulnerability assessment

tools, including open source tools, and

their capabilities

35. Knowledge of security management 15 473 1.16 473  3.67 5.53 15 3.33 0.98 333 253 4.07

Note: Table continued on following page.

3.2.3 Abilities. One ability unique to the CNDA specialty area was rated as relatively impor-
tant, i.e., the ability to interpret and incorporate data from multiple tools (KSA 22). No KSAs were
rated as neutral or as unimportant.

3.3 Which KSAs Are Needed by CNDIS Professionals?

For both importance and difficulty to learn ratings, bootstrapped confidence intervals were com-
puted to compare participants’ ratings of the 8 KSAs that were unique to the CNDIS specialty area
to a neutral rating of 3.5 (Table 4). The alpha level used to compute these confidence intervals was
a =.05/8 = .006.
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Table 3. Importance and Difficulty to Learn of Computer Network Defense Analysis KSAs—Part 2

Importance to Job Ratings Difficulty to Learn Ratings
Observed Statistics Bootstrapped Statistics Observed Statistics Bootstrapped Statistics
99% CI 99% CI
Knowledge, Skills, and Abilities n Mgys SD Mpot LL UL n Mgs SD  Mpoe LL UL

36. Skill in utilizing virtual networks for 15 4.73 1.87 473 3.09 587 15 293 1.03 293 213 373
testing

37. Knowledge of policy-based and risk 15 4.67 1.35 4.67 3.53 5.60 15 3.27 1.10 3.27 253 420
adaptive access controls

38. Knowledge of front-end collection 15  4.60 1.35 4.60 3.53 5.60 15 347 1.41 3.46  2.40 4.58
systems

39. Knowledge of cryptology 15 453 1.55 453 313 5.60 15 4.07 1.62 4.07 287 533
40. Skill in configuring and utilizing 15 4.53 2.00 454 293 5.87 14 3.86 1.70 3.86  2.45 5.29
network protection components

41. Knowledge of encryption 15 447 1.55 447  3.29 5.53 15 4.20 1.66 420 293 5.47
methodologies

42. Skill in network mapping and 15 4.47 1.92 447 282 5.73 14 371 1.68 3.72 236 5.07
recreating network topologies

43. Knowledge of windows command 15 4.13 2.10 413 233 5.58 15 2.60 1.12 2.60 1.80 3.53
line

44. Skill in using protocol analyzers 14 4.07 1.27 4.07 300 493 14 371 1.59 371 236  4.86
45. Skill in identifying common 15 4.07 1.98 4.06 2.36 5.47 15 3.27 1.33 327 2.16 4.20
encoding techniques

46. Knowledge of applicable laws 15 393 1.67 394 267 5.20 15  3.67 1.84 3.66  2.27 5.07
47. Knowledge of signature 14 371 1.64 3.71 236 4.86 13 292 1.32 292  2.00 4.13
implementation impact

48. Skill in reading and interpreting 15 3.53 1.88 354 220 498 14 4.07 1.44 4.07 288 5.14
signatures

49. Skill in data reduction 15 3.47 2.23 3.46  1.80 5.13 14 2.64 1.50 2.64 1.57 4.00
50. Skill in using sub netting tools 15 3.47 2.13 3.47 187 5.07 13 2.62 1.12 2.61 1.69 3.62
51. Knowledge of the computer 14 3.43 1.83 343 2.00 4.86 12 3.67 1.61 3.67 245 5.08

network defense service provider
reporting structure and process within
one

52. Skill in reading hexadecimal data 15 3.27 2.02 3.27  1.67 4.84 15 3.07 1.62 3.07 1.87 4.33

53. Skill in developing and/or deploying 14  2.86 1.61 286 171 424 13 292 1.44 293 172 415
signatures

Note: KSAs are listed by mean importance rating, from highest to lowest. Listed under both the Importance to Job
and Difficulty to Learn columns are number of respondents (n), observed mean rating (M,}s), standard deviation of
observed rating (SD), the bootstrapped mean rating (Mypoot), and the LL and UL of the 99% Confidence Interval. For
this group of KSAs, the confidence interval represents the 0.07 and the 99.93 percentiles.

Inspection of Table 4 reveals that the bootstrapped confidence intervals for 1 of the 8 KSAs fell
above the importance scale’s neutral point (KSA 54), those for 6 of the 8 KSAs overlapped with
the importance scale’s neutral point (KSAs 55-60), and those for 1 of the KSAs fell below the
importance scale’s neutral point (KSA 61). Accordingly, KSA 54 was rated as relatively important,
and KSA 61 was rated as relatively unimportant. Further inspection of Table 4 reveals that the
bootstrapped confidence intervals for 8 of the 8 KSAs overlapped with the difficulty scale’s neutral
point (KSAs 54-61). Therefore, no KSAs were rated as relatively difficult or easy to learn. The
correlation between participants’ importance and difficulty ratings of the 34 KSAs that were unique
to the CNDA specialty area was not statistically significant, 7(6) = .26, p = 0.534.
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Table 4. Importance and Difficulty to Learn of Computer Network Defense Infrastructure Support KSAs

Importance to Job Ratings Difficulty to Learn Ratings
Observed Statistics Bootstrapped Statistics Observed Statistics Bootstrapped Statistics
99% CI 99% CI
Knowledge, Skills, and Abilities n Mgys SD Mpyt LL UL n Mgs SD  Mpoee LL UL

54. Knowledge of the types of intrusion 10 5.10 1.60 5.09 3.60 6.00 10 3.80 1.48 3.80 270 5.10
detection software and hardware

55. Skill in using VPN devices and 9 433 2.06 434 244 5.78 8 3,50 1.69 351 2.00 5.00
encryption

56. Knowledge of processes for 10 4.30 1.89 430 2.60 5.60 9 256 1.24 2.55  1.56 3.67
reporting network security related

incidents

57. Knowledge of web-filtering 10 4.30 1.95 430 252 5.60 9 333 1.22 333 222 4.22
technologies

58. Knowledge of transmission methods 9  4.00 1.87 4.01 233 5.44 9 3.389 1.76 3.89 233 5.33
59. Skill in tuning sensors 10 3.60 2.41 359  1.70 5.40 7 3.57 1.99 3.57 1.57 5.29
60. Knowledge of CMMI 9 233 1.41 234 1.22 3.67 6 3.50 0.55 3.50  3.00 4.00
61. Knowledge of voice over IP 10 2.20 1.23 220 1.30 3.20 9 289 1.27 290 1.89 4.00

Note: KSAs are listed by mean importance rating, from highest to lowest. Listed under both the Importance to Job
and Difficulty to Learn columns are number of respondents (n), observed mean rating (M), standard deviation of
observed rating (SD), the bootstrapped mean rating (Mpoot), and the LL and UL of the 99% Confidence Interval. For
this group of KSAs, the confidence interval represents the 0.31 and the 99.69 percentiles.

It is worth noting that many participants declined to rate how difficult it was for them to learn
the CNDIS KSAs. As a result, the sample sizes for some of the KSA difficulty ratings are arguably
too small for the bootstrap test to be accurate. Accordingly, thefindings concerning difficulty to
learn should be interpreted cautiously.

3.3.1 Knowledge. One knowledge topic unique to the CNDIS specialty area was rated as rel-
atively important, i.e., knowledge of types of intrusion detection software and hardware (KSA
54). Four knowledge topics were rated as neither relatively important nor unimportant (neutral),
including knowledge about processes of reporting network security related incidents (KSA 56),
Webfiltering technologies (KSA 57), transmission methods (KSA 58), and CMMI (KSA 60). One
knowledge topic was rated as relatively unimportant, i.e., knowledge of voice-over-IP (KSA 61).

3.3.2  Skills. No skills unique to the CNDIS specialty area were rated as relatively important
or relatively unimportant. Two skills were rated as neither relatively important nor unimportant
(neutral), including skill in using VPN devices and encryption (KSA 55) and skill in tuning sensors
(KSA 59).

3.3.3 Abilities. There were no abilities unique to the CNDIS specialty area.

3.4 Which KSAs Are Needed by IR Professionals?

Only three participants reported working within the IR specialty area, so it was not appropriate
to compute bootstrapped confidence intervals for this group of KSAs. Therefore, Table 5 presents
only observed means and standard deviations for these KSAs.

In the following, we note whether the observed means were above or below the importance
and difficulty scales’ neutral points, so as to provide some interpretation of the data related to the
IR specialty area. However, these notes should be considered preliminary given that it was not
possible to determine statistical significance.
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Table 5. Importance and Difficulty to Learn of Incident Response KSAs

Importance to Job Ratings Difficulty to Learn Ratings
Knowledge, Skills, and Abilities n Mops SD n M SD
62. Knowledge of incident categories, incident 3 5.67 0.58 3 4.33 0.58
responses, and timelines for responses
63. Knowledge of how network services and 3 5.67 0.58 3 3.00 0.00
protocols interact to provide network
communications
64. Skill in handling malware 3 5.33 0.58 3 433 1.53
65. Skill in preserving evidence integrity according 3 4.67 1.15 3 3.00 1.00
to standard operating procedures or national
standards
66. Knowledge of security event correlation tools 3 4.67 1.53 3 433 1.53
67. Knowledge of malware analysis concepts and 3 4.67 231 3 4.33 2.08
methodology

KSAs are listed by mean importance rating, from highest to lowest. Listed under both the Importance to Job and Difficulty
to Learn columns are number of respondents (n), observed mean rating (M), and standard deviation of observed rating
(SD).

Inspection of Table 5 reveals that means for 6 of the 6 KSAs unique to the IR specialty area fell
above the importance scale’s neutral point (KSAs 62-67). Accordingly, KSAs 62-67 were rated as
relatively important. Further inspection of Table 5 reveals that the means for (a) 4 of the KSAs fell
above the difficulty scale’s neutral point (KSAs 62, 64, 66, and 67), and (b) 2 of the KSAs fell below
the difficulty scale’s neutral point (KSAs 63 and 65). Therefore, KSAs 62, 64, 66, and 67 were rated
as relatively difficult to learn and KSAs 63 and 65 were rated as relatively easy to learn.

3.4.1 Knowledge. Four knowledge topics unique to the IR specialty area were rated as relatively
important, including knowledge of incidents (KSA 62), networks (KSA 63), tools (KSA 66), and
malware (KSA 67).

3.4.2  Skills. Two skills unique to the IR specialty area were rated as relatively important, in-
cluding skill in handling malware (KSA 64) and skill in preserving evidence integrity (KSA 65).

3.4.3 Abilities. There were no abilities unique to the IR specialty area.

3.5 Which KSAs Are Needed by VAAM Professionals?

For both importance and learning difficulty ratings, bootstrapped confidence intervals were com-
puted to compare participants’ ratings of the 13 KSAs that were unique to the VAAM specialty
area to a neutral rating of 3.5 (Table 6). The alpha level used to compute these confidence intervals
was a = .05/13 = .004.

Inspection of Table 6 reveals that the bootstrapped confidence intervals for 7 of the 13 KSAs fell
above the importance scale’s neutral point (KSAs 68—-74), and those for 6 of the 13 KSAs overlapped
with the importance scale’s neutral point (KSAs 75-80). Accordingly, KSAs 68-74 were rated as
relatively important, and no KSAs were rated as relatively unimportant. Further inspection of
Table 6 reveals that the bootstrapped confidence intervals for (a) 1 of the 13 KSAs fell above the
difficulty scale’s neutral point (KSA 70), and (b) 12 of the 13 KSAs overlapped with the difficulty
scale’s neutral point (KSAs 68, 69, and 71-80). Therefore, 1 KSA was rated as relatively difficulty
to learn, and no KSAs were rated as relatively easy to learn. The correlation between participants’
importance and difficulty ratings of the 13 KSAs that were unique to the VAAM specialty area
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Table 6. Importance and Difficulty to Learn of Vulnerability Assessment and Management KSAs

Importance to Job Ratings Difficulty to Learn Ratings
Observed Statistics Bootstrapped Statistics Observed Statistics Bootstrapped Statistics

99% CI 99% CI
Knowledge, Skills, and Abilities n Mgys SD Mpot LL UL n Mg SD  Mpoe LL UL
68. Knowledge of system and application 20 530 098 5.30 4.60 580 20 3.80  0.83 3.80 3.25 4.30
security threats and vulnerabilities
69. Ability to identify systemic security 19 5.16 1.38 5.15 4.12 5.89 19 3.79 1.03 3.79 3.11 4.37
issues based on the analysis of vulnerability
and configuration data
70. Skill in the use of penetration testing 19 5.11 1.49 5.11 4.05 5.95 19 432 1.11 431 358  5.00

tools and techniques

71. Knowledge of application vulnerabilities 20 5.05 1.32 5.05 4.15 5.75 20 3.90 1.17 3.90 3.10 455

72. Knowledge of system diagnostic tools 20 4.95 1.39 4.95 4.00 5.70 19 3.58 0.96 3.58 2.95 4.20
and fault identification techniques
73. Skill in assessing the robustness of 19 4.95 1.27 4.95 4.05 5.68 19 4.11 1.05 410 347 4.78

security systems and designs

74. Knowledge of network access, identity, 20 4.50 1.36 450 3.60 5.25 20 3.75 1.07 3.75 3.10 4.40
and access management

75. Knowledge of interpreted and compiled 20 4.30 1.69 430 3.20 5.25 20 3.70 1.13 3.70 3.00  4.40
computer languages

76. Skill in mimicking threat behaviors 19 4.21 1.58 421 3.12 5.11 18 4.11 1.02 411 350  4.83
77. Knowledge of local and specialized 20 4.10 1.68 4.10 3.05 5.14 19 3.42 1.02 3.43 274 4.04
system requirements

78. Knowledge of relevant laws, policies, 20 3.85 1.95 3.85 255 5.10 18 3.78 1.11 378 3.11 4.61

procedures, and governance as they relate
to work that may impact critical
infrastructure

79. Skill in evaluating the trustworthiness of 19 3.79 1.72 3.79 268  4.84 19 3.42 1.43 342 247 432
the supplier and/or product

80. Skill in the use of social engineering 19 337 1.89 337 211 4.58 17 341 1.84 341 218 4.63
techniques

Note: KSAs are listed by mean importance rating, from highest to lowest. Listed under both the Importance to Job and
Difficulty to Learn columns are number of respondents (n), observed mean rating (M ys), standard deviation of observed
rating (SD), the bootstrapped mean rating (Mpoot), and the LL and UL of the 99% Confidence Interval. For this group of
KSAs, the confidence interval represents the 0.07 and the 99.93 percentiles.

was statistically significant and positive, r(11) = .57, p = 0.042, which indicates that KSAs rated
as being more important to VAAM jobs also tended to be rated as more difficult to learn.

3.5.1 Knowledge. Four knowledge topics unique to the VAAM specialty area were rated as rela-
tively important, including knowledge of vulnerabilities (KSAs 68 and 71), system diagnostic tools
(KSA 72), and networks (KSA 74). Three knowledge topics were rated as neither relatively im-
portant nor unimportant (neutral), including knowledge of interpreted and compiled computer
languages (KSA 75), local and specialized system requirements (KSA 77) and relevant laws, poli-
cies, and so on that relate to critical infrastructure (KSA 78). No knowledge topics were rated as
relatively unimportant.

3.5.2  Skills. Two skills unique to the VAAM specialty area were rated as relatively important,
including skills related to use of penetration testing tools and techniques (KSA 70) and assessing
the robustness of security systems and designs (KSA 73). Three skills were rated as neither im-
portant nor unimportant (neutral), including skills related to mimicking threat behavior (KSA 76),
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evaluating supplier and/or product trustworthiness (KSA 79), and use of social engineering tech-
niques (KSA 80). No skills were rated as relatively unimportant.

3.5.3 Abilities. One ability was rated as relatively important, i.e., the ability to identify systemic
security issues based on the analysis of vulnerability and configuration data (KSA 69). No abilities
were rated as neither important nor unimportant (neutral), or as relatively unimportant.

4 DISCUSSION

The present study was designed to provide educators with information that would help them de-
velop specialized cybersecurity curricula. We interviewed cybersecurity professionals who worked
in one of four specializations within cyber defense (CNDA, CNDIS, IR, and VAAM) to assess which
KSAs are currently in-demand. The cybersecurity professionals rated the extent to which each KSA
was important to their job and difficult to learn. The KSAs included 19 found in previous research
efforts [46] that were anticipated to be important to all cyber defense professionals. Additionally,
each participant rated KSAs from the NICE Framework that were unique to their specialty area
within cyber defense.

Using a bootstrap resampling procedure, we computed confidence intervals for each KSA’s im-
portance and difficulty ratings. When the confidence interval fell above the importance or difficulty
scales’ neutral points (3.5), we concluded that participants rated the associated KSA as relatively
important. When the CI overlapped with those scales’ neutral points, we concluded that partici-
pants rated the associated KSA as neither relatively important or unimportant (neutral). When the
confidence interval fell below those scales’ neutral points, we concluded that participants rated the
associated KSA was relatively unimportant.

To be clear, it is not our intention that thesefindings serve as a binary decision-making guide
whereby, for example, all KSAs that were rated as relatively important are automatically included
in cyber defense curricula and all others are not. Rather, we expect that thesefindings will be useful
in that, all else being equal, educators can prioritize KSAs based on rated importance, with KSAs
rated as relatively important being prioritized the highest. We make suggestions for the inclusion
of specialty KSAs in the sections below.

Once educators have decided to include a KSA in their curriculum, they mayfind it valuable to
know how difficult it was for cybersecurity professionals to learn that KSA. Those professionals’
experiences provide some insight into how difficult it may be for students to learn that KSA. Ed-
ucators may wish to use this information to estimate the amount of time or assistance students
will need to gain competency in a KSA [37, 62]. That said, how difficult it is to learn a given KSA
should not influence decisions regarding whether to include that KSA in specialized curricula. Ac-
cordingly, our discussion will focus on how important KSAs were to cybersecurity professionals’
jobs and not on how difficult it was for those professionals to learn the KSAs.

4.1 Teaching KSAs Common to All Cyber Defense Careers

4.1.1  Knowledge. Of the six knowledge topics that participants rated, four were rated as rel-
atively important: knowledge of current events and changes in thefield (KSA 4), knowledge of
operating systems (KSA 10), knowledge of logic and logic structures (KSA 11), and knowledge of
packet-analysis (KSA 12). Knowledge of reverse engineering (KSA 14) was rated as neither rel-
atively important nor relatively unimportant (neutral), and knowledge of electrical engineering
(KSA 17) was rated as relatively unimportant.

Knowledge of topics such as current events and operating systems is more general than knowl-
edge of reverse engineering or electrical engineering. The latter types of knowledge may be im-
portant for some, but not all, types of cyber defense work. Past research has found that expert
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ratings of topic importance strongly correlate with their ratings of timelessness [62]. Thus, it may
be that the more important knowledge topics are more timeless, whereas the utility of other types
of knowledge may be more ephemeral.

Current events are by definition not timeless; therefore, it is important to note that educators
should not necessarily teach students what the current topics and changes are in cybersecurity.
Instead, they should focus on the skills and abilities that will allow students to continually possess
knowledge of current events and changes in thefield [ 21, 27].

The knowledge of operating systems and of logic and logic structures are endemic to most com-
puter science education, though as CSEC2017 acknowledges, cybersecurity is a wide domain that
encompasses many disciplines [45] and so curriculum developers should ensure that all students
within their cybersecurity programs are exposed to these general but important topics.

At least two of the topics outlined in CSEC2017, network traffic analysis and data analytics,
stress the need for students to understand packet-analysis. Our participants echoed that senti-
ment. Thus, cybersecurity curriculum developers should aim to include content concerning packet
analysis.

4.1.2  Skills. As was the case for knowledge, it seems likely that the skills rated as relatively
important are the most general and timeless. All of the soft skills cybersecurity professionals iden-
tified in previous research [46] were rated as being relatively important: skill in collaborating with
the people you work with (KSA 2), skill in staying motivated (KSA 3), skill in written communi-
cation (KSA 5), skill in communication with clients or users (KSA 7), and skill in communication
with management (KSA 8).

That outcome echoes the ABET engineering criteria [78] and CSEC2017 [45], which is why it
is surprising tofind so few soft skills listed in the NICE Framework [ 29]. Those that are included
in the NICE Framework (e.g., Ability to collaborate effectively with others and Ability to commu-
nicate complex information, concepts, or ideas in a confident and well-organized manner through
verbal, written, and/or visual means) are not listed under the Protect and Defend specialty area.
Soft skills are an expected outcome of a cybersecurity education according to both CSEC2017 and
ABET [1, 45], though it is expected that such skills will be covered through general education re-
quirements [45]. More generally, the fact that all communication skills present in this study were
rated as relatively important supports previous calls for the integration of soft skills into cyberse-
curity education [26, 29, 40, 51].

Many have written on pedagogical techniques and on potential stumbling blocks regarding the
incorporation of soft skills into the curricula for technicalfields, including computer science [ 11,
18], information technology [10], and engineering [78]. Students oftenfind value in soft skills [ 47],
but do not appreciate courses dedicated to soft skills [72], which suggests that these skills should be
incorporated into more technical courses. For example, students in technical courses may practice
and demonstrate their communication skills through course requirements such as writing business
documents or giving professional presentations [10]. Courses centered around a long-term project,
such as client-sponsored project courses or capstones, provide another means of integrating soft-
skills [18, 63]. Such courses and collaborative projects generally are high-impact educational prac-
tices in that they have strong effects on student engagement and success [50]. Post-graduation, soft
skills play an important role in the retention of hired graduates in cybersecurity and relatedfields
[4, 46]. Though this has not always been reflected in job postings and the hiring process [2], there is
some indication that internationally more postings do indicate the desire that cybersecurity profes-
sionals are proficient in soft skills [67, 68]. Skills relating to teamwork are among the most common
soft skill requirements found in job postings [16], suggesting that particular curricular emphasis
on team projects may provide the greatest impact when graduates apply for cybersecurity jobs.
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Although programming languages generally are considered highly important for cybersecurity
jobs [46], the professionals we interviewed did not consider any of thefive languages we asked
about to be relatively important. Python and Java (KSAs 13 and 15) were rated as neither relatively
important nor relatively unimportant (neutral). C++, Ruby, and Perl (KSAs 16-19) were rated as
relatively unimportant. This may indicate that while it is imperative for cyber defense profession-
als to know a programming language, there isflexibility as to which languages they should know.
In terms of applying these results to curricular development, some research suggests Python is
among the most important languages for cybersecurity professionals to know [38], and results in
better course performance [83]. That said, programs may have a tendency to over-emphasize the
importance of programming skills relative to industry needs as indicated by ourfindings and by a
recent analysis of job ads [68].

4.1.3 Abilities. Two of the two abilities that were common to all cyber defense careers were
rated as relatively important: the ability to be curious (KSA 1) and the ability to be adaptable (KSA
6). Both of those abilities are highly related to the knowledge of current events and changes in the
field. As a cybersecurity professional, one must be curious to continually stay abreast of recent
technological advances and willing to adapt their work to address such changes. As the CSEC2017
report acknowledges, adaptability is also important for cybersecurity professionals in that it will
help them learn new technologies [45].

Curiosity, while to some extent a trait that varies between students, may be taught or at least
encouraged. Indeed, many undergraduates leave school with the belief that their classes facilitated
learning how to apply principles in new contexts [43]. The inquiry based method, in which stu-
dents answer an initial question and use the knowledge they learn along the way to formulate sub-
sequent questions, may both stimulate curiosity and engage those who are already curious [66, 91].

Adaptability may also be taught to some extent. Two topics outlined in CSEC2017 may encom-
pass adaptability: behavior under uncertainty and strategic planning [45]. Curiosity and adapt-
ability are arguably related to ones’ ability to learn on one’s own, which will be covered later in
the discussion of CNDA KSAs.

4.2 Teaching CNDA KSAs

4.2.1 Knowledge. Fifteen of the 20 knowledge topics unique to the CNDA specialty area were
rated as relatively important, and the remaining 5 knowledge topics were rated as neither relatively
important nor relatively unimportant (neutral). Because none of the knowledge KSAs were rated
as relatively unimportant, programs interested in specializing in CNDA should cover as many of
the 20 CNDA knowledge topics as feasible.

Inspection of the 5 confidence intervals that overlapped with the importance scale’s neutral
point suggests some of our participants considered those knowledge topics to be relatively im-
portant. For example, the confidence interval for knowledge of cryptology (KSA 39) ranged from
3.13 to 5.60. The upper limit of that confidence interval (5.60) is equal to or greater than the upper
limits of confidence intervals for other knowledge topics that were rated as relatively important.
That suggests some, but not all, of our participants considered knowledge of cryptology (KSA
39) to be relatively important to their work, which suggests knowledge requirements may vary
considerably from CNDA position to CNDA position.

In our opinion, such cases have two implications. First, they reinforce that programs special-
izing in CNDA should strive to cover as many of the related knowledge topics as feasible, even
those that participants rated as neither relatively important nor unimportant (neutral). Second,
such cases also reinforce the need for students to learn how to learn [44]. That way, as profes-
sionals, they can readily adapt when a new position brings with it new knowledge requirements.
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Teaching students how to learn involves three main components. First, instructors ask students
to answer questions and to explain the reasoning behind their answers to probe students’ under-
standing [44]. Second, instructors, or sometimes peers, provide students feedback regarding their
understanding that is not in the form of grades or other marks [17]. Third, students assess and
reflect on their performance [44]. Teaching students how to learn has been highly effective [13],
and may benefit students studying CNDA, in particular, because as professionals, they will likely
find that knowledge requirements vary greatly from position to position.

4.2.2  Skills. One of the 12 skills unique to the CNDA specialty area was rated as relatively
important: skill in collecting data from a variety of computer network defense resources (KSA 31).
All other skills were rated as neither relatively important or relatively unimportant (neutral).

Inspection of the 10 confidence intervals that overlapped with the importance scale’s neutral
point suggests some of our participants considered those skills to be relatively important. As dis-
cussed in Section 4.2.1, in our opinion, such cases suggest programs specializing in CNDA should
strive to cover as many of the related skills as possible. In addition, such programs should focus on
learning how to learn, because, as professionals, their students will likelyfind that skill require-
ments vary greatly from position to position.

4.2.3  Abilities. One of the 1 abilities unique to the CNDA specialty area was rated as relatively
important, i.e., the ability to interpret/incorporate data from multiple tools (KSA 22). Due to the
complexity of this ability, there is great interest in developing data visualization tools that can help
cybersecurity professionals incorporate and interpret data [33]. In the meantime, data integration
is incorporated in many computer science curricula and educators are incorporating new applica-
tions of data integration into their courses [89] and exploring methods of teaching data integration
to students outside of computer science and relatedfields [ 73].

4.3 Teaching CNDIS KSAs

4.3.1  Knowledge. One of the 6 knowledge topics unique to the CNDIS specialty area was rated
as relatively important, i.e., knowledge of the types of intrusion detection software and hardware
(KSA 54). Accordingly, we recommend that programs specializing in CNDIS prioritize covering
that topic.

Four of the 6 knowledge topics unique to the CNDIS specialty area were rated as neither rel-
atively important nor relatively unimportant (neutral). Inspection of those 4 confidence intervals
suggests some participants considered 3 of the 4 of those knowledge topics to be relatively impor-
tant: knowledge of processes for reporting network security related incidents (KSA 56), knowledge
of web-filtering technologies (KSA 57), and knowledge of transmission methods (KSA 58). The ex-
ception was the confidence interval for knowledge of CMMI (KSA 60), whose upper limit (3.67)
barely exceeded the importance scale’s neutral point (3.5) and whose lower limit approached the
lower limit (1.22) of the importance scale (1).

As discussed in Section 4.2.1, in our opinion, cases such as those for KSAs 56, 57, and 58 suggest
programs specializing in CNDIS should strive to cover those knowledge topics when feasible, even
though participants rated those KSAs as neither relatively important or relatively unimportant
(neutral). In addition, such programs should focus on learning how to learn, because, as profes-
sionals, their students will likelyfind that knowledge requirements vary greatly from position to
position.

One of the six knowledge topics unique to the CNDIS specialty area was rated as relatively
unimportant, i.e., knowledge of voice-over-IP (KSA 61). Accordingly, we recommend that programs
specializing in CNDIS prioritize teaching other topics over knowledge of voice-over-IP (KSA 61).

ACM Transactions on Computing Education, Vol. 20, No. 4, Article 29. Publication date: November 2020.



Knowledge, Skills, and Abilities for Specialized Curricula in Cyber Defense 29:19

Similarly, we recommend prioritizing teaching other topics over knowledge of CMMI (KSA 60)
given that many participants rated it as relatively important.

4.3.2  Skills. Two of the two skills unique to the CNDIS specialty area were rated as neither
relatively important nor relatively unimportant (neutral): Skill in using VPN devices and encryp-
tion (KSA 55), and skill in tuning sensors (KSA 59). Inspection of those two confidence intervals
revealed that both are quite wide. Specifically, the confidence interval for KSA 55 ranges from 2.44
to 5.28. Similarly, the confidence interval for KSA 59 ranges from 1.70 to 5.40. Intervals ranging
from such low values to such high values suggests that whether these skills are important to a
CNDIS professional’s position varies greatly from position to position.

As discussed in Section 4.2.1, in our opinion, cases such as those for KSA 55 and KSA 59 suggest
programs specializing in CNDIS should strive to cover those skills when feasible, even though
participants rated those KSAs as neither relatively important nor relatively unimportant (neutral).
In addition, such programs should focus on learning how to learn, because, as professionals, their
students will likelyfind that skill requirements vary greatly from position to position.

4.4 Teaching VAAM KSAs

4.4.1 Knowledge. None of the KSAs unique to the VAAM specialty area were rated as being
relatively unimportant. This suggests educators should generally aim to include all of those KSAs
within their specialized curricula while keeping in mind that some KSAs will be more important
to their students upon graduation than others will be.

Four of the seven knowledge topics unique to the VAAM specialty area were rated as being
relatively important. These knowledge topics dealt with system diagnostics and vulnerabilities:
knowledge of system and application security threats and vulnerabilities (KSA 68), knowledge of
application vulnerabilities (KSA 71), knowledge of system diagnostic tools (KSA 72), and knowl-
edge of network access, identity, and access management (KSA 74).

Three types of knowledge were rated as neither relatively important nor relatively unimportant
(neutral): knowledge of interpreted and compiled computer languages (KSA 75), knowledge of
local and specialized system requirements (KSA 77), and knowledge of relevant laws, policies, and
so on, related to critical infrastructure (KSA 78). Overall, the confidence intervals for these three
KSAs were not highly variable, suggesting that VAAM professionals rated the importance of these
KSAs in a relatively consistent manner.

4.4.2  Skills. Two skills unique to the VAAM specialty area were rated as relatively important:
skill in using penetration testing tools (KSA 70) and skill in assessing the robustness of security
systems and designs (KSA 73). The remaining three VAAM skills were rated as neither relatively
important nor relatively unimportant (neutral). As with the knowledge KSAs, this suggests stu-
dents would benefit from the inclusion of allfive skills in their curricula but that KSAs 70 and 73
should be prioritized most highly.

4.4.3 Abilities. The one ability unique to the VAAM specialty area, the ability to identify sys-
temic security issues based on analysis, was rated as relatively important. This suggests that this
ability should be prioritized in VAAM-related curricula.

4.5 Limitations

The present results revealed many important insights. However, those insights should be con-
sidered in the context of this study’s limitations, which concern how we collected our data and
sample.
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Regarding our data, it is important to note that the data collected for the present study are sub-
jective ratings. As such, those ratings may not perfectly reflect how important or difficult to learn
were the KSAs. For example, participants may have rated certain KSAs as relatively unimportant,
because they are used relatively infrequently, despite being important during those infrequent
times when those KSAs are needed. Objective ways to assess how important are KSAs to cyber-
security work were in development when the study was conducted [53] but were not available
at that time. Accordingly, subjective ratings of importance and difficulty to learn were the best
available option.

Regarding our sample, it is important to note that the sample size and sampling method both
potentially limit our study’s generalizabilty. Concerns related to sample size and sampling method
will be discussed separately below.

Regarding our sample size, 48 cybersecurity professionals participated in this study, which is a
relatively small sample for survey data. A larger sample would have increased the likelihood that
our sample represented the population. However, it is quite difficult for researchers to collect data
from cybersecurity professionals [3, 8, 15], which often prevents the collection of large samples. In
the present study, we collected as much data as possible given our resources, resulting in a sample
size that is consistent with or greater than those of many previous studies in which participants
were cybersecurity professionals [22, 28, 30, 38, 62, 69].

On a related note, our effective sample size shrunk when we divided our participants into the
four specialty areas so that we could analyze the KSAs unique to each cyber defence specialty
area. Separating participants in that way would have resulted in a loss of statistical power had
we employed traditional inferential statistics. To avoid that problem, we utilized bootstrapping to
estimate population parameters. With that said, the results of bootstrapping may not accurately re-
flect population parameters if the initial sample does not reflect the variability found in the broader
population, and it is not appropriate for sample sizes of 8 or smaller [6, 7, 31, 61]. For the most
part, sample sizes for each specialty area exceeded that criterion, the exceptions being difficulty
to learn ratings for the CNDIS specialty area and importance and difficulty to learn ratings for
the IR specialty area. Regarding the former, despite having 10 participants who affiliated with the
CNDIS specialty area, response rates for some difficulty to learn ratings were low enough that the
results of the bootstrapping should be interpreted with caution. Regarding the latter, only four par-
ticipants identified as being affiliated with the IR specialty area. Accordingly, we did not conduct
bootstrapping on those participants’ data, and instead presented raw descriptive statistics for that
group. Those descriptive statistics should be interpreted with caution given that small number of
participants associated with that speciality area.

Regarding our sampling method, participants in the current study attended one of two hack-
ing conferences held in the United States, Black Hat and DEF CON. We collected data at these
venues, because it was our understanding that cybersecurity professionals would be suspicious of
electronic data collection [8], e.g., they might perceive a request to complete an electronic survey
or an over-the-phone survey to be a social engineering attack. Accordingly, we deemed it neces-
sary to conduct data collection face-to-face and via non-electronic means. To do so, we decided
to collect data at Black Hat and DEF CON, because they are premiere cybersecurity conferences
that draw large and diverse groups of cybersecurity professionals. In 2017, over 17,000 people at-
tended Black Hat [14] and 25,000 people attended DEF CON [84]. Nevertheless, our sample is a
convenience sample, like many others concerning cybersecurity experts [9, 35, 80]. Accordingly,
the nature of our sample could potentially limit our results’ generalizability if Black Hat and DEF
CON attendees are somehow different than the average cybersecurity professional. Unfortunately,
Black Hat and DEF CON do not provide information regarding attendees out of concern that some-
one might try to use that information for nefarious purposes. Therefore, we cannot directly speak

ACM Transactions on Computing Education, Vol. 20, No. 4, Article 29. Publication date: November 2020.



Knowledge, Skills, and Abilities for Specialized Curricula in Cyber Defense 29:21

to whether Black Hat and DEF CON attendees truly represent the average cybersecurity profes-
sional; although, we have no reason to suspect that they do not. With that said, we do take solace
in the fact that our data regarding participants’ educational backgrounds and their time spent
working in cybersecurity are consistent with those from previous studies [35, 74].

4.6 Conclusions

Ourfindings provide important information that educators can use when designing curricula re-
lated to the CNDA, CNDIS, and VAAM specialty area. For example, educators can prioritize KSAs
based on rated importance, with KSAs rated as relatively important being prioritized the highest.

With that said, it is important to note that cybersecurity is a rapidly evolvingfield [ 21, 27, 29],
and ourfindings provide a snapshot at one point in time. However, we think some of the individual
KSAs rated as being highly important, such as those common across all cyber defense specialty
areas, may withstand the test of time. Many of the common KSAs rated as being highly important
stressed adaptability and continued learning post-graduation (KSAs 1, 3, 4, and 6). The necessity
of continued learning was echoed when examining the ratings of KSAs unique to each specialty
group. For example, particularly within the CNDA and CNDIS specialty areas, our results revealed
that importance ratings for certain knowledge and skills were highly variable, which suggests
knowledge and skill requirements vary considerably between positions. In such cases, adaptability
and knowing how to learn will be critical.

Unfortunately, only a few our participants reported being employed within IR, and as a result
we did not collect enough information to infer the importance of KSAs within the IR specialty area.
It would be beneficial for future research to investigate the relative importance of the KSAs within
IR. This is especially true given that intrusion detection, a key component of IR, may require a
relatively unique skill set compared to other cyber domains [38].

Continued research will be necessary to stay abreast of the new or newly important KSAs rele-
vant to cyber work. Additionally or alternatively to future research, cybersecurity programs may
wish to form direct industry connections. Such connections and subsequent redesign of courses
and curricula due to industry input can pose challenges [55] but also result in bene fi ts to the pro-
gram [87], students [86], and faculty research [85]. In addition to informing educators about what
KSAs are in demand at that time, such partnerships may also result in increased graduate employ-
ment and in said graduates later instrumenting the funding for program developments [86].

In sum, we intend for our research to serve as a means for educators to make informed decisions
about specialized cybersecurity curricula. Additionally, we present some suggestions on how to
interpret the KSA ratings and on pedagogical tools that may prove useful when implementing our

findings.
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