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Additive Manufacturing (AM) is a direct digital manufacturing technology increasingly used to manufacture
functional parts for military and civilian applications. As AM becomes more integral to national security and
economic prosperity, it also becomes an attractive cyber-physical attack target. In this paper, we focus on attacks

iz:rlgin aiming to sabotage metal parts produced using Powder Bed Fusion (PBF), a metal AM process used to manufacture
SaboI:age ¢ near net shaped parts for safety critical systems. Specifically, we focus on the Powder Delivery System (PDS), an
Safety integral PBF subsystem. In our examination, we adopt the attacker’s perspective, identify possible manipulations

which can be used individually or in combination to degrade part mechanical properties. We experimentally
evaluate the impact of a selected manipulation on part fatigue life. Destructive testing on two different types of
stainless steel specimens, 17-4PH and 316 L, confirmed effectiveness of this attack and revealed material-
dependent impacts while non-destructive testing illustrated the difficulty in attack detection. Based on our
analysis and experimental evaluation, we conclude that the investigated attacks have the potential to be effective
against complex geometry parts such as those used in military and civilian systems while remaining undetected.

1. Introduction

Additive Manufacturing (AM) is increasingly used in both military
and civilian applications due to various advantages such as reducing
lead times and material waste, enabling remote spare part
manufacturing, and realizing complex shape fabrication [1-3]. A
well-established use of AM is the fuel injection nozzle used in the Gen-
eral Electric Leading Edge Aviation Propulsion (LEAP) jet engine [4].
Other examples include the Main Oxidizer Valve (MOV) body in the
Space X Falcon 9 rocket and the SuperDraco Engine Chamber in their
Dragon Version 2 vehicle [5]. Additionally, the U.S. Army has demon-
strated a 3D printed grenade launched from a 3D printed grenade
launcher [6], while the U.S. Navy has flown metal flight critical parts in
naval aircraft and has an implementation plan to use AM to provide
just-in-time manufacturing [7,8].

These initiatives create an environment in which national security
and economic prosperity increasingly depend on the reliability of AM

technology. Unfortunately, history has demonstrated that each new
frontier in technology becomes the next security frontier as well. At the
same time the new technology introduces new functionality, it also in-
troduces considerations not addressed by already established security
approaches. Such is the case with AM, a manufacturing technology
heavily reliant on digital input files and digital control systems with
minimal human intervention [9,10]. Identified AM security issues have
included technical data theft, illegal part manufacturing, and
cyber-physical sabotage attacks [11].

These cyber-physical attacks originate in the cyber domain, causing
impacts in the physical domain through a complex causal chain of effect
propagation [12,13]. The attacks can target manufactured parts, and by
extension any system into which they are integrated, the AM machine,
or the manufacturing environment [14]. Possible impacts of such an
attack are not limited solely to physical damage but can also expose
various parties along the AM workflow to financial and criminal liability
[15].
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While no attacks on real-world AM machines have been reported,
several researchers have demonstrated potential attacks and possible
impacts. In one case, the drOwned study, Belikovetsky et al. [16]
demonstrated a complete attack chain while sabotaging a drone pro-
peller blade. The attack chain included a cyber compromise of the
manufacturing environment, targeted alteration of the digital design
file, and premature failure of the AM part. The sabotaged propeller came
apart mid-flight resulting in the destruction of the drone and its payload.
While drOwned was limited to a plastic part, it demonstrates the poten-
tial for sabotaging metal parts and thus the need to investigate metal AM
attacks. To date, drOwned remains the only publicly-available complete
sabotage attack with AM, i.e., ranging from initial compromise of an AM
environment up to destruction of the system in which the sabotaged
3D-printed part was installed. Furthermore, as we will discuss in Section
2.1 and summarize in Table 1, attention to sabotage of metal AM has
been lacking—despite the role that metal AM parts play in safety-critical
systems.

1.2. Threat model

Through this study, we examine one of the most popular methods of
metal AM used for near-net shape part manufacturing [17-19], Powder
Bed Fusion (PBF). Specifically, we examine possible sabotage attacks
facilitated through a compromised Powder Delivery System (PDS) which
is an essential component of a PBF machine. For our threat model, we
assume that the PBF machine is compromised by a common attack such
as malicious firmware installation. The ability to compromise firmware
even in highly secure industrial settings has been demonstrated by real
world attacks such as Stuxnet [20] and provides the adversary with
complete control over the cyber controlled process parameters, as has
been demonstrated with desktop 3D printers [21,22]. We further assume
the adversary’s target is part quality degradation which is achieved by
modifying the part’s mechanical properties. The fatigue failure of
additively manufactured metallic parts predominantly initiate from
volumetric defects (such as pores and lack-of-fusion defects) under
machine surface condition and from surface roughness under as-built
surface condition. Therefore, to achieve the adversarial goal, the de-
fects seeded by the sabotage need to be more severe by the typical
volumetric and surface defects common in AM metallic materials. From
this basis, we proceed to investigate how the goal of modified me-
chanical properties can be accomplished by manipulating the PDS, an
essential sub-system which has yet to be studied from the security
perspective.

Table 1
AM Sabotage attacks in the research literature (only publications whose end-
goal is sabotage are listed).

Publication AM Process Outline
Xiao [21] FDM, Increased nozzle temperature affects a 3D
Plastics printed part’s form
Sturm et al. [25] FDM, Voids randomly inserted in the STL affect
Plastics tensile strength
Yampolskiy et al. PBF, Metals Identified PBF process parameters that can be
[26] used in sabotage
Zeltmann et al. FDM, Substituting structural for support material
[27] Plastics affects tensile strength
Pope et al. [28] PBF, Metals Network communication timing can affect

part quality

Belikovetsky et al. FDM, Targeted STL modification reduces fatigue

[16] Plastics life; first complete attack
Moore et al. [22] FDM, Changing the filament extrusion rate affects a
Plastics 3D printed part’s form

Slaughter et al. PBF, Metals Indirect sabotage via manipulated in-situ IR
[29] thermography

Ranabhat et al. SL, Optimizing sabotage to minimize the
[30] Composite probability of detection

FDM - Fused Deposition Modeling; PBF - Powder Bed Fusion;
SL - Sheet Lamination
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Targeting the PDS is motivated by an assumption about adversarial
goals. While the main goal is to sabotage a part’s function, a typical
secondary objective is for the malware to remain undetected for as long
as possible to maximize the damage (as was the case with Stuxnet).
While the PDS is essential for normal PBF operation, we believe it is
easily overlooked and would escape scrutiny longer than more critical
subsystems. Our assumption is grounded in the fact that there are
literally 100 s of ways to sabotage PBF. However, there are parameters
that will be under the intensive scrutiny almost immediately after
defected parts are detected — such as the laser-related parameters like
power density, scanning speed, or hatch distance. The PDS-related pa-
rameters are likely to be investigated only after many other possible
manipulations are ruled out. Furthermore, Stuxnet demonstrated an
effective strategy to prolong the time between discovery of a problem
and identification of its cause: attack is not permanent but triggered by a
set of conditions, and during the attack’s manipulation prerecorded
sensor information is replayed to the monitoring software. With this
strategy, a defender is forced to rely on external measurements which
only occasionally will provide indicators pointing to the true source of
an attack.

The research presented in this paper targets multiple research com-
munities, predominantly AM and Security, and requires expertise in
both fields. To address this, some sections contain information that is
necessary background for one community which might be considered
common knowledge in the other. This paper is structured as follows. In
Section 2 we discuss state of the art, addressing needs of different
communities. In Section 2.1, we cover related work in AM security and
AM sabotage attacks; this section provides a grounding for the wider AM
community, while AM Security experts will likely be familiar with the
presented research. We then provide background information on PBF in
Section 2.2; this section informs Cyber-Security experts who might be
not familiar with this AM process. We present our analysis identifying
PDS-enabled attacks in section 3. We present an experimental evaluation
of a selected attack in Section 4. We conclude this paper with a brief
overview.

2. State of the art

In this section, we first present the related work on AM Security. The
target audience is both AM and Cyber-Security experts which are not
familiar with the research on AM sabotage. Then we provide a brief
introduction into both PBF and its essential component under investi-
gation in this paper, PDS. The target audience are Cyber-Security experts
who might not be familiar with the subject; AM experts might want to
skip this part of the section.

2.1. Related work

The ability to compromise AM equipment has already been demon-
strated in the research literature. Moore et al. [23] analyzed popular
open-source software that is used with and open-source firmware that is
installed on desktop 3D printers. Based on their analysis, authors list
numerous vulnerabilities that can be used to hack both. Do et al. [24]
hijacked a wireless network protocol used to communicate with a
desktop 3D printer, and demonstrated ability to use it for canceling a
print job in progress and to submitting an entirely new job. Belikovetsky
et al. [16] employed the e-mail spear phishing attack to gain a remote
access to a computer used in 3D printing.

The majority of AM sabotage attacks (summarized in Table 1) have
been demonstrated on fused deposition modeling (FDM), an AM process
broadly used with polymers. Sturm et al. [25] randomly inserted voids
in 3D object design defined in.STL file. Authors experimentally verified
that this attack can degrade tensile strength of a manufactured part.
Zeltmann et al. [27], using a dual extrusion desktop 3D printer,
substituted parts of the 3D printed object with the support material
extruded through a second nozzle. Also this attack led to the degradation
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of a part’s tensile strength. Belikovetsky et al. [16] tailored modifica-
tions of 3D printed propeller design to decrease a part’s fatigue life.
Authors also demonstrated that this atack can lead to the destruction of a
system in which such part is installed (in the paper, a quadcopter UAV).
Xiao [21] adjusted desktop 3D printer firmware to provide false tem-
perature readings, while Moore et al. [22] integrated in the 3D printer
firmware a factor by which the amount of extruded filament is modified.
Both attacks resulted in geometrical distortions of the 3D part. Chen
et al. [31] and Gupta et al. [32] proposed a category of.STL file modi-
fication that, if a part was printed with a wrong orientation, would result
in geometrical distortions. Ranabhat et al. [30] presented an optimisa-
tion solution for composite material AM parts. Authors showed how the
deviation from the original design can be minimized, while still
achieving the stated degree of a part’s performance.

Of the research addressing AM-related sabotage attacks, only a few
papers have focused on metal AM. Yampolskiy et al. [26] performed an
analysis to identify which manufacturing parameters could degrade part
mechanical properties. Among the identified parameters, which corre-
sponded with the critical performance parameters identified by Frazier
et al. [33], were build direction, scanning strategy, scanning speed, heat
source energy, and environmental conditions in the build chamber. Pope
et al. [28] identified manipulations of network communication timing
and of the power supply as possible means to sabotage a part during
manufacture. Slaughter et al. [29] examined possible manipulations of
in-situ InfraRed (IR) thermography quality control systems and
demonstrated feasibility of the manipulations on a PBF machine. Ilie
et al. [34] demonstrated that modifications to laser power and exposure
time could be used to create predictable failure points in their work on
customizing PBF part mechanical properties. While their research was
focused on part design and not security, it is possible to see how these
modifications could be used in attacks to induce targeted premature
failure.

A framework for analyzing attacks on or with AM was devised by
Yampolskiy et al. [14]. This framework is used and examined further in
Section 3.1. In their analysis, Yampolskiy et al. [35] showed that, while
it is possible to impose the same framework on other manufacturing
technologies, there remain significant differences in AM security as
opposed to Subtractive Manufacturing (SM) security. The AM versus SM
security differences were further examined by Graves et al. [36] using a
technology adoption security awareness cycle comprised of three per-
spectives —exposure, evaluation, and implementation. The authors
identified differences arising from the unique AM attack targets and
methods, the flexible and shifting AM workflow roles and boundaries,
and the distinct AM security cost, benefit, and liability weighting.
Graves et al. [36] concluded that addressing the AM security posture
required specific domain expertise and that inheriting SM security was
insufficient.

2.2. Background: PBF and its PDS sub-system

Powder Bed Fusion is one of the most popular metal AM methods
[17-19]. In the PBF process, a thin layer of powder, usually metal or
polymer, is distributed across a build plate. Once the layer has been
uniformly spread, a laser or electron beam melts the powder particles to
form the next layer of the additively manufactured object. The entire
process is then repeated until all layers of the design file have been
completed.

A variety of methods have been developed to deliver powder to and
distribute it across a build plate. The powder delivery system can include
but is not limited to powder cells, pistons, conveyor belts, sliders, rollers,
and rakes [37,38,33,39,19]. The components of a specific PDS are ma-
chine dependent. Two common PDS configurations, the powder cell and
the hopper, are depicted in Fig. 1(a) and (b), respectively. The
remainder of this paper refers to powder cell and hopper configurations
when discussing the PDS.

With the powder cell PDS, the fresh powder cell (left) is located
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Fig. 1. Examples of powder delivery systems (PDS).

adjacent to the build chamber cell (right). As the part is manufactured,
the build plate is lowered a sufficient distance to accommodate the next
layer while the powder cell is raised to produce the required dose to
build that layer. With the hopper PDS, the powder is stored above the
build chamber in a tank referred to as a “hopper.” The hopper releases a
predetermined dose which is then spread across the build chamber.

PBF requires a uniform deposition of the powder [17,18]. In the
depicted powder cell configuration, a roller/scraper is employed to
distribute the powder. In this PDS, the scrapper spreads the material
while the roller provides compaction. The roller spins in a
counter-rotating manner for consistency and evenness. In the depicted
hopper configuration, the deposited dose is spread across the build
chamber using a brush or scrapper. Some systems add vibration mech-
anisms to prevent powder agglomeration and attachment to the roll-
er/scrapper [40,17,41,42] or brush/scrapper [43], to assist in
compaction [44], and to facilitate powder fluidity [17]. The uniform
deposition of the powder ensures the layer thickness is consistent, the
layer surface is even, and the layer distance from the heat source is
maintained.

3. Identifying PDS-enabled attacks

In this section we identify sabotage attacks that can be conducted
with PDS sub-system. In Section 3.1 we first introduce an analytical
approach that is taken. It is based on a framework introduced originally
for the analysis of successful attack; we show how it can also be used for
the preparation of attacks. The analysis starts then in Section 3.2 with
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the identification of defects that can be intentionally seeded by the PDS
manipulations. Then in Section 3.3 we identify individual manipulations
of a PDS that can be conducted (i.e., changes of a single parameter while
all other are fixed) and establish correlation between defects and indi-
vidual manipulations. Building upon the individual manipulations that
can be used as a means for sabotage attacks, in Section 3.4 we introduce
a concept of compound manipulations — an approach that can increase
attack effectiveness. We conclude our analysis in Section 3.5 by dis-
cussing ability to target parts via direct or indirect attacks.

3.1. Analytical approach

The framework we use to analyze the PDS sabotage attack was
introduced by Yampolskiy et al. [11,14] and is depicted in Fig. 2. The
attack analysis framework, from left to right, is composed of attack
vectors, attack methods, and targets [11]. Attack methods are semantically
identical manipulations that can originate from various compromisable
elements in the AM process [11]. The framework uses the attack methods
construct since various combinations of manipulations in conjunction
with different compromised elements can achieve the same modifica-
tion. One example of an attack method would be part geometry modi-
fication which can eventually impact fit and form or mechanical
properties. Part geometry can be modified through STL file manipula-
tions, toolpath command alterations, and changing individual actuator
signals. The attack targets are defined as the intersection between the
adversarial goals and objectives and the achievable effects that result
from the attack methods [11].

Our PDS attack analysis begins with the target, traversing the
framework from right to left, in a manner similar to how an adversary
thinks. We start with the adversarial goal of functional part degradation.
After the goal is identified, the adversary determines the achievable
effects that could cause the desired part function degradation. In our
scenario, the effects are those defects producible by the PDS. We
examine the possible PDS induced defects in Section 3.2. Depending on
the situation, the defects can lead to part degradation sufficient enough
to satisfy the goal.

We explore the possible PDS manipulations which can generate de-
fects in Sections 3.3 and 3.4. In Section 3.3, we identify individual ma-
nipulations where all other process parameters are fixed at their expected
values and only one manipulation is applied to the build. In Section 3.4,
we examine compound manipulations, such as intra- and inter-layer ma-
nipulations, as well as multiple type manipulations. The intra-layer
manipulations can effect different parts of a single layer. The inter-
layer manipulations impact adjacent layers. The multiple type manip-
ulations can be of various types in arbitrary combinations producing
unique impacts.

Effects
Attack Method ‘,’ \\ |
Attack Compromised 2
] f Targets
Vectors >‘ Element(s) Manipulations

Goals

Degradation of Part Function

PDS Manipulations » PDS Induced Defects »
(Considered Adversary Goal)

(Sections 6, 7) (Section 5)

Attack Execution Order

Attack Preparation Order

Fig. 2. Framework used in this paper for attack identification (derived from
[11]). Traversing elements of this framework from left to right provides the
order in which an attack is executed. To identify and prepare an attack, the
framework is traversed by an adversary in the opposite direction.
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Once the adversary has identified the desired manipulations, the
attacker’s next step would be to discern which elements to compromise
and then determine which attack vectors to use. In this paper, we assume
under our threat model that the AM machine is already compromised
and the attacker has unfettered access and complete control of the sys-
tem. Our assumptions of compromise and unfettered access and control
are justified based on the AM attacks discussed or demonstrated in the
security research literature [16,25,24,21,22,29,23] and investigations
into security flaws and exploitation, such as a recent United States
Government Accountability Office (GAO) report where testers were able
to take control of and operate cyber-physical weapons systems unde-
tected [45]. The GAO investigation identified and exploited vulnera-
bilities which are common in many industrial environments [46,47,45].

3.2. PDS-generated defects

In AM part manufacturing, there is a distinction between flaws and
defects. Flaws are either within an acceptable threshold or can be
remedied with post-processing; defects are fatal flaws which cannot be
remediated [18]. The impacts described in this section can range from a
flaw to a defect, based on the degree of deviation, the interaction with
other process parameters, and required part-specific characteristics. All
defects described below have the potential for degrading part mechan-
ical properties.

3.2.1. Layer-related defects

Layer properties can be examined based on layer thickness,
compaction, and uniformity [19,18,48,44]. Manipulation of these
properties can lead to defects in a manufactured part.

3.2.1.1. Layer thickness. Layer thickness impacts not only the part ge-
ometry and feature detail but also material properties through the
amount of powder available for melting and the distance between the
surfaces of the current and prior layer. We distinguish between two cases
of layer thickness defects, one in which the layer surface is level and one
where it is angular.

In the level layer instance, the layer can be either thicker or thinner
than designed (see Fig. 3a). Too thick layers experience an incomplete
melting of the powder which results in delamination and produces in-
ternal porosity and rough external surfaces [18,19]. Rough external
surfaces in turn serve as fracture initiation points, impacting part
strength. Furthermore, the melt pool behavior will vary from that
anticipated in the design as the temperature in the part will differ from
expectations. Where the layer is too thick, the heat sink effect is
impacted by the additional powder which interrupts the heat conduc-
tivity from the adjacent layer. An additional impact from a too thick
layer would include incomplete part geometry formation.

Where the layer is too thin, the heat source will impact the prior
layer, causing melting of the prior layer’s unmelted powder or a re-melt
of prior deposition, both of which will alter part geometry and degrade
part mechanical properties [18,19]. Similarly, the layer will experience
melt pool turbulence. Melt pool turbulence can result in vaporization of
alloys with lower melting points and in keyholes generating voids in the
part. It can also cause the molten metal to pull from the pool boundaries
which in turn can lead to intra-layer delamination between the adjacent
scan tracks.

In the angular layer instance (see Fig. 3b), the layer thickness rises in
a gradient manner from a height hy to its final height h,, or decreases in a
similar manner. In an extreme case, hg (or h,) can be 0 which would
mean that it initiates (or ends) at the surface of the prior layer. Although
angular layer behavior does not appear to have been studied to our
knowledge, it can be reasonably argued that the melt pool will display
impacts similar to the level layer instances. In this case, the melt pool
behavior is dependent on the layer thickness at the point of laser
impingement. The thickness could vary from too thin to approximately
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Fig. 3. Layer-related Defects —Layer Thickness. The deviation in layer thickness can be either uniform across the build plate or non-uniform, e.g., on a gradient. Note
that the figure is simplified: As the powder is melted and its density increases, the top surface of the consolidated regions would be lower than that of surrounding

powder bed.

appropriate to too thick. As the optimal build parameters anticipate a
constant layer thickness, the melt pool behavior in an angled layer will
not be exactly as anticipated even at the approximately appropriate
point since the adjacent impingement points will be out of normal
bounds.

3.2.1.2. Layer compaction. Layer compaction refers to the spacing
amongst the unmelted powder particles in the bed prior to heat source
application. The compactness affects the powder layer density which in
turn affects the part density and properties [44,17,48,49]. Generally, a
certain degree of packing density is required for part quality [19,44],
with higher density associated with better mechanical properties [50].
Altered compactness which lowers the powder layer density degrades
the melt pool, resulting in non- or weaker fusion and diminished part
mechanical properties.

Even with very thin layers possibly minimizing compaction con-
cerns, the physical manufacturing process leaves depressions from build
fluctuations in the previous layers. These depressions, which can be
quite deep, must be filled in the new layer. Compaction then remains
issue, absent a perfect monolayer [51].

3.2.1.3. Layer uniformity. When the powder is atomized for use in AM,
the particles are not uniform in size but rather are characterized as
existing within an acceptable range. Layer uniformity refers to the dis-
tribution of these various sized particles within the powder layer. Par-
ticles exceeding the acceptable size range or anticipated distribution will
breach the optimal build parameters [18,19]. Uniformity contributes to
the smoothness of the powder layer surface which in turn influences
melt pool characteristics and counteracts agglomeration tendencies.
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3.2.2. Heat source-related defects

In PBF, the powder is melted to form the part by a heat source which
can be either laser or electron beam. If the distance of the surface layer
from the heat source is modified, it can alter the locus of the beam’s
impingement on the powder layer or the size of the beam at the point of
impingement. It can also alter the exposure duration of the melted
powder.

If after powder distribution, the build plate, and consequently the
surface layer, is raised toward the heat source, the beam will intersect
the surface higher than the optimal focal point; if it is lowered, the beam
will intersect the surface below the optimal point (see Fig. 4a). Both
cases will impair energy transfer, impacting the melt pool depth and
quality as well as track width, possibly contributing to lack of fusion
defects. Moving the build plate can also result in a larger or smaller
beam exposure range (see Fig. 4b), impacting the part dimension in that
layer.

3.2.3. Timing-related defects

The timing of the powder distribution process from dosing and
spreading to the beginning of the next melting cycle is a component of
the PBF heat transfer process. During this cycle, heat from previous build
layers dissipates and also pre-heats the deposited powder in preparation
for the next melting phase. This heat transfer is necessary to maintain
the specified layer temperatures and temperature gradients required for
a successful build.

Temperature and temperature gradient abnormalities can result in
unmelted powder or lack of fusion defects. Other impacts can include
overmelting, remelting, and melt pool turbulences. Altering the timing
during any part of the distribution process, then, could impact the part

Raised Surface
Optimal Impingement

Impingement

Powder Bed Level:

Lowered Surface
(a) Impingement

Laser Field of View

Powder Bed Level:

e—— Raised

o—— Original

o— Lowered

(b)

Fig. 4. Heat Source-Related Defects. The defects are introduced by modifying
the distance between the heat source (the laser) and the surface of the depos-
ited powder.
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mechanical properties.

3.2.4. Kinetic-related defects

With PBF machines, there is the potential for pressure on the pre-
vious layers from shear forces and compressive stress as the powder is
spread across the build chamber [17,19]. The pressure can result in
compressive kinetic damage to the already completed part [17,19]. To
mitigate the potential damage, rollers are counter-rotated which in-
creases the fluidity of the powder and correspondingly decreases the
pressure [17]. Additionally, there is potential for other PDS components
such as a scrapper, roller, or rake to collide with the part or other ma-
chine components thereby causing kinetic damage to the part or the
machine [19].

3.3. Individual manipulations

There are various malicious manipulations that can be performed on
and with the PDS. The manipulations described here cause the defects
described in Section 3.2, both individually and in combination. Fig. 5
summarizes the relationships. Combinations of these individual ma-
nipulations are discussed in Section 3.4.

3.3.1. Dosing

Dose is the term used to describe the amount of powder available to
be spread as the next build layer. The dosing process is PBF machine
dependent. As mentioned in Section 2.2, the two most common dosing
mechanisms are fresh powder cells (Fig. 1a) and hoppers (Fig. 1b).

3.3.1.1. Improper powder cell dosing. Powder cell PBF machines control
dosing by raising the cell chamber floor. The spreading mechanism then
moves across the top of the cell chamber, pushing the powder in front of
it to cover the previous layer in the build chamber. If the bed chamber
floor is raised too high, the result is an amount of powder which exceeds
that needed to cover the layer; the spreading mechanism will ensure that
the layer thickness is appropriate, however, there will be an excessive
waste of powder which is brushed away from the build chamber by the
spreader. It is possible that this could have the effect of running out of
powder before the build is completed. Even if powder can be added in
order to finish the build, the thermal history has been affected and the
delay may result in a timing-related defect.

If the bed chamber floor is not raised enough, the result is that the
dose is insufficient to fully cover the entire layer. As the spreading
mechanism pushes the entire batch of the powder from one side of the
build chamber to another, it will result in incomplete layer coverage (see
Fig. 6a), referred to as a “short feed." The effect will be a layer thickness
defect where the layer becomes angled, tapering to a too thin layer.

3.3.1.2. Improper hopper dosing. Hopper PBF machines control dosing
through valves. The dose quantity depends on the amount dispensed
through the valve. The hopper can be stationary or traverse the build
platform; which system is used is equipment manufacturer dependent
[37,17,19]. In machines with a stationary hopper, the dosing behavior
will have the same effect as the fresh powder cell system. In machines
with a traversing hopper distribution, there is a continuous powder flow
dispensing method as the spreading mechanism moves across the build
chamber. In the event the valve is electro-mechanical and can be
controlled through the firmware, the dose during the spreading process
could be restricted or increased. If it is increased, similarly to the prior
case, it will result in wasted material and the potential to exhaust the
powder supply prior to build completion. If the dose is restricted, it will
result in insufficient coverage (see Fig. 6b). The effect will be a layer
thickness defect where the layer is too thin and where compaction and
uniformity are compromised due to a lack of contact with the spreading
mechanism. It is possible that there will also be a heat source-related
defect from the increased distance of the thinner layer surface to the
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heat source.

3.3.2. Spreading

The components of spreading mechanism are machine dependent
(see Section 3.2). Machines can use rollers, scrappers, hard or soft
brushes, or rakes [52,37,33,39,42], as well as combinations thereof.
Some machines also incorporate vibration mechanisms to assist in
compaction [44] and to facilitate powder fluidity [17].

3.3.2.1. Spreading mechanism speed. The speed with which the
spreading mechanism traverses the build chamber can be controlled
either via firmware or operator inputs, depending on the machine [53].
If the spreading mechanism moves too quickly it could impact packing
density [53,54] and cause voids and an undulating surface [54] as well
as surface roughness [55], resulting in layer defects and, possibly,
timing-related defects. If it moves too slowly, it will most likely result in
timing-related defects.

3.3.2.2. Vibration mechanism operation. Some researchers [40,17,56,
41,42] have investigated the use of vibration mechanisms in the PDS to
improve compaction and reduce agglomeration which impacts powder
layer uniformity. If the vibration mechanism is turned off, compaction
will be degraded and agglomeration can occur, possibly resulting in
layer uniformity defects. If the vibration mechanism is operational but
the frequency or amplitude is modified outside optimal operational
parameters, both under- and over-compaction might occur.

Under-compaction can reduce layer density, degrading the part’s me-
chanical properties; over-compaction can possibly produce kinetic de-
fects, damaging the underlying part layers.

3.3.2.3. Roller rotational speed and direction. If a roller is used as part of
the spreading mechanism, the roller operates in a counter-rotational
direction to facilitate powder distribution and reduce metallization
and compaction pressure. If the direction of the roller is reversed, uni-
formity, compaction, and kinetic defects can occur. If the roller rota-
tional speed is modified, the powder spreading becomes inefficient
resulting in uniformity and compaction defects.

3.3.3. Build platform

The build platform performs several functions in a PBF machine. As
part of the powder distribution process, the build platform is lowered
prior to the powder deposition and distribution process. Under normal
conditions, the clearance defines the maximum layer thickness of the
part, as excessive powder is removed by the spreading mechanism which
runs on the top of the build chamber walls. However, the clearance can
be either decreased or increased by raising or lowering the platform.

We distinguish between three cases, based on when the build plat-
form modification occurs.

3.3.3.1. Before deposition. Under normal conditions, the build platform
is lowered only before powder deposition. If the platform is lowered less
than designed for, it will result in a thinner layer, and possibly result in
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Fig. 6. Dosing Manipulations. These examples are representative of insufficient
dosing.Note that the figure is simplified: As the powder is melted and its density
increases, the top surface of the consolidated regions would be lower than that
of surrounding powder bed.

kinetic part damage. If platform is lowered more than designed for, the
result depends on the dosing mechanism. If hopper is used, this will
result in compaction, uniformity, and heat-related defects. If a powder
bed is used, it includes all prior described defects; plus, depending on the
amount platform is lowered, it might result in a short feed similar to
Fig. 6b.

3.3.3.2. After deposition. If the build platform is lowered after the
powder deposition, it increases the distance between the surface of the
deposited powder layer and the heat source, leading to the heat source-
related defects. If the build platform is raised, it decreases this distance,
also leading to heat source-related defects. In addition, tapering effects
might occur at the edges of the build platform.

3.3.3.3. During deposition. If the platform is manipulated during depo-
sition, the result depends on the dosing mechanism. If a hopper which
traverses the build chamber is used and the build platform is lowered
during deposition, this will result in compaction and uniformity defects
both of which will increase as the variance from the designed height
increases. If a hopper which traverses the build chamber is used and the
build platform is raised, this will result in an angle layer with tapered
edges and possible kinetic impact, depending on the degree of variance
(see Fig. 7).

If a powder bed or stationary hopper is used and the build platform is
lowered, the layer will start angled increasing in size, until the dose has
been exhausted. After this point, there will be a tapered end, eventually
leading to the exposure of the prior layer. If a powder bed or stationary
hopper is used and the build platform is raised, this will lead to an angled
layer with decreasing thickness along the way. In addition there will be
tapered edges along the build chamber walls.

All these manipulations will result in layer and heat source-related
defects. In addition, if the platform is lowered, compaction and
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Fig. 7. Build Platform Manipulation -In this example, the build platform is
raised during powder spreading.

uniformity defects will also occur. If the platform is raised, there is a
possibility of kinetic defects.

3.4. Compound manipulations

While in the prior section we considered each manipulation in
isolation, in this section we consider combining them. Specifically, we
discuss intra-layer manipulation, inter-layer manipulations, and the
combination of different types of manipulations. These are independent
of each other and, as such, can result in multiple combinations with
distinct impacts separate from those of the individual manipulations of
which they are composed.

3.4.1. Intra-layer

The manipulation does not necessarily need to affect the entire layer
of a print. Instead, it can be timed to affect a selected section of a layer.
Fig. 8(a) depicts an example of the build platform manipulation which
starts one-third of the way across the layer and then stops two-thirds of
the way across, resulting in a distinct impact. Additionally, multiple
manipulations can occur across the layer. Fig. 8(b) depicts repeated
build platform manipulations, specifically raising and lowering the
platform, which could produce a ripple-like effect.

3.4.2. Inter-layer

A manipulated layer can be adjacent to either as-designed or
manipulated layers. If it is only adjacent to as-designed layers, the
impact is identical to the individual manipulations described in Section
3.3.

When manipulated layers are adjacent to other manipulated layers,
their individual impact can be combined and amplified into unique
defects. For example, a single angle defect per layer for several layers
would have a different impact than one layer of an angle defect. In
another example, one layer height can be reduced to half the height
parameter, resulting in a too thin layer thickness, with the next layer
increased to one and one half times the height parameter, resulting in a
too thick layer but compensating for the prior thin layer in the overall
part height.

3.4.3. Multiple types

Performed manipulations are not limited to a single type described in
Section 3.3. Rather, they can be combined with each other arbitrarily
resulting in multiple and various unique impacts. For example,
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Fig. 8. Compound manipulations —intra-layer. In this example, the build plat-
form is raised and lowered during powder spreading.

manipulation of a build platform causing a too thin layer defect com-
bined with a roller rotation manipulation causing an over-compaction
defect could result in a kinetic-related defect. Another alternative
would be depositing a too thick layer and then lowering the build
platform even more prior to scanning with the heat-source, resulting in a
combination of layer- and heat source-related defects.

3.5. Part targeting

When the manipulations discussed in this paper are applied to an
entire layer, the specific effect and degree of impact will depend on the
intersection of the manipulated layer and the part. To be goal-optimized,
the attack needs to be targeted. It should be designed for a specific part
geometry and with knowledge of the required part functional properties.
Additionally, the attacker needs to know the placement and orientation
of the part on the build platform in order to identify the optimal hori-
zontal and vertical placement of a manipulation. A targeted PDS-based
attack can be either direct or indirect as described below.

3.5.1. Direct attack
A direct attack is where the defect is placed within the part or on its
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external surface. Depending on the location, the same defect can result
in different outcomes. For example, an external surface defect can cause
surface roughness, resulting in fatigue-initiating cracks and subsequent
premature service failure. An internal defect could cause increased
porosity, resulting in degraded mechanical properties such as tensile
strength or ductility or in reduced fatigue life. Fig. 9(a) illustrates a
targeted internal defect case. From a security perspective, direct attacks
introducing part deviations are more likely to be detected by non-
destructive testing.

3.5.2. Indirect attack

The adversary can launch indirect attacks by targeting unmelted
powder, non-part layers, or support structures. Unmelted powder
functions as part geometry support structures and as a heat sink. Any
modifications to the unmelted powder regions alters thermal properties.
Non-part layers are the initial and terminal layers in the build chamber
which occur below and above the part. Any modifications to these layers
impacts the build in ways similar to unmelted powder manipulations.

Support structures in PBF can be used as heat sinks to mitigate
thermal residual stress. In a thermal residual stress attack, the adversary
would manipulate the structures to increase the thermal residual stress,
resulting in effects such as part warpage and distortion or degraded
microstructure. From a security perspective, indirect attacks impacting
part microstructure are likely to evade inspections since they do not
affect visible layer properties of the final part. Fig. 9(b) illustrates a
targeted indirect attack.

4. Experimental evaluation

The effectiveness of a sabotage attack is determined by its ability to
generate the desired degree of damage and its ability to evade detection
long enough for the damage to occur. In this section we empirically
assess both these characteristics for a selected PDS-enabled attack
applied to a metal part manufactured on Laser Beam PBF. We start in
Section 4.1 by describing parts that were manufactured for the experi-
mental evaluation. In Section 4.2 we assess the ability to detect intro-
duced defect with Non-Destructive Testing (NDT) methods. Lastly, in
Section 4.3 we use Destructive Testing (DT) to assess impact of the
attack on the part’s fatigue life.

4.1. Description of experiments

Two different PBF machines were used to print specimens for the
experimental evaluation -an EOS M290 and a GE Additive Concept
Laser M2 Series 4. The EOS M290 is a single-laser PBF machine. The GE
Additive Concept Laser M2 Series 4 is a dual-laser PBF machine. The
process parameters used with both machines are summarized in Table 2.

With both PBF systems, the EOS M290 and Concept Laser M2 Series
4, we used the same set of specimens. As a basis we used round fatigue
specimens with uniform gage sections in accordance with ASTM
E606-12 standard [57]. The design file was modified to simulate
introducing a layer thickness defect. The specimens were fabricated
vertically and the build began with a normal layer height. Then in the
middle of the gage section, thicker layers were introduced. In case 2x,
the layer thickness was modified by a factor of 2 and in case 3x, the layer
thickness was modified by a factor of 3. Case 1x corresponds to un-
modified specimens. In the conducted experiments, the layer thickness
was changed uniformly throughout the entire powder bed. Conse-
quently, the introduced layer thickness modification impacted the entire
cross-section of a specimen regardless of the specimen location on the
build plate. In cases 2x and 3x, the section above the modification was
shortened in the area next to the modified layer to prevent the added
thickness from increasing the overall specimen size, creating a
compensating inter-layer thickness manipulation. The geometry and
dimensions of the specimens as well as the location of the defect are
depicted in Fig. 10.
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Table 2
AM systems and build process parameters.

Additive system Material Inert gas environment Laser power Beam diameter Hatch distance Scanning speed Layer thickness
w pm mm mm/s mm

EOS M290 17-4PH SS Nitrogen 220 100 0.100 755.5 0.040

GE M2 S4 316 L SS Argon 370 130 0.090 1350 0.040

Each AM machine was used to print test specimens with one of the
two materials used in the study. With the EOS M290 we printed 12
specimens using Argon-atomized 17-4 pHStainless Steel (SS) powder
with a 15-45 pm particle size distribution. After fabrication, the speci-
mens were heat treated following the CA-H1025 heat treatment pro-
cedure [58,59]. With the Concept Laser M2 Series 4, we also printed 12
specimens. However, this set was made of 316 L SS with 90% of powder
particles between 15.15 ym and 44.66 um in size. We used the M2 with
both lasers deployed and their optic systems configured as similarly as
possible. There was no heat treatment performed on these specimens.
Finally, there was no post-build surface processing performed on spec-
imens fabricated from either material; thus, they were tested in the
“as-built” surface condition.

10

4.2. Non-destructive testing (NDT)

To determine whether the attack could be detected non-
destructively, we examined the specimens using three techniques
—visual inspection, digital microscopy, and X-Ray p CT (Computed
Tomography).

4.2.1. Visual inspection

Upon print job completion, the samples were visually inspected. The
modifications to the test specimens were not detectable at this stage of
examination.

4.2.2. Digital microscopy

We next conducted digital microscopy using a Keyence VHX-6000 to
examine the gage section of the round fatigue specimens. Fig. 11 shows
the digital microscope images for the area in which the defect was
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Fig. 10. Round fatigue specimens with uniform gage section used in NDT
and DT.

introduced. The modified layer is in the middle of each layer. For the
altered 17-4PH SS test samples, there is a subtle indication of irregu-
larities in the layer(s) where the layer thickness has been modified (see
Fig. 11c and e). However, for the altered 316 L SS specimens there is no
indication that the layer thickness has been modified (demonstrated in
Fig. 11d and f). This demonstrates that the ability to detect such an
attack via microscopy is both limited and material dependent. Further, it
should be noted that we knew the exact location of the defect introduced
in a small part with a simple geometry. The probability of detecting such ¥ :
anomaly in a large part is low. (e) (f)

1mm

4.2.3. X-ray CT Fig. 11. Optical microscope images of the gage section. These images were

We conducted NDT with a Zeiss Xradia 620 Versa X-ray micro- obtained using the Keyence VHX-6000 digital optical microscope.
computed tomography (X-u CT) system. The X-u CT scans were con-
ducted at 25 W power and 160 kV voltage. A total of 1601 projections
(2 s and 18 s exposure time per projection for the 316 L and 17-4Ph,
respectively) were collected per scan. The scans were focused on the
area surrounding the defect location. Fig. 12 shows the reconstructed X-
ray images. The imaged volume area was approximately 8FC3.0mm by
3.5mm height. The voxel size we used for the 17-4 pHSS scans was
4.3um, while that for the 316 L SS scans was 6um. The results presented
in Fig. 12 were scaled accordingly.

The defects in the 17-4PH SS specimen are clearly visible on the CT
scan (see Fig. 12a and c.) The core portion of the defect in the 316 L SS
specimen is not visible to the same extent (see Fig. 12b and d). However,
there are observable near-surface defects concentrated in the subject
layers. This demonstrates that the detectability of this category of defect
with this technology is strongly material dependent. This is because the
melt pool depth at optimum processing condition is material dependent,

Section 4.3.2, in which we analyze and compare the fracture surfaces of
specimens without defects and with x2 and x3 layer thickness defects.

4.3. Destructive testing (DT)

To determine the ability of the attack to successfully degrade the
part’s function, we examined the specimens using an servohydraulic
system to measure fatigue life and a digital microscope to compare crack
initiation sites.

4.3.1. Fatigue testing

We measured specimen fatigue life using an MTS Landmark servo-
hydraulic test frame with a 100 kN load capacity. All fatigue tests were
performed at room temperature using a tapered sinusoidal load wave-

leading to different layer overlap ratio and melt pool overlap ratios from for.m. ) Fatigue tests were conducted under fully—relxl ersed (R, = — 1)
material to material [60,61]. Thus, the severity of the Lack-of-Fusion uniaxial force- and strain-control (R, = — 1) loading.” The frequency was
(LoF) defects created by the modified layer thickness varies from ma-

terial to material, resulting in different detectability using X-Ray CT. It R Ra— ) ) ) )
should be further noted that the resolution of X-Ray CT, and therefore of Ry is the stress ratio that is defined as Ry = 0min/Omax, Where omyn is the
ability to detect such anomalies, will be significantly reduced in larger minimum stress and oy is the maximum stress. R, is defined similarly with en
parts ’ being the minimum and ¢4, the maximum strain values. Similar equation and

principle apply for R., where ep, is the minimum strain and epqy is the

Further discussion explaining the fatigue life results is presented in maximum strain values.
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Fig. 12. Reconstructed X-Ray CT images showing internal porosity in the uniform gage section. These images were obtained using the Zeiss Xradia 620 Versa X-ray

micro-computed tomography (X-u CT) system.

adjusted to maintain a constant average cyclic stress/strain rate. A
minimum of three specimens were tested for every condition and test
parameter to ensure statistical relevancy.

The materials have different mechanical properties with the 17-4PH
SS possessing higher strength and lower ductility than the 316 L SS [58,
62]. As this makes the 17-4PH SS more sensitive to defects, we adjusted
the parameters to test the 17-4PH SS specimens under force-control
since the cyclic stress-strain response is known to exhibit little plas-
ticity [58]. The 316 L SS specimens were tested under strain-control
since this material exhibits plastic deformation even at relative low
strain amplitude values [62].

For 17-4PH SS, we selected the three stress amplitudes of 375, 350,
and 325 MPa because they are close to the material’s endurance limit of
293 MPa [58]. This region is of special interest as most load bearing
applications are designed to not exceed the endurance limit [63] and
testing near this region is known to increase the material’s sensitivity to
defects [63]. For the strain-controlled 316 L SS specimens, the strain
amplitude results are displayed to provide better comparison. The plots
are shown in Fig. 13.

The fatigue life of the 17-4PH SS specimens with defects is almost
three orders of magnitude (i.e., 1000 times) shorter than the specimens
without defects (see Fig. 13a), and the observed fracture initiated
exclusively from the location of defect introduced by the attack.
Noticeably, the 17-4PH SS specimens with 3x layer thickness defect
have longer fatigue life compared to those with 2x layer thickness
defect. This indicates that the attack is more detrimental to a brittle
material (i.e., 17-4PH SS).

In the case of 316 L SS at 0.001 mm/mm strain amplitude, all data
points are clustered together; the specimens with 3x layer thickness
defect exhibit slightly shorter fatigue life than the rest of the specimens
manufactured with the same laser at the same stress amplitude. For
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fatigue tests at 0.002 mm/mm, observed fatigue life is shorter than
75,000 reversals; the specimens without defect and those with the 2x
layer thickness defects do not differ significantly in fatigue performance.
However, the fatigue life of specimens with the 3x layer thickness defect
was relatively shorter than the rest at both strain amplitudes.

Due to similar surface roughness conditions, the fatigue scatter of
specimens with an as-built surface condition is typically minimal, even
at stress/strain levels near the endurance limit. Therefore, an increased
scatter in the experimental results is indicative of the sabotage effects.
These factors need to be considered by an attacker.

In addition to the test parameters and fracture conditions, we
recorded the location at which the fracture occurred. In the case of
specimens without defect, the fracture could occur in any part of the
gage section. In the case of specimens with introduced defects, however,
the fracture location was almost exclusively in the middle part where
defect was introduced. The implication, from a security perspective, is
that an adversary can alter the fracture point location, ensuring that it is
both effective and difficult to inspect and/or detect.

4.3.2. Fractography

After specimen failure, we examined the fracture surface using the
Keyence VHX-6000 digital microscope. We conducted the analysis on
specimens of all three defect-types, manufactured with both types of
materials. The goal of the analysis was to find distinct features and crack
initiation sites that would be characteristic of the defect caused by the
increased layer thickness.

Fig. 14 shows selected analyzed specimens. In the case of the defect-
free 17-4PH SS specimen, due to the as-built surface condition, the
fracture surface is smooth with multiple, well-defined crack initiation
sites originating around the circumference of the specimen (denoted by
the shaded blue area). The fracture surface with the defects, however,
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Fig. 13. Fatigue Test Results.

presents a brittle-type fracture indicating that the lack-of-fusion was the
main reason for shorter fatigue life span. Furthermore, when comparing
fractography of specimens with two different defect levels (see Fig. 14c
and e), we observed that the lack-of-fusion area (darker gray) of the
specimen with 2x layer thickness defect is considerably larger than is the
case with the specimen with 3x layer thickness defect. As a result, the
load bearing area of the specimen in Fig. 14(c) is smaller. This can
explain why the specimen with the smaller defect unexpectedly
exhibited a shorter fatigue life than the specimen with the larger defect.
The mechanisms leading to this development require additional
investigation.

In the case of the 316 L SS specimens, there are no substantial dif-
ferences for the defect-free and 3x layer thickness defect specimens due
to the specimens not fully fracturing, even after the test was deemed
complete (50% load drop). Subsequently, the specimens were pulled
apart with a monotonic load. The resulting final fracture areas are
depicted by the darker gray in Fig. 14(b) and (f). In contrast, the 2x
specimen continued running until final fracture occurred and the fatigue
life was adjusted to the same failure criteria as the rest of the experi-
ments (see Fig. 14d). After further investigation, we observed that the
specimen with the 3x layer thickness defect presents more internal
cracks rather than lack-of-fusion defects which leads to a more rugged
surface.

5. Conclusion
In this paper we focused on a largely neglected security threat in

Additive Manufacturing (AM) — the sabotage of metal 3D-printed func-
tional parts. As the role of AM in supporting national security and
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Fig. 14. Fractography (17-4PH SS Specimens Tested at 375 MPa; 316 L
Specimens Tested at 0.002 mm/mm strain amplitude). These images were ob-
tained using the Keyence VHX-6000 digital optical microscope.

economic prosperity expands, correspondingly so does its visibility as a
cyber-physical attack target. In examining a potential attack avenue, this
paper focused on Powder Bed Fusion, a metal AM process used to
manufacture parts for safety critical systems, and its Powder Delivery
System, an integral component of PBF machines.

We first analyzed a possible PDS attack from the attacker’s
perspective. We identified the target as degradation of part function
which would be accomplished by compromising the part mechanical
properties through the introduction of PDS-induced defects. We then
identified manipulations capable of producing said defects which could
be used individually or in combination for sabotage attacks.

Once we had identified various, potential manipulations, we exper-
imentally evaluated the impact of a compound, intra-layer layer thick-
ness manipulation on defect creation and amplification as well as the
impact of two, distinct individual layer thickness manipulations on
mechanical properties as measured by fatigue life. The results were first
evaluated using non-destructive testing (NDT). The visual inspections,
digital microscopy, and X-Ray CT indicated that while some defects
could be detected with NDT, the level of detection was material
dependent and would be more challenging when used against actual
parts with complex geometry as opposed to our geometrically simplistic
test specimens.

In the destructive testing (DT) phase, our experimental evaluation
used fatigue testing to measure the induced defect impact on the spec-
imen mechanical properties. The DT with a servohydraulic test system
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documented material dependent premature failure of the test specimens,
with the 17-4PH specimen notably experiencing a three orders of
magnitude difference. The fractography confirmed the correlation of the
failures with the induced defects. The DT results combined with the NDT
results indicate that successful attacks, which accomplish the goal of
damaging a part while avoiding detection, will be material and part
geometry dependent.

In summary, this paper demonstrates the possibility of sabotaging
metal AM parts via manipulations of the PDS sub-system of a PBF ma-
chine. We proposed an approach where attackers can “work backwards”
from their intended goal and targeted sub-system to first identify Indi-
vidual Manipulations of this sub-system, assessing their effectiveness in
causing defects and avoiding detection. They can then construct Com-
pound Manipulations capable of both amplifying malicious effects and
reducing the probability of detection. This approach is applicable to
other sub-systems and other AM processes as well. We verified experi-
mentally that our selected attack can indeed degrade a part’s fatigue life
while avoiding detection by the non-destructive testing (NDT). During
experimental evaluation we discovered that the attack’s degrading ef-
fect and detectability by NDT are material-dependent—factors that
should be considered by both attackers and defenders.

We want to emphasize that, while some of the discussed defects also
occur in non-sabotaged AM, there is a fundamental difference between
“naturally occurring” and “sabotaged” process flaws that lead to build
part defects. Natural causes, such as imperfections in the manufacturing
process, tend to be present in the entire build, with the process param-
eters exhibiting bounded stochastic fluctuations. In the case of sabotage,
the deviations can be carefully planned and introduced in a strictly
localized manner, ensuring that the part’s function is degraded and the
probability of detection is minimized.

Based on our research, we conclude that sabotage attacks on a PBF
machine through the PDS are both feasible and effective. Given the use
of metal PBF parts in safety-critical systems and the anticipated growth
of the AM industry, it is apparent that AM security requires immediate
attention from experts with the unique combination of cyber-security
and AM specific domain expertise.
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